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Loi cam doan

T6i xin cam doan cac ndi dung trong luin van voi dé tai “Nghién ciru mot sb
phuong phap sinh dau vao kiém thir ty dong cho Android” 1a cong trinh nghién ctru
ctia ban than, xuat phat tir nhitng yéu cau phat sinh trong cong viéc dé hinh thanh ra
huéng nghién ciru. Céc sb liéu c6 ngudn gbe rd rang va tudn thu dung nguyén tic, két
qua thuc nghiém trinh bay trong luan van dugc thu thap dugc trong qué trinh nghién

ctru 14 trung thuc, chua timg duge cong bd trudce day.

Ha Néi, Neay 12 thang 12 nam 2017

Téac gia luan van

Tran Thi Hong Sim



Loi cam on

Pau tién, em xin gui 161 cam on chan thanh va biét on sau sac téi PGS.TS Truong
Anh Hoang, giang vién bd mén Ky thuat Phan mém, khoa Cong Nghé Thong Tin,
truong Pai hoc Cong Nghé¢, Pai hoc Quéc Gia Ha Noi. Trong subt qué trinh hoc tap va
thuc hién luan vin ndy, thiy da 1a ngudi truc tiép hudng din va dua ra nhitng dinh
hudng quy bau cho qua trinh nghién ctru. Chinh nhd sy nhiét tinh chi bao, danh thoi
gian quy bau cua thiy trong sudt qua trinh huéng dan ma em di hoan thanh viéc
nghién ctru.

Em ciing xin giri 10i cam on chan thanh dén cac thay gido, co gido 1a giang vién
truong Pai hoc Cong Nghé da giang day, truyén dat kién thic cho em trong hon hai
nim hoc tai truong. Nhitng kién thirc ma céc thdy co da truyén thy 1 nén tang cho em
trong cong viéc sau nay va la nhimng kién thirc tién quyét trong viéc nghién ctru va tim
hiéu dé tai trong luan van.

Va cudi cung, t6i xin gt 161 cam on dén ban bé, déng nghiép va dic biét 1a gia
dinh, nhimg ngudi da luén & bén dong vién, gitp dd, tao diéu kién tét nhat cho t6i

trong sudt qua trinh hoc tip va thuc hién luan van.

Ha Néi, thang 12/2017

Tran Thi Hong Sim
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Pit van dé

Nhu chiing ta dd biét nhu cau sir dung cac thiét bi di dong théng minh cia con
ngudi ngdy cang cao, sd lugng cac nha san xuat thiét bi ciing ngdy cang nhiéu va da
dang hon vé ching loai, miu ma. Mdi chiéc dién thoai thong minh ngay nay khong
don thuan chi dé nghe, goi va nhan tin nhu truéc, ma nd giéng nhu mot may tinh dé
ban thu nhd, chung ta ¢ thé luét web, chat wifi, mua hang truc tuyén, tim kiém thong
tin, xtr 1y thong tin mang, két ndi thiét bi ngoai vi, diéu khién 6 to, diéu khién robot,
giai quyét cong viée véi dbi tac & bat ki noi dau va vo van nhiing loi ich 16n lao khac.

Pé cac thiét bi di dong co duoc sitc manh nhu vay trudc hét 1a nho cac cong ty
phat trién phin mém ma cu thé & day 13 Google voi Android, Apple voi iOS va
Microsoft voi Windows Phone. Cac cong ty nay da tap trung 16n ngudn luc cua ho vao
viéc phat trién cac nén tang di dong ké trén dé dua chung 1én mét tim cao hon trude

day, ma ngay nay chung ta thuong hay goi 1a “HE PIEU HANH”.

Trong sb cac hé diéu hanh cho céc thiét bi di dong, Android hién dang 1a hé diéu
hanh phé bién va 16n manh nhat. V&i tinh chat ngudn md, Android thu hat nhiéu nha
san xuat thiét bi trén thé giéi nhu Sony, Samsung, LG, HTC, v.v... Ngay nay Android
khong chi dugc st dung 14 hé didu hanh trén dién thoai thong minh va mdy tinh bang,
ma con duge tmg dung vao cac dy an khac nhu: ddng ho théng minh (smartwatch),
nha thdng minh (smart home), tivi théng minh (smart tivi), robot, diéu khién 6 to, kinh

thuc thé 4o ...

Theo sd liéu théng ké, Android hién dang nam gitr 86% [1] tong thi phan cho hé
diéu hanh di déng. Su phd bién ngay cang ting cua cac thiét bi Android c6 tac dong
tryc tiép dén ctra hang tmg dung Google Play. Pay 14 cira hang tng dung 16n nhét thé
gidi va c6 3.3 triéu ting dung (thang 9/2017) 6 sin dé tai xudng. Chi riéng trong quy 2
nam 2017, di co gan 17 ty luot tai xudng cac tng dung tir Google Play. Vi nhiing
con sb théng ké nhu trén, c6 thé thiy viéc xay dung cac img dung cho thiét bi Android

da, dang va s& van 12 mot xu huéng phét trién manh mé& va bén vitng.

Trong vong doi phat trién phan mém, kiém thir 1a mot hoat dong quan trong va

khong thé bé qua d6i voi phan mém noi chung va cac ing dung Android noi riéng.



Hoat dong kiém thtr c6 thé tién hanh mot cach tha cong tuy nhién diéu nay s& mat thoi
gian, ton chi phi va d6i khi khong mang lai hiéu qua cao. Tham chi trong mot vai
nhitng phuong phéap kiém thr, hoat dong kiém thur thu cong 1a khong thé thyuc hién
duge. Do d6 doi hoi phai c6 mot hinh thirc kiém thir ty dong hd tro. Tuy nhién kiém
thir ty dong ciing c6 nhiéu ky thuat khac nhau véi cac mirc do tu dong khac nhau. DBbi
v6i nhiéu cac cong cu kiém thir, van can c6 sy tham gia cta kiém tht vién vao trong
qua trinh. Kiém thir vién s& phai xdy dung cac kich ban kiém thir hoan toan thu cong
dé cac cong cu kiém thir ¢6 thé thyue thi dugce tir cac kich ban do. bay 1a mdt cong viéc
khong hé don gian, ton thoi gian va nhan lyc. Vay moét cau hoi dugce dat ra, 1am sao dé
hoat dong kiém thr hoan toan tu dong, tir thao tac sinh ra céc kich ban kiém thir cho
dén viéc thuc thi nhiing kich ban kiém thir d6. DA c6 rat nhiéu cac nghién clru vé céc
ky thuat sinh dit liéu kiém thtr tu dong. Va trong ndi dung ludn vin ndy ciing s& tim
hiéu vé cac k¥ thuat sinh dir liéu kiém thir ty dong, va cu thé né duoc ap dung vao qua

trinh kiém tra tw dong cho cac tmg dung Android ra sao.
Cu thé luan vin duogc xay dung bao gdm 4 chuong véi chi tiét nhu sau:

- Chuong 1: Trinh bay tong quan vé hé diéu hanh Android bao gdm cac ting
trong Android va cau tric tap tin Manifest 13 tap tin ké khai nhitng thong tin thiét yéu
vé tng dung véi hé thong

- Chuong 2: di sau vao tim hiéu hai phuwong phap sinh dau vao kiém thir ty dong
1a phwong phap kiém thtr Fuzz (Fuzzing) va phuong phap kiém thtr dya trén mé hinh
(model-based testing)

- Chuong 3: tim hiéu hai cong cu kiém thtr ty dong cho Android dai dién cho hai
phuong phap kiém thtr Fuzz va kiém thtr dya trén mé hinh 1a Monkey va DroidBot.

- Chuong 4: tién hanh nghién ctru thyc nghiém bang cach sir dung hai cong cu
Monkey va DroidBot dé kiém tra cho mét danh sach cac ing dung Android, dong thoi
do lai cac két qua vé s lugng 16i tim duge, d6 bao pht ma nguén, tr 6 dua ra nhitng
phan tich va danh gia cho két qua thyc nghiém dat duoc

Cudi cung 1a két luan va tai liéu tham khao



Chuwong 1. Nén ting Android

1.1. Gi6i thiéu chung vé Android

Android 1a hé diéu hanh ma ngué)n mo, dua trén Linux, duoc tao ra cho mot loat
cac thiét bi va yéu td hinh thirc. So dd ¢ hinh 1.1 cho biét cac thanh phan chinh cua

nén tang Android [2]:

- Tdng hat nhdn Linux: nén tang cta hé diéu hanh Android 13 hat nhan Linux. TAt

ca moi hoat dong cua thiét bi déu phai thyc thi ¢ ting nay. Tang nay bao gém cic tién
trinh quan 1y bd nhd (memory management), giao tiép v6i phan cimg (driver model),
bao mat (security), quan 1y tién trinh (process). Str dung hat nhan Linux cho phép
Android tan dung céc tinh ning bao mat then chét va cho phép cic nha san xuat thiét
bi phat trién trinh diéu khién phan cting cho hat nhan ndi tiéng nay

- Lép trivu twong phdn cirng (Hardware Abstraction Layer - HAL): cung cép céc

giao dién chuan dé phan cimg thiét bj co thé giao tiép v6i cac nén tang Java API & cip
cao hon. Lop triru twong phan cimg ndy bao gébm nhiéu mé dun thu vién, mdi méd dun
nay lai thuc thi mdt giao dién cho mdt loai thanh ph'?m phén cung cu thé, chéng han
nhu 1a m6 dun may anh hoac moé dun Bluetooth. Khi b khung API (APl framework)
thyc hién cudc goi dé truy cap phén cung thiét bi, hé théng Android s€ ta1 mo6 dun thu
vién cho thanh phan phan cting d6.

- Thoi gian chay Android (Android Runtime — ART): dbi véi cac thiét bi chay

Android phién ban 5.0 (API 21) tr& 1én, mdi tng dung chay trong tién trinh cta chinh
N6 voi thé hién chinh né cia thoi gian chay Android. Thoi gian chay Android dugc
viét dé chay nhiéu may 4o trén cac thiét bi c6 bo nhé thip bang cach thuc thi cac tap
DEX, mdt dinh dang byte-code dugc thiét ké dic biét cho Android, duoc téi uu hoa
cho bd nhé tbi thiéu. Xay dung cac cong cu, chéng han nhu Jack, bién soan cac ngu6n
Java vao ma DEX byte-code, c6 thé chay trén nén ting Android. Mot s6 tinh ning
chinh cua thoi gian chay Android bao gdom:

e Bién dich trudc thoi han (Ahead-Of-Time - AOT) va trong thoi han (Just-In-
Time - JIT)

e Tbi vu héa thu gom réac (Garbage Collection - GC)



e HO tro g0 16i t6t hon, bao gém mot hd so mau riéng, cac ngoai 1¢ chuan doan
chi tiét, bao cdo su c¢b va kha ning thiét 1ap cac diém quan sat dé giam sat cac linh vuc
cu thé.

Trudc phién ban Android 5.0 (Cap do API 21), Dalvik chinh 1a thdi gian chay
Android. Néu tmg dung nguoi dung chay t6t trén ART, thi cling c6 thé lam viéc trén
Dalvik, nhung nguoc lai ¢6 thé khong dung.

Android ciing bao gdm mot tdp hop cac thu vién chay 15i cung cap hau hét cac
chirc nang clia ngdn ngit 1ap trinh Java, bao gdm mot sé tinh ning ngon ngir Java 8,
ma khuon kho Java API sir dung

- Tdng thuw vién C/C++: nhiéu thanh phan va dich vu cdt 161 cta hé théng, nhu 1a

HAL va ART, duoc xay dung tor ma nguén cuc bo yéu cau cac thu vién géc duoc viét
bing C va C++. Nén tang Android cung cdp cac API cua bo khung Java dé pho bay
tinh ning ciia mot sb thu vién gbc nay cho cac ung dung. Vi du, c¢6 thé truy cap vao
OpenGL ES théng qua cac Java OpenGL API cta bo khung Android dé thém hd trg vé
va thao tac do hoa 2D va 3D trong tmg dung. Néu mg dung phét trién yéu ciu ma
ngudn C hodc C ++, ta co thé sir dung Android NDK dé truy cap vao mot sé thu vién
nén tang gdc truc tiép tir ma ngudn gdc.

- Tang khung Java API: toan b tap hop céc tinh nang ciia hé diéu hanh Android
d3d c6 san thong qua cac API duogc viét bang ngdn ngit Java. Cac API nay tao thanh
nhitng khéi xay dyng sin ma chlng ta hoan toan co thé ldy ra sir dung khi mudn xay
dung cac tmg dung Android. Cac API nay giup don gian héa viéc tai sit dung phan 15i
Android ciing nhur 14 cac thanh phan va dich vu ciia hé théng mé dun sau:

e View System phong phl va cé kha ning mé rong, nguoi dung c6 thé sir dung
dé xay dung Ul cua tng dung, bao gdom cac danh sach, lui, hop van ban, cac nat bam,
va tham chi mét trinh duyét web nhung

e Trinh quan ly tai nguy@n, cung cap quyeén truy cap vao céc tai nguyén khéng ma
ngudn nhu 1a chudi cuc bd, dd hoa, cac tép b cuc.

e Trinh quan ly thdng bao: cho phép tit ca cac ang dung hién thi canh bao tuy
chinh trong thanh trang thai

e Trinh quan Iy hoat d6ng: quan Iy vong doi cua tng dung va cung cip ngan xép
trg lai chuyén hudng thong dung.
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System Apps

Dialer Emnail Calendar Camera

Java APl Framework

Managers
Content Providers

Activity Location Package Motification

View System Resource Telephony Window

Native C/C++ Libraries

Webkit OpenMAX AL Android Runtime (ART)

Media Framework OpenGL ES s Core Libraries

Hardware Abstraction Layer (HAL)

Audio Bluetooth Camera Sensors

Linux Kernel

Drivers

Audio Binder (IPC) Display

Bluetooth Camera

Shared Memory

Power Management

Hinh 1.1: C4u trac ngin xép phan mém Android

e Trinh cung cép ndi dung: cho phép tng dung truy cap dit liéu tir cac ang dung

khéc, chang han nhu tng dung danh ba hoic dé chia sé di liéu riéng cua chang.

Nha phat trién cé quyén truy cap dy du vao cung bo khung API ma cac tng dung

hé thong Android str dung.

- Tdang #ng dung hé thong: Android di kém véi mot bo cac tng dung cét 16i nhur

email, tin nhan SMS, lich, trinh duyét internet, danh ba va hon thé nira. Ung dung di

! https://developer.android.com/guide/platform/index.html
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kem voi nén tang nay khong co trang thai dac biét so vai cac tng dung ma ngudi dung
tw cai dat. Vi vy, tng dung cua bén thir ba van c6 thé trg thanh trinh duyét web mic
dinh, tin nhan SMS mac dinh, hoic tham chi ban phim mic dinh cia nguoi dung.

Cac ing dung hé thong hoat dong nhu mot (g dung cho nguoi dung va dong thoi
cung cip cac kha co ban ma nha phat trién c6 thé truy cap trr tng dung cua riéng ho.
Vi dy, néu mét tng dung cua nguoi dung mudn gui tin nhian SMS, nguoi dung khdng
can phai tu xay dung chirc ning do, thay vao d6 c6 thé goi tng dung SMS nao d6 da

duoc cai dat dé guri tin nhén toi ngudi nhan chi dinh.
1.2. Ban ké khai tng dung AndroidManifest

Moi tng dung Android déu phai c6 mot tép AndroidManifest.xml trong thu muc
gbc ctia minh. Tép ké khai ndy trinh bay nhitng thong tin thiét yéu vé Gmg dung véi hé
thdng, thong tin ma hé thdng phai c6 trude khi cé thé chay bit ky ma nao cua (mg
dung. Cac gia tri trong tap tin Manifest bi rang budc vao tng dung tai thoi diém bién
dich va khong thé thay ddi sau do, trir khi thue hién bién dich lai ung dung. Mot trong
cac loai thong tin chinh ma tép tin Manifest nay chtra 1a chung khai bdo cac thanh

phan ctia tng dung. Cac thanh phan nay c6 thé 1a mot hoic nhiéu trong céac loai sau:

- Hoat dong (Activity)
- Dich vy (Service)
- B0 nhan quang ba (Broadcast Receiver)

- Trinh cung cip noi dung (Content Provider)
1.2.1. Hoat dong (activity) [3]

Khai niém

Hoat dong 1a thanh phan phu trach giao dién ngudi dung cia Gmg dung. Mot hoat
dong 1a mdt giao dién truc quan ma nguoi dung co thé thuc hién trén d6 mdi khi duoc
kich hoat. Mt ng dung c6 thé c6 nhiéu hoat dong va chiing co thé goi dén nhau hoic
chuyén gilta cac hoat dong voi nhau. Mdi hoat dong 14 mot dan xuat cua 16p

android.app.Activity.

Moi hoat dong c6 mot cura s6 dé v€ 1én. Thong thuong clra s6 nay phu ddy man

hinh, ngoai ra n6 cling c6 thé c6 thém cac ctra s6 con khac nhu 1a hop thoai. No1 dung
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ctra s6 ctia hoat dong dugc cung cap boi mot hé thong cdp bac cac Khung nhin (1a dbi

tuong cua 16p Views).
Vong doi cuia hoat dong

Céc hoat dong trong hé thong dugc quan 1y boi mot cau trac dir liéu ngan xép. Khi
c6 mot hoat dong duoc khdi tao, nd duoc ddy vao trong ngin xép, chuyén sang trang
thai thuc thi va hoat trong trude d6 s& chuyén sang trang thai cho. Hoat dong nay chi

tro lai trang thai kich hoat khi ma hoat dong vira khoi tao két thic viéc thuc thi.
Mot hoat dong c6 bdn trang thai chinh la:

- Hoat dong hoac dang chay: khi n6 dang hién thi & trén man hinh va nhan tuong
tdc nguoi dung

- Tam dirng: khi hoat dong khong con 1a trong tdm trén man hinh nhung van hién
thi trude nguoi dung.

- Dung: Khi mot hoat dong hoan toan bi che khuit, no sé& roi véao trang thai
Dirng. Tuy nhién, n6 van con luu trit toan bo thong tin trang thai. Va n6 thuong bi hé

thong dong lai khi c6 tinh trang thiéu bo nhd.

Khi chuyén giira c4c trang thai, tng dung s& goi cac ham goi lai tmg véi cac budce
chuyén:
void onCreate(Bundle savedInstanceState)
void onStart()
void onRestart()
void onResume()
void onPause()

void onStop()

void onDestroy()

Biéu dd sau mo ta trang thai trong vong doi cua mot hoat dong. Hinh chir nhat thé
hién cac phuong thirc goi lai ma chiing ta c6 thé khai bao dé goi thyc thi mot sb thao
tac khi hoat dong chuyén sang trang thai khac (phuong thirc goi lai 1a phwong thirc
duoc goi lai boi mot phuong thirc khac khi c6 mot su kién xay ra). Céac trang thai

chinh cua mdt hoat dong dugc thé hién béi cac hinh vién thude:
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Activity
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Y
onCreate()
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‘r’our activity
| New acrmry is s:arred mmes lo the
foreground
Other applications
) need memory ) onFreeze()
l ( Your activity '
comes to the
onPause() ] foreground |
|' Your activity is no longer w’sr’b!e.|
onStop()
Y
onDestroy()
Y
Activity is
shut down

2
Hinh 1.2: Vong doi ciia mét hoat dong (activity) trong trng dung Android

Vong doi cia mot hoat dong duogc thé hién trong nhitng qua trinh sau:

Toan b vong doi ciia mot hoat dong bat dau tir 101 goi dau tién toi phuong thirc
onCreate (Bundle) cho t&i khi ¢6 101 goi phuwong thirc onDestroy(). Trong qué trinh nay,
mot hoat dong s& khoi tao lai tit ca cac tai nguyén can st dung trong phuong thirc

onCreate() va gidi phong chiung khi phuong thirc onDestroy() dugc thuc thi.
Vong doi c6 thé nhin thiy ciia mot hoat dong bat dau tir 101 goi toi phuong thirc
onStart(), cho t&i khi phuong thirc onStop() cia n6 dugce thuc thi. Toan b cac tai nguyén

dang dugc su dung bdi hoat dong van tiép tuc duoc luu gitt, nguoi dung co thé théy

2 https://developer.android.com/reference/android/app/Activity.html
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giao dién nhung khong tuong tac dugc vai hoat dong do trong qua trinh nay hoat dong

khong & trang thai chay tién canh.

Thoi gian séng tién canh ciia mot hoat dong 1a qua trinh bét dau tir khi co 101 goi1
t6i phuong thirc onResume()va két thiic bang 15i goi t6i phwong thirc onPause(). Trong
thoi gian ndy, hoat dong chay & tién canh va c6 thé twong tac voi ngudi dung.

1.2.2. Dich vu (service) [4]

Khdi niém

Mot dich vu (service) la cac doan ma dugc thuc thi ngﬁm bdi hé théng ma nguoi
st dung khong théy duge. Mdi dich vu déu duoc mo rong tu 16p co sé 1a dich vu trong
g6i android.app, co thé két ndi ti hodc kich hoat mét dich vu théng qua giao dién ma
dich vu dua ra. Vi du nhu mot chuong trinh choi nhac, s€ c6 vai hoat dong cho phép
ngudi dung duyét danh sach cac bai hat va lwa chon bai nao d6 dé phat. Tuy nhién,
chtc nang choi nhac khong duoc thiét ké nhu mot hoat dong boi chiung ta s€ mudn
chuyén qua cua s6 khac, nhu khi soan tin nhén thi bai nhac van tiép tuc duoc choi.
Trong trudng hop nay, ing dung choi nhac s& khai tao mot dich vu bang cach sir dung

phuong thirc Context.startService().

Mot irng dung co thé dé dang thuc hién lién két t6i mot dich vu dang chay (tham
chi khoi dong néu né chua thuc thi) bang phuong thirc Context.bindService(). Khi d6 dich
vu nay s& cung cip cho Gmg dung co ché dé giao tiép vdi ching thong qua mot giao
dién duoc goi la [Binder (déi voi dich vu choi nhac ¢6 thé cho phép dung hoac chuyén

qua bai nhac ké tiép).
Vong doi cua mot dich vu

Vong doi cua mot dich vu duoc hiéu 1a qué trinh hoat dong tur khi n6 duoc tao ra
cho t6i khi bi loai khoi hé thdng. C6 hai cach thirc d& mot dich vu ¢ thé duoc chay
trong hé thong:

Khi hé théng c6 101 goi téi phuong thirc ContextstartService(). Trong trudng hop
nay, dich vu s& dugc thuc hién lién tuc cho t6i khi hé théng goi phuong thic

Context.stopService().

Khi cac g dung goi phuong thirc Context.bindService() dé tao két ndi véi dich vu

(dich vu s& duoc khoi tao néu tai thoi diém d6 né dang khong hoat dong). Ung dung s&
15



nhan duge mot ddi tuong IBinder do dich vu tra lai dé co thé go1 cac phuong thirc
Callback phu hop dé truy cip toi cac trang thai cua dich vu. Néu do 1oi goi
Context.bindService() ma dich vu dugc khéi tao thi ndé s€ dugc thuc thi cho to1 khi nao

két ndi trén (ttrc 1a d6i twong IBinder) van con ton tai.

Call to Call to
startService() bindService()
onCreate() onCreate()
onStartCommand() onBind()
Service Class s
. running _ [t
The service is stopped All clients unbind by calling
by itself or a client unbindService()
v
onUnbind()
onDestroy() onDestroy()
Service -.". Service ,
I-__ shut down shut down J
" _/' -
Unbounded Bounded
service service 3

Hinh 1.3: Vong doi cua mét dich vu trong ing dung Android

1.2.3. Bo nhan quang ba (Broadcast Receiver) [5]

Khai niém

Bo nhan quang ba 1a mot thanh phan khong 1am gi ca nhung n6 nhan va phan hoi
lai cac thong bao quang ba. Nhiéu quang ba c6 ngudn gdc tir ma hé thong, vi du thong
bao thay doi mui gio, pin yéu, anh da chup hay thay d6i ngén ngir. Cac ung dung co
thé khoi dong quang ba, vi du dé cac tng dung khac biét rang dir liéu di dugc tai vé
xong trén thiét bi va san sang sir dung.

Mot tng dung c6 thé c6 sb luong bo nhin quang ba bat ky dé nhan nhitng thong
bao quan trong v&i nd. Tat ca cac bd nhan quang ba duoc ké thira tir 16p

BroadcastReceiver.

3 https://developer.android.com/guide/components/services.html
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Bo nhan quang ba khong ¢ giao dién. Tuy nhién, ching ¢ thé khai dong mot
hoat dong dé dap lai thong tin ma n6 nhan dugc, hay ching co thé st dung bd quan ly
thdng béo dé thong bao nguoi dung biét. Cac thong bao c6 thé duoc sy cha ¥ cua
nguoi dung theo cac cach khac nhau nhu 13 sang man hinh, rung thiét bi, bat 4m thanh
nao ddy, ... Thong thudng, ching dit thong bao trén thanh trang thai, noi ngudi dung
c6 thé nhan duoc thong bao.

1.2.4. Trinh cung cap ndi dung (Content Provider) [6]

Khdi ni¢m

Céc tmg dung c6 thé luu trit dir liéu ctia minh trong cac tap tin hodc sir dung co so
dir liéu SQLite sin ¢ v.v... Trinh cung cip ndi dung cé chirc ning cung cap mot tap
hop cac phuong thire cho phép mot tng dung c6 thé luu trit va 13y dit liéu dugce quan

Iy boi trinh cung cip ndi dung do.

Trinh cung cép nodi dung 1a mot dic trung riéng ciia Android, nho d6 ma céc tng
dung co thé chia sé dir liéu v6i nhau mot cach dé dang. Gidng véi tit ca cac phan
mém, hanh vi cta ung dung c6 thé phu thudc nhiéu vao trang thai ciia cac trinh cung
cip ndi dung (vi du nhu danh sach lién lac c6 thé tréng hodc chua cac dit liéu tring
nhau). Do d6, cac cong cu kiém thtr can phai “gia mao” cac trinh cung cép ndi dung
nham muc dich tao ra cc ca kiém thur mong mubn va dat duoc do bao phu cao hon

trong hanh vi cia ting dung.
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Chuwong 2. Sinh diu vao kiém thir ty dong

Kiém ther ty dong tir 1au da la mot phan khong thé thiéu trong hoat dong kiém thi
cua phan mém ndi chung va cac tng dung Android néi riéng. Gia sir khi mot tng dung
sau khi duoc sura 16i va phat hanh, lam thé nao dé dam bao rang ban phat hanh méi véi
cac 16i d& duoc sira sé khong gay ra bat ky 16i méi nao trén cac chirc ning cii. Vi vay,
s& tot hon 1a chiing ta ciing sé kiém tra lai ca cac chic ning cii trén ban phat hanh ng
dung méi. Tuy nhién sé& rit khé dé cé thé kiém tra lai bang tay tat ca cac chirc ning cua
ng dung sau mdi lan stra 13i hodc bo sung tinh nang mai. Vi vay ma kiém thir ty dong
s& la mot phan can thiét trong hoat dong kiém thir boi né giup mang lai nhitng hiéu

qua vé chi phi, vé nhan lyc va thoi gian, v.v...

Mot sé cac phuong phap kiém thir tw dong chinh cho tmg dung Android cé thé

duoc ké dén nhu sau [7]:

- Kiém thir dya trén mo hinh (Model based)

- Ghi va phat lai (Record and Replay)

- Kiém thir trén hé thong (Systematic Testing)
- Kiém thtr mo (Fuzzing)

- Kiém thtr ngau nhién (Random Testing)

- Kiém thir theo kich ban (Scripted based Testing)

Céac budc co ban trong mot hoat dong kiém thir tu dong cho tng dung phan mém

co thé ké dén nhu sau:

Phan tich va

Chuan bj dir Chay kich ban

Lwva chon cong

béo co két
(o[VE:Y

ligu kiém thir kiém thir

cu kiém thu

Hinh 2.1: Cac budc co ban cta kiém thir tr dong

Trong hoat dong kiém thtr tu dong, hiu nhu chic chin trong tit ca cac phwong
phap, viéc chay kich ban kiém thtr la hoan toan tu dong. Tuy nhién viéc tao ra dir liéu
kiém thtr, mdi phwong phap lai c6 nhitng cach thirc khac nhau. Dir liéu kiém thir co thé
duoc tao ra mot cach thu ¢éng bai kiém thir vién, hodc hoan toan tu dong boi cac cong

cu.
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Sinh dit liéu kiém thir, mot phan quan trong cta kiém thtr phan mém, 14 qua trinh
tao ra mot bd dit liéu dé kiém tra tinh déy du cua ung dung phén mém. bay co thé 1a
dit liéu thuc té duogc léy tir cac hoat dong kiém thir ung dung trude dé hoac 1a cac dix
liéu nhan tao dugc tao ra ¢ muc dich. Viéc tao ra cac dir liéu kiém thir duoc xem la
mot van dé phire tap, ton nhiéu thoi gian va chi phi. Chinh vi thé, viéc tu dong hoa ca
viéc sinh dir liéu kiém thir s& hoan toan téi wu hoat dong kiém th tu dong, lam ting
hiéu qua cua kiém the tu dong, giam tai dwoc thoi gian va chi phi cho hoat dong san
Xuit @ng dung phan mém. Trong noi dung luan van nay, chang ta s& cung tap trung
vao tim hiéu vé cac phuong phap sinh dir liéu kiém thtr tw dong cho cac ung dung
Android.

Trudc tién, cang lam quen voi mot sb thuat ngir chinh dugc st dung cho nghién

ctu tao dir lidu kiém thir tu dong [8]:

Dit liéu kiém thir, dir liéu dau vao (Test data/ test input): 1a cac dir lidu da dugc

xac dinh cu thé dé sir dung trong kiém thir cac ung dung phan mém

Ca kiém thir (Test case): 1a mot tap hop cac diéu kién hoac cac bién ma dua vao do
kiém thtr vién s& xac dinh ang dung hoic hé théng phan mém cé hoat dong chinh xac
hay khong.

B kiém thir (Test suite): mot tap hop cac ca kiém thir duoc goi la mot bo kiém thir

Ké hoach kiém thir (Test plan): la mot tai liéu chtra toan bo cac thong tin vé viéc
kiém thir cua tat ca cac giai doan

Tu déng kiém thir (Test automation): la viéc phat trién cac phan mém phuc vu cho
hoat dong kiém thtr cac ing dung phan mém

D6 bao phii (Coverage): do bao pha cua phan mém hoic 16i. Muc dich cua
phuong phap kiém thtr dua trén do bao phu 1a dé cac ca kiém thir co thé dam bao bao
pha phan mém, dap ang mot sb cac tiéu chi bao phu nhét dinh. Muc dich cua tiéu chi
bao phu 15i 14 dé bao phu duoc tdi da sb 15i trong phan mém.

Puong dan (Path): duong dan la mot chudi cac nat va canh. Néu chuang ta bat dau
tr mot nut dau vao va két thuc tai mot nat dau ra thi ching ta goi do la mét duong dan

hoan chinh.
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Vi ngit nhanh (Branch predicate): la mot diéu kién trong mot nut ma cé thé dan

dén mot duong dan ding hodc mot duong dan sai.

Puong dan vi tir (Path predicate): mot duong dan vi tir duge dinh nghia la tap hop

cua nhanh vi tir yéu ciu phai ding dé di qua mot duong dan

Puong dan kha thi (Feasible path): duong dan kha thi la mot duong dan noi ma

c6 dau vao hop Ié thuc hién trong duong dan

Puong dan khéng kha thi (Infeasible path): duong dan khéng kha thi 1a duong dan

ma khong co6 dau vao hop Ié thuc hién trong do

Rang budc (Constraint): mot rang budc la mot biéu thirc xac dinh ngir nghia cua
mot phan tir va n6 phai ludn ludn ding

B¢ sinh rang budc (Constraint generator): la mot chuwong trinh c6 thé tu dong tao

ra tap hop cac diéu kién hoic rang budc trong mot duong dan

B¢ gidi quyét rang budc (Constraint solver): bo giai quyét rang budc la mot
chuong trinh cung cip gid tri cho cac bién dau vao cia mét vi t duong dan ma no dap

{rng tat ca céc rang budc cua vi tir duong dan tai mot thoi diém.

Ldp trinh rang buéc (Constraint programming): la mot md hinh 1ap trinh trong do

cac méi quan hé gitra cac bién duoc biéu dién dudi dang rang budc.

Trong khuén khé cua luan vin nay v6i muc dich nghién ctru vé cac phwong phap
sinh dau vao tu dong, do d6 trong ndi dung cua phan sau s& tap trung lam rd hai
phuong phap sinh dau vao kiém thar tu dong ndi bat la phuong phap kiém thu Fuzz

(fuzzing) va phuong phap kiém thir dwa trén mé hinh (model based testing).
2.1. Phuwong phap kiém thir Fuzz (Fuzzing)
2.1.1. Kiém thir Fuzz la gi?

Kiém tht Fuzz [9] 12 mot phuong tién c6 san cua ky thuat kiém thir hop den, rat
hiéu qua trong viéc kham pha nhimng sai 1am bao mat quan trong cua san phim ma céac
k¥ thuat kiém tra thong thudng khong phat hién ra dugc. Phuong thirc cta kiém thi
Fuzz 1a ¢b ¥ nhap vao cac dir liéu ngdu nhién khong hop 1¢ dé kich hoat cac diéu kién

161 hodc gay ra 161 cho phan mém
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Do kiém thir Fuzz 1a mot k¥ thuat cta kiém thir hop den nén no khong doi hoi
quyén truy cdp vao ma ngudn, vi viy né co kha ning tim thiy 15i mot cach nhanh

chong va tranh dugc viéc phai xem ma ngudn.

Cac chuong trinh va bd khung dugc dung dé tao ra ky thuat kiém ther Fuzz hoic
thuc hién kiém thir Fuzz duge goi 13 bd kiém thir Fuzz (Fuzzer) [10]. Tuy theo mdi
truong va tng dung can kiém tra ma ngudi ta ¢ cic phuong an khac nhau dé xay

dung bd kiém tht Fuzz.

Kiém thir Fuzz vé co ban ciing gidng nhu cac ky thuat kiém thir phin mém khéac
[11], tuy nhién né duogc st dung dé phat hién ra mot loat cac van dé nhu 1a 16i ma hoa,
16 héng bao mat gidng nhu kich ban hoa trang web chéo (Cross Site Scripting - XSS),
tran bo dém (Buffer Overflow), tr chéi dich vu (DoS), cheén cau truy van (SQL

Injection) nhu mo ta ¢ hinh 2.2

SQL
Injection
XSS

Bo kiém Cung cap dau vao la Hé théng
thir Fuzz cac dir liéu ngau nhién kiem thir

Hinh 2.2: M6 hinh kiém thir Fuzz (Fuzzing) [12]
2.1.2. Cac giai doan cua kiém thir Fuzz
Céc giai doan trong kiém thir Fuzz duoc thé hién bang biéu db hinh 2.3 [13]:
2.1.2.1. Xac dinh hé théng muc tiéu (Identify target system)
Cac muc tiéu duge danh gia c6 nguy co rii ro cao gom:

- Cac 156 hong do 15i cta ngudi lap trinh hé théng: SQL don anh, ma ngudn don
anh, kich ban hoa trang web chéo, chuyén huéng URL ... Hoidc cac 16i do viéc ciu
hinh hé théng khong an toan nhu dé duong din vao trang quan tri hé thdng 12 mic
dinh, tai khoan mac dinh...

- Cac ung dung nhan dir liéu qua mang - c6 kha nang bi ton hai tir xa vi tao diéu

kién cho viéc thuc thi ma tir xa dé tao ra cac chuong trinh doc hai (virus, worm ...).
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- Cac tng dung chay ¢ murc wu dai cao hon so véi thong thuong - gay chi y cho
ké tn cong thuc thi ma & muc do dac quyén cao hon, dugc goi 1a leo thang dac quyén.

- Céc g dung xtr Iy thong tin ¢ gié tri - loai tng dung nay thu hut ké tan cong
pha vd cac diéu khién, su toan ven, tin cay cua ung dung dé léy dir liéu co gia tri.

- Cac mg dung xir Iy thong tin c& nhan — ké tin cong c6 thé 13y dit liéu ca nhan
¢ gia tri @& dung cho muc dich riéng khong hop phap (vi du: Windows Explorer,

Window Registry, tap tin da phuwong tién, tai liéu van phong, cac tap tin cau hinh)

Xac dinh
hé thong
muc tiéu

Ding 16i .
A Xac dinh
& phan dau vao
tich
Kiém thu
Fuzz

(Fuzzing)

Giam sat
hanh vi h¢
thong

Thuc thi
test sur
dung dix
liéu fuzz

Hinh 2.3: Cac giai doan trong kiém thir Fuzz
2.1.2.2. Xac dinh dau vao (ldentify inputs)

Pau vao ung dung cé thé c6 qua nhiéu hinh thire thirc khic nhau, hodc tir xa (giao
thong mang), hodc cuc bo (cac tép tin, cac khda ding ky, cac bién moi truong, dbi sb
dong 1énh, tén d6i twong...).

Moét s6 bod kiém thtr Fuzz d3 duoc tao ra dé phuc vu cho nhiéu loai dau vao. Cac
16p dau vao tmg véi cac bo kiém thir Fuzz pho bién nhu sau:

- Ddi s6 dong 1énh

- Céc bién moi truong (ShareFuzz)
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- Cac ung dung Web (WebFuzz)
- Céac dinh dang tép tin (FileFuzz)
- Cac giao thirc mang (SPIKE)

- BO nhd

- Cac d6i tuong COM (COMRaider)
2.1.2.3. Sinh dit liéu fuzz hay con goi la tao cac ca kiém thu (generate fuzzed data)

Muc dich ciia méot bd kiém thir Fuzz 1a dé kiém tra su ton tai cta 18 héng bao mat
c6 thé truy cap thong qua dau vao trong cac ing dung phin mém. Do d6 dit liéu sinh

ra trong kiém thir Fuzz phai dat duoc nhiing yéu ciu sau:

- Tao ra dir li€u thur nghiém & cidc mirc d§ khac nhau, ddm bao thdéa man diéu
kién dau vao cta tng dung.

- Dir liéu dau vao duoc tao ra c6 thé c6 dang tép tin nhi phan (Binary files), tép
tin van ban (Text files) dugc sur dung lap di ldp lai trong qua trinh kiém tra

- Viéc tao ra dit liéu kiém thir voi nhidu ca kiém thir lip di lip lai dé bat 1561 khi

chay chuong trinh.
B0 kiém thir Fuzz dugc phan loai dya trén hai tiéu chi khac nhau:
- Vector don dnh (Injection vector) hodc vector tan céng (Attack vector)

C4c b kiém thir Fuzz c6 thé dugc chia dya trén cac linh vuc ing dung ma ching
st dung, nhung vé co ban theo hudng vector tin cong. Ddi vai bo kiém thir Fuzz theo
loai vector don anh n6 sé& thuc hién kiém thir hop den thong qua viéc nhap dit liéu dau
vao. Cac bo kiém thir Fuzz loai nay ding dé kiém thtr phia client va mot sé khac dé
kiém tht phia server. Ddi voi bo kiém thir Fuzz kiém thir phia client véi giao thic
HTTP hodc TLS s& nham muc tiéu vao céc trinh duyét. Doi voi céc bo kiém thir Fuzz
kiém thur phia Server sé& thuc hién kiém thir trén may chi Web Server. Mot s bo kiém
thir Fuzz khac hd tro kiém thtr trén ca hai Server va Client, hodc thim chi ca hai (dung

dé phan tich proxy hodc phan tich luu luong).
- Ky thudt ca kiém thu

Bo kiém thtr Fuzz cling ¢ thé duoc phan loai dya trén cac ca kiém thir phurc tap.

Cac ca kiém thtr duoc tao ra trong kiém thtr Fuzz véi muc tiéu tao ra cac 16p khac
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nhau trong phdn mém, va nho d6 c¢6 thé tham nhép vao cac 16p logic khac nhau trong

ung dung.

B kiém thir Fuzz ma thay d6i cac gia tri khac nhau trong cac giao thiic s& kiém
tra dugc cac dang 16 hong nhu 14 cac van dé vé s6 nguyén. Khi cau tric thong diép bi
bién d6i di thuong, cac bo kiém thir Fuzz s& tim thiy sai sét trong phén tich ¢ phap
thdng diép (vi du nhu trong dac ta XML va ASN.1).

Mot sb phuong phap phan loai dua trén sy phirc tap cua ca kiém tht trong mot bo

kiém thir Fuzz:

- BO kiém thtr Fuzz dua trén mau tinh va ngiu nhién (Static and random
template-based Fuzzer): thudng chi kiém tra cic giao thirc dap Gmg nhimng yéu cau don
gian hoac cac dinh dang tap tin.

- B0 kiém thir Fuzz dua trén khéi (Block-based Fuzzer): s& thuc hién céu trac co
ban cho mdt giao thirc dép Umg yéu cau don gian va co thé chira mot s6 chirc ning
dong thd so nhu tinh toan vé kiém tra tong va chiéu dai cac gia tri (lengthvalues).

- B0 kiém thtr Fuzz duya trén tién hoa hodc bo sinh dong (Dynamic generation or
evolution based Fuzzer): nhitng bd kiém thir Fuzz ndy khong nhét thiét phai hiéu duoc
giao thirc hodc dinh dang tap tin dang dugc lam mo, nhung co thé tim hiéu né dua trén
mot vong phan hoi tir hé théng muc tiéu.

- BO kiém thir Fuzz dua trén md phong hodc dya trén mé hinh (Model-based or
simulation-based Fuzzer): nhiing bo kiém thir Fuzz ndy thuc hién kiém thtr giao dién
hodc thong qua mot mo hinh hay 1a mot mé phong, hodc nd ciing ¢ thé duoc trién
khai day du theo mot giao thirc nao d6. Khong chi c¢é ciu trac thong diép dugc lam
mo, ma nhitng théng diép bt thuong trong chudi dugc tao ra ciing c6 thé duoc 1am
mo.

Hiéu qua cua kiém thtr Fuzz phu thudc vao:

- D6 bao phu khong gian dau vao: Khong gian dau vao cua giao dién kiém thu
cang tbt thi hiéu qua dat cang cao.

- Chét lugng cua dit lieu kiém thur: Cac dau vao doc hai tiéu biéu va di hinh s&
lam ting kha ning kiém tra ddi vai cac yéu td hodc cau trac trong dinh nghia giao

dién.
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2.1.2.4. Thyc thi dir liéu fuzz (execute fuzzed data)

Trong giai doan nay, cac bo kiém thir Fuzz thyc hién phan 16n cac chirc ning cta
c4c cach tiép can néu trén nhung bang cac giai phap dic biét dé tu dong hoa qua trinh
xur 1y kiém thir.

Déi twong tiép can cua kiém thir Fuzz bao gdm:

- Sb (s6 nguyén duong, s6 am, sb thuc...)

- Ky tu (urls, dau vao dong 1énh)

- Siéu dir li€u

- Céc chudi nhi phan, dinh dang tép tin (.pdf, png, .wav, .mpg...)

- Cac giao thuc mang (http, SOAP, SNMP...)

- Céc giao dién dau 1/0, cic dong 1énh tuy chon, nhap/ xuat, C4c biéu mau, noi

dung hay yéu cau do nguoi dung tao ra v.v...
Cach tiép can chung cho kiém thtr Fuzz 1a:

- Sinh tap dir liéu gia tri nguy hiém (con dwogc goi la fuzz vectors) ang véi tung
loai dau vao cu thé, cac 15 héng, cac dinh dang tép tin, ma ngué)n, cac giao thic hoac
t6 hop cua cac dit lidu nay.

- Chén thém ma thyc thi vao ma may cua chuong trinh.

- Phan tich hoat dong cta chwong trinh trong qua trinh thuc thi.
2.1.2.5. Giam sat dtr liéu fuzz (monitor for execution fuzzed data)

Trong giai doan nay, cac bo kiém thir Fuzz khong chi don thuan phat hién cac 16
héng qua qué trinh kiém thir ma con phai dinh nghia cac 18i dugc phat hién. Diéu nay
¢ y nghia hét sirc quan trong trong viéc phan tich va bao cio 16i. Pé ¢ duoc mot bao
c4o 161 day du va rd rang, doi hoi su hiéu biét rd vé hoat dong xur Iy. Qué trinh nay ¢
thé duoc tich hop vao trong sy kién phén loai 16i ty dong.
2.1.2.6. Piang 16i va phan tich

Sau khi mot hodc mot sb 16i ph?‘in mém d3 duoc xac dinh, cac b kiém thir Fuzz

giri mot danh sach cac 18i ndy t6i doi ngili phat trién dé ho c6 thé stra chira ching.
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2.1.3. Phan loai kiém thir Fuzz

Muc tiéu cua kiém tht Fuzz d6i voi mot tng dung bao gém céc tép tin dugc dinh
dang, giao thirc mang, tham sO dong Iénh, bién méi truong, img dung Web va nhiéu
thir khac. Tép tin dinh dang va cac giao thirc mang 12 muyc tiéu pho bién nhét cua kiém

thir Fuzz, tuy nhién bat ky loai dau vao nao ciing co thé duge lam mo.

Viéc phan loai kiém thir Fuzz cé thé tiiy thudc vao C4c vector tan cong, CAC muc
tiéu kiém thir Fuzz khac nhau hay céc phuong phap kiém thir Fuzz khéac nhau, v v...

Tuy nhién phd bién nhét 14 phén loai thanh hai phwong phap nhu ¢ duéi day [14]:
2.1.3.1. Kiém thtr fuzz dua trén dot bién (Mutation based Fuzzing)

Kiém thir Fuzz dya trén dot bién hay con goi la kiém thu fuzz cam (Dumb
Fuzzing), Ia phuong phap bién déi miu dir licu hién c6 dé tao dit licu kiém thi.

Phuong phap tiép can ndy c6 mot sb tinh chat sau:

- Nguoi thuc hién it hodc khong cé kién thirc vé cau triic cta cac dau vao gia
dinh.

- Tinh di thuong duoc thém vao cac dau vao hop 18 hién c6 mot cach ngau nhién
hodc dua trén kinh nghiém.

- Phu thudc vao cac yéu t6 dau vao duoc stra doi.

- Yéu cau it hodc khong can thiét trong viéc thiét 1ap thoi gian.

<test> Bit Flipping <tes >
Lets Fuzz » L’t$ F) 2Z
</test> </test_

Hinh 2.4: Ky thuat Bit Flipping

Tuong tu, chung ta cling c6 thé ndi thém chudi vao cudi dau vao hién co

<test> Mo rong chuoi .

Lets Fuzz » Lets Fuzzzzzzzzz
</test> </test>

ngau nhién

Hinh 2.5: K¥ thuat mé rong chudi ngau nhién



Mot s6 cong cu dé thuc hién cho phuong phap nay: Taof, GPF, ProxyFuzz, Peach
Fuzzer v.v...Vi du Bit Flipping [12] 1a mdt trong nhitng k¥ thuat dugc sir dung trong
kiém thir dot bién, trong d6 cac bit trong chudi duoc x40 trén mot cach ngau nhién.
2.1.3.2. Kiém thtr fuzz dua trén thé hé (Generation based Fuzzing)

Kiém thir Fuzz dya trén thé hé hay con goi la kiém thur fuzz théng minh (Smart
Fuzzing) thuc hién xac dinh dir liéu kiém thtt méi dya trén mo hinh du vao.

Phuong phap tiép can nay c6 mét sd tinh chat sau:

- Cac ca kiém thir dugc tao ra tir mé ta vé cac dinh dang: RFC, cac dinh dang tai
liéuv.v...

- Tinh di thuong dugc thém vao mdi diém c6 thé c6 trong cac dau vao.

- H& tro kién thirc vé giao thirc nén cho két qua tét hon so v6i kiém thtr Fuzz
ngau nhién.

- C6 thé mat thoi gian dang ké dé thiét lap.

Mot s6 ¢6ng cu thuc hién kiém thir Fuzz dua trén thé hé: SPIKE, Sulley, Mu-4000

V.V...

2.1.4. Cac 16 hong dwoc phat hién béi kiém thir Fuzz

Vulnerabilities from Perspective of SDLC Phases

Security Vulnerability

Security Policy

S

Specification

S

Analysis & Design

Implementation

Test & Operation

—_—

[T

Maintenance

L

S

- Pre—operational entry points of vulnerability

——p Poinls in operational system which attacker targels

Hinh 2.6 [15]: Cac giai doan trong SDLC ma céc 16 hong duoc phat hién
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Lo héng cua ing dung phén mém dugc tao ra trong giai doan khac nhau cua chu
trinh vong doi phat trién phan mém (SDLC) [14]: dic ta, san xuat va phat trién. Chinh
vi diéu d6 nén san pham cudi cung khong tranh khoi cac vin dé vé an toan. Kiém thur
Fuzz thudng c6 thé phat hién cac khuyét tat bi bo qua khi phan mém duogc viét va sira
16i. Thuec té cho thdy hon 70% sd 16 hong bao mat hién dai do 1ap trinh sai sét, chi 6 it

hon 10% 13 van dé ciu hinh va khoang 20% 1a van dé thiét ké.

Kiém thir Fuzz 1am viéc tot nhét trong viéc phat hién ra 161 vé tran b nhé (buffer
overflow), kich ban héa chéo trang (XSS), tir chéi dich vu (DoS), 16i chudi dinh dang
(Format String Errors), chén cau truy van (SQL Injection) v.v... Vi thé véi kiém thu
Fuzz nguoi ta co thé kiém tra su an toan cla bat ky qué trinh, dich vy, thiét bi, hé

thdng, hodc mang may tinh v.v...

Déi voi viée kiém tra tinh bao mat, mot k§ thuat phd bién 1a kiém thu dua trén tap
vector fuzz cu thé nao do, bao gém céc kich ban dé kich hoat cac loai cta 16 hong cu

thé:

- Kich ban hoéa chéo trang (XSS)

- Tran bo dém va 156i chudi dinh dang

- Tran s nguyén

- Chén truy vin SQL

- Chen truy van SQL chu dong/ bi dong
- Chen LDAP

- Chen XML/XPATH v.v...

Kiém thtr Fuzz cling co thé duoc st dung bdi tin tdc trong vi¢c tim cach c6 duoc
thong tin vé cac hé thong va dap ung hé thdng dé sir dung trong viéc xdy dung cac
cudc tin cong. Vi vy diéu quan trong 1a phai x4c dinh, danh gia dugc rui ro va nguy

co trong viéc tan cong cac ung dung cuia minh.

Kiém thir Fuzz mot minh khong thé cung cip mot buic tranh hoan chinh ciia bao
mat tong thé, chat luvong, hiéu qua ciia mot chuong trinh trong mot tinh hubng hoic
g dung cy thé. Cac bo kiém thir fuzz (Fuzzer) c6 hiéu qua nhét khi duoc sir dung két
hop v6i mo rong kiém thir hop den, kiém thir beta va cac phuwong phap g& 18i da dugc

chuing minh khéc.
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2.1.5. Uu nhwoe diém cua kiém thir fuzz [16]

- Ul diém:

Kiém thtr Fuzz gitip tim thdy nhitng 16i nghiém trong nhat vé bao mat
hoic khiém khuyét.

Két qua str dung kiém thir Fuzz hiéu qua hon khi st dung cac phuong
phap kiém thir khac.

Kiém thtr Fuzz cai thién vin dé vé an ninh khi kiém tra phan mém.

Ldi duoc tim thiy bang kiém thir Fuzz doi khi nghiém trong va hau hét
1a nhitng 16i ma tin tic hay st dung. Trong d6 cé crashes, 10 ri bd nhé,
ngoai 1¢ khong xur 1y duge, v.v...

Nhirng 16i khong duoc tim thdy khi kiém thir bi han ché vé thoi gian va

ngudn lyc thi ciing duoc kiém thir Fuzz tim ra.

- Nhuoc diém:

Chi riéng kiém thtr Fuzz thi khong thé xir Iy hét duoc cac mdi de doa an
ninh tong thé hoic cac 15i.

Kiém thtr Fuzz kém hiéu qua véi cac 16i ma khong gy treo chuong
trinh, chang han nhu mét sb loai virus, computer Worm, Trojan, ..., n6
chi hiéu qua trong céac tinh huéng cu thé.

Kiém thir Fuzz khong cung cdp nhiéu kién thirc vé hoat dong ndi bo cua
cac phan mém.

Véi chuong trinh ¢6 cac dau vao phurc tap doi hoi phai tén thoi gian hon

dé tao ra méot bo kiém thtr Fuzz da thong minh.

2.1.6. Mot s6 cong cu kiém thir Fuzz

- Monkey

- Dynodroid [17]
- Intent fuzzer [18]
- DroidFuzzer [19]

2.2. Phuong phap dua trén mo hinh (Model based Testing)

2.2.1. Kiém thir dia trén mé hinh (Model based Testing — MBT) la gi?

2.2.1.1. M6 hinh 1a gi?
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M® hinh [20] 1a mot mo ta hanh vi cta hé thong. Hanh vi dugc mé ta & day co thé
1a v& trinh ty cac ddu vao, hanh dong, diéu kién, dau ra va ludng dit liéu tir du vao t6i
dau ra. NG trén thuc té phai c6 thé hiéu duogc, co thé tai st dung duoc, c6 thé chia sé

duoc va c6 dugc mo ta chinh xac cia h¢ thong kiém thu.

Co rat nhiéu mo hinh ¢6 san va n6 mo ta cac khia canh khac nhau cta hanh vi hé

thdng. Cac vi du vé mé hinh nhur la:

- Ludng dir liéu

- Ludng diéu khién

- Biéu do phu thudc

- Bang quyét dinh

- May chuyén doi trang thai

2.2.1.2. Kiém thtr dua trén mo hinh

Kiém thir dua trén mo hinh [20] 13 mét k¥ thuét kiém tra, noi ma hanh vi thoi gian
chay ctia mot phﬁn mém kiém thir dugc kiém tra dé chéng lai nhiing dy dodn duoc
thuc hién bdi mdt dac ta hodc mo hinh chinh thic. Trong mot ¥ nghia khac, n6 mo ta
cach hé théng hoat dong nhu mot phan Uing ddi v6i mot hanh dong (xac dinh bo1 mat
mo hinh). Cung cép hanh dong, va xem, néu hé théng dap ung theo mong doi.

Pay 12 mot phuwong phap hinh thirc nhe dé xac nhan mot hé thong. Kiém thir nay
c6 thé dugc ap dung cho ca véi phan cting va phan mém.

Mo hinh ¢ hinh 2.7 giai thich vé cach tiép can don gian cua viéc viét mot bai tho
trong notepad va cac hanh dong co thé lién quan dén trong timg budc. Poi véi mbi va
moi hanh dong (nhu 1a bat dau, nhap nodi dung bai tho, luu lai), cac ca kiém thir s&

duoc sinh ra va dau ra s€ dugc xac minh.
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Input

A

4
Hinh 2.7: M6 hinh sinh ca kiém thu chuong trinh nhap mét bai tho

2.2.2. Cic loai kiém thir dyra trén mé hinh

C6 hai hinh thic kiém thir dua trén mé hinh la [20]:

- Offline/ a priori: Sinh ra cac bo kiém thir trudc khi thuc thi chang. Bo kiém tha
chinh la tap hop cua cac ca kiém thu

- Online/ on-the-fly: Sinh ra cac b kiém thir ngay trong khi thuc thi kiém thu.
2.2.3. Cac mé hinh khac nhau trong Kkiém thir

Pé c6 thé hiéu duoc kiém thtr dua trén md hinh, ching ta can phai hiéu duoc mot
s6 mo hinh sé& duoc trinh bay dudi day [20].
2.2.3.1. May trang thai hitu han

M6 hinh nay gidp kiém thir vién danh gia két qua phu thuoc vao dir lidu dau vao
duoc lua chon. Co thé c6 su két hop khac nhau cua dau vao dan téi cac két qua trong
cac trang thai twong ting cua hé thong.

Hé théng sé c6 trang thai cu thé va trang thai hién tai dwgc diéu chinh bédi bo dir

liéu vao duoc dua ra boi kiém thir vién.

4 https://www.guru99.com/model-based-testing-tutorial.html
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Nguoi ding nhap
ID va mat khau

Hé théng ) Thodt ra

\ atra/

Hinh 2.8: Biéu d6 trang thai dang nhap hé thng

Hay cung xem xét mét vi du:

C6 mat hé théng cho phép nhan vién dang nhap vao tng dung. Bay gio trang thai

hién tai ctia nhan vién la “Out” va n6 s¢€ tro thanh “In” mot khi nhan vién do dang nhap

vao hé théng. Khi & trong trang thai “In”, nhan vién c6 thé xem, in, quét tai liéu trong

hé théng.

2.2.3.2. Biéu db trang thai

N6 la mot phan mé rong caa may hitu han trang thai va cé thé duoc str dung cho

céc hé théng thoi gian thuc va phic tap. Biéu d6 trang thai dwoc sir dung dé mé ta cac

hanh vi khac nhau caa hé thong. N6 xac dinh mét sé luong trang thai. Cac hanh vi cua

hé théng duoc phan tich va biéu dién dudi dang cac su kién cua mdi trang thai.

Trang thai Su kién

Trang thai 16i m—> Thong bao

Hinh 2.9: M hinh biéu d6 trang thai hé thdng quan ly 15i
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Mot vi du: Cac 16i duge dua 1én mot cdng cu quan ly 16i vai trang thai la “Maoi”.
Mot khi 16i dugc stra bai 1ap trinh vién, nd sé dwoc chuyén trang thai sang “Fixed”.
Néu 13i van chua duoc sira, trang thai cua né sé chuyén sang “Re-open”. Biéu db trang

thai nén dugc thiét ké theo cach ma mdi su kién dugc goi cho mdi trang thai.
2.2.3.3. Ngon ngit mé hinh hoa thdng nhat (UML)

Ngon ngir md hinh théng nhat (UML) 1a mot ngdn ngix mé hinh héa theo muyc dich
chuan héa chung. UML bao gém mét tap hop cac ki thuat ky hiéu dd hoa dé tao ra cac

m6 hinh truc quan c6 thé mo ta hanh vi rat phirc tap cua hé théng.
UML co cac ky hiéu nhu:

- Cac hoat dong

- Cacnhanté

- Quy trinh nghiép vu
- Cac thanh phan

- Ngo6n ngtr lap trinh

2.2.4. Tién trinh kiém thir dya trén mé hinh

o @) ol

Statel path} '( Selection /J - \Requirements /|
= Criteria .' \ f
reqmrement \ S Nead
coverage... (3) ¢ i (1)
[ TostCase [ R, Test model
I‘I Specification |I d % -/
= C N/ Model
| Test
Abstract /," Cases ) }/(4)
test case
ri — 1
Verdict: [
Test 5-1) erdicts j

Seript
Concretization (\m /'(5 2)

Hinh 2.10: Cac giai doan trong qua trinh kiém thir theo mé hinh

Hinh 2.10 [21] mé ta mdt qué trinh kiém thir dwa trén mé hinh. Tl cac yéu cau
ban dau, thuc hién budc dau tién trong chudi cac hoat dong kiém thir 14 mé hinh hoa.

Viéc tao ra md hinh kiém thir doi hoi phai mo6 ta nhiing ddc tinh mudn kiém tra du chi
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tiet. Pong thoi véi hoat dong mod hinh hoda 1a viéc xéc dinh céc tiéu chi lya chon céc

truong hop kiém thtr, tir d6 sinh ra cac tai liéu dic ta cho cac ca kiém thir.

Ttr hoat dong mod hinh hoa va cac tai liéu kiém thur s€ gitp sinh ra céc ca kiém thu.
Vi¢c sinh ra céc ca kiém tht triru tuong s€ dugc thuc hién hoan toan ty dong tir méo

hinh bang céac str dung cac cong cu kiém thir dya trén mo hinh.

Budc tiép theo trong chudi hoat dong 13 viéc chuyén doi cac ca kiém thur triru
tuong nay thanh cac kich ban kiém thir c6 thé thuc thi dugc bdi cac cong cu kiém thir
tu dong.

Va cudi cung, sau khi da c6 cac kich ban kiém thtr tu dong, cac cong cu kiém thur
s& thuc thi viéc kiém tra img dung kiém thtr theo céc kich ban da duoc xay dung dé.

Pé hiéu rd hon vé quy trinh kiém thir dya trén mé hinh, ching ta cung di vao tim

hiéu chi tiét hon cac budc thirc hién cua phuong phap nay theo mot luoc dd dang don

gian hon nhu hinh 2.11 [22]

Lwa chon yéu cau
kiém thir

Sinh kiém thu

Cu thé hoa kiém
thir

v

Thuc thi kiém thir

Hinh 2.11: Cac budéc trong kiém thu dua trén mé hinh

2.2.4.1. M6 hinh hoa

Trong budc nay, chiing ta tién hanh viéc xay dung mdt moé hinh cho hé th6ng kiém
thir dya trén cac nén tang 13 cac yéu cau. Yéu cau ddi véi viéc mo hinh hoa 1a mé hinh
thiét ké phai dat dugc cac muc dich kiém thur. Dé xay dung dugc mot md hinh phu
hop, can phai xem xét dén viéc lya chon mot ky tu phu hop cho mé hinh, lga chon

ding muc do cho viée triru tugng hoa (n6 chinh 1a nhitng mat ctia phan mém kiém thir
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ma chung ta can kiém tra). Viéc mo hinh héa c6 thé 1a mdt moi quan h¢ nhi€u — nhiéu
gifra cac hoat dong cuia mo hinh véi hoat dong cu hé thong kiém thir. Mot khi mé hinh
duoc tao ra, can phai ddm bao rang mo hinh d6 dugc tao mot cdch ngan gon va chinh

xéac nht.
Mot sb cac ky hiéu mé hinh héa [23]:
Ky hiéu dwa trén trang thdai (Pre/Post): VDM, Z, Spec#
Mot vi du vé VDM++

class Stack

instance variables

stack: seq of int :=[];
--inv

operations

Stack : () ==> ()

Stack () == stack :=1]
post stack = [];

Push : int ==> ()

Push (i) == stack := [i] ” stack
post stack = [i]  -stack;
Pop() ==> ()

Pop() == stack :=tl stack
pre stack <> ]

post stack = tl — stack;
Top: () ==>int

Top() == return (hd stack)
pre stack <> ]

post RESULT = hd stack
and stack = - stack;

end Stack

Cic ky higu dwa trén chuyén tiép: mdy hivu han trang thdi

Vi¢e lya chon mogt bd cac trang thai 1a mdt budc quan trong

Biéu dd trang thai cling 1a mdt Iya chon khac ctua ky hi€u nay

- Céc ky hi¢u chtrc nang

- Céc ky hi¢u hoat dong

- Céc ky hiéu ludng dit liéu

Trong viéc lya chon mot bo ky hi€u, Pre/Post (str dung cho m6 hinh hoa nhirng di
liéu phirc tap) va dua trén chuyén doi trang thai (cho mé hinh hoa diéu khién) 1a nhiing
bd ky hiéu pho bién nhat trong quy trinh kiém thtr phan mém dya trén mé hinh. Tuy

nhién voi bat cir bo ky hi€u nao ma ching ta chon, né phai c6 ngdén ngit chinh thirc véi
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ngtr nghia chinh xdc dé c6 thé viét dugc cac mo hinh chinh xac st dung trong viéc

kiém thu oracles.
2.2.4.2. Lua chon yéu cau kiém thir:

Pay 1a budc dugc sir dung dé dicu khién viéc sinh ra cac kiém thir. CAc thao tac

duogc thuc hién trong budc nay la [22]:

- Céc tiéu chi Iya chon truong hop kiém thtr duoc xac dinh
- Céc tiéu chi lwa chon truong hop kiém thir sau d6 dugc chuyén d6i thanh céac

dic ta ca kiém thu

N6i mét cach cu thé hon, trong budc nay chung ta cin xay dung mot tip hop cac
bd kiém thir bao g@)m chudi cac hanh dong dé thuc hién, dir liéu dau vao va két qua
mong doi. B kiém thir duoc coi la tdt nhat khi né c6 sb luong nhé nhét nhung lai co
thé tim ra duoc s 16i nhiéu nhit. B kiém thir 1y tudng 1a su két hop gitta viée bao phu
mi nguodn tt dong thdi bao phu cac yéu cau (hodc dic ta) toi da. Chinh vi thé ma
ching ta c6 nhirng ti€u chi va phan tich cho viéc bao phu.

Céc tiéu chi vé bao phul gitp sinh ra cac bo kiém thir dam bao va gitp xac dinh
duoc khi ndo s& dung kiém tra, nhung nhu di noéi & trén, su hiéu biét vé& tng dung

kiém tra cua kiém thtr vién s€ 1a mgt nhan t6 quyét dinh cho viéc thanh cong

Viéc phan tich do bao phu muc dich dé do luong phan vi ma hoat dong xac minh
da dat duoc va no ciing co thé duogc sir dung dé danh gia chat lugng ciia bo kiém thir
ddng thoi né cling giup xac dinh khi nao s& dimg hoat dong xac minh lai. N6 thudng

duoc biéu thi b:;ing ti1é phﬁn tram dé hoan thanh mot phﬁn cua mot hoat dong.

Mot s céc tiéu chi bao phi chinh sir dung dé danh gia cho bo kiém thtr dugc sinh

ra [23]:

- Tiéu chi bao phu cAu tric: nham muc dich thuc hién ma nguén hodac m6 hinh
lién quan dén mot vai muc dich bao phu

- Tiéu chi bao phu dit liéu: muyc dich dé bao phu khong gian dit liéu dau vao cua
mot hoat dong hodac mot chuyén doi trang thai

- Tiéu chi duwa trén 156i: muc dich dé sinh ra cac bd kiém thir phi hop cho viéc

phat hién ra nhiing loai 16i cu thé
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- Tiéu chi bao phu yéu cau: muc dich dé ddm bao rang moi mdt yéu cau déu duogc

kiém tra
Chung ta cling di sau vao tim hiéu chi tiét timg tiéu chi mot:
Tiéu chi bao phii ciu triic

Bao phu ciu tric s& bao gdm viéc bao phu & nhimng thanh phan nhé hon trong cu
trac do:

- Bao phu cau 1énh (Statement coverage — SD): mdi cdu 1énh c6 thé duoc thuc thi
s€ dugc goi dén it nhat mot 1an

- Bao phu quyét dinh (Decision coverage — DC): nhimng két qua biéu hién ra phai
dugc kiém tra dbi v6i ca truong hop “True” va “False” (vi du (A or B) duogc kiém tra
cho TF va FF)

- Bao phu diéu kién (Condition coverage — CC): mdi mot diéu kién trong biéu
thirc déu co tat ca cac dau ra c6 thé (vi du (A or B) dugc kiém tra cho TF va FT)

- Bao phu diéu kién/ r& nhanh (Decision/condition coverage — D/CC): 1a su két
hop giita hai tiéu chi ¢ trén (vi du (A or B) dugc kiém tra cho TT va FF)

- Bao phu diéu kién/ré nhanh duoc sira ddi (Modified condition/decision
coverage — MC/DC): mdi diéu kién anh huong doc 1ap dén két qua cia quyét dinh (vi
du (A or B) dugc kiém tra cho TF, FT va FF)

- Bao phu da diéu kién (Multiple condition coverage — MCC): kiém tra mdi su
két hop c6 thé cua cac dit liéu dau vao. Kiém thir 2" 1an cho mot & nhanh voi n dau

vao (hau nhu 1a khong kha thi)

E Multiple Condition Coverage (MCC)
Modified Condition/Decision Coverage (MC/DC)
Full Predicate Coverage (FPC)

Decisinnfﬂonditiuw

Decision converage (DC) Condition Coverage(CC)

"| Statement Coverage (5C)
Hinh 2.12 [23]: Ludng diéu khién tiéu chi kiém thir cdu trac
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Hinh 2.13 [23]: Tiéu chi kiém thir cau trac voi may trang thai hiru han
Tiéu chi bao phu dii liéu
Ap dung tiéu chi bao phu cho dir li¢u s€ co6 ich cho viéc lya chon nhiing gié tri dir
lidu tot dé sir dung cho cac dau vao kiém thir. Dé lya chon gia tri cua dir liéu trén mot

mién D, hai ti€u chi bao phu dir li¢u cuc doan la:

- Mot gia tri: chon it nhét mot giatri tr D (két hop véi cac tiéu chi kiém thr khac
¢6 thé hiru ich)
- Toan bd cac gia tri: toan bd cac gid tri trong mién D (dé thuc hién hét cac

truong hop 12 khong kha thi).

Ngoai hai trudng hop lua chon gia tri & trén, ching ta con c6 mot sé phuong phap

lya chon khac mang lai hi€u qua cao hon:

- Phan 16p tuong duong:

e Mot phan ving clia mot vai tap S 1a mot tap hop cla cac tap con khong rong
SSi, ..., SSn, trong d6 mdi SSi va SSj dugc phan chia va viéc két hop cia toan bo cac
tap SSi s& bang S.

e Néu mot 16i duoc phat hién boi mot thanh phan cia 16p, né duoc ky vong rang

mot 161 twong tu cling s& duoc phat hién boi mot thanh phan khéc trong cing 16p d6

all inputs

Hinh 2.14: Vi du vé phan 16p twong duong

- Phan tich gia tri bién:
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e Phén tich gia tri bién kiém tra cac diéu kién bién cua cac 16p tuong duwong dé
Iwra chon gié tri bién dau vao. K¥ thuat ndy dua trén cac kién thire vé gia tri dau vao tai
bién hodc vuot ra ngoai bién ctia mién gia tri voi mong mudn giy ra 18i trong hé théng

- Sinh gia tri ngdu nhién: viéc lya chon sinh gia tri ngdu nhién viéc phat hién 16i
cling hiéu qua nhu vé6i phan 16p tuong dwong. N6 gitp tiét kiém chi phi hon. Gia tri
ctia mot bién dit liéu duge dua ra trong bo kiém thtr dé thuc hién theo nhiing phan phéi
thong ké trong mién dit liéu.

- Phuong phap hudng muc tiéu: Phuong phap huéng muc tiéu cb ging dé diéu
khién hé théng vao trong mot muc tiéu dua ra bang hai phuong thirc khac nhau: cach
tiép can chudi va tiép can hudéng khang dinh.

e Phuong phép tiép can chudi cd gang tim mot dudng dan dé thyc hién mot nit
muc tiéu nhat dinh dya trén phan tich phu thuoc dir li¢u.

e Phuong phap tiép can hudng khang dinh c6 gang tim bt ctr dwong dan nao téi
dugce mot khang dinh ma n6 khong bi giir lai

- Phuong thirc huéng duong dan: mot vi du vé kiém thtr biéu twong (symbolic
testing). N6 thay thé cac bién cta chuwong trinh bang cic biéu twong va tinh toan céac
rang budc, cai ma dai dién cho cac dudng dan thyc thi biéu tuong co thé. Khi bién cua
chuong trinh dugc thay doi trong qué trinh thyc thi, mét gia tri maéi1 duoc thé hién nhu
12 mot rang budc thong qua cac bién biéu tuong. Mot hé thdng giai quyét cac rang
budc co thé duoc sir dung dé tim kiém, va khi c6 thé, cac gia tri ro1 rac gay ra viéc
thuce thi ciia dudng dan dugc mé ta bang mdi rang budc.

Tiéu chi dwa trén loi

Trong tiéu chi nay, ching ta st dung mot k¥ thuat kiém thir phan mém trong d6
cac dir liéu kiém thir dugc thiét ké dé chimg minh sy ving mat ctia mot tap hop cac 16i
da duoc xéac dinh trudce (nhimg 18i d biét hoac 15 lap lai)

Kiém tht dot bién (mutantion testing) duogc st dung dé dat tiéu chi dua trén 13i.
K§ thuat dot bién gidi thiéu nhitng thay d6i nho (cac 16i) bang cach ap dung cac hoat
dong dot bién vao trong dac ta ban dau. Cac dic ta thay doi nay dugc goi la cac dot

bién.
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Muc dich ctia phuong phap nay 1a dé xdy dung cac ca kiém thir phan biét duoc
mdi dot bién so v4i nguyén ban ban dau bang cach san sinh ra cac két qua khac nhau.
Néu xay ra, n6 c6 thé noi rang ca kiém thir da giét chét mot dot bién.

Mot cac kiém thir t6t phai ¢6 kha ning giét chét duoc cac dot bién boi vi néu no co
thé phat hién ra nhiing thay ddi nho duoc sinh ra boi cac hoat dong cua dot bién, nd cb

kha ning s& tim ra duoc nhiing 16i that ciia hé théng.

Ti 1€ cua viéc gi€t cac dot bién (sau khi da loai boé cac dot bién ma tuong duong
v&1 ma nguon ban dau) dua ra dau hi¢u vé ti 1€ cua s6 161 chua dugce phat hién ma cé

thé ton tai trong ma ngudn ban dau.

Mot trong nhing van d& ctia kiém thir dot bién 1 no khong du cac k¥ thuat dé tao
ra dit liéu kiém thir.

Tiéu chi bao phii yéu ciu

Bao pht yéu cau thudng it ¢6 tinh hé théng va thuong khong bao gdm toan bo céc
dic ta cua hanh vi hé thong. Tuy nhién, c6 it nhat hai huéng tiép can dé cb ging hé

thong hoa nd hon:

- Ghi lai cac yéu cau bén trong m6 hinh hanh vi (nhu 14 cac ky hiéu trong mot vai
phan ctia mo6 hinh) dé ma qua trinh sinh trudng hop kiém thir c¢6 thé dam bao rang toan
bo cac yéu cau da duoc kiém tra

- Chinh thirc hoa mdi yéu cau va sau d6 sir dung nhitng biéu hién chinh thirc d6
nhu 12 mot tiéu chi lya chon kiém thir dé diéu khién viéc sinh tr dong ctia mot hoic
nhiéu kiém thir tir mé hinh hanh vi
2.2.4.3. Sinh kiém thir

Mot khi mé hinh va dic ta ca kiém thir d3 dwugc xac dinh, mot bo kiém thir triru
tugng s€ dugc tao ra [22].

K§ thuat dugc st dung & ddy 1a kiém tra mé hinh (model checking). Bat ctr khi
nao mot thude tinh, duge biéu thi trong logic tam thoi, khong chira trong mdt hé théng
dugc mo ta nhu 1a mot may hitu han trang thai, kiém tra md hinh cd géng dé sinh mét

vi du truy cép
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Khi vi du truy cdp dugc san sinh, né cé thé dugc sir dung nhu mot chudi ca kiém
thir cia viéc chuyén doi trong may hiru han trang théai véi cac dau vao va dau ra mong
doi

Dé c6 hi€u qua nhu mot k¥ thuat sinh cac ca ki€m thur, cac thude tinh vé hé thong
nén dugc mo ta theo cach ma cac vi du truy cap dugc sinh ra khi ching dugc st dung
bo1 cac ca kiém thur.

C6 hai phuong phép sinh ca kiém thtr boi ki€m tra mo hinh 1a:

- Sinh ca kiém thir tir mé hinh dua trén thudc tinh

e Cac k¥ thuat sir dung dé sinh cac ca kiém thtr tir nhitng tai liéu dic ta dugc viét
lai va xtr 1y cac rang budc

e Dua ra mot tap cac biéu thirc (cac khang dinh logic hodc cac mdi quan hé tuong
duong) va mot tap hop cac bién trong nhirng biéu thire d6, cac ky thuat giai quyét rang
budc cb ging dé tim ra giai thich ciia cac bién ma lam giam sy dung dén cta biéu thirc.

- Sinh ca kiém thtr tir m6 hinh dua trén hanh vi: Phan tich cdc dau vét thuc thi dé

sinh ra cac ca kiém thu
2.2.4.4. Cu thé hoa kiém thir (chuyén doi) [22]

Trong budc nay, thuc hién cu thé hoa nhiing bo kiém thir triru tuong duogc sinh &
bude trén thanh cac kich ban kiém thir ¢6 thé thuc thi dugc béng cong cu.

Budc nay dugce thuc hién bdi cong cu kiém thir dua trén mé hinh sir dung cac bang
chuyén ddi cung cap boi ki sur kiém thir.,

Két qua thyc thi kiém thir ¢ thé 1a JUnit ¢ trong Java hodc 1a mot ngdn ngir dong
nhu 1a Tcl hoac Python, hodc trong cac ngon ngit kich ban thir nghiém chuyén dung.
2.2.4.5. Thyc thi kiém thi

Trong giai doan nay cac kich ban kiém thur s& duoc thuc thi, két qua thuc té dau ra

s€ dugc so sanh vai cac két qua mong doi tir d6 ma dua ra dugc nhitng két qua Pass,

Fail cho ting kich ban kiém thir.
2.2.5. Uu nhuwoc diém cia kiém thir dwa trén mé hinh
- Uu diém:
e Cho phép kiém thir toan dién ung dung
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Hoan toan phu hop cho kiém tra chtrc ning/ tinh chinh xac cua tng dung

Cac mo6 hinh c6 thé d& dang dap Gmg cac thay ddi tir tng dung

- Nhuoc diém:

Yéu cau phai c6 mot md hinh/ dic ta chinh thirc

Céc van dé vé viéc bung nd cac ca kiém thu

Viéc sinh céc ca kiém thtr phai dugce diéu khién mét cach thich hop dé
cac ca kiém thtr duoc sinh ra c6 khdi luong ¢ thé quan 1y duoc

Mot thay ddi nho tir mé hinh c6 thé din dén két qua 1a toan bo bo kiém
thir bi thay doi

Mat thoi gian trong viéc phén tich cho cac kiém thir 16i (mé hinh, phan

mém kiém thur)

2.2.6. Mot s6 cong cu kiém thir dwa trén mé hinh [24]

- GUIRIpper

- ORBIT

- A3E Depth First
- SwiftHand

- PUMA
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Chuwong 3. Mt s6 cong cu sinh dau vao kiém thir tw dong cho ting
dung Android
3.1. Cong cu kiém thir ngiu nhién — Monkey tool
3.1.1. Téng quan chung vé Monkey tool

Monkey la mot phan cua Android SDK dugc phat trién bai Google st dung cho
viéc kiém thtr tu dong cac (ng dung Android. Vi viéc tich hop sin trong Android
Studio, Monkey la mot cong cu hitu ich cho cac Iap trinh vién trong viéc kiém tra ang
dung ngay trong qua trinh phat trién. N6 st dung ky thuat ngau nhién/ mo trong viéc

sinh ra cac su kién nguoi dung lam dau vao cho qua trinh kiém thu.

Monkey [25] chay bang dong Iénh, nguoi dung cé thé chay trén bét ky trinh md
phong nao hoac trén thiét bi that. N6 s& gui mot ludng ngau nhién cua cac su kién
nguoi dung vao trong hé thdng, va sé thuc hién chay stress test trén ang dung phan

mem.
Monkey bao gém mét sé tly chon, nhung ching duoc chia thanh bén loai chinh:

- Cac tay chon cau hinh co ban, nhu 1a cai dit s6 lugng cac su kién mong muébn
thuc hién

- CAc rang budc vé hoat dong, nhu la gioi han kiém tra vai mot goi duy nhét

- Loai su kién va tan s6

- Tuy chon g& 16i

Khi Monkey chay, no tao ra cac su kién va giri chang dén hé thdng. N6 ciing theo

doi hé théng dang duoc kiém tra va tim kiém ba diéu kién ma né xt ly dac biét:

- Néu nguoi ding han ché Monkey chi cho phép chay trong mét hoic nhiéu goi
cu thé, nd sé theo dai nhirng cb géng di chuyén téi bat ky cac goi khac va chian ching
lai

- Néu tng dung ngudi dung bi treo hodc nhan bat ky loai ngoai 1¢ khéng duoc xir
ly, Monkey s& durng lai va bao céo 16i

- Néu tng dung tao ra mot 13i khong phan hdi, Monkey sé dung lai va bao cao I5i

Tuy thudc vao mirc do 1énh ma nguoi dung chon ma thiy dugc cac bao cao vé tién

trinh cua Monkey va cac su kién dang dugc tao ra mot cach twong ung
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Sw dung Monkey co ban

Thuc hién khai chay Monkey bang cach sir dung mét dong Iénh trén may hoic tur
cac kich ban ¢ san. Vi Monkey chay trong méi truong thiét bi mé phong hoic thiét bi
that, do do nguoi dung phai khai chay no tr mot shell trong chinh méi truong do. Co
thé thuc hién diéu nay bang cach dat adb shell trudc mdi 1énh, hoic bang cach vao
shell va nhap Iénh Monkey truc tiép [25]

Cu phap co ban la:

$ adb shell monkey [options] <event-count>

Khong co tuy chon nao duoc chi dinh, Monkey sé khoi chay ¢ ché do tinh (non-
verbose), va s& guri su kién dén bét ky (va tit ca) cac g6i cai dat trén thiét bi kiém tra.
Pay 1a mot dong lénh dién hinh hon, né sé khai chay ang dung va gui di 500 sy kién
ngau nhién vao no:

$ adb shell monkey -p your.package.name -v 500

Chi tiét hon vé cac lénh cia Monkey c6 thé tham khao tai trang Android

Developer o link sau: https://developer.android.com/studio/test/monkey.html
3.1.2. Kiém thir Fuzz véi Monkey
Buwéc 1: Xdc dinh hé thong muc tiéu

Xac dinh hé théng muc tiéu bang cach truyén cac tham sé vé goi va danh muc cta
tmg dung can thyc thi kiém thir vao trong 1énh chay -p <allowed-package-name> -c

<main-category>, khi 46 Monkey s¢€ thuc thi trén cac thanh phﬁn da duoc lua chon
Buéc 2: Xdc dinh dau vao

Xac dinh cac dau vao kiém thir trong Monkey dugc thyc hién bﬁng cach Iya chon
va thiét 1ap ti 1€ cac su kién mong mudn sinh ra trong qua trinh thyc thi kiém thir thong

qua viéc truyén vao cac Iénh:

Gia tri hat nhan cho bo sinh ma gia ngau nhién. Néu chay lai

-s <seed> Monkey véi cing mot gia tri hat nhan s& cho cing mot chudi
cac su kién

--throttle <milliseconds> | Chén thoi gian tri hoan gitra cac su kién

--pct-touch <percent> Diéu chinh ti 18 phan trim cac sy kién cham man hinh

--pct-motion <percent> Diéu chinh ti 16 ph?m tram cac su kién chuyén dong
--pct-trackball <percent> | Piéu chinh ti 1& phan trim céac su kién trackball
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--pct-nav <percent> Diéu chinh ti 18 phan trim cac sy kién diéu huéng don gian
--pct-majornav <percent> | Diéu chinh ti 1¢ phan trim cac su kién diéu hudng phirc tap
--pct-syskeys <percent> Diéu chinh ti 16 ph?m tram céc sy kién st dung phim hé théng
--pct-appswitch Piéu chinh ti 18 phan trim viéc khoi dong mot hoat dong tmg
<percent> dung

--pct-anyevent <percent> | Diéu chinh ti 1& phan trim cua cac loai su kién khac

Bang 3.1: Cac su kién dau vao trong Monkey
Buwéc 3: Sinh dir ligu kiém thir

Sau khi da xac dinh duoc hé théng muc ti€u va thanh phﬁn cac su kién s€ sinh ra
trong qua trinh thuc thi kiém thir théng qua 1énh truyén vao cho Monkey, Monkey s&
tién hanh viéc sinh cac dau vao kiém thir 1a cac sy kién twong tng véi yéu cau duoc
dua ra. Cac su kién ndy dugc sinh ra mot cach ngau nhién nhung van tuan theo mot ti
1¢ nhat dinh ma chung ta da dua vao trong I¢énh ban dau, dudi dang céc 1énh ADB dé
truyén t6i thiét bi kiém thu. Trong hinh 3.1 1a man hinh console thé hién céc su kién
kiém thir dang dugc sinh ra boi Monkey.

C:\Windows\System32>adb shell monkey -p com.simplemobiletools.camera --throttle
1000 --ignore-crashes --ignore-timeouts --ignore-security-exceptions -v 100
:Monkey: seed=15122693950778 count=100
:AllowPackage: com.simplemobiletools.camera
:IncludeCategory: android.intent.category.LAUNCHER
:IncludeCategory: android.intent.category.HONKEY
// Euent percentages:
: 15.0%
10.0%
2.0%
15.0%
-0.0%
-0.0%
25.0%
15.0%
2.0%
2.0%

10: 1.0%

11: 13.0%
:Switch: #Intent;action=android.intent.action.MAIN;category=android.intent.categ
ory.LAUNCHER; launchFlags=0x10200000; component=com.simplemobiletools.camera/.acti
vities.SplashActivity;end

// Allowing start of Intent { act:android.intent.action.MAIN cat=[android.in

tent.category.LAUNCHER] cmp=com.simplemobiletools.camera/.activities.SplashActiv
ity launchParam=MultiScreenLaunchParams { mDisplaylId=0 mFlags=0 } } in package c
om.simplemobiletools.camera
:Sending Touch (ACTION_DOWN): ©:(203.0,1736.08)
:Sending Touch (ACTION_UP): 8:(199.55788,1732.1193)
:Sending Touch (ACTION_DOWN): ©:(170.0,1793.08)
:Sending Touch (ACTION_UP): @:(174.31602,1805.9003)
:Sending Touch (ACTION_DOWN): @:(568.0,399.8)
:Sending Touch (ACTION_UP): ©:(563.54297,398.90967)

0]

1
2:
3
4
5:
B:
T
8:
9:

Hinh 3.1. Sinh dit liéu kiém thir véi Monkey
Buwéc 4: Thuec thi kiém thir

Vi dit lidu kiém thir 1a cac dong su kién dugc sinh ra ¢ budc 3, dudi dang cac
1énh ADB. Cac 1énh ADB nay dugc truyén toi thiét bi kiém thir va & do, thiét bi kiém
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thir dugc thuc thi cdc thao tdc sit dung nhu mot nguoi dung binh thuong mot cach

hoan toan tu dong
Buiéc 5: Gidm sdt hanh vi hé thong

Trong qué trinh Monkey thuc thi cac thao tac trén thiét bi kiém thu, cac sy kién
sinh ra déu duoc luu lai dudi dang cac tép tin log. Dong thoi hanh vi cia ung dung
kiém thtr cling dugc giam sat ddy du, nhitng bat thuong cta tng dung nhu crash, 16i
timeout hay 15i ngoai 1& vé bao mat déu duoc Monkey bit lai va théng bao cho ching

ta
Buéc 6: Ding 16i va phén tich

Nhu da néi & budce 5, nhitng bat thuong cua hanh vi tng dung déu dugec Monkey
ghi nhan lai va sinh ra cac thong bao 13i trén man hinh diéu khién. Nhirng thong bao
16i nay duoc sinh ra dudi dang cac tép tin log nhu trong hinh 3.2. Nhiing noi dung

trong tép tin log nay s& 1a nhimng thong tin giup 1ap trinh vién phan tich va sira 16i

C:\Windows\System32>adb shell monkey -p com.simplemobiletools.camera --throttle

188 --ignore-crashes --ignore-timeouts --ignore-security-exceptions -u 50008 >

log. txt

// CRASH: com.simplemobiletools.camera (pid 20949)

// Short Msg: java.lang.IllegalStateException

// Long Msg: java.lang.IllegalStateException: You need to use a Theme.AppCompat

theme (or descendant) with this activity.

// Build Label: samsung/nobleltedu/noblelte:7.0/NRDIOM/NS20IDUUICAH2 :user/releas
e-keys

// Build Changelist: N920IDUU3CQH2

// Build Time: 1503300945000

// java.lang.RuntimeException: Unable to start activity ComponentInfo{com.simple
mobiletools.camera/com.simplemobiletools.camera.activities.SettingsActivity}: ja
va.lang.IllegalStateException: You need to use a Theme.AppCompat theme (or desce
ndant) with this activity.

at android.app.ActivityThread.performLaunchActivity(ActivityThread. java:

at android.app.ActivityThread.handleLaunchActivity(fctivityThread. java:?2

at android.app.ActivityThread.-wrapl4(ActivityThread. java)
at android.app.ActivityThread$H.handleHessage(fActivityThread. java:1631)
at android.os.Handler.dispatchMessage(Handler.java:102)
at android.os.Looper.loop(Looper.java:154)
at android.app.fActivityThread.main({ActivityThread. java:6682)
at java.lang.reflect.Method.invoke(Native Method)
at com.android.internal.os.ZygotelInit$HethodAndArgsCaller.run(2ygotelnit
.java:1520)
7 at com.android.internal.os.Zygotelnit.main(2ygotelnit.java:1410)
// Caused by: java.lang.IllegalStateException: You need to use a Theme.AppCompat
theme (or descendant) with this activity.
/7 at android.support.u7.app.AppCompatDelegatelmplV9. createSubDecor(AppComp

Hinh 3.2: Thong tin log 16i sinh béi Monkey
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3.2. Cong cu kiém thir dwa trén md hinh — DroidBot
3.2.1. Téng quan chung vé DroidBot

DroidBot 1a m§t cong cu sinh dau vao kiém thtr ma nguén m¢ dang nhe dua trén
UI cho cac img dung Android, dugc phat trién boi Yuanchun Li, nghién ctru sinh cua

Hoc vién phan mém, Pai hoc Bac Kinh.

Nguyén tic thiét ké ctia DroidBot [26] 1a hd tro viéc sinh dau vao kiém tht dya
trén moé hinh véi nhitng yéu cau tdi thiéu. DroidBot cung cdp bd sinh dau vao theo
huéng dan UI dya trén mo hinh chuyén doi trang thai duoc tao ra khi dang chay. Sau
d6 no s& sinh ra dau vao kiém thir theo hudng dan UI dya trén mé hinh chuyén tiép.
Mic dinh dau vao s& dwoc sinh ra véi chién lugc tham an breadth-first, tuy nhién
nguoi ding ciing c¢6 thé tiy chinh chién luoc tham do bang cach tu viét cac kich ban
kiém thir hodc tich hop cac thuat toan cua riéng minh bang cach mé rong cac mod dun

sinh su kién.

DroidBot 1a cong cu kha nhe vi né khong doi hoi nhirng kién thire trude vé nhitng
phan ma ngudn chua duoc kham pha. DroidBot chi thuc hién mé hinh héa nhiing trang
thai da dugc kham pha dua trén mdt by cong cu kiém tra/ g 16i duoc tich hop san cua
Android. Mic du diéu nay c6 thé 1am cho DroidBot khé kich hoat mdt s6 trang thai cu
thé nhung bu lai, n6 cho phép DroidBot hoat dong véi bat ky tng dung nao (bao gdm
ca cac ing dung da duoc che gidu/ ma hoa ma khong thé do dac duoc) trén hau hét cac
thiét bi tuy bién (trir nhitng thiét bi da cb tinh x6a bo nhitng mé dun kiém tra/ g& 13i

tich hop sin trong nén tang Android ban dau, ma diéu nay thi hiém khi xay ra)

DroidBot ciing dwa ra mot cach méi dé danh gia tinh hiéu qua cua cac dau vao
kiém thir. Cac phuong phap hién tai chu yéu st dung EMMA cho céc tmg dung ma
ngudn mo hodc tng dung co6 thé do dac dé tinh d6 bao phu cia kiém thtr. Tuy nhién,
dbi voi nhitng tng dung chéng do dac (vi du nhu xac minh chir ky hoic ma héa ma
ngudn), s& rat 1a khé khin hodc tham chi 1a khéng thé 14y duogc thong tin 6 bao phu
kiém thir cua nhitng Gng dung nay. DroidBot c6 thé tao ra ddu vét ngan xép cudc goi
cho mdi dau vao kiém thir, trong d6 bao gdm cac phwong thirc cta tng dung va
phuong thirc ctia hé thong dugc kich hoat boi dau vao kiém thtr. Ching ta co thé sir
dung ngin xép cudc goi nhu mot thude do gan ding dé dinh luong tinh hiéu qua cia

cac dau vao kiém thu.
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Mi nguén cia DroidBot duge lwu trit va chia sé trén GitHub:

https://github.com/honeynet/droidbot

Kién tric cia DroidBot

Kién tric tong quan cua DroidBot duoc biéu dién nhu trong hinh 3.3. D¢ kiém tra
mot ing dung trén mot thiét bi, DroidBot yéu cau thiét bi phai dugc két ndi thong qua
ADB. Thiét bi c6 thé 1a mot may gia lap, mot thiét bi thuc t& hodc mot sandbox tiy
chinh nhu 1a TaintDroid va DroidBox.

DroidBot

- P
R - script
strategy App Model ’

GUI input
GUI info Intent
Process info Document
Logs Sensor

Adapter

WV

Android
Device

Hinh 3.3. Kién trac tong quan ctia DroidBot

Thanh phan dau tién ctia DroidBox ¢ day 13 mo dun Adapter dung dé cung cap
tinh triru tuong cta thiét bi va tng dung kiém thir. N6 ddi phé véi nhimg van dé k§
thuat & mirc do thap nhu 13 kha ning tuong thich véi cac phién ban Android khac nhau
va cac ¢& man hinh khac nhau, duy tri két ndi véi thiét bi, giri 1énh t6i thiét bi va xir ly
cac két qua 1énh, v.v...

Adapter ciing hoat dong nhu 1a mot cau ndi gitta méi trudng kiém thir va thuat
toan kiém thir. Mot mit, n6 theo ddi trang thai cta thiét bi va tmg dung kiém thir va
chuyén doi thong tin trang thai sang dir li€u co cAu tric. Mt khac, n6 nhan duoc dau
vao kiém thur dugc tao ra béi thuat toan va dich chung thanh cac 1énh. Vi Adapter,
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DroidBot ¢6 thé cung cip mot bd cac API mirc cao dé st dung cho ngudi ding dé viét
cac thuat toan trong khi dam bao rang cac thuat toan nay hoat dong trong cac mdi

truong thir nghiém khac nhau.

Mo dun Brain nhan théng tin cua thiét bi va ung dung dugc tao ra tur Adapter
trong thoi gian chay va giri cac ddu vao kiém thir dugc sinh ra dén Adapter. Viéc sinh
dau vao kiém thtr duge dya trén mot do thi trang thai chuyén ddi duoc xay dung trong
qua trinh dién ra. Mdi mot ndt cua do thi duoc dai dién cho mét trang thai thiét bi,
trong khi canh giita mdi cap ndt dai dién cho dau vao kiém thir da kich hoat qua trinh
chuyén doi trang thai.

3.2.3. Kiém thir dua trén mé hinh véi DroidBot

Buwdoc 1: M6 hinh hoa

DroidBot tim nap cac thong tin cta thiét bi/ img dung tir thiét bi va giri dau vao
kiém thir t6i thiét bi thong qua ADB. Dé thuc hién dugc viéc mo hinh hoa, DroidBot
ldy céc thong tin GUI tir tmg dung kiém thir: d6i voi mdi UI, DroidBot ghi lai anh
chup mén hinh va cay phan cap Ul sir dung UI Automator (d6i voi phién ban SDK 16

tré 1én) hodc Hierarchy Viewer (d6i v6i cac phién ban thip hon)

DroidBot sinh mot md hinh cua tng dung kiém thir dua trén thong tin dugc giam
sat ngay trong thoi gian chay. M hinh ndy nhiam giup cac thuit toan sinh dau vao dé

dua ra cac lua chon dau vao kiém thir t6t hon.

Hinh 3.4 1a mét vi du cua mé hinh chuyén ddi trang thai. V& co ban, mé hinh nay
la mot do thi truc tiép, trong d6 mdi ndt dai dién cho maot trang thai cua thiét bi, va mdi
canh gitra hai nét dai dién cho mot su kién dau vao kiém thir da kich hoat su chuyén
ddi trang thai. Mot nét trang thai thong thudng chira cac thong tin vé GUI va thdng tin
tién trinh dang chay, va mot canh su kién chira cac chi tiét cua dau vao kiém thir va
cac phuong thire/ log duogc kich hoat boi dau vao.

Biéu db chuyén ddi trang thai dwoc xay dung ngay lap tic. DroidBot duy tri thong
tin vé trang thai hién tai va giam sat sy thay déi trang thai sau khi gai di mot dau vao
kiém thtr t6i thiét bi. Mot khi trang thai cua thiét bi dugc thay dbi, no s& thém dau vao

va trang thai mai vao biéu dd nhu 1a mot canh méi va nét mai.

49



State 1 Event 1
GUL: — Inpul:. .
== — Type: Touching
| e i == View: =
4 —a —
==
. Command: adb shell input ..
Process info: Logs:
System: zygote, ... Trace: onTouch(), startActivity(), ...
Activity: HomeActivity Logcat:
Services: PushService, ... <debug output>
<error messages:
1

state 2

state 3

Hinh 3.4. M6 hinh chuyén dbi trang thi ctia DroidBot

Qua trinh xay dung biéu dd dua trén thuat toan so sanh trang thai nén tang. Hién
tai, DroidBot sir dung so sanh dua trén noi dung, trong do hai trang thai voi cac noi

dung Ul khac nhau dugc coi nhu 1a hai nét khac nhau.
Buwéc 2: Lwa chon yéu cdu kiém thi

o) phién ban hién tai 1.0.2b3, DroidBot tich hop bdn thuét toan tham do khac nhau
la naive depth-first, naive breadth-first, greedy depth-first va greedy breadth-first bén
canh lya chon kham phéa bang Monkey. N6 ciing cho phép nguoi dung tich hop céc
thuat todn riéng cuia ho hodc st dung tap Iénh danh riéng cho Uing dung dé cai thién
chién luoc kiém thir. Nhu vdy nguoi ding c6 thé tiy chon mét chién luge kham pha

UI phu hop véi yéu cau kiém thtr ciia minh
Buéce 3: Sinh kiém thi

Céc loai dau vao kiém thtr dugc DroidBot hd trg bao g@)m dau vao UI (nhu 1a hanh
dong cham vao man hinh, cuon modt man hinh, v.v...), céc intent (BOOT
COMPLETED broadcast, v.v...), tai li€u tai 1én (anh, tdp van ban, v.v...) va cac dir
lidu cam bién (tin hiéu GPS, v.v...). Chu y ring mo phong cam bién chi duoc hd tro
boi cac may gia 1ap. Cac dau vao kiém thir nay duogc sinh ra dya trén mé hinh UI dugc

sinh ra trong budc trén.
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DroidBot cung cap mot danh sach cac API dé sir dung cho viéc tim nap thong tin
tir thiét bi va giri dau vao t6i thiét bi. Vi dy, lap trinh vién c6 thé don gian goi ham
device.dump_views () dé 1iy danh sach ctia cac UI view va goi ham view.touch () dé
giri dau vao t6i mot view.

Buéc 4: Cu thé héa kiém thi

Dé céc su kién dau vao duge tao ra & budc trén co thé thuc hién duoc trén thiét bi
kiém thir, DroidBot tim nap céc thong tin cua thiét bi/ tng dung tir thiét bi va giri dau
vao kiém thu t6i thiét bi thong qua ADB. Céc sy ki¢n dau vao ¢ trén s& duge sinh ra

dudi dang cac 1énh ADB dé thiét bj c6 thé thuc thi duoc

abf1bBabB24f

chPolic

Hinh 3.5: Cac su ki¢n sinh trong DroidBot
Buwéc 5: Thue thi kiém thir

Cac su kién sinh ra béi DroidBot thong qua ADB s€ duoc thuc thi trén thiét bi

kiém thur. Déng tho1 trong qua trinh thyc thi, cac thong tin s€ dugc giam sat va luu lai:

- Thoéng tin tién trinh: DroidBot giam st trang thai tién trinh mtc hé théng sir
dung 1énh ps va giam sat trang thai tién trinh mtrc tng dung st dung cong cu dumpsys
trén Android

- Logs: logs bao gom cac diu vét phuong thirc dugc kich hoat bdi mdi dau vao
kiém thir va log dugc sinh ra boi tng dung. Chung c6 thé duoc 13y ra tir cong cu dinh

hinh Android va logcat.
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Chwong 4: Nghién ciru thuc nghiém

Trong chuong nay, ching ta tién hanh thuc hién mot thuc nghiém nho: kiém thir
mét s6 ung dung Android véi 2 cong cu kiém thur tu dong duoc gidi thi€u ¢ chuong 3
1a Monkey va DroidBot va kiém thir thii cong. Trong qua trinh thuc nghiém s& tién
hanh viéc do dac cac s6 liéu vé thoi gian thuc hi¢n, s6 131 tim duoc, d6 bao phu ma
ngudn, tir d6 gitip dwa ra dugc nhitng vu, nhuge diém cua ting phuong phap. Céc

budc tién hanh thuc nghiém dugc thé hién trong hinh 4.1

® Chuan bi méi trwong ® Tien hanh kiém thw
Cai dat cdc cong cu kiém thir, Tién hanh kiém thtt trén cac
thiét lap cdc méi truong can thiét g dung di build lai bing ca
cong cu va thu céng

A A

(0 o o __________@o_______

v v

Xay dung wng dung Tong hop — bao cao
Luwa chon source code mot so Tong hop két qua, tir d6 rit ra
g dung, build lai apk d& sinh nhimg nhén xét, danh gia cho
duge code coverage ° timg phwong phép

Hinh 4.1: Quy trinh tién hanh thuc nghiém
4.1. Thiét 1ap méi trwong thue nghiém
4.1.1. Chuén bj cong cu kiém thir

Vé phia kiém thtr tw dong, hai céng cu duoc lua chon cho thuc nghiém la Monkey
dai dién cho ky thuat kiém thir ngau nhién/ kiém thir mo va DroidBot dai dién ky thuat

kiém thir dya trén md hinh.
Kiém tht tha cong: dugc thuc hién boi nguoi dung.
Cai dat Monkey:

Do Monkey duoc tich hop trong bo phat trién phan mém Android (Android SDK)
nén dé chay duoc Monkey trudc hét can tién hanh cai dat Android SDK. Tiép theo d6
la cai dat cac bién méi truong:

Tao bién ANDROID_HOME = ~/Android/Sdk

Tao bién Path = %PATH%; %ANDROID_HOME%\tools; %ANDROID_HOME%\platform-

tools
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Cai dat DroidBot

Cai dat Python 2.7.14

Cai dat cac goi lién quan: - Androguard 3.0.1
- Networkx 2.0
- Pillow 4.3.0

Cai dat Droidbot: sao chép ma ngudn tu: https:/github.com/honeynet/droidbot.

Thuc hién cai dat Droidot bang 1énh: pip install —e droidbot

Kiém thir thii cong

Nguoi dung cai dit tng dung trén thiét bi kiém thr, tién hanh cac thao tac trén Gng
dung mot cach ngiu nhién theo cac kich ban ctia ngudi dung thong thudng trong mot

khoang thoi gian 3 ~ 5 phut cho mdi ing dung.
4.1.2. Chuén bi thiét bi kiém thi

Str dung Samsung Galaxy Note 5 (N920I), hé diéu hanh Android Nougat 7.0 dé

cai dat cac ung dung va tién hanh kiém thu

4.2. Xay dung &ng dung kiém thi

Bwéc 1: Tai ma ngudn tmg dung:

STT TEN UNG DUNG LINK MA NGUON
1 AAT https://f-droid.org/en/packages/ch.bailu.aat/
2 A Photo Manager https://f-droid.org/en/packages/de.k3b.android.androFotoFinder/
3 AnyMemo https://f-droid.org/en/packages/org.liberty.android.fantastischmemao/
4 Calculator https://f-droid.org/en/packages/com.xlythe.calculator.material/
5 Camera https://f-droid.org/en/packages/com.simplemaobiletools.camera/
6 Catan Dice Game https://f-droid.org/en/packages/com.ridgelineapps.resdicegame/
7 Clear List https://f-droid.org/en/packages/douzifly.list/
8 FreeShisen https://github.com/knilchOr/freeshisen
9 Giggity https://f-droid.org/en/packages/net.gaast.giggity/
10 Glucosio https://f-droid.org/en/packages/org.glucosio.android/
11 Good Weather https://f-droid.org/en/packages/org.asdtm.goodweather/
12 Inbox Pager https://f-droid.org/en/packages/net.inbox.pager/
13 Internet Radio https://f-droid.org/en/packages/community.peers.internetradio/
14 Clip Stack https://f-droid.org/packages/com.catchingnow.tinyclipboardmanager/

Bang 4.1: Danh sach tng dung thuc nghiém
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Danh sach cac ng dung lya chon cho thuc nghiém dugc thé hién & bang 4.1. Cac

tng dung nay duoc ldy ma ngudn tu https://f-droid.org/ [27], 14 mét cira hang tng

dung Android ma ngudén ma.

Budc 2: Sir dung Jacoco, build lai apk dé do d6 bao phu ma nguén:

Sau khi dd c6 ma ngudn cac ung dung, st dung Jacoco dé xay dung lai apk, phuc

vu cho viéc do do bao phii ma ngudn. Cac budc xay dung lai apk st dung Jacoco va

Gradle:

- Xay dung mot thu vién CoverageLib dé lay ra cac tap tin .ec chira thong tin bao

pht ma nguon.

= Clip-Stack-master C\ |Jsers\sev

|

.gradle
ddea

i app

build
covData

11 Coweragelib

.J I

OJ il

gradle
ManualCodeCoverage
release-files
.gitignore
build.gradle
Clip-Stack-master.am
gradle.properties
gradlew
gradlew.bat
LICEMNSE. tuct
local.properties
README.md
settings.gradle

il External Libraries

Hinh 4.2: Thu vién CoverageLib

- Cau hinh tap tin build.gradle:

e Ap dung Jacoco va bat tinh ning do d6 bao phu:

apply plugin: ‘jacoco’
buildTypes {
debug{

testCoverageEnabled true

¥
¥

e Tao mot task sinh bao c&o bao phii ma ngudn

task jacocoTestReportAndroidTest(type: JacocoReport) {
def coverageSourceDirs = [
"${rootDir}/covData/src/main/java"’

]
group = ""Reporting™

description = ""Generates Jacoco coverage reports"

reports {
csv.enabled true

54

)
i1}



xml{
enabled = true
destination ""${rootDir}/covData/reportcov/jacoco/jacoco.xml*
}
htmlI{
enabled true
destination ""${rootDir}/covData/reportcov/jacocoHtml"’
}
}

classDirectories = fileTree(
dir: ""${rootDir}/covData/classfiles",
excludes: ['"**/R.class’,
**|R$*.class',
**/BuildConfig.*",
**/Manifest*.*",

)

sourceDirectories = files(coverageSourceDirs)
additionalSourceDirs = files(coverageSourceDirs)
/Ipoiter to coverage data
executionData=fileTree("'${rootDir}/covData/covfiles')

}
4.3. Tién hanh kiém thir

Buwoc 1: Cai dit cac ang dung va lan luot thuc hién kiém tra tuy dong véi Monkey

va Droidbot, kiém tra tha cong boi ngudi ding.

N CHAY DROIDBOT CHAY MONKEY KIF;M ]:HU
STT | TEN UNG DUNG . . THU CONG
1000 5000 10000 1000 5000 10000 3 ~5 phut
1 AAT O O o]
2 A Photo Manager O O o
3 AnyMemo O O O 0o 6} 0o 0o
4 Calculator 6] (0] (0] 0] ] 0] 0]
5 Camera @) o o} o} 0O
6 Catan Dice Game 0] (0] (0]
7 Clear List 0] (0] (0] (0] ) O 0]
8 FreeShisen 0] (0] (0]
9 Giggity @] e} O
10 Glucosio 0] (0] (0] 0] O O (0]
11 Good Weather 0] (0] ] ] (0]
12 Inbox Pager @] 0o 0o 0o o]
13 Internet Radio 0] (0] ] ] (0]
14 Clip Stack 0 o 0 0 0] 0] o
Ghi chu | 0 | Thucthikiémthi |

Bang 4.2: Danh sach ting dung thyc thi kiém thi
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Vi viée kiém tra ty dong, mdi tng dung co thé dugc thuc hién mot 1an hoic nhiéu
lan véi s6 céac su kién trong mdi lan kiém tra la khac nhau (1000 su kién, 5000 su kién,
10000 sy kién). Véi viéc kiém thir thu cong, mdi ung dung s& duoc kiém tra trong
khoang thoi gian tir 3 ~ 5 phit, chi tiét nhu bang 4.2.

Vi Monkey, thuc hién chay Iénh:

adb shell monkey -p <tén package> --throttle <sé luong su kién: 1000/5000/10000> —-ignore-crashes -

-ignore-timeouts --ignore-security-exceptions -v <sé lugng su kién> > log.txt
Vai Droidbot, thuc hién chay Iénh:

droidbot —a <duong dan apk> -0 <duwong dan sinh bao cao> -count <sb lugng su kién:
1000/5000/10000> -grant_perm

Kiém thir thu cong: thao tac voi ing dung kiém tra béng tay, thuc hién cac kich
ban cia nguoi dung thong thudng mot cach ngau nhién, khong theo cac kich ban cé
san. Nguoi dung 1an lugt kham pha cac chic nang trong timg dung nhiéu nhat co thé
trong khoang thoi gian tir 3 ~ 5 phat.

DPong thoi voi qua trinh kiém tra bang Monkey, Droidbot va kiém tra thi cong,
chay Iénh dé lay tap tin .ec sau mdi khoang thoi gian 30 gidy:

‘lable

timeout -t 30

adb shell am broadcast -a SQA.COM.ACTION.GETCOVERAGE.DATA

goto lable

Buwoc 2: lay tap tin .ec va sinh bao co cho do bao phi ma nguén

- Cac tap tin .ec dwoc sinh ra sau mdi lan Iénh adb shell am broadcast -a
SQA.COM.ACTION.GETCOVERAGE.DATA dugc thuc hién. Cac tap tin nay dugc luu trong
thiét bi, trong mot thu muc duoc co tén chinh la tén cua goi (package) twong tng ma

tap tin .ec duogc sinh ra
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My Files > Internal storage >
coverageO.ec
Nov 2 29
coveragel.ec
e o
coverage10.ec
N >
coveragell.ec
Nov 25 12:33
coveragel2.ec
Nov 25 12-33
coverage13.ec
Nov 25 13
coveragel4.ec
Ne a
coverage?_ ec
N y
coverage3.ec
coveraged.ec
Nov 2= 3

Hinh 4.3: Thu muc chira céc tap tin .ec

- Cac tap tin .ec duoc dua vao thu muc covfiles duoc tao ra trudc do

4 | Clip-5tack-master
> M .git
> . .gradle
> b .ddea
> b app
> b build
4 | covData
» | classfiles
covfiles
» | reportcov
> B src
> | Coveragelib
> | gradle
> | ManualCodeCoverage
> b release-files

> b, Kloonil010
> | Simple-Calendar

> 1 Simple-Calendar-master.zip
Hinh 4.4: Cay thu muc covData
- Chay lénh reporting & Gradle trong Android Studio dé sinh ra bao cao

D) Clip-5Stack-master
= Clip-Stack-master (root)
% :app
o Tasks
o android
o build
o install
o other
o reporting
4+ jacocoTestReportAndroidTest
o verification
& Run Configurations

= :Coveragelib

Hinh 4.5: Sinh bao c4o bao phi mi ngudn trong Gradle
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- Sau khi Gradle hoan thanh viéc chay build, bao cao mirc do bao phu s¢ dugc
sinh ra trong thu muc reportcov, cho ta cac thong tin vé két qua bao phu ctia ma
nguén:

Flamant Missed Instructions« Cov ©  Missed Branches © Cov © Missed: Cxty: Missed: Lines: Missed: Methods: Missed: Classes

zatehingnow Qe % 2% 613 712 1430 2177 276 400 il a5
Total 6,663 of 10,093 M Sh2olfOr 2% 613 112 1430 27107 275 400 ] 95

Hinh 4.6: Bao c4o bao phti ma ngudn
Buoc 3: Tong hop sb liéu va phan tich két qua
- Phan tich cac cac tap tin log, théng ké sb lwong 16i tim duoc
- Tong hop sb liéu két qua do d6 bao phu
4.4. Két qua thuc nghiém
Sau qua trinh kiém tra cac ing dung bang hai cong cu DroidBot, Monkey va kiém

tra thu cong, cac két qua thu duoc tir thue nghiém nay nhu sau:

Thoi gian kiém tra cic Gmg dung trung binh duoc thé hién ¢ bang 4.3

DROIDBOT MONKEY
PHUONG THUC KIEM THU
KIEM THU THU CONG

1000 5000 10000 1000 5000 10000

THOI GIAN

TRUNG BINH 117 phat | 610 phat 3.55 phut

Bang 4.3: Thoi gian thuc thi kiém thir

S6 luong 16i crash phat hién duoc trong timg phuong thirc kiém thir thé hién &

bang 4.4

N DROIDBOT MONKEY ;‘f{%‘g&g
STT TENUNGDUNG ' THU CONG

1000 5000 10000 1000 5000 10000 3 ~5 phat

1 AAT O 0]
2 A Photo Manager 0o @]
3 AnyMemo O 0 O O
4 Calculator (0] O 0] 0]
5 Camera @)
6 Catan Dice Game 0] 0] O
7 Clear List 0] 0] 0] (0] 0] O
8 FreeShisen 0] 0] 0]
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9 Giggity

10 Glucosio

11 Good Weather

12 Inbox Pager

13 Internet Radio

O|O0|O0|O0|O|O
O|o0|O0|O0|O|O

O

(0]
o)
(0]
(0]
14 Clip Stack O
Thuc thi kiém thir 0
C6 16i xay ra

Bang 4.4: Danh sach s6 luong 15i crash

Mirc d bao phi ma ngudn cua ting phuong thirc kiém thr:

DROIDBOT

TEN UNG 1000 5000 10000

DUNG

Instructions Branches Instructions Branches Instructions | Branches

AAT 18% 10%
A Photo Manager 10% 6%
AnyMemo 26% 18% 26% 18% 40% 26%
Calculator 32% 19% 36% 21% 38% 23%
Camera 46% 33%
Catan Dice Game 7% 25%
Clear List 47% 23% 47% 23% 47% 22%
FreeShisen 30% 11%
Giggity 50% 38%
Glucosio 10% 7% 14% 10% 13% 8%
Good Weather 31% 16%
Inbox Pager 7% 2%
Internet Radio 92% 74%
Clip Stack 61% 44% 62% 45% 67% 51%

Bang 4.5: D6 bao phil md ngudn ciia DroidBot

MONKEY
TEN UNG
DUNG 1000 5000 10000
Instructions Branches Instructions | Branches Instructions | Branches
AAT 31% 20%
A Photo Manager 18% 11%
AnyMemo 12% 9% 26% 18% 19% 14%
Calculator 39% 27% 51% 38% 57% 45%
Camera 45% 32% 55% 38% 56% 42%
Catan Dice Game 85% 51%
Clear List 44% 15% 43% 15% 53% 28%
FreeShisen 66% 54%
Giggity 51% 37%
Glucosio 9% 6% 9% 7% 19% 12%
Good Weather 20% 8% 63% 35% 69% 41%
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Inbox Pager 2% 0% 2% 1% 13% 5%
Internet Radio 37% 13% 92% 73% 94% 78%

Clip Stack 43% 32% 49% 40% 65% 52%

Bang 4.6: D6 bao phtl mi ngudn ctia Monkey

KIEM THU THU CONG
TEN UNG DUNG 3~5 phat
Instructions Branches
AAT 48% 32%
A Photo Manager 35% 24%
AnyMemo 35% 23%
Calculator 55% 40%
Camera 65% 45%
Catan Dice Game 88% 54%
Clear List 54% 33%
FreeShisen 90% 75%
Giggity 21% 11%
Glucosio 29% 16%
Good Weather 75% 48%
Inbox Pager 12% 5%
Internet Radio 94% 78%
Clip Stack 69% 54%

Bang 4.7: D6 bao phii ma ngudn cia kiém thir thu cong
4.5. Phan tich — danh gia
4.4.1. Tinh hiéu qua trong viéc phat hién 15i

Duya trén sb liéu 161 & bang 4.4 ta co thé thay ca hai cong cu Droibot va Monkey
déu kha hiéu qua trong viéc tim ra 15i so véi kiém thir thu cong. Tuy nhién Monkey
khi chay véi ) luong su kién 16n hon thi viéc phat hién ra 18i ciling cao hon so véi

DroidBot.
4.4.2. Tinh hiéu qua trong chién lwgc kham pha

Monkey sinh cac su kién mot cach ngau nhién, khong theo mot ludng nhat dinh,
Do vay, tuy thyc hién chay véi $6 luong sy kién nhé thi n6 van co kha nang kham pha
nhiéu chirc ning khac nhau trong tng dung. Trong khi ¢ DroidBot sinh cac su kién
dua trén mo hinh UI, str dung chién lugc tham an va thuat toan duyét theo chiéu rong,
do d6 cac su kién dugc sinh ra lan lugt theo nhirng luéng nhat dinh. Chinh vi vay khi
thuc thi v6i s6 lugng sy kién nho thi kha ning bao pht mi ngudn ctia Monkey sé& tot

hon so v&i DroidBot.
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Mic du vy, cac cong cu tu dong déu ¢ han ché khi gip phai nhiing giao dién c6
truong nhap thong tin chira cac yéu cau dic biét, hodc nhing giao dién ma cac thanh
phan thong tin khong hién thi sin trén man hinh, can phai qua cac thao tac gat sang
phai/ trai hodc 1én/ xudng dé hién thi. Trong cac trudng hop nay, ca hai cong cu déu

gap kho khan dé vuot qua, tham chi 1a mic ket tai do.

Hello.

We just need a few quick things before
gelting you started.

Country

Vietnam -

Language

English ~
F Gender

200| Female -

Diabetes type Preferred Glucose unit
Type 1 - mg/dL -

Share anonymous data for research,

You can change these in settings later.

By using Glucoslo, you are agreelng to the

Terms of L
Please enter a valid age.

GET STARTED »

Hinh 4.7: Man hinh bét ddu cta tmg dung quan 1y bénh tiéu dudng

Hinh 4.7 1a giao dién bat dau cia mot ing dung quan 1y bénh tiéu duong. Chi khi
nhap cac thong tin day da va hop 1¢, cham vao “GET STARTED” méi c6 thé bat dau
sir dung mg dung. Tuy nhién, vin dé xay ra ¢ day la truong thong tin nhap tudi chi
hop 18 khi s6 nhap vao nhé hon 100. Piéu nay hoan toan gy kho khin cho ca hai cong
cu tu dong, boi néu khong may man dé nhap duogc thong tin vé tudi hop 1€, thi viéc
kiém tra s& bi tic tai day va khong thé kham phé Gmg dung sau thém dugc nira. Chinh
vi nhitng han ché ndy ma ta c6 thé thay két qua bao phu ma ngudn cua ca hai cong cu

tr dong déu thap hon so voi viéc kiém thir tha cong.
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PO BAO PHU MA NGUON

m Droidbot = Monkey ®Kiém thir thii cong

55%

39%
43%
24%
29%
38%

INSTRUCTIONS BRANCHES

Biéu dd 4.1: B bao phii mi ngudn
4.4.3. Tinh kha dung

Ca Monkey va DroidBot déu 1a cac cong cu chay bﬁng dong 1€nh, viéc cai dat va
sir dung khong qua phtc tap. Tuy nhién, véi ciing mot s6 luong sy kién, thoi gian thuc
hién ctia DroidBot 16n hon rat nhiéu so véi Monkey. C6 su chénh 1éch qué 16n nay
mot phﬁn vi v6i mdi su kién, DroidBot s& luu lai kich ban thuc hién, anh chyp man
hinh va luu lai cac ludng giao dién da di qua. Mic du vay thi véi khoang thoi gian phai
bo ra qua nhiéu nhu hién tai, hiéu suit cua DroidBot s& 1a chua thuc su tot so véi

Monkey
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Két luin

Sau qué trinh nghién ctru va tim hiéu vé dé tai “Nghién ctru mot sé phuong phap

sinh dau vao kiém thir tr dong cho Android”, cac két qua ma luan van da dat duoc la:

Dau tién, luan vin di gitp dua ra mot cai nhin téng quan vé kiém thir tu dong
danh cho phan mém néi chung va kiém thir tw dong cho cac tmg dung Android néi
riéng.

Tir cai nhin tong quan vé kiém thtr ty dong, luan vin da gitp dua ra khai niém chi
tiét hon vé sinh dau vao kiém thtr tu dong 1a gi cing véi cac k¥ thuat pho bién dang
duoc sir dung dé sinh dau vao kiém thir ty dong: phwong phap kiém thir Fuzz va
phuong phap kiém thir duya trén mo hinh. Pua ra cic wu, nhugce diém cua cac phuong
phap nay dé tir d6 gitip nguoi doc c6 duoc nhirg danh gia, so sanh va dua ra lya chon
mdt phuong phap phu hop cho muc dich str dung ctia minh. Ludn van ciing da dua ra
nhitng tim hiéu v& mot s6 hudng tiép can cac phwong phép trén ap dung cho céc tng

dung Android

Dé c6 cai nhin cy thé va chi tiét hon vé hai phuong phép sinh dau vao kiém thtr tu
dong duoc trinh bay ¢ trén, luan van da lya chon hai cong cu tu dong ti€u biéu tuong
{rmg cho hai phuong phép 1a DroidBot va Monkey dé tim hiéu. Bén canh viéc tim hiéu
vé ly thuyét, da tién hanh 1am thuc nghiém dé so sanh v&i nhau ddng thoi ciing so sanh
voi viée kiém tht thu cong. Sau thuyc nghiém da thu duogc két qua vé $6 lugng 16i, d6
bao pht ma ngudn, thoi gian thyc thi cia mdi céng cu. Tir nhitng két qua thu dugc dé
da gidp dua ra dugc nhitng so sanh, phan tich va danh gia cho tinh hi¢u qua cua ting

phuong phap kiém thtr.

Tuy nhién luan van con c6 han ché trong viéc tién hanh thyc nghiém: s luwong cac

cong cu kiém thir con han ché, sb luong tng dung lya chon chua phong phu

V6i nhitng han ché néu trén, mot sb huéng mé rong nghién ciru va tim hiéu trong

tuong lai:

- Mo rong thuc nghiém véi s6 luong céc cong cu lya chon 16n hon, tién hanh
ki€m tra véi sO lugng ung dung nhi€u hon va cé do phirc tap cao hon, dong thoi kieém
tra voi sO luong su kién 16n hon nira.
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- C6 ké hoach cho viéc lua chon céc cong cu thich hop dé cai tién va phat trién,
dé ap dung thuc té vao cong viéc kiém thr phan mém cho cac ung dung Android tai

Samsung.
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	2.1.3. Phân loại kiểm thử Fuzz
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