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Pit van dé

Nhu chung ta di biét nhu cau str dung cac thiét bj di dong
thong minh cta con ngudi ngly cang cao, sd luong cac nha
san xuat thiét bi ciing ngay cang nhiéu va da dang hon vé
chung loai, miu ma. Mdi chiéc dién thoai théng minh ngay
nay khong don thuan chi dé nghe, goi va nhan tin nhu trudc,
ma né gidng nhu mot may tinh dé ban thu nho, ching ta c6
thé ludt web, chat wifi, mua hang tryc tuyén, tim kiém thong
tin, xir ly théng tin mang, két ndi thiét bi ngoai vi, diéu khién
6 10, didu khién robot, giai quyét cong viée voi ddi tac ¢ bat ki
noi dau va vo van nhirng 1¢i ich 16n lao khac.

Dé cac thiét bi di dong c6 duge stc manh nhu vy trudc
hét 1a nho cac cong ty phat trién phdn mém ma cu thé & day 1a
Google voi Android, Apple vai i0OS va Microsoft voi
Windows Phone. Cac cong ty nay di tap trung 16n ngudn luc
cua ho vao viéc phat trién cac nén tang di dong ké trén dé dua
chung 1én mot tim cao hon trudc ddy, ma ngay nay chung ta

thudng hay goi 1a “HE PIEU HANH”.

Trong s6 cac hé didu hanh cho cic thiét bi di dong,
Android hién dang 14 hé diéu hanh pho bién va 16n manh nhat.
V6i tinh chit nguén mé, Android thu hat nhiéu nha san xuét
thiét bi trén thé giéi nhu Sony, Samsung, LG, HTC, v.v...
Ngay nay Android khong chi dugc sir dung 14 hé diéu hanh



trén di€n thoai thong minh va may tinh bang, ma con dugc
tmg dung vao cac du an khac nhu: dong hd thong minh
(smartwatch), nha théng minh (smart home), tivi théng minh

(smart tivi), robot, diéu khién 6 t6, kinh thuc thé 4o ...

Theo s6 liéu théng ké, Android hién dang nim giir 86% [1]
tong thi phan cho hé diéu hanh di dong. Su phd bién ngay
cang ting cla cac thiét bi Android c6 tac dong truc tiép dén
ctra hang Ung dung Google Play. Pay la ctra hang ung dung
16n nhat thé gidi va ¢ 3.3 tridu Gmg dung (thang 9/2017) c6
san dé tai xubéng. Chi riéng trong quy 2 nam 2017, da c6 gan
17 ty luot tai xudng cac ung dung tir Google Play. Vi nhiing
con s6 thong ké nhu trén, c6 thé thdy viéc xay dung cic mg
dung cho thiét bi Android da, dang va s& van la mot xu huéng

phat trién manh mé va bén viing.

Trong vong doi phat trién phan mém, kiém thir 1a mot hoat
dong quan trong va khong thé bo qua dbi v6i phan mém noéi
chung va cac ung dung Android néi riéng. Hoat dong kiém
thir c¢6 thé tién hanh mot cach tha cong tuy nhién didu nay s&
mat thoi gian, ton chi phi va doi khi khéng mang lai hiéu qua
cao. Tham chi trong mot vai nhitng phuong phap kiém thir,
hoat dong kiém thir thu cong 1a khong thé thuc hién duge. Do
d6 doi héi phai c6 mot hinh thic kiém thur tu dong ho tro. Tuy

nhién kiém thir tw dong ciing c6 nhiéu k¥ thuat khac nhau vi



cac mic do tu dong khac nhau. Déi voi nhidu cac cong cu
kiém thir, van can c6 su tham gia cia kiém thtr vién vao trong
qua trinh. Kiém thir vién s& phai xay dung cac kich ban kiém
thir hoan toan thu cong dé cac cong cu kiém thir ¢6 thé thuc
thi dugc tr cac kich ban dé6. Pay la mét cong viéc khong hé
don gian, ton thoi gian va nhan lyc. Vay mét cau hoi duoc dat
ra, lam sao dé hoat dong kiém thir hoan toan tu dong, tir thao
tac sinh ra céac kich ban kiém thir cho dén viéc thuc thi nhiing
kich ban kiém thir d6. D3 c6 rat nhiéu cac nghién ctru vé cac
ky thuat sinh dir liéu kiém thir tuw dong. Va trong ndi dung
luan van nay ciing s& tim hiéu vé cac k¥ thuat sinh dir liéu
kiém th tu dong, va cu thé no duoc ap dung vao qua trinh

kiém tra tw dong cho cac tmg dung Android ra sao.



Chuong 1. Nén tang Android

1.1. Giéi thiéu chung vé Android
Android 1a hé diéu hanh ma ngudn mg, dua trén Linux,
duoc tao ra cho mot loat cac thiét bi va yéu té hinh thic bao

gom cac thanh phan chinh:

- Tang hat nhan Linux

- Lé6p triru twong phan cing (Hardware Abstraction
Layer - HAL)

- Thoi gian chay Android (Thoi gian chay Android —
ART)

- Tang thu vién C/C++

- Tang khung Java API

1.2. Ban ké khai wng dung AndroidManifest

1.2.1. Hoat dgng (activity)

Hoat dong la thanh phan phy trach giao dién nguoi ding
cua ung dung. Mot hoat dong 1a mot giao dién nguoi dung
truc quan ma ngudi ding c6 thé thuc hién trén d6 mdi khi
dugc kich hoat. Mot tng dung c6 thé c¢é nhiéu hoat dong va
ching c6 thé goi dén nhau va chuyén giita cac hoat dong véi
nhau. Mdi hoat dong la moét din xuit coa 16p

android.app.Activity.



1.2.2. Dich vu (service)

Mot dich vu (service) 13 cac doan ma dugc thyc thi ngam
boi hé théng ma ngudi st dung khong thiy dugc. Mbi dich vu
déu dugc mo rong tir 16p co so la dich vu trong goi

android.app.

1.2.3. B§ nhan quang ba (Broadcast Receiver)
Bo nhan quang ba 1a mot thanh phan khéng lam gi ca

nhung n6 nhan va phan hdi lai céc théng béo quang ba.

1.2.4. Trinh cung cap ndi dung (Content Provider)
Trinh cung cap noi dung c6 chirc ning cung cap mot tap
hop cac phuong thirc cho phép mot ing dung cd thé luu trir va

lay dit liéu dwoc quan Iy bai trinh cung cap noi dung do.



Chuwong 2. Sinh diu vao kiém thir tw déng
2.1. Phwong phap kiém thir Fuzz (Fuzzing)

2.1.1. Kiém thir Fuzz la gi??
Kiém thir Fuzz 12 mot ky thuat phét hién 13i cia phan mém
bang cach ty dong hoic ban tw dong sir dung phwong phap 1ap

lai thao tac sinh di liéu sau d6 chuyén cho hé théng xir ly.

2.1.2. Cac giai doan caa kiém thir Fuzz

- Budc 1: Xac dinh muc tiéu (Indentify target)

- Budc 2: Xac dinh dau vao (Indentify inputs)

- Buwdc 3: Sinh dr liéu mo hay con goi la tao cac ca
kiém thur (generate fuzzed data)

- Buwdc 4: Thyec thi dir liéu mo (execute fuzzed data)

- Budc 5: Giam sat dir liéu mo (monitor for execution
fuzzed data)

- Budc 6: Xac dinh kha nang khai thac (determine
exploitability)

2.1.3. Phan loai kiém thir Fuzz
- Kiém thu Fuzz dya trén dot bién (Mutation based
Fuzzing)
- Kiém thi mo duya trén thé hé (Generation based
Fuzzing)



2.1.4. Cac 16 héng dwgc phat hién béi kiém thir Fuzz

Kiém thir Fuzz lam viéc tot nhat ddi voi cac van dé ma gay
ra 16i caa mot chwong trinh nhu 1a: tran bo nhg (buffer
overflow), kich ban hoa chéo trang(XSS), tir chdi dich vu
(DoS), 16i chudi dinh dang (Format String Errors), chén cau
truy van (SQL Injection) v.v... Vi thé voi kiém thir Fuzz
ngudi ta c6 thé kiém tra su an toan cua bit ky qué trinh, cac

dich vy, thiét bi, hé théng, hoac mang may tinh v.v...

2.1.5. Uu nhuoc diém caa kiém thir Fuzz

2.1.6. Mt sb cong cu kiém thir Fuzz

2.2. Phwong phap dwa trén mo hinh (Model based Testing)

2.2.1. Kiém thir dya trén mé hinh la gi?

2.2.1.1. M6 hinh la gi?

2.2.1.2. Kiém tht dua trén mo hinh

Kiém thir dya trén moé hinh 1a mot ky thuat kiém tra, noi
ma hanh vi thoi gian chay cia mot phan mém kiém thir duoc
kiém tra dé chéng lai nhitng dy doan duoc thuc hién boi mot

dac ta hoac mod hinh chinh thuec.



2.2.2. Cac loai MBT

- Offline/ a priori: Sinh ra cac bo kiém thur trudc khi
thuc thi chung. Bo kiém thtr chinh la tap hop cua cac ca kiém
thu

- Online/ on-the-fly: Sinh ra cac bo kiém tha ngay
trong khi thuc thi kiém thu.

2.2.3. Cac mo hinh khéc nhau trong kiém thir
2.2.1.1. May trang thai hitu han
2.2.1.2. Biéu db trang thai

2.2.1.3. Ngon ngir md hinh héa thong nhat (UML)

2.2.4. Tién trinh kiém thir dya trén mé hinh

Test requirement
selection

Test generation

Test concretization

Test execution

Hinh 2.12: Cac budc trong kiém thi dua trén mo hinh



2.2.4.1. M6 hinh héa

Tién hanh viéc xay dung mot md hinh cho hé théng kiém
thir dua trén cac nén tang 1a cac yéu cau
2.2.4.2. Lwa chon yéu cau kiém thir:

Cac thao tac dugc thuc hién trong budc nay la:

- Céc tiéu chi lya chon truong hop kiém thir duoc xac
dinh

- Céc tiéu chi lya chon trudng hop kiém thir sau do
dugc chuyén doi thanh cac dic ta ca kiém thi

Mot s6 céc tiéu chi bao phi chinh sir dung dé danh gia cho
bo kiém thir dugc sinh ra:

- Tiéu chi bao phu ciu trac

- Tiéu chi bao phu dir liéu

- Tiéu chi dua trén I5i

- Tiéu chi bao phu yéu ciu
2.2.4.3. Sinh kiém thir

Mot khi mo hinh va dic ta ca kiém thir d3 duoc xéac dinh,

mot bo kiém thir triru tuong sé duoc tao ra

2.2.4.4. Cy thé hda kiém thtr (chuyén doi)



Trong budc nay, thuc hién cu thé hda nhitng bo kiém thir
triru twong duoc sinh & budce trén thanh cac kich ban kiém thi

c6 thé thuc thi duoc bang cong cu.
2.2.4.5. Thyc thi kiém thir

Thuec thi kich ban kiém ther, két qua thuc té dau ra s& duoc
so sanh véi cac két qua mong doi tir 46 ma dua ra duoc nhitng
két qua Pass, Fail cho ting kich ban kiém thu.
2.2.5. Uu nhwoe diém ciia kiém thir dya trén md hinh

2.2.6. Mt s6 cong cu kiém thir dya trén mé hinh



Chwong 3. Mét s6 cong cu sinh dau vao kiém thir tw
dong cho wng dung Android

3.1. Cong cu kiém thir ngdu nhién — Monkey tool

3.1.1. Téng quan chung vé Monkey tool

Monkey 1a mot phan ctia Android SDK dugc phat trién boi
Google st dung cho viéc kiém thur ty dong cac ung dung
Android. Véi viéc tich hop san trong Android Studio, Monkey
Ia mét cdng cu htru ich cho céc lap trinh vién trong viéc kiém
tra ung dung ngay trong qué trinh phét trién. N6 st dung ky
thuat ngau nhién/ mo trong viéc sinh ra cac sy Kién nguoi

dung lam dau vao cho qua trinh kiém thu.

3.1.2. Kiém thir Fuzz véi Monkey
Budce 1: Xac dinh hé théng muc tiéu: truyén cac tham sé
vé gdi va danh muc caa tng dung can thuc thi kiém ther vao

trong Iénh chay.

Budc 2: Xéac dinh dau vao: lva chon va thiét lap ti 1& cac su
kién mong muén sinh ra trong qué trinh thyc thi kiém thu

Budc 3: Sinh dit liéu kiém thir: Monkey s@ tién hanh viéc
sinh cac dau vao kiém thir 1a cac sy kién twong ung véi yéu

cAu duogc dua ra.



Budc 4: Thuc thi kiém thu: Cac lénh ADB nay duoc

truyén toi thiét bi kiém thr.

Budc 5: Giam sat hanh vi hé thong: céc su kién sinh ra déu

dugc luu lai dudi dang cac tép tin log
Buéc 6: Dang 16i va phan tich
3.2. Cong cu kiém thir dwa trén mé hinh — DroidBot

3.2.1. Téng quan chung vé DroidBot

DroidBot 14 mét cong cu sinh dau vao kiém thir ma ngudn
m¢ dang nhe dua trén Ul cho cac ang dung Android, dugc
phét trién boi Yuanchun Li, nghién ciu sinh caa Hoc vién

phan mém, Pai hoc Béc Kinh.

DroidBot cung cap bo sinh dau vao theo hudng dan Ul dwa
trén mé hinh chuyén déi trang thai duoc tao ra khi dang chay.
Sau d6 no s& sinh ra dau vao kiém tht theo hudng dan Ul dya

trén mo hinh chuyén tiép.

Thanh phan dau tién caa DroidBot ¢ day 1a mé dun
Adapter dung dé cung cap tinh triru twong caa thiét bi va tng
dung kiém thtr.

M6 dun Brain nhan théng tin cua thiét bi va tng dung
duoc tao ra tir Adapter trong thoi gian chay va giri cac dau

vao kiém thtr duoc sinh ra dén Adapter



DroidBot

- -
. [ S Sl
\t. *\. - seript
strategy App modsl .
S A

¥

@

r‘ Y GUI input
GUl info | | Intant
Process info | | Documeant
Logs 'n\ ’," Sensor

"%

Adapter

L

Android
App ‘ Davica

L

Hinh 3.3. Kién trdc tong quan cua DroidBot

3.2.3. Kiém thir dya trén mé hinh véi DroidBot
Budc 1: Mo hinh hoa

Pé thuc hién duoc viéc md hinh hoa, DroidBot ldy cac
thong tin GUI tr ang dung kiém thu: dbi voi mdi UL,
DroidBot ghi lai anh chup man hinh va cay phan cip Ul

Budc 2: Lua chon yéu cau kiém the

DroidBot tich hop bén thuat toan tham do khac nhau la
naive depth-first, naive breadth-first, greedy depth-first va

greedy breadth-first bén canh lwa chon kham pha bing
Monkey



Budc 3: Sinh kiém thu

Cac loai dau vao kiém thtr dugc DroidBot hd trg bao gom
dau vao Ul, cac intent, tai liéu tai 1&n va cac dit liéu cam bién
(tin hiéu GPS, v.v...)

Budéc 4: Cu thé hoa kiém thu

DroidBot tim nap cac thdng tin cua thiét bi/ &ng dung tir
thiét bi va guri dau vao kiém thtr téi thiét bi thong qua ADB

Budc 5: Thuc thi kiém thir

Céc su Kkién sinh ra boi DroidBot théng qua ADB sg€ duoc
thuc thi trén thiét bi kiém thir



Chuong 4: Nghién ciru thuc nghiém
Trong chuong nay, chung ta tién hanh thuc hién mot thuc
nghiém nho: kiém thir mot s6 ung dung Android véi 2 cong
cu kiém thir tu dong duoc gidi thiéu & chuong 3 1a Monkey va
DroidBot va kiém thu tha cong.
® Chuiin bi mi truimg ® Tién hanh kiém thir

Cai dit cic cdng oy kiém thir, Hén hénh k thir trén céc
thiét lip cic mbi tnrimg cdn thiét

ibdng ci

Xiy dyng img dung Tang hop - bio cio
0 source code mit 5o Tong hop két qua, tir 46 rit ra

dé sinh nhimg nhin xét, dinh gid cho
* duge code coverage . timg phurong phap

Hinh 4.1: Quy trinh tién hanh thuc nghiém

4.1. Thiét 1ap méi trwong thuc nghiém

4.1.1. Chuén bi céng cu kiém thir

Cai dat Monkey va DroidBot, chuan bi kiém tha tha cong
4.1.2. Chuén bij thiét bj kiém thir

Samsung Galaxy Note 5 (N920I), hé diéu hanh Android
Nougat 7.0

4.2. Xay dung #ng dung kiém thi

Budc 1: Tai ma ngudn tng dung



Cac ung dung nay duoc liy ma ngudn tu https://f-
droid.org/
Budc 2: Sir dung Jacoco, build lai apk dé do do bao phu

ma ngudn
4.3. Tién hanh kiém thir
Buéc 1: Cai dat cac ang dung va lan luot thuc hién kiém

tra ty dong voi Monkey va Droidbot, kiém tra thii cong boi

ngudi dung.

Budc 2: lay tap tin .ec va sinh bao cao cho d6 bao phi ma

nguon

Budc 3: Téng hop sb liéu va phan tich két qua

4.4. Két qua thuc nghiém
4.5. Phan tich — danh gia
4.5.1. Tinh hiéu qua trong viéc phat hién 16i
Droibot va Monkey déu kha hiéu qua trong viéc tim ra 15i
s0 véi kiém thir tha cong
4.5.2. Tinh hiéu qua trong chién lwgc kham pha

Khi thuc thi véi s6 lwong su kién nho thi kha niang bao phu

ma ngudn cua Monkey s& tét hon so véi DroidBot. Mic du


https://f-droid.org/
https://f-droid.org/

vay, cac cong cu tu dong déu ¢ han ché khi gap phai nhiing

giao dién co trudng nhap thong tin chira cac yéu cau dic biét.
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4.5.3. Tinh kha dung

Ca Monkey va DroidBot déu la cac cong cu chay bing
dong Iénh, viéc cai dat va sir dung khéng qua phuc tap. Tuy
nhién, véi cing mot sé luong su kién, thoi gian thuc hién cua

DroidBot 16n hon rat nhiéu so véi Monkey



Két luan

Sau qua trinh nghién ctu va tim hiéu vé dé tai “Nghién
ctru mot sb phuong phap sinh dau vao kiém thir ty dong cho

Android”, cac két qua ma luan van di dat duoc la:

Pau tién, luan vin da giup dua ra mot cai nhin tong quan
vé kiém thir ty dong danh cho phan mém néi chung va kiém

thir tw dong cho cac ting dung Android noi riéng.

Tur cai nhin tong quan vé kiém tha ty dong, luan van da
gitip dua ra khai niém chi tiét hon vé sinh dau vao kiém thir ty
dong 1a gi cung véi cac ky thuat phd bién dang dugc sir dung
dé sinh dau vao kiém thur tw dong: phwong phap kiém thi
Fuzz va phuong phap kiém thir dya trén mé hinh. Pua ra cac
uu, nhuoc diém caa cac phuong phap nay dé tir do giup nguoi
doc ¢6 duoc nhitng danh gia, so sanh va dua ra lya chon mot
phuong phap phu hgp cho muc dich st dung caa minh. Luan
vin ciing dd dua ra nhitng tim hiéu vé mot s6 huéng tiép can

cac phwong phap trén ap dung cho céc wng dung Android

Dé c6 céi nhin cu thé va chi tiét hon vé hai phuong phap
sinh dau vao kiém thir ty dong duoc trinh bay & trén, luan van
da lwya chon hai cong cu tu dong tiéu biéu twong wng cho hai

phuong phap 14 DroidBot va Monkey dé tim hiéu. Bén canh



viéc tim hiéu vé Iy thuyét, da tién hanh 1am thuc nghiém dé so
sanh véi nhau ddng thoi ciing so sanh véi viéc kiém thir thu
cong. Sau thuc nghiém da thu dugc két qua vé sé luong 16i,
d6 bao phi ma nguon, thoi gian thyc thi cia mdi ¢éng cu. Tir
nhitng két qua thu dugc do da gitp dua ra duoc nhiing so
sanh, phan tich va danh gia cho tinh hiéu qua cua tung

phuong phéap kiém thir.

Tuy nhién luan vian con c¢6 han ché trong viéc tién hanh
thuc nghiém: s6 lugng cac cong cu kiém thir con han ché, sb

lugng tng dung lya chon chua phong phu

V6i nhitng han ché néu trén, mot s huéng mé rong

nghién ctru va tim hiéu trong tuong lai:

- Mo rong thuc nghiém véi sé luong céc cong cu lya
chon 16n hon, tién hanh kiém tra véi s6 lugng tng dung nhiéu
hon va c6 do phac tap cao hon, ddng thoi kiém tra véi sb

luong su kién 16n hon nira.
- C6 ké hoach cho viéc lya chon céc cong cu thich hop
dé cai tién va phat trién, dé ap dung thuc té vao cong viéc

kiém thir phan mém cho cac tng dung Android tai Samsung.
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	Mục lục
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