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MO BAU

Cung véi qué trinh cong nghiép hoa trén qui mo toan thé gidi, tir hang tram
niam nay dic diém sinh trc hoc van tay nhd cé tinh bén viing va cé biét cao da duoc
dua vao tng dung rong rii trong cac hoat dong phap 1y va an sinh dé xac thuc cin
cudce c4 nhan. Nhiéu k¥ thuat 14y dau van tay dugc nghién ciru va sir dung, nhiéu hé
thong tang thu van tay cin cudc cong dan va cin cude can pham da duoc thiét lap &
céc nude dé phuc vu cho cong tic dam bao va truy nguyén danh tinh. Mic du sinh
tric hoc hién dai da phat hién ra nhiéu dic trung moi, bén vitng, nhu tinh mach,
trong méit, DNA,... nhung viéc thu thip miu va dbi sanh con rat phuec tap va dit do.
Vi vay, vai tro ing dung rong rii ctia van tay van chua c6 dic diém sinh tric hoc
nao thay thé duoc.

Dé xdy dung mot hé thdng truy nguyén van tay tu dong (Automatic
Fingerprint Identification System: AFIS), can phai giai quyét mot loat van dé& nhung
van dé& dbi sanh van tay (fingerprint matching) c6 ¥ nghia mau chét nhét va ciing 1a
kho khin nhat. Chung ta biét rang viéc d6i sanh truc tiép anh hai anh vén tay khong
thé mang lai két qua tin cdy do anh vén tay cta cing mot ngudi qua mdi 1an lin tay
van cho két qua sai khac nhau va rat nhay cam vdi cac thiét bi thu nhén, diéu kién
chiéu sang, vét bui ban, vét seo, voi su xé dich vi tri hay su bién dang trong qua
trinh lan tay. Vi vay, mic du hang ndm trén cac hoi nghi qudc té ciing nhu trén cac
tap chi chuyén nganh c6 hang nghin cong trinh nghién ctru méi xuét hién tim nhiéu
cach thire khac nhau dé cai tién, nang cao hiéu qua thuit toan d6i sanh vén tay
nhung van con xa méi thay thé dugce kha ning dbi sanh truc quan cua con ngudi.
Mot trong nhitng giai phap hiéu qua dé giai quyét van dé nay 1a ung dung cac k¥
thuat xur 1y anh dé bat chude hanh vi cta giam dinh vién, xtr ly, phan tich va trich
chon tr 4nh van tay mot tdp cac diém dic trung, goi la diém dic trung chi tiét
(minutiae). Cac diém dic trung chi tiét nay chinh 1a nhimg diém cut (end), diém ré
nhanh (bifurcation) phan bd twong ddi ngau nhién trén anh van tay, duoc dic trung

bai thé loai, vi tri va huéng ciia ching. Véi cac by diém dic trung chi tiét nay, thay
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vi phai ddi sanh truc tiép hai anh van tay voi nhau, ta chi can d6i sanh hai tap cac
diém dic trung chi tiét twong tng cia ching.

Hién nay trén thé gii, do nhu cau trong cong tic an sinh xi hoi rat 16n nén
cong nghé AFIS trén thi trudong thuong duoc ban véi gia rat dat va k§ thuat xay
dung chung duogc gitt ban quyén nghiém mat. Nhiéu thuit toan d6i sanh van tay cua
cac hing ndi tiéng trén thé gidi duoc dwa ra thi dau tai cac cudc thi FVC2000 -
FVC2006 nhung khong cong bd phwong phap va thuat toan. Céc tai liéu cong bd
cong khai rat nhiéu nhung thudng tip trung vao cic phuong phap luin, mang tinh
chét thu nghiém cac tim toi mdi. Viéce hoc tap, tiép thu tri thirc cOng déng 1a hét st
quan trong nhung dé chuyén tir phuong phap dén thuat toan roi tir thuit toan dén
san pham phan mém hiy con la ching duong hét sirc phirc tap, khong thé khong can
dén qua trinh cht dong phat trién, cai tién, nang cap.

V& mit chuyén mén, luin 4n ndy tip trung cai tién nang cip mot sb ndi dung
can thiét nhat nhu sau:

1) Phan doan anh chi ban van tay muoi ngén: Cong doan ndy nhim muc dich
nang cao k¥ thuat ty dong hoa cua phan hé nhap liéu chuyén doi thong tin sd hoa
hién dang dugc thuc hién béng tuong tac thu cong dua trén viéc xay dung thudt toan
xir 1y cét tach tw dong anh chi ban 10 ngén thanh cac anh vén tay thanh timg ngoén,
két hop tién xur 1y trich chon mot s6 thong tin co ban nhu: ban d6 hudng van, ban db
chét luong, ban dd duong bién cua ting van, xac dinh vung trung tdm, xac dinh
chiéu huéng chi ban. Hién tai cong doan nay trén C@FRIS va cac hé khac nhu:
SAGEM MORPHO AFIS, NEC AFIS, AFIX TRACKER con phai tuong tac thu
cong, tde do nhap li¢u cham, trong khi khoi lugng chi ban can nhap lén dén hang
chuc triéu.

2) Dbi sanh van tay: Cong doan ndy nham nang cip coéng nghé 15i, can thay
thé phuwong phap dbi sanh van tay truyén thong (dang dung phd bién hién nay) dua
trén phép bién doi affine von nhay cam véi bién dang dé thay bang thuat toan ddi
sanh hi¢u qua hon, c6 kha nang ddi sanh hiéu qua ca cac loai van tay c6 do bién

dang cao nhu van tay an hay van tay hién truong voi vén tay lan.
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3) T6 chirc dir liéu: Pé hd tro cho qua trinh xdy dung hé thong, chuan bi di
liéu phuc vu ddi sanh, truy nguyén gép phan ddy nhanh tdc do xir 1y va bao vé an
ninh an toan hé théng.

4) Truy nguyén van tay hién truong: Dé cai tién, ning cp chién luoc tra ciru,
truy nguyén vén tay hién trudng nham dap tng hiéu qua hon, kip thoi hon yéu cau
diéu tra.

Theo ting chu dé néu trén, cac két qua nghién ctru chinh dat dugc cua luan an
duoc trinh bay tir Chuong 2 dén Chuong 5 véi nhitng ndi dung cu thé nhu sau:

1) Phén dogn chi bin vin tay mwoi ngén: Luan an dé xuat hai thuat toan
phan doan thoé va phan doan min dé tu dong hoa viéc nhap li€u do hién nay con
nhiéu hé AFIS dang phai xir Iy twong tac thi cong. Thuat toan phan doan thd nham
cit tach riéng cach anh van tay tir anh chi ban 10 ngén (trén d6 bao gom 10 van tay
l3n va 10 van tay 4n) thanh 20 anh ngoén riéng 1& dua trén ky thuat tién xor 1y anh
nhu chuin héa, lam tron, chuyén ddi nhi phan va sau d6 tién hanh do bién, dinh vi
toa do cit anh. Thuat toan phan doan min nham phan loai anh van tay thanh ba
ving: ving nén, ving van chit luong cao va ving nhidu (tirc 13 1ap ban dd chat
luong). Luan an khong dya trén cach tiép can truyén thdng theo khdi dir licu
(blockwise) ma dé xuit méi mot sd dau hiéu dua trén cach tiép can phan tich do
cong duong bién cta duong van (linewise). Nho ban dd chit lwong nay, cac dic
trung chi tiét duoc phan loai thanh 3 loai: (1) tot, néu né thudc ving van tay chat
lugong cao, (2) x4u, néu no thude vung nhiéu, (3)loai bo, néu no thudce vung nén...
Két qua phan doan phu hop véi két qua phan doan 2 16p cua thuat toan Verifinger
[87] nhung phan doan 3 16p min hon so v&i thuat toan Verifinger danh dong tat ca
cac DTCT, tir d6 dua ra thuat toan ddi sanh hiéu quéa hon nho dya trén tap diém
khéng ché c6 d¢ tin cay cao.

2) Péi sdnh vin tayl:1: Dé dap tmg yéu cau vé do chinh xac cua Hé AFIS,
luan 4n dé xuat giai phap cai tién phuong phap ddi sanh vén tay truyén thong bang
cach ting cuong thém thong tin mé ta cdu trac dudng van xung quanh céc dic trung

chi tiét goi 1a cip van-ranh lién thudc va dung k¥ thuat nan chinh bién dang va lam
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tron TPS (Thin Plate Spline) dia phuwong dé khir hién twong méo phi tuyén. Sau khi
xéac dinh tap cac cip diém dic trung chi tiét (DTCT) twong tmg ban dau gita hai
van tay nho thuat toan truyén thong dua trén phép bién ddi affine, mot tap cac cip
diém gia DTCT (pseudo-minutiae) twong tng duoc tao sinh bd sung vao tap ban
dau dya trén cAu trac cap van ranh lién thudc véi tirng PTCT c6 do tin cdy cao (dua
trén ban dd chit luong) trong tip cac cip DTCT twong tng. Cac diém gia DTCT
méi bd sung nay duge két hop voi cac cip diém tuong tng ban dau dé chon ra cac
tap con cac diém khéng ché (control points hay landmark points) thich hop cho viéc
néan chinh bién dang TPS trén 9 mién con cua cac anh van tay. Két hop voi qué trinh
nin chinh trén ting mién con, thuit toan tim bd sung cac cip diém DTCT tuong
ung méi. Qué trinh nay dugce 1dp lai cho dén khi hoac khong con phat hién thém cac
cap diém twong Gmg moi hodc sé lugng cac cip diém tuong Gmg da toi ngudng
quyét dinh. Két qua thuc nghiém trén co sé dit liéu FVC2004 cho thiy thuat toan dé
xuét cai thién dang ké hiéu qua d6i sanh so vé6i phuwong phap méi cua Li va
Tulyakov st dung mé hinh twong quan mirc xam két hop nin chinh TPS toan phan
(xem [52]).

3) Té chirc va bdo vé di ligu: Luan an d¢ xuét giai phap to chirc CSDL dua
trén viéc két hop cac ky thuat danh chi sé phan cip theo ma ngon, dang van co ban,
s6 dém van va giai phap song song hoa thuat toan nham ting toc do truy nguyén
van tay, dap tng yéu cu co ban thir hai ciia hé AFIS vé téc do truy nguyén.

Dé bao vé hé C@FRIS khoi su tan cong pha hoai khi trién khai trén mang,
luan an d& xuét str dung va cai dat cong nghé BioPKI cho hé C@FRIS bao gdm céc
cong doan: kiém soat xac thuc chi thé bang van tay trudc khi dang nhap hé thong,
truy cap CSDL. Ngoai ra con bd sung tinh nang dung chir ky sé va xac thuc chir ky,
tinh ning ma hoa/giai ma trén dudng truyén va cic qua trinh trao dbi dit lidu.

4) Truy nguyén van tay hién trwong (doi sinh 1:n): Dé cai tién chién luoc
truy nguyén vén tay hién truong, lun an dé xuat mot kién trac loc da ting nham
phat huy sirc manh t6 hogp cua cac phuong phap khac nhau di trinh bay ¢ cac

Chuong trudc, theo cach phan tang kiéu bac thang dé cho ra két qua tét hon véi thoi
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gian truy nguyén trung binh ngan nhat, tiét kiém dang ké thoi gian cong stc tra ciru.
Tuy nhién. phuong phap t6 hop phan tang c6 nhiéu doi hoi rat khit khe. Dé han ché
sai 6 sot lot, cac thuat toan tham gia vao qua trinh truy nguyén phai dugc chon lra
sao cho céc tang trén c6 d6 chinh xac cao hon tang dudi sao cho cac ddi tuong "gia
danh" 14n luot bi loai ra tir cac tﬁng trén, chi mot sd it doi teong c6 kha nang "chinh
danh" cao méi can loc dén ting cudi cung. Trong khi dé cac thudt toan doan nhan
ngdn va phan loai van tay tu dong lai chua dat duoc do chinh xac can thiét. Dé vuot
qua khoé khan nay, luan an da dé xuét dung k¥ thuat mo hoéa dua trén viéc sép thur tu
danh sach tra ctru theo d0 wu tién cia cac ngodn tay, dang van co ban doan nhan
duoc va theo d6 gidng giita hai bo dic trung chi tiét. Dé thé hién wu thé cua giai
phap dé xuét, thuat toan cai tién s& dugc so sanh voi thuat toan truyén théng tiéu
biéu 1a thuat toan truy nguyén kiéu "brute force" dua trén thuat toan ddi sanh 1:1
cua Verifinger, von chi thich hop cho CSDL qui mé nhé.

Viéc cai tién, nang cdp coéng nghé nhan dang vén tay thanh cong cd ¥ nghia
khoa hoc, cong nghé va thuc tién rat 16n. Vé khoa hoc, viéc nghién ctru dé xuit mot
loat giai phap méi, duoc thir nghiém c6 két qua, cing nhiéu bai bio di cong bd,
luan an da c6 dong gop cu thé, c6 gia tri bo sung, phat trién va lam phong phii thém
cho 1y luan d6i sanh van tay, dic biét 1a ddi sanh véan tay bién dang phi tuyén va
truy nguyén van tay hién truong. Vé mit thuc tién, viée cai tién cac cong doan nhap
liéu, phan doan, tién X 1y, nang cép va lam chu thuat toan ddi sanh van tay bién
dang, dua vao ing dung dé tra ctru, truy nguyén van tay hién truong hiéu qua 1a mot
két qua cai tién cong nghé quan trong dé tiép tuc nang cap do chinh xac dbi sanh va
tang téc do truy nguyén, tién toi ndng cap san pham dé dam nhan mot s6 cong viée
quan trong, dang c6 nhiéu doi hoi cap thiét, d6 1a dién tir hoa cac tang thu vén tay
can cudc can pham, can cudce cong dan vdi khoang 70 triéu chi ban trén qui mo ca
nudc. Dién tir hoa thanh cong hé thdng tang thu cin cude cong dan sé tao dicu kién
cho viéc két ndi cac hé can cude, nhan ho khau, hd tich véi nhidu hé chuyén nganh
khac trén co s¢ sb cin cudc duoc dam bao tinh duy nhit bang van tay 1 ndi dung

quan trong nhat dé xay dung CSDL dan cu qudc gia trong thoi gian téi.
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Céc két qua chinh cta luan an duoc cong bd trong hai bai bao cia tap chi co
uy tin trong nudce [17,19], mot bai bao gui tap chi da qua vong phan bién thir 2, hai
bao c4o hdi nghi quéc té va bon béo céo tai cac hoi thao quéc gia [9,10,15,16].

Ngoai phén két luan, luan an duge té chie nhu sau. Chuong 1 gidi thi€éu mot
s6 khai niém co ban vé nhan dang van tay va nhitng vin dé co ban cua hé truy
nguyén ty dong vén tay tu dong lién quan can dung cho phan sau. Chuong 2 trinh
bay cac thuit toan tién xir 1y bao gém phan doan tho, phan doan min, 1ap ban dd
chét luong van va trich chon cac dic diém tong thé bao gdm céac diém di thuong
(tam diém, tam phan diém), dang co ban, ban dd huéng van, ... dé phuc vu cho
Chuong 3. Chwong 3 trinh bay mot giai phap hiéu qua dé ddi sanh tham dinh van
tay 1:1 dugc ting cuong thém tinh niang khir méo phi tuyén dya trén mé hinh nan
chinh bién dang dia phuong két hop sang loc dic trung chi tiét theo ciu triic cap van
ranh lién thudc. Chuong 4 trinh bay cac giai phap t6 chire dit liéu, danh chi sé va
bao vé hé théng chudn bj cho Chuong 5. Chuong 5 st dung tong hop cac két qua
cac chuong trude dé giai quyét mot chién luge ddi sanh truy nguyén 1:N khé nhit,
d6 1a d6i sanh van tay hién truong, dua trén kién tric sang loc t6 hop da ting c6 sir
dung céc ky thuat mo hoa, sa“ip tha tu dir liéu dé phan cép khai théc céac dac trung
van tay tir thd dén min, tir tong quat dén chi tiét nham dat hiéu qua truy nguyén cao

nhét.
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Chuong 1. TONG QUAN VE CAC HE NHAN DANG
VA TRUY NGUYEN VAN TAY

Ngay nay, van tay duoc thira nhan rong rii trén thé gidi nhu mot can cr tin
cay va hiéu qua nhat dé truy nguyén danh tinh con nguoi. Vi sy phat trién manh
mé cua cong nghé thong tin, ddc biét 1a sy ra doi cia cac phén mém nhan dang va
truy nguyén van tay tu dong cung céac thiét bi doc van tay sdng, van tay di va dang
tr¢ thanh mdt phuong tién nhan dang sinh tric hoc thong dung nhéat.

Trude khi di vao cac chi dé chi tiét & cac chuong sau, chuong nay gi6i thiéu
bai toan nhan dang van tay, cac khai niém co ban s€ st dung trong nhan dang van
tay, m6 hinh hé truy nguyén van tay ty dong va nhiing khai niém lién quan can
dung vé sau, chi tiét hon c6 thé xem [33,40,43,44,56,63].

1.1. Van tay va bai toan nhan dang ca nhan dung van tay
1.1.1. Pic tinh sinh tric cia van tay

Van tay 1a nhitng vét 1an tao nén cac hoa van trén bé mat da dau cac ngén
tay, ching tao nén hé théng cac duong cong uén lugn ma ta quen goi la cac dong
duong van. Tir rat som, ngudi ta di biét van tay ciia mdi nguoi bat bién sudt doi va
rat khac nhau, ké ca ¢ cac cdp sinh déi. Vi vy ching c6 thé dung dé phan biét cac
c4 nhan, va ddu van tay da duoc dung thay cho chit ky trong cac vin tu.

Ngay nay ngudi ta biét duge mdi van tay c6 xac suét trung 1ap 1a 10”. Nhu
vy x4c sudt dé hai nguoi co van tay & 10 ngén tay trung nhau coi nhu bang khong.
Van tay cta mdi nguoi 1a khong thay ddi tir khi sinh ra cho dén luc chét. Ké ca
truong hop bi chan thuong & ving van tay thi sau khi lanh vét thuong, ciu triic van
tay van dugc khoi phuc lai nhu trude.

D4u vén tay dé 1iy, d& bao quan va so sanh thu céng nén mic du ngay nay
ngudi ta biét duoc nhiéu dic trung sinh tric c6 thé dung dé phan biét cac c4 nhan
nhu giong n6i (speech), anh moéng mét (iris scan), tinh mach, DNA... nhung dau
van tay van 1a phuong tién duoc sir dung phd bién nhit trong cong tac diéu tra va la
“khoa” bao vé tin cdy trong cac hé thong tin.

Cung véi sy phat trién cua cong nghi¢p, cadc h¢ nhan dang van tay dugc tng

dung rong rai trong cac hoat dong phap 1y va dan sy. Nhiéu k¥ thuat 1ay dau van tay
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duoc nghién ciru va str dung, cac tang thu van tay duoc thiét 1ap & cac nude dé phuc
vu cho cong tac an sinh xa hoi.

1.1.2. Bai toan nhin dang van tay va irng dung

a) Phat biéu bai toin

Trong cac hoat ddng phap 1y va dan su, bai toan nhin dang van tay tong quat
phat biéu nhu sau:

Bai todn tong quat: Cho mot co sé dit liéu (hay hd so) gdm cac anh van tay
lru tritva mot anh van tay truy van, ta can tim trong CSDL nay c6 anh van tay nio
cing mot ngén sinh ra véi anh truy van hay khong? Néu co thi chi ra anh nay.

Trong linh vuc phép ly,bai todn nay dugc dung véi hai muc dich chinh:

+ X4c minh danh tinh hay truy nguyén cin cuéc ciia nhimg ngudi dang diéu tra.

+ Truy tim thit pham gy 4n theo du van tay thu dwgc tir hién trudng.

Bai toan nay dugc phan thanh hai bai toan con: truy nguyén (identification)
va tham dinh (verification).

Truy nguyén 13 tim ra cac anh nhiéu kha ning cing ngoén véi anh truy vén.

Tham dinh 1a kiém tra lai trong sd cic anh tim dwoc cua giai doan truy
nguyén cai ndo ding thyc 14 cing ngén véi anh truy van.

Khi &p dung lam khoa bao v¢, ta co6 bai toan xac thuc (authentication) van
tay nhu sau:

Bai toan xdc thyc: C6 mot anh van tay luu trir da dang ky va mot anh dang
nhap, can xac dinh xem hai anh nay c6 phai cing mot ngén sinh ra hay khong? D&
thiy rang bai toan nay 1a trudng hop riéng cua bai toan tong quat.

Dudi day gi6i thiéu mot s6 ung dung cia nhin dang van tay.

b) Cac vi du ing dung
Xdc minh mét céng déan da dwoc cap chirng minh nhan dan (CMND) hay chwa:

Dé dam bao tinh duy nhat cua s6 CMND, tirc 13 mot cong dan chi dugc cp
mdt s6 CMND duy nhat, hé théng CMND can tra ctu kiém tra van tay cua doi
tugng xin cip CMND véi tang thu hay CSDL ciia nhitng cong dan di dugc cap.
Néu khong tim thiy thi hé thdng cip s6 CMND lan dau cho cong dan va néu tim

thy thi cip lai dung s cii da cdp cho cong dan d6. Do chi tra ciru theo vén tay nén
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hé théng co kha niang phat hién cac truong hop cong dan khong hop tac, cb tinh
thay d6i ho tén dé che ddu danh tinh hay mat kha ning cung cp danh tinh (nguoi
tam than, tir thi).

Xdc dinh danh tinh ciia nhitng nguwoi bi bt gitr:

C6 mot nghi can bi bat giit, cAn phai tim kiém chi ban (s& noi & hon trong
muc sau) van tay mudi ngén ctia nguoi ndy voi tang thu chi ban dé xac minh xem
nghi can d6 da c6 tén trong hd so canh sat hay khong. Néu c6 thi s6 cian cudc can
pham Ia bao nhiéu, ho tén géc la giva tién an, tién su cua nghi can do.

O nuée ta va hau hét cac nuée cling vay, cong viéc nay thudc trach nhiém
cta Trung tdm can cwéce can pham trung wong va dia phwong. O diy ngudi ta
thudng xuyén phan loai, tim kiém dbi chiéu chi ban van tay 10 ngén cta nghi can
v6i tang thu van tay 10 ngon dugce phan loai, sip xép va luu trir theo cong thirc
phén loai cua Galton-Henry hay ctia Juan Vucetich.

Chéng han, nam 1990, Trung tdm cdn cudc cua BO NOi vu Anh luu triv
khoang 4,2 tri€u thé chi ban van tay mudi ngon, goi 1a Tang thu chi ban van tay
quoc gia, va mdi ngay tang thu nay phai giai quyét khoang 2.400 yéu cau tim kiém.
DPén nam 2005, s lwong cia hd so luu trit da 18n téi khoang 6 triéu thé va mdi ngay
can phai tim kiém khoang 4.500 yéu cau.

O nuéc ta, chi tinh riéng Cong an Ha Noi, tang thu cin cude can pham luu
trit khoang 300.000 chi ban van tay 10 ngén va hang nim tim kiém khoang 30.000
yéu cau tir x4c minh cin cudc can pham cua céc dbi tuong bi bét gilr, xu ly, xac
minh céc tir thi chua c6 ngudi nhan, tim kiém ddu vén tay hién trudng thu thap tir
cac vu 4n dén xac minh 1y lich tu phap cong dan.

Trong dai da sb truong hop (khoang 75%), cac nhdn vién canh sat dia
phuong déu cé thé xac minh duoc danh tinh cia cic nghi can bang cach kiém tra
cac thong tin c4 nhan thong thuong nhat (dung sb cin cudc, ho tén, ngay thang nim
sinh) nho tra thé theo ho tén hodc bang cong cu tim kiém trén hé thong may tinh cia
co quan canh sat. Trong trudng hop ndy, sau khi tim kiém theo ho tén, cac chuyén

gia van tay chi can thim dinh hay d6i sanh mot - mot (1:1), tirc 1a ddi sanh 1 mau
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van tay ctia nghi can v6i 1 mau véan tay tim thay. Néu hai miu 1a dong nhét thi ddi
tugng d6 di co trong hd so tdi pham va nhan vién tim kiém tién hanh thong bao két
qua, bod sung, cap nhat hd so.

Déi véi nhitng nghi can chua xac dinh dugc danh tinh (khoang 25%) béng
phuong phap xac minh thong tin thong thuong thi phuong phap tim kiém theo chi
ban van tay moi can dén dé tra tim theo van tay trén tang thu cin cude. Viée nay
tén kém, tiéu phi nhidu cong strc va thoi gian vi phai xac dinh, kiém tra van tay cua
tat ca cac ngén trén chi ban 10 ngén hodc phai quét nhap, phan loai, ma héa va tra
tim trén CSDL da co.

Truy tim toi pham:

Khéc véi viée xadc minh danh tinh nghi can bi bat gilt dugc thuc hién chu yéu
bang cach tim kiém trén co s¢ dit lidu trung tim hay tang thu can cude, viée truy tim
t6i pham thudng phai tién hanh ngay tai dia phuong. O diy nhimg diu van tay thu
duoc tai hién truong vu an hay tir cac tai liéu thuong duogc cac co quan diéu tra gui
dén cac co quan giam dinh van tay cta dia phwong dé xem xét. Khi chua tin hoc hoa,
cac giam dinh vién van tay tim moi cach tdt nhat co thé dé xac dinh xem chung thudc
ngoén nao, loai nao. Trong hau hét cac trudng hop ngudi ta chi thu duoc dau van tay
ctia mot hodc hai ngdn tay va chung thudng c6 chit luong rat thip.

Dé tranh phai tim kiém trén toan bo tang thu qudc gia, ngudi ta tim cach
giam thiéu danh sach két qua tim kiém dwa ra. Cach thir nhat 13 sang loc theo dia 1y,
tte 1a chi tim kiém céac ban ghi cua t6i pham tai mot vai dia phwong nao d6. Y nghia
cua viéc gidi han dia phuong 1a c6 thé han ché tim trong mot vai dia phuong c6 kha
nang cao trude, sau d6 mo rong dan dén nhiéu dia phuong khac tuy thudc mirc do
quan trong ctia vu an. Mot cach sang loc khac 1a theo loai tdi pham hay tdi danh,
chéng han nhu diu van tay tor mot vu trom cép thi chi nén tim kiém trong sb toi
danh “trom”.

Khi canh sat chi quan tAm dén mét s6 ddi twong nghi van cu thé, chuyén gia
van tay chi phai thyc hién viéc xdc minh ddu van tay trong mot s lwong nho céc

phép d6i sanh c6 thé. Chi nhiing truong hop khong tim thay thi ho méi phai tién
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hanh hang tram tham chi hang nghin phép ddi sanh (ddi v6i cac vu an quan trong).
Céach thirc tim kiém nhu thé thuong dwgc goi 1a tim kiém ngudi (cold search).
Trong cong viée tra tim va ddi sanh, cac chuyén gia van tay thuong khong thé sip
xép danh sach dau ra theo mot trat tu wu tién nao. Chéng han, trong tru sé canh sat
hd so thuong duoc luu trit, sip xép theo thir tir s6 hd so toi pham. Thir ty nay khong
hé c¢6 méi lién quan nao dén tAm quan trong vu 4n.

Noi dung cta Bang 1.1 cho ta thiy ti 1& thanh cong cua viéc tra tim dau van
tay hién truong nam 1991 tai nudéc Anh. Co6 khoang 350.000 vu c6 thu duoc dau
van tay hién trudong (thudng 1a mot sé vu 6 nhidu hon mot ddu van tay) trén 1 triéu
vu dugc kham nghiém. Trong d6 gan 33.000 trudng hop di sanh thanh cong duoc
thue hién qua viéc tim kiém véi ddi twong nghi van néng. Va hon 27.000 vu ddi
sanh thanh c6ng bang phuwong phap tim kiém ngudi (cold searching)

Bang 1.1: Két qua tra tim diu van tay hién trwong nim 1991 tai nwéc Anh

Dau van tay hién | Khong phai ddu | Tong s6 vu
truong van tay hién truong
S6 vu an c6 thu ddu vén tay 300.000 46.000 350.000
Tim kiém véi ddi twong nghi 23.000 9.700 33.000
van tai chd (ndng)
Tim kiém (ngudi) 23.200 4.400 27.000

Vé sau, néu khong gy nén nham lan, ta ding tir vdn tay thay vi anh vdn tay cho
gon. bé gi6i1 thiéu cac h¢ nhan dang van tay, ta can chinh x4c hoa mot s6 khai niém.
1.1.3. Cac khai niém co ban
Chi bdn

Chi bangidy(xem Hinh 1.1, & don gian vé sau goi 1a chi ban) 13 mot thé bang
gidy in van tay thu duoc ¢ ca 10 ngén ciia mot ngudi theo mau dinh sin, bao gdm ca van
tay lan (rolled) va van tay an (plain) duoc lay vao céac vi tri dinh truée cho mdi anh.

Hinh 1.1(a) 12 miu A7 ban hanh theo quyét dinh sé 04 /QD-BCA(C11) ngay
4/1/1999 hop thirc hda cac mau twong tir dugce dung théng nhit ca nude ta tir ndm
1976. Hinh 1.1(b) 1 miu méi ban hanh theo Théng tu sé 27/2012/TT-BCA, ngay
16/5/2012 ctua Bo Cong an. Cac van tay tuong ung (xem Hinh 1.2) thu dwogc bang
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cach lin hay an cac ddu ngon tay (d6t cudi) da duoc tAm muc. Ving giita cua chi
ban dung dé chira 10 ddu vén tay cia 10 ngon tay can duoc thu nhan bang cach lin
tay, tirc 1a mdi ddu ngén tay sau khi tim mot 16p muc mong s& duoc 13n 1én gidy va
dé lai vét 1an co do trai rong tir g mong tay bén nay sang dén g mong tay bén kia.
Con bdn vung dudi cia chi ban dung dé chira cac ddu van tay 4n, bao gdm: 2 déu
van tay 4n dong thoi cua 2 ngdn tay cai, ddu 4n 4 ngdn chum cua tay trai va dau an
4 ng6én chum cuia tay phai. Mic du do trai rong cua dau van tay 4n khong rong bang
du van tay lin nhung n6 thuong thé hién rd hon cac dic diém chi tiét trén cac dau
mat ngén tay. Cac ving van tay 4n con duge dung dé kiém tra cac diu van tay da
duoc lan trén 10 6 chi ban c6 dang vi tri hay khong (sequence check).

Quan sat mau chi ban 10 ngén méi ban hanh (xem Hinh 1.1(b)) ta dé thay
rang ngoai viéc gdp phan danh ban chira thong tin nhan than, miu méi ndy van giir
nguyén cac 6 chira van tay twong tu nhu Mau A7. Song nhin k¥ ta thiy c6 diém
khac cin ban 14 van tay trén mau méi ban hanh toan 1a van tay an, vi viy né khong
hoan toan tuong thich v6i miu A7 truyén thong. Hé luy cia sy khong twong thich
nay 1a cac chi ban méi ban hanh khong thé tra ciru trén cac tang thu truyén thong vi
van tay lan khong thé hién ddy da cic tam phan diém, nén khong thé phan loai thu
cong mot cach diy du.Mit khac, né ciing lam suy giam hiéu qua do viéc ddi sanh 2

van tay khéc loai bao gio cling kém hiéu qua hon 2 van tay cung loai.

CHI BAN 56 0863,
Lip ngly &, &4, 87
Tai - Cudln

Namly

n/ iyt 11 97
i DENKTT, —— L ueny o ;
Lip vé viee: Citgy g Ay ity gl ok o

B
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Cain b Lap CB: Cin b phitn I

i logi

Hinh 1.1: MAu chi ban vin tay mudi ngén ding trong Nganh Cong an nuéc ta
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(a)
Hinh 1.2: Anh vin tay muec, (a) dnh
van tay lan, (b) 4nh van tay an

Vin tay song

Van tay song 1a van tay thu dugce nhd cac thiét bi quang dién tirduge sb hoa
va luu trir mot cach truc tiép, khong can giai doan trung gian in 1én gidy. Hién nay,
cac hé thong thu nhan van tay sdng dang duoc phd bién rong rii & cac nudc cong
nghiép, cac CSDL van tay cong khai hién nay phan 16n thudc loai nay. Dé thu truc
tiép anh van tay trén may thu van tay song ta chi cin 4n dau ngon tay truc tiép 1én
ctra s6 thu nhén cta may va thuc hién mot s6 thao tac diéu khién phﬁn mém.

Chat luong cia anh van tay séng phu thude vao diéu kién thu nhan, vi dy:
chét luong ciia may, tay sach hay bén, tay kho hay uét, .... Tuy nhién, do thu nhan
truc tuyén nén ta co thé quan sat truc tiép van tay dugc thu nhan, do d6 cé thé diéu
chinh, kiém soét dugc chét lugng cua anh van tay.

Anh van tay séng noi chung 13 c¢6 chat luong t6t hon so véi anh lin muc va
anh thu thap tir hién trudng vu an. Hinh 1.3 cho thay anh vén tay séng c6 chit luong
t6t hon so voi van tay & Hinh 1.2. Tuy hién nay viéc thu van tay séng dang phat
trién nhung chi ban van dang duoc sir dung rong rai van la mot thuc té con kéo dai
rat nhidu nam. N6i riéng, do hién nay trong Nganh Cong an nudc ta con co ca mot
hé théng tang thu tir Trung wong dén dia phuong véi hang chuc triéu chi ban bang

gidy nén viéc duy tri ca hai phwong phap thu nhén vén tay van rat can thiét.

Hinh 1.3: Anh van tay 4n thu tryc tiép tir thiét bi thu nhan van tay song
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Van tay hién truwong

Khi mot ngoén tay tiép xtic vao mot vat nao do thi né co thé dé lai ddu van tay
1én bé mit cua vat d6. Du van tay dé lai d6 dwgc goi 1a vdn tay hién truong (latent
fingerprint) hay con goi 1a ddu van tay an do thudng chua ré ddu van tay do do
ngudi ndo dé lai. Van tay hién trudng duoc hinh thanh do nhitng 16p md& hoic 16p
mo hoi mong trén bé mit da ngon tay dé lai sau khi ngon tay tiép xtic véi cac vat
thé nhin bong, co6 khi trén cac tai liéu hay tim séc thanh toan. Van tay hién truong
thudng duge thu thap va xt Iy boi cac phuong phap hoa 1y khac nhau nham 1am cho
chiing hién 1én rd hon, dé quan sat hon va cé thé chup dugc anh. Hinh 1.4 minh hoa

mot anh van tay hién truong da duoc xu 1y.

Hinh 1.4: Anh diu van tay thu thip tir hién truong vu dn

Dic trung co ban cla van tay hién truong 1a n6 thuong khong diy du, phan
16n cac truong hop chi dé lai ddu van tay cia mot phan ngoén tay, nhidu khi bi mo,
nhoe, bi d¢ 1én vét ban hodc cac hoa vin va dic biét 1a bi bién dang theo mat cong
cua dd vat. Tuy vy, trong nhiéu trudng hop van con nhidu dic diém chi tiét du dé
truy nguyén chinh xac ddi twong da dé lai nhiig du van tay do.
Ciu triic anh vin tay

Anh van tay co cAu trac bé miat kha dic biét. Mot ciu tric duong van ly
tuéng bao gém cac dong dudng van va cac dong duong rinh chay xen k& nhau,
“song song” vo6i nhau, mot duong van bi kep gitta hai dudng ranh, va nguoc lai,

mot dudng ranh bi kep gitra hai duong van (xem Hinh 1.5).
7

Hinh 1.5: Ciu tric dwong van
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Xét vé két cau bé mat, anh véan tay 1a mot két cau c6 hudng. Hudng & day
chinh 14 huéng cia cac dong duong van véi su thay ddi twong d6i cham.

Trong mdt anh van tay da mirc xam, xét trong mot 1an can, mirc xam cua cac
diém thudc dudng van va cac diém thudc duong ranh trén mot mit cit vudng goc

v6i duong van bién dbi theo dang gan nhu hinh sin nhu minh hoa & Hinh 1.6.

NN

W

Hinh 1.6: Mitc xdm ciia anh van tay theo mit ciit ngang so v6i hwéng dwong vin
(V) 1a diém chinh giira ctia dwong ranh, (R) 1a diém chinh giira ciia dwong van

Khi mét van tay bi pha hily, cac cau tric duong van va duong ranh ciing bi
pha hity theo. Tuy nhién, dii ¢6 su xuat hién cta nhidu, mot chuyén gia vé van tay
van c6 thé khéi phuc lai cac cdu trac dudng van bang cach st dung tinh dinh huéng
va tinh séng cta duong van dé phan doan va suy dién.

V& mit chat luong, co thé phan chia mét dau van tay bét ky thanh 3 loai:

Viing c6 cdu triic ré rangla ving ma mdi dudng van va duong ranh phén biét
mot cach ro rang vdi cac dudong van va cac ranh khac (xem Hinh 1.7(a)), va do d6
viéc trich chon dac trung dé dam bao chinh xac.

Viing bi phd hity nhung c6 thé khéi phuc lai dwoc 13 ving ma cac duong van
va cac ranh bi pha huy boi mot sé luong nho cac vét gip, cac nhat cit, ..., nhung
chung ta van c6 thé xac dinh va v& lai duoc cac vung van 1an can cung cac thong tin
hitu ich vé cdu triic cac dudng van (xem Hinh 1.7(b)).

Viing bi phd hiy khéng thé khéi phuc dwoe: 13 ving ma cac dudng van va cac
dudng ranh bi pha hity béi mot s lugng 16n cac nhidu (xem Hinh 1.7(c)). Cac dudng
van va cac duong ranh nay la khong thé xac dinh dugc, cac vung 1an cén cling khong

cung cap dugc thong tin gi dang ké dé c6 thé khoi phuc lai cu tric cac duong van.
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(a) Cdu triic van tay (b) Viing bi pha huy nhung (c) Vung bi phd huy nang,
ro rang cO thé khoi phuc lai dwoc khong thé khoi phuc lai dwoc
Hinh 1.7: Cac vung van véi chat lwgng khac nhau

Chuing ta goi hai loai dau 13 ving c6 thé khoi phuc lai dugc va ving thir ba 1a
vung khong thé khoi phuc lai duge. Trong bai todn nhan dang vén tay, chung ta chi
str dung ving c6 thé khoi phuc duoc, ving khong thé khoi phuc duoc xép vao loai
“viung khong xac dinh”. Céac dic trung chi tiét do may phat hién trén cic ving
khong xac dinh thuong khong duoc xét dén.

Ddc trung cua van tay

Quan st cac ddu van tay trong Hinh 1.8, chung ta thiy c6 nhiéu hinh dang
rat phong phu, song van c6 thé phan loai chung theo cic 16p khac nhau. Cé nhiing
16p & d6 duong van chay tir mot phia, dén giira nho 1én r6i lai chay tiép sang phia
bén kia tao thanh mot mau van c6 hinh ddng nhu nhiing chiéc cung chong 1én nhau
Hinh 1.8(a). Song ciing c6 nhitng dong van sau khi chay nhé 1én & giita rdi lai quay
tr& vé& noi xuat phat ban dau Hinh 1.8(b). Lai c6 nhitng dong duong van chay vong

quanh mot diém, giéng nhu nhitng dong nudc xody khi chdy qua moét chudng ngai

(a) Hinh cung (b) Hinh quai (c) Hinh xoay
Hinh 1.8: Mt s6 dang van tay thuong gip
Pé thuan tién cho phan loai nguoi ta quy udc voi nhau mot s6 khai niém co ban:

Duwong bao va ving van trung tam:
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Ving van trung tim dung dé phan loai 1a ving van nam chinh giita mot dau
van tay duogc gioi han boi duodng bao trén va dudng bao dudi. Cac dudng bao la cac
duong van bao ving van trung tdm, duoc quy udc 1a mot cip dudng van lic dau
chay song song vé6i nhau sau d6 dén tam phan diém bén ngoai nhat (co thé & bén
trai hay bén phai) thi chay tach ra, mot chay 1én phia trén, mot chay xuéng phia
dudi va cung bao boc 14y vung trung tim. Khi do theo nét van, ngudi ta qui w6c néu
gip diém cut, phai chuyén ngay sang dudng van lién ngoai dé tiép tuc. Hinh 1.9
duéi cho ta thiy vi du vé& ving van trung tim duoc gidi han béi cac dudng bao trén

A va duong bao dudi B.
Puong bao trén A

Vung van trung tam, dugc
giéi han bdi hai duong
bao

Puong bao dudi B

Hinh 1.9: M6 t4 dwong bao va vung van trung tim
Diém ky di (Singular point):

Trén nhidu mau vén tay, ching ta dé thay c6 nhitng diém dic biét c6 thé quy
wdc lay lam diém tham chiéu (reference points) dé phan loai. Nhitng diém d6
thuong ndm trén ving tam giac chd giao nhau ciia ba dong van hodc diém quay gap
ctia mot dong dudng van nao ddy chung tuwong ung duoc goi 1a tam phdn diém va
tam diém. Mot van tay co thé c6 hai, ba, c6 khi bon diém nhu thé, song cling ¢6 van
tay chang c6 diém nao.

Tam phén diém (Delta) 1a diém gip nhau ciia ba dong van khac nhau hodc 1a
diém phan ky cta duong bao trén va duong bao dudi khi ta xét tir trai sang phai va
tir phai sang trai. Néu vén tay c6 nhiéu tam phéan diém thi ta vu tién chon tam phan
diém ngoai cling dé gidi han ving trung tdm. Tam phan diém c6 thé dinh vi boi
diém dau tién r& nhanh, diém két thuc, diém giao nhau, diém cham hay doan van

ngin nam trén vung phan ky. Hinh 1.10 mé tamdt sb vi du vé tam phan diém.
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Hinh 1.10: M6t s6 vi du vé tam phan diém
Tam diém (Core) 12 diém ma quanh nd c6 mot dong van chay vong quanh,
nam gan vi tri trung tim cta vén tay. Trong van tay, tim diém dugc qui udc chon
diém nam trén dudng van ma tai d6 46 cong ctia dudng van 1a 16n nhat. Mot van tay

c06 thé c6 nhiéu tam diém. Hinh 1.11 cho minh hoa mét s6 vi du vé tam diém.

\ \__.‘-_rf’ n\ Z\?“-;. -
&. N S e ..:! : -
Hinh 1.11: Mgt s6 vi du vé tim
S0 déem vin

La sb duong van cit doan thing ndi hai diém méc (xem Hinh 1.12). Diém

mdc 6 thé 1a tim diém (core), tam phan diém (delta) hay diém dic trung chi tiét.

Hinh 1.12: S6 dém véan
Cac dang co ban cua vin tay

Van tay duoc phan loai thanh cac dang co ban cin cr vao cich sip
xépchung cuia cac dong dudng van. Co ba dang co ban chi yéu d6 1a dang hinh

cung, dang hinh quai va dang hinh xody. MJi dang nay con c6 thé chia chi tiét
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hon nita, thAim chi c6 thé phan loai min hon béng viéc dua thém s6 dém van.
Boi vi ¢6 mot muc do doc 1ap nhat dinh gilta cac dang co ban trén muodi dau
ngon tay, phuong phap phan loai van tay theo dang co ban khi ap dung cho ca
10 ngoén s& co gia tri phan mot tap chi ban thanh nhiéu nhoém nhé, mdi nhoém
nho bao gdm nhitng ngudi cd cing mot to hop dang co ban nhu nhau. Nhu vy,
viéc phan nhom theo dang co ban s& rat hitu ich vi né cho phép giam sb luong
cac phép dbi sanh khi ta dbi sanh mot chi ban van tay véi mot tap chi ban cho
trude nao do.
- Dang van hinh cung (4RCHxem hinh 1.13): Chiém khoang 3,6% tong sb van
tay.
- Dang van hinh quai (LOOPxem hinh 1.14): Dang véan hinh quai la loai
thuong gap nhat trong cic miu vén tay, chiém khoang 49,5% sd vén tay.
- Dang van hinh xody (WHORL xem hinh 1.15): Loai van hinh xody con duoc
goi 12 hoa tay, chiém khoang 46,4% trong sb cac van tay. O loai ndy, cé it nhat

mot dudng van tao thanh mot vong tron dong hay mdt duong van hinh chir S.
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Hinh 1.15: M6 ta loai van hinh xoay
Béng 1.2 sau ddy chi ra cho ta tan suat xuat hién cac dang co ban cia van tay

trén 10 ddu ngon tay.

Bang 1.2: Tan suit xuit hién dang co ban [2]
DCB\Ngén | CP TP | GP NP UP | CT TT GT | NT UT | Cong
Cung 0.204 | 0.81 | 035 0.15 | 0.18 1025 | 0.75 | 0.46 | 0.22 | 0.25 | 3.624
Quaitrai | 0.08 | 1.5 | 0.16 [ 0.094 | 0.23 | 3.13 | 4.001 | 5.32 | 3.23 | 7.05 | 24.795
Quai phai | 3.301 | 3.15 532 | 341 | 7561 0.17 | 1.008 | 0.09 | 0.183 | 0.5 | 24.692
Xoay 6.413 [ 449 | 4.13 | 633 [2.02]654]4.197 [ 4.11 | 635 | 1.85 | 46.43
Cut,Seo | 0.003 [ 0.05 | 0.04 | 0.016 | 0.01 | 0.01 | 0.044 | 0.02 | 0.017 | 0.35 | 0.56

Trong d6 CP, TP, GP, NP, UP lan luot 1a cac ngdn tay cdi, trd, gitia, nhan
va ut cta ban tay phai con CT, TT, GT, NT, UT la cdc ngon tay céi, tro, gilra,
nhin va Gt cua ban tay trai. Qua bang nay ta thiy chi c6 0.204% dang co ban
hinh cung trén ngoén cai phai trong khi d6 c6 6.35% dang co ban hinh xody trén
ngoén deo nhan tréi.

Bang 1.3 chi ra cho ta thiy mudi hai t6 hop cac dang van tay co ban trén hai
ban tay c6 tan suat xuat hién cao nhat. Cot thir nhat chi ra cac to hop dang co ban
ctia 10 ngodn tay bt dau tir ngon cai phai va két thiic 1 ngén Gt trai. Nhitng chit cai
R, L, W va A ki hi€u twong ung cho cac dang co ban quai phai, quai trai, xody va
cung. COt thir hai chi ra s& phan trim. T6 hop phd bién nhit, uéc tinh khoang
3,545% sb chi ban c6 5 ngén tay phai déu c6 dang quai phai va 5 ngén tay trai déu
c6 dang quai trai.

Do véy, bang cach kiém tra dang co ban ctia mudi ngdn tay, mot chuyén gia
van tay c6 thé phan loai mot ngudi cu thé vao mot 16p nao do (cé cung t6 hop dang

co ban). Tuy nhién, moi nhém nay van con bao gom rat nhiéu nguoi. Pé tang toc do
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truy nguyén trén CSDL dung luong 16n, can thiét phai dung k¥ thuat danh chi sb
CSDL van tay khong chi theo dang co ban ma con theo nhitng dic diém khéc nira.

Bang 1.3: Tan suit xuit hién mét s6 to hop cac dang van tay co ban

T6 hop dang co ban Tan suat xuat hién
RRRRR LLLLL 3.545
WWWWW WWWWW 1.86
WWWWR WWWWL 1.68
RLRRR LRLLL 1.64
RRRRR LRLLL 1.53
WRRRR WLLLL 1.45
RRRWR LLLLL 1.41
RLRRR LLLLL 1.36
RRRRR LALLL 1.26
WRRRR LLLLL 1.12
RARRR LALLL 1.02
RRRWR LLLWL 0.96

Diém dic trung chi tiét

Trong mdi ddu van tay c6 mot sd dudng van dang chay lién tuc rdi dén mot
vi tri nao d6 hodc bi phan ra hai, ba nhanh (diém ré nhanh) hoac c6 khi bi dot ngot
két thuc (diém cut). Cac diém két thuc hay r& nhanh nay phan b twong ddi ngiu
nhién trén mot ddu van tay va duoc goi 1a nhirng dic trung chi tiét (minutiae). Duéi
day 1a mot s6 kiéu diém dic trung chi tiét (BTCT).

Piém cut: Hinh 1.16(a) cho ta thdy diém két thuc dudng van (ridge ending)

hay con goi la diém cut xuit hién khi duong van dot ngot két thic.

% 24

(a) Diém cut (b) Diém ré nhdanh
Hinh 1.16: Minh hoa diém dic trung chi tiét
Piém ré nhanhla diém tai d6 duong van & ra 1am hai nhanh (xem Hinh 1.16(b)).
Tuy nhién cac cachtd hop khic nhau cua hai loai DTCT nay ciing tao ra

nhiéu bién thé khac nhau dugc goi chung 13 dic diém thir cip (secondary feature)
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nhu cic cham c6 1ap, cic doan dudng van ngan, duong van hinh mét (Iong ho), hinh
méc, cau ndi, hai duong van cut gap nhau.
- Nhitng cham nhé ¢6 ldp (dot): gdbm mot sb diém den gdp lai thanh mot dau
cham co lap.
- Doan dwong van ngdn hay ddao (island): 13 mot doan duong van ngannhu
trong Hinh 1.17(a), nhung khéng qua ngin dé co thé coi 1a mot diém, ciing 1a

to hop hai diém cut lién thong, nam gan sat nhau va nguoc chiéu nhau.

—m D= el T

(a) Poan vinngin  (b) Doan vin hinh madt  (c) Nhanh moc (d) Poan cau noi
dang dao )
Hinh 1.17: M0t so dang van dac biét

- Duong hinh madt hay ho (lake): Mot duong van r& ra lam hai nhanh sau do
khép lai tao thanh mot vong kinnhu trong Hinh 1.17(b), ching 1a t6 hop hai
diém r& nhanh, gin nhau va ngugc chiéu nhau.

- Nhdnh mée (spur): Pudng van tach ra nhu mot cai moc ngin(xem Hinh 1.17(c)).

- Doan cau néi (crossover): Do mdt moc kéo dai lam thanh cau ndi hai duong
véan ké nhau (xem Hinh 1.17(d)).

Nhitng diém DTCT nay phan bd rai rac trong mbi tuong quan 1An nhau, mdi
diém PTCT dugc biéu dién boi thé loai, vi tri va hudng xac dinh. Trur khi mot ngon
tay bi pha hity ning dé lai seo, cac diém DTCT nhin chung s& van khong thay ddi ddi
v6i mot nguoi trong sudt ca cude doi tir khi sinh ra cho dén khi qua doi.

Mot thuce té duoc thira nhan rong rai 1a hai diu van tay cung co bo it nhét tir
10 dén 13 dic diém DTCT cung cac twong quan vi tri trong tng giéng nhau thi coi
nhu ching duoc dé lai tir cing mot ngén tay. Hai ngén tay khac nhau ludn tao ra
nhiing dau vén tay chta tap cac diém DTCT phan bd khac nhau. Do vdy, ngén tay
dé lai dau van tay c6 thé truy nguyén nho dbi sanh cac diém DTCT.

1.2. H¢ thong nhin dang vén tay tu dong
O nudc ta hién nay, tai hau hét cac dia phuong cip tinh déu xay dung hé

thong tang thu van tay cdn cudc cong dan va can cude can pham, cong viéc phan
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loai va tim kiém van tay chu yéu van con phai thuc hién bang cac phuong phép thé
phiéu thi céng. Cac chuyén gia phai phan loai, xem xét, so sanh cac chi ban van tay
bﬁng mit thuong véi cac dung cu nhu: kinh lup, but chi, compa, thudc ké, .... Viéc
t6 chirc cac bd thé va tra tim, ddi sanh thi cong nhu viy mat nhidu thoi gian va
cong stc, do d6 thuong khong dat duge hiéu qua mong mudn.

Hién nay, cac tmg dung ty dong nhan dang van tay ra doi cho phép tim kiém
van tay trong mdt co sé dit liéu 16m voi thoi gian nhanh va d chinh xac cao.

Mot hé théng nhan dang vén tay ty dong thong thudng phai co hai chic ning
co ban: xay dung co s¢ dir liéu (CSDL) va truy nguyén van tay. Xay dung CSDL
van tay tire 1a thuc hién cac cong viée: Thu thap chi ban cua cac ddi twong quan 1y,
quét chi ban, nhap thong tin thudc tinh (sé doi tuong, ho tén, ndm sinh, noi sinh, ...),
phan loai van tay theo cac dac diém co ban, xu 1y trich chon ty dong cac BDTCT, luu
va t6 chirc CSDL. Truy nguyén vén tay 1a xac dinh xem di twong c6 van tay d6 da
c6 trong co s& dit liéu hay chua, sb hd so ddi tuong ding ky 1a bao nhiéu. Khi xay
dung CSDL vén tay cling nhu khi truy nguyén déu doi hoi phai phan loai va trich
chon cic diém DTCT trudc khi tién hanh di sanh.Hinh 1.18 mé ta so do khdi tong

quat cta hé thong nhan dang van tay ty dong.

MO HINH HOAT PONG CUA MOT HE AFIS

- Bo'sung - Chi bdn cdn xdc minh
danh chi ban - Ddu vét hién truong

| THU NHAN ANH VA NHAP THONG TIN THUOC TINH |

Xdy dung Khai thdc
A y

| XULY TRICH CHON DAC BIEM TU PONG |

b, h 4
XU LY NEN 20X, BIEU DIEN DU LIEU
THEO CHUAN QUOC TE

b
| DPOISANH 1N VA L1

——

Két qua
CSDL —_ »

Hinh 1.18: So d6 khdi tong quat mot hé AFIS
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Thu nhdn anh, nhdp théng tin thudc tinh va tién xir Iy: Khau nay c6 y nghia
rat 16n trong md hinh nhan dang vén tay tu dong. Anh van tay thu nhan c6 chit luong
khac nhau. Anh ldy mau trén cac may lan tay séng chuyén dung thudng c6 chit luong
t6t hon anh quét tir chi ban lin muyec. Tién xtr 1y anh 14 chuyén anh véan tay sang mot
dang phu hop, c6 chit lugng ot dé phuc vu cho pha trich chon dic trung.

Phadn logi van tay tw dong: Phan loai van tay tu dong l1a xay dung thuét toan
phan tich anh van tay dé phan chia ching thanh mét sé dang co ban. Phén loai 1a
budc loc tho, bdi vi hai van tay thudc hai loai khac nhau dugc coi la khac nhau,
khéng can phai dbi sanh nita. V6i viée phan loai van tay, khau ddi sanh chi phai
thuc hién trén cac van tay cing mot loai. Diéu nay 1am cho thoi gian tim kiém van
tay trén mot co sé dir liéu giam di rat nhiéu.

Trich chon ddc trung tw dong: Céac van tay phan biét nhau boi mdt sb thude
tinh dac trung dé phuc vu cho bai toan nhan dang, chéng han cac diémDTCT, tim
diém, tam phan diém...Can phai tim ra duoc thuét todn hiéu qua dé tu dong trich
chon cac dic trung chi tiét nay.

T6 chitc Co s6 dir liéu: CSDL luu anh van tay cung céac thong tin thudc tinh
(sé doi tuong, ho tén, ngay sinh, dia phuong, ...) ctia doi tugng, thong tin hinh hoc
nhu dang co ban va cac diém dic trung chi tiét cua van tay. Dé tra ctru nhanh,
CSDL anh van tay géc va CSDL céc dic diém trich chon can duoc t6 chirc hop 1y.
Thong thuong CSDL vén tay gbc duge sip xép theo sé can cude con CSDL céc
thong tin thudc tinh bao gdm cac dic diém van tay dugc sap xép, danh chi s6, chang
han theo dang co ban va mot sb thong tin phu trg khac nhu dia phuong, nam sinh,
gidi tinh, tudi, ...

Poi sanh: DI sanh tu dong 1a so sanh tu dong hai tap dac trung trich chon
duoccua van tay thay cho ddi sanh tryc tiép hai anh da cip xam cua ching dé dua ra
d6 gibng 1am cin ctr dé két luan ching c6 déng nhit v6i nhau hay khong va néu co

thi v4i sai sO 1a bao nhiéu.
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1.3. Tinh hinh nghién ctru, ing dung cac hé¢ nhan dang van tay tuw dong

Hé théng nhan dang van tay ty dong noi chung trén thé gi¢i di duoc nghién
ctru phat trién tir kha lau. Ngay tir nhitng ndm sdu muoi cta thé ky trude nhiéu hé
théng di duoc dua vao hoat dong tai hang trim co quan canh sat trén thé gii. Phd
bién nhét van 1a san phdm cua ba cong ty 16n, d6 1a MORPHO cua Phap, NEC cua
Nhat, va PRINTRAK ciia My. Nhiéu ung dung dugc trién khai theo nhiéu qui mo
khac nhau, tir hang triéu ban ghi NEWYORK, TOKYO, Canh sat CANADA) dén
cac hé qui md nho hang nghin ban ghi. Ngoai cac hang lén trén, ¢ nhiéu nudc,
nguoi ta cling da tu xay dung cac hé AFIS dung riéng cho co quan canh sat cta ho.

O nuéc ta, tir nhitng nim 90, co quan canh sat ciing d nhap, va dua vao st
dung hé théng nhan dang van tay Morpho AFIS cila hing SAGEM cua Phap. Qua
10 nam su dung da xay dung va dua vao khai thac mdt co s¢ dir liéu qui mo 1,3
triéu chi ban, trong khi nhu cau thuc té & Trung wong phai xay dung duge CSDL
khoang 3 tri¢u chi ban. Gan day B6 Cong an lai nhap tiép hé NEC AFIS cua Nhat
va h¢ COGENT AFIS, hé AFIX Tracker cia My. Con tai hau hét cac dia phuong,
cong viéc phan loai va tim kiém van tay t6i pham chu yéu hién nay van phai thuc
hién bang phwong phap thu cong. Viéc mé rong hé théng dé ung dung cho qui mé
ca nude s& can phai dau tu tiép rat nhiéu ngoai t¢ va chic chin néu tiép tuc nhap
ngoai s& cang ngdy cang bi 1& thudc nhiéu hon vao céng nghé nudc ngoai.

Dé nang cao tinh cha dong cong nghé, B6 Cong an di chu trrong va tao didu
kién cho Phong Thi nghiém Mé phong va Tich hop hé thong phat huy noi luc dé tu
xdy dyung cho Cong an Viét Nam mot san phdm AFIS dung cho toan nganh. Pugc tao
diéu kién vé co so vat chat kha thudn loi, Nhom tac gia thudc Phong Thi nghiém Mé
phong va Tich hop hé thong da cho ra doi mot san phdm AFIS mang tén C@FRIS.

San phdm C@FRIS duoc xay dung dua trén cac nguyén 1y phd bién ciia mot
hé nhéan dang van tay, co déy du tinh ndng co ban nhu:

- Truy nguyén, doi sanh chi ban 10 ngén trén CSDL chi ban 10 ngdn, dé ding
cho muc dich xdc minh can cwée, dam bdo cdp s6 can cude duy nhdt cho cdc

doi twong thudc dién quan 1.
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- Truy nguyén, doi sanh ddu van tay hién triwong theo cdc ché do: dau van tay
Vv6i chi ban, chi ban véi dau van tay va dau van tay véi dau vén tay dé ding
cho muc dich diéu tra cdc vu an.

Ngoai ra, san phim nay cho phép trao doi dir liéu van tay s6 hoéa v6i hé
MORPHO AFIS cua hing SAGEM ciing nhu v6i cac hé AFIS nbi tiéng khac. Nho
tinh chat phu hop chudn ndy, nhiéu két qua trung gian cua cac hé AFIS co thé
chuyén d6i qua lai cho nhau va mdi san phdm thanh phan cta né ciing 13 mot san

pham c6 thé tham gia hoi nhap qudc té.

San pham C@FRIS da duoc dua vao ung dung thuc té tai Cong an Ha Noi tir
nam 2004 dén nam 2008, di dién tir hoa thanh cong tang thu cin cudc can pham qui
moé 250.000 ddi twong chi trong thoi gian 6 thang. Trong thoi gian thir nghiém, hé
théng C@FRIS da gitp Cong an Ha Noi hang nidm tra ctru hang chuc nghin yéu cau
x4c minh cdn cudce va da truc tiép tra ciru phat hién 38 d6i twong gy an cua 38 vu
trom cudp. San pham C@FRIS da dugc Hoi dong khoa hoc Bo Cong an nghiém
thu, danh gia xut sic va da vinh du duoc trao giai thuong Sang tao khoa hoc Viét
Nam 2008 (VIFOTEC 2008).

Hién nay C@FRIS dang dit ra yéu cau dugc tiép tuc cai tién va nang cap
theo hudng nang cao hon nita cac tinh nang k¥ thuat va qui mo hé thng. Sau day 1a
mot s6 ndi dung can cai tién ning cip cu thé.

i) Vé nhdp ligu: Nhém C@FRIS d xay dung phin mém nhap liéu C@FRIS Scan.
Tinh nang:
- Cho phép ngudi sir dung diéu khién scanner, quét nhap chi ban 10 ngoén, do
phan giai 500 dpi.
- Cit anh tuong tic phan 10 ngén va phan thanh 10 anh con cho 10 ngoén, nén
anh theo chuian WSQ(phwong phap nén van tay WSQ (Wavelet Scalar

Quantization)).
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- Nhap théng tin thudc tinh nhu sd cin cude ddi twong, ho tén, ngdy thang
nam sinh, gidi tinh, dia phuong cu tru va dang co ban. (Chua phan loai tu
dong van tay theo dang co ban).

- Cong suat nhap liéu: 500 chi ban/ 1 ngay cong (8 gid) trén 1 tram PC.

Nhu cau ndng cdp:

- Phan doan 10 ngon; khong chi luu anh 10 ngoén van tay lan ma ca 10 ngoén
van tay an. Xt Iy nén va luu vao CSDL anh chi ban gbc.

- Thuc hién chirc ning kiém tra tinh hop 18 cua tht tu ngén (sequence check).

- Nhén dang dang co ban, tinh s6 dém van, trich chon ban dd hudng, ban dd
mat do.

ii) Vé trinh @ lam chii kj thudt doi sdnh vén tay tw dong:Di trién khai thanh
cong mot sb thuat toan quan trong.
V& tién xir Iy:

Tinh nang:

- Thuét toan udc lugng ma tran hudng (truong hudng hay ban dd huéng vén);

- Thuét toan chuyén d6i anh tir dang 256 cap xam sang dang nhi phan dung
ngudng dia phuong. Két qua thu duoc 13 anh van hodc anh rinh dang nhi
phan. Tuy nhién, ving van gan diém di thuong chua dat.

- Thuat toan do bién, vecto hoa anh bién va anh khung xuong;

- Thuat toan Iam manh, loc xuong duong van, duong ranh.

V& trich chon diic trung:
Tinh nang:

- Thuat toan trich chon va dinh vi diém di thuong (deltas, cores);

- Thuat toan trich chon dic trung chi tiét trén co sO phan tich d6 cong duong bién;

- Thuat toan trich chon PTCT tir ban db khung xwong dang vecto.

Nhu cau ndang cdp:
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- Trich chon va dinh vi diém di thuong dé 1am diém tham chiéu (reference point);

- Dénh gia DTCT theo luat d6i ngau (3 16p: tin ciy cao, tin cdy va gia DTCT);

- Phan doan min: tinh ban dd chat luong (1: ving chét luong dam bao; 0: ving
nhidu va nén);

- Két hop thuat todn ddi sanh DTCT c6 diém tham chiéu va khong co diém
tham chiéu ban dau, tirc 13 theo DTCT theo kiéu phan ting.

V& thuét toan d6i sinh PTCT:
Tinh nang:

- Thuat toan d6i sanh DTCT trong treong hop co 1, 2, 3 diém tham chiéu;
- Thuat toan d6i sanh vén tay theo xau cac khoang cach;

- Thuat toan d6i sanh DTCT dung phép bién d6i affine.
Nhu cau ndng cdp:

- Dua thém cAu tric cuc bd dé nang cao kha nang phan biét cho cac PTCT;

- Nang cao hiéu qua thudt toan ddi sanh vén tay theo huéng khir bién dang phi tuyén.

iii) Vé t6 chirc di¥ ligu va an ninh an todn hé thong: D xiy duyng mo dun phan

mém C@FRIS DB.
Tinh nang:

- Dé phuc vu tra ctru TP/TP (d6i sanh van tay ca bo 10 ngén véi 10 ngén (Ten
Print/ Ten Print)): Pa trién khai phuong phap danh chi sb theo bo dang co
ban 10 ngon;

- Di dua vao tmg dung phuong phép tim kiém TP/TP tuan tu, theo DCB va
theo PTCT 2 ngon tro, dat tdc do trung binh 30s trén CSDL 250.000 chi ban
10 ngon;

- Dé tra ctru ddu vét van tay LP/TP(dbi sanh vén tay an (hién truong) voi chi
ban 10 ngon (Latent Print/ Ten Prinf)):Da trién khai phuong phap danh chi
s6 theo DCB ctia timg ngén. Ap dung phuong phap tim kiém tuan ty, ding
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mi phu ngang hang, danh sach két qua traciru chi sip xép theo do giéng giira

cac bd DTCT. Tbc do tra ctru dat duge: 50 phut/1 dau vét.
Nhu cau ndng cdp:

- Déanh chi sb theo s6 dém van, theo mat do duong van;

- Tra citu song song trén cum mady tinh 5 nodes. Tdc d6 mong mudn: khoang
5-10 phat/1 yéu cau trén CSDL 2.500.000 ngén (ty 1é thuan véi s nodes dua
vao xu ly).

- Bao v€, dam bao an ninh an toan hé théng.

iv) Véphwong phdp truy nguyén van tay tw dong:

Tinh nang:

- Trudng hop d6i sanh TP/TP: Dung mi phu DCB ngang hang, chua sép theo thir
tir. Chua t6 chirc tra ctru song song. Danh sach két qua: sip xép theo d6 gidng;

- Trudng hop dbi sanh LP/TP: Dung ma phu M3 ngén, DCB ngang hang, chua
sdp theo thir ty. Chua td chirc tra ctru song song. Danh sach két qua: Sap xép
theo do giéng. Danh sach két qua tra ctru van tay hién trudong con dai, cong

tham dinh thu cong con cao.
Nhu cau ndng cdp:

Phit trién phuong phap ddi sanh tong hop, da thé thic theo kicu két hop to
hop phan ting va song song hoa.

1.4. Két luén

Nhan dang van tay 1a mdt bai todn ¢ nhiéu ung dung thiét thuce, thu hit sy quan
tAm sdu sdc cua rat nhiéu nha khoa hoc tai cic trung tim nghién ctru hang dau thé giéi.
Cho dén nay, mic di di c6 nhiéu san phdm AFIS trén thi truong nhung viée xay dung
va lam chu c4c hé thong nhan dang va truy nguyén vén tay c6 do tin cdy cao van 14 noi
dung soi dong dang thu hit rat nhidu nd lyc cua cac nha khoa hoc trén thé giGi.

Nganh Céng an nudc ta ¢ nhu cau tng dung hé théng nhin dang van tay rat

16n. Viéc nhip ngoai cac san phdm cong nghé cao trong thdi gian qua dd boc 16
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nhiéu bat cap, dac biét la cac san pham lién quan dén nghi€p vu cong an mang tinh

hé thong, can lién tuc nang cap, cai tién, két noi, tich hop vdi cac hé thong nghiép

vu khéc. Thuce té cho thdy viéc nghién ctiru 1am chu cong nghé, ning cip san phdm

dé nang cao gia tri khoa hoc ciing nhu hiéu qua tmg dung thuc té 1a mot doi hoi co

tinh birc thiét, thudong xuyén va lién tuc.

Trén co s& phan tich cac két qua nghién ciru dat duoc trong qua trinh nghién

ctru va trién khai tng dung hé C@FRIS, ciing nhu nhitng ndi dung can tiép tuc cai

tién, luan an deé xuat ti€p tuc nghién ctru phat trién cac ndi dung cu thé nhu sau:

Phan doan chi ban dé tach anh va danh gia van tay tu dong.

Té chure dit liéu hop 1y déting toc do truy nguyén.

Bao vé hé thong khi hé dugc dung chung trén mang.

Phat trién cac thuét toan d6i sanh nhanh va chinh x4c cho céc loai van tay.
Hoan thién phuong phap truy nguyén van tay hi¢n truong trén CSDL qui

mo 16n.

Phan con lai ctia ludn 4n s€ danh dé trinh bay cac dong gop cua luan an cho

céc chu dé nay.
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Chwong 2. THUAT TOAN PHAN POAN VAN TAY TU MAU
CHI BAN MUOI NGON

Trongcac hé théng nhan dang anh ndi chung, phan doan anh (image
segmentation) la mgt budc xtr 1y so bd nham loai bo bt du thira va xac dinh vung
quan tAm trén anh. D6i voi cac hé AFIS, phan doan van tay gitr vi tri rit quan trong,
tryc tiép gop phan nang cao k¥ thuat tu dong hoa, hidu ning cua phan hé nhap
chuyén doi thong tin sb hoa. Yéu cau dit ra cu thé 1a rat ngén thoi gian dién tir hoa
cac tang thu chi ban qui mé hang triéu chi ban hién nay tai cac dia phuong cia nudce
ta xubng trong pham vi 1 nam.

Chuong nay d& xuét thut toan phan doan vén tay tir anh mau chi ban mudi
ngoén. Thult toannay bao gdm hai cong doan: 1) Céng doan thd, xir Iy cit tach anh
mau chi ban mudi ngdn trén d6 c6 10 vén tay ldn va 10 van tay 4n thanh hai muoi
anh ngon riéng r€ chi chra ving van quan tam; 2) Cong doan min, xur ly tach vung
van chét lugng cao khoi ving nén va ving nhiéu trén timg anh van tay.

2.1. Bai toan phan doan dnh van tay tu dong
2.1.1. Khai ni¢m phan doan anh
Phén doan dnh tong qudt:

Phan doan anh (image segmentation) la mot qua trinh thuc hién viéc tach tu
ving anh thanh mot hay mot sb ving cac diém anh cung théa man mot s tinh chat
chung nao déy nhu theo mau sic, mic xam, két ciu bé mat, chiéu huéng, .... Mbi
ving thuong dugc biéu dién bang mot tap cac diém anh lién thong cing thoa man
mot tiéu chi nhan biét. Tiéu chi nay phu thudc vao muyc ti€u cu thé cua tung loai ung
dung. Sau khi phan doan mdi diém anh chi thuéc vé mot trong hai 16p: ving quan
tam va vung khong quan tam.

Mot cach téng quat, co thé coi phan doan la bai todn nhin dang cac diém
(pixel) anh dé phan thanh hai 16p: 16p quan tdm va 16p khong quan tam, trong d6
cac tap mau hoc c6 thé cho trudc (hoc cé thay) hoackhong cho trude (hoc khong co

thiy hay hoctw dong).
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Phén dogn danh vin tay:

Phan doan anh 1 quyét dinh phan anh nao thudc ving can quan tim, ving
anh nao 1a ving nén bao quanh va ving nao 1a bién hay nhidu cua anh. Viéc xéac
dinh ving van chinh xac khong chi don thudn 1a thu nho kich thudc anh, giam thiéu
b nhé ma con gop phan vao viée danh gia cac diém DTCT trich chon duoc trén
anh. Hau hét cac thuat toan trich chon cac diém DTCT déu trich chon sai khi gip
vung nhiéu va ving bién ctia anh. B&i vay, cac thuit toan phan doan hoat dong tdt
s€ gop phﬁn loai bo duogc cac sai sot d6. Nho loai duoc cac BPTCT trich chon sai,
hiéu qua ddi sanh s& dugc nang 1én.

Phan doan anh chi ban van tay 10 ngén ma chuong nay dé cap 1a mot truong
hop tng dung cu thé phirc tap hon cta k¥ thuat phan doan anh néi chung. Nhiém vu
ctia nd 1a phat hién va cat anh cac ddu ngén tay ra khoi viing nén trén cac 6 ciia chi
ban 10 ngén (Hinh 2.1) gdm 10 anh vén tay ldn va 10 anh van tay 4n. Sau d6 tién
hanh phan doan anh van tay timg ngén dé xac dinh ving van quan tam. Cong viéc
nay 1a rat can thiét, mot mit nham thay thé thao tac thu cong trong khi quét anh, cat
anh dé nang cao cong suat nhap liéu, mit khac nhim thu hep ving xur 1y trén anh
van tay. Nho dé, vira ¢6 thé giam thiéu dugc thoi gian nén, thoi gian truyén anh
cling nhu dung luong luu trit trong co s dit liéu, vira co co s& dé danh gia va tuyén
chon cac PTCT trich chon trén ving anh quan tim. Viéc phan doan anh tét gop
phén nang cao dé chinh xac, ting hiéu qua cua thuat toan trich chon BTCT va déi
sanh. Hon nira, k§ thuat phan doan khi dugc ap dung dé phan ving chi ban gidy co
thé dung dé phan doan cac anh thu nhan van tay séng theo phuong phap 4n dong
thoi hai bo 4 ngdn tay trai va tay phai va mot bd 2 ngén cai, gop phan nang cao k§
thuat ty dong hoa, tang nang suét nhap li€uva cudi cung la dem lai hiéu qua chung
cho toan hé théng.

2.1.2. Bai toan phan doan ti dong anh van tay tir miu chi ban van tay 10 ngén

Bai toan phan doan ty dong anh van tay dugc phat biéu nhu sau: Cho mot chi

ban van tay 10 ngén nhu trong Hinh 2.1. Can x4y dung thuét toan tu dong dinh vi
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va tach tir chi ban van tay 10 ngoén thanh 20 vung quan tdm riéng ré nhu sau: 10
vung anh cho 10 van tay lan, 10 viing cho 10 van tay an.

Trén thuc té cac chi ban duoc in ra chi dua theo chuin nhung khong tuan tha
chinh x4c nén xuét hién véi nhiéu mau thiét ké sai khac nhau, kich thudc sai khac
nhau va chat luong gidy ciing khac nhau. C6 nhiéu loai gidy cil, tham chi c6 nhiing
chi ban dung gidy nén mau tim, mau xanh (xem Hinh 2.2), trén d6 con nhiéu vét
nhiéu nhu: céc s6 hiéu phan loai, vét muc ban, cac vét linh tinh khac,...

Khéng nhitng dbi v6i chi ban gidy truyén thdng, ma ngay ca voi chi ban thu
nhén bang thiét bi van tay séng, bai toan phan doan ciing dang 1a mot van dé thoi su
dang duoc thé gisi quan tim (xem [38,67,77,79,81]). Noi dung cua nhitng bai toan
phan doan nay nham tach phan 2 ngoén cai va phan 4 ngén lan dong thoi thanh timg
ngon riéng ré khi 1ap chi ban van tay song tai cac tram diang ky, kiém tra thi thuc
nhép canh. Holdva cac cong su [38] da dé xuit giai phap cho bai toan phan doan
nay nham tach phan 4 ngén vén tay an dong thoi thanh timg ngén riéng 18 dé cai dat
phan mém lap van tay sbng trang bi cho cac tram ding ky, kiém tra thi thuc nhép
canh. Tuy nhién, so véi bai toan phan doan chi ban vén tay sdng, bai toan phan
doan trén chi ban gidy phtrc tap hon do su da dang cua cac loai mau ma chi ban gidy
dua vao st dung, dac bi¢t 1a cac loai mau chi ban giéy phi chuan, léch chuin (Méu

A7 va twa A7) cua thuc té nudc ta.
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Hinh 2.1: MAu chi ban van tay 10 ngén
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Céc tai lidu cong bb lién quan dén bai toan cat tho anh chi ban 10 ngdn thanh 20
ngon riéng r& hién nay rat it. Trén Internet c6 thé tim duoc mot sb bang sang ché cua
My dé cap dén chu dé nay (chiang han:[35,54]), nhung nhimng sang ché nay chi trinh
bay nguyén 1y hoat dong cta thiét bi, khong tim thiy tai liéu ndo dwa ra phwong phap
va thuat toan xur Iy cit anh tir mau chi ban 10 ngon. Thuce té, hién nay hau hét cac hé
théng nhéan dang van tay tu dong trén thé gidi, trong d6 c6 mot s6 hé d3 duge thuong
mai héa va nhap vao st dung ¢ nude ta nhw h¢ MORPHO AFIS, h¢ AFIX TRACKER,
NEC AFIS hay COGENT AFIS chi yéu van dang ding phwong phéap tuong tac trirc
tiép trén man hinh dé cit anh chi ban van tay thanh cac anh riéng r&. H¢ MORPHO
AFIS yéu cau ngudi st dung phai ding chudt dé dinh vi cac tim van tay con hé AFIX
TRACKER thi hién thi mic dinh 10 khung hinh cho 10 ngén dé ngudi st dung tiép tuc
chinh stra twong tac thi céng. Do phai ct anh cham, tdc do nhap liéu cua cac hé nay

con rat thip (chi dat cong suét dudi mirc 200 chi ban/ngay/tram).

Phén doan vén tay 1a chu dé c6 tinh thoi su néng héi. Vién Tiéu chuin va Cong
nghé My di dua ra dic ta k¥ thut dé kéu goi cac nha khoa hoc tham gia nghién ctru va
thi danh gia cac thuat toan phan doan cac ngén van tay chum (4 ngén an dong thoi)
[38]. Giai quyét dugc bai toan phan doan 4 ngon chum dong nghia véi viée rit ngan
dugc thoi gian ding ky van tay vao hé thong ciing nhu thoi gian nhap liéu xac minh
danh tinh. Hién nay h¢ AFIS quan 1y xuat nhap canh cia My US-VISIT dang ding
phuong phép nay dé thu nhan vén tay nhitng ngudi xin nhp canh vao My véi 3 lan
nhap: An dong thoi 4 ngén chum tay phai, 4 ngén chum tay trai va hai ngon céi voi
thoi gian chi dudi 1 phut/ngudi, trong khi néu ding phuong phép lan truyén théng phai
mét it nhat 5 phut /nguoi.

So v6i bai toan phan doan chi ban 4 ngén chum van tay sdng, bai toan phan
doan chi ban van tay trén gidy phuc tap hon. Do do, néu giai quyét dwgc van dé
phan doan ty dong anh vén tay trén gidy thi ciing s& giai quyét duoc vin dé phan

doan cac ngoén chum van tay song.
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Hinh 2.2: Mu chi ban vén tay 10 ngén bj nhiéu
Hién thoi, da s6 phan mém quét nhép chi ban thuong hoat dong theo cac budc sau:

- Dung Scanner quét chi ban van tay 10 ngén, két qua thu duoc 1a mot anh sb
256 muc xam, do phan giai chuan 500 dpi (Hinh 2.1).

- Tur anh chi ban van tay do, nhan vién ma hoéa thuong phai xur 1y dinh vi thu
cong khung hinh chung dé cit tach anh 10 dau van tay lan trén chi ban vén tay.

Anh cutia phan muoi ngén lan trén chi ban thuong duoc xir 1y tach thu cong
tuong tac mot cach ude 1é ca khung hinh phan 10 ngén lan thanh 10 anh timg ngén
riéng bi¢t dé luu trir vao co so dit licu. Nhung viéc tach ndy van duogc thuc hién
bang cach chia déu ving 10 ngodn trén thanh 2 hang, mdi hang 5 6. Két qua 1a cac

van tay lan trén chi ban dugc thé hién sau khi cit nhu Hinh 2.3.

16

Tré trad

Hinh 2.3: Két qua xir Iy cit twong tac khung hinh 10 ngén lin thanh 10 anh riéng ré
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Hau hét cac hé théng nhan dang van tay tw dong trén thé gidi déu phén tach anh
chi ban vén tay theo cach thtrc trén hodc dit sin 10 khung hinh cho 10 ngén dé chinh
thi cong (vi du: hé AFIX TRACKER, SAGEM MORPHO). Nhu ta thay, cach cit anh
nay van con nhiéu han ché, né dé lai nhiéu ving nén anh du thira, trén d6 thuong c6
nhiéu vét nhiéu tap khong mong muén nhu: chit, s6 in sin, viét thém, vét ban, ... Néu
dua ra duogc cach cat anh hop 1y hon, chi bao gdm ving van quan timthikhong chi gop
phén tiét kiém duge bd nhdma con truc tiép nang cao chét luong bd diém DTCT trich

chon duoc nhd loai bo dugc nhiéu trén ving nén (xem Hinh 2.4).
! 1 YNpHae puar )

‘bi\d Po—

(a) Anh van tay chua phan doan c6 nhiéu (b) Anh van tay sau phan doan véi bo
DTCT "rac" trén nén anh DTCT mong mudn

Hinh 2.4: Minh hoa bd diic diém chi tiét ciia 2 van tay truée va sau phan doan

Gitra phai

(b)
Hinh 2.5: (a) Anh vén tay ban du, (b) Anh van tay sau phin doan tho

Do vy, can phai cai tién cong doan cit anh theo hudng ting dung cac phuong
phap phan doan dé tu dong phan ving va tich cac ngon trén chi ban 10 ngén sao cho
v6i mdi anh ctia mot ngon tay riéng ré thi viing anh quan tdm dugc tach khoi ving nén
(xem Hinh 2.5).
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2.1.3. Mt s6 thuit toan phin doan lién quan

Do sy da dang cua cac loai phuong tién thu nhan van tay cling nhu cac
loai hinh tng dung, chi d& phan doan van dang thu hit sy quan tim cua nhiéu
nhom nghién cuu [21,24,49,84]. Vi mic d§ cao hon, phdn doan van tay hi¢n
nay khong dung lai & viéc chi tim viing van quan tim ma tién téi xac dinh ving
chéit luong cao hay ban dd chat lugng ciing dang 1a mot chu dé dugc tap trung
nghién ctru [27,28,53,72,78]. Trén co s& vung chat luong van tay dugc xac dinh,
nguoi ta co thé tién hanh danh gia do tin cdy cia cac diém DTCT dya trén thuc
té 1a cac diém PTCT trich chon dugc trén vang van rd nét thuong co do tin cay
cao hon so v&i trén ving van tay nhidu va trén ving nén. Viéc 1ap ban dd chit
luong cho mdi van tay con la thong tin quan trong gitp cho qua trinh déi sanh
hiéu qua hon nho chi tap trung vao cac PTCT c6 d6 tin cdy cao trén mién giao
chung cua hai van tay.

Hién nay da c6 rat nhidu bai bdo quan tim dén van dé phan doan anh va c6
nhiéu thuit toan duoc dé xuét (xem [21,39,70,74,80]). Ching han, thuit toan phan
doan anh ctia Yang [80] dua trén nang lugng cua cac anh sau khi loc Gabor, thuat
toan phan doan cta Tabassi [70] dya trén sy bién ddi cua truong hudng trong cac 6
vudng, thuit toan phan doan anh cua Hong [39] dua trén do chéc chin cua truong
huong, Wang [74], dua trén moment Gaussian-Hermite... Trong cac thuat toan da
¢, mdi thuat toandéu c6 vu diém riéng nhung nhugce diém chung cia ching 14 sir
dung cach tiép can raster, phai xur Iy c4 mang pixel dé trich chon dic trung, nén thoi
gian xt ly cham.

Véi tam quan trong ndi trén, c6 nhiéu cong trinh nghién ciru véi nhiéu thuat
toan phan doan dé tach ving van chit luong cao dwge dé& xuit (xem [53,72,78]).
Céc thuat toan phan doan nhin chung déu tip trung giai quyét bai toan nhan dang
hai 16p (16p nén va 16p ving van quan tdm) theo hudng khai thac cac thudc tinh
0 muc pixel nhu tinh gia tri trung binh, phuong sai mirc xam va do hgp hudng
(coherence), sau @6 dung cac bo phan loai tuyén tinh hai 16p dé tach vung [27].
Tuy nhién, cic danh gia dua ra déu chi yéu dung cac két qua phén tich cac diém
anh va ving ctra sO 1an can dya theo hudng tiép can raster. Nhugc diém cia
huéng tiép can nay 1a d6 phirc tap tinh toan 16n do phai truy cap va phan tich tat

cd cac diém anh trong tirng ctra sO6 anh (block), nhay cam voi sy da dang cua
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nhiéu cuc bo va phﬁn 16n méi chi tién hanh trén cac miu van tay don 1¢, thu
nhén tir thiét bi thu nhan vén tay sdng c6 phan nén cé nhiéu diém khac vé6i phan
nén trén chi ban gidy nén khi dua vao cai dit dé phan doan chi ban gidy cua nuéc
ta thi xuat hién nhiéu 181, dic biét 1a d6i véi cac chi ban cé nén gidy chat luong
x4u (mau xanh, mau tim, mau ghi sdm).
2.2. Thuit toanméi xir Iy phan doan vén tay tir miu anh chi bian 10 ngén
2.2.1. Thuat toan phan doan tho

Y tuéng chu dao cua thuit toan ndy duwa trén viéc dung k¥ thuat tién xur Iy
phé dung nhu chudn hoa, lam tron anh va chuyén ddi anh chi ban vé& dang nhi phan
sao cho cac diém thudc viing van quan tim cé gia tri bang 1 con cac diém nén con
lai c6 gia tri bang 0. Sau d6 tién hanh do bién dé tach cac ving van tay ra khoi phan
nén chi ban.

bé thuc thi y tudng trén, ludn an dé xuét thuat toan lam tron va do bién theo
cac budc sau:
Buée 1: Xir Iy chuan hoa va lamtron anhdau vao (anh chi ban mudi ngén).

1.1. Xir Iy chuan ho4 murc xAm anh: Do anh van tay thu nhan ban déu véi nhiéu
loai scanner khac nhau véi mirc do chiéu sang khac nhau nén thudng c6 mirc
xam phan bd khong thuan nhit, c6 mot sd ving trén chi ban lan myc qua
dam, qua den, c6 s6 khac lai qua nhat, qua sing nén can phai dung k¥ thuat
chuén héa anh dia phuong [39], tic 14 thay d6i muc xam ban dau I(x,y) trong

ting ctra sO anh bang murc xam madi N(x,y) nhu sau:

sk _ 2
MO-HM’ cho I(x,y)>M

N(x,y)= (2.1)

* A2
M, - M’ cho I(x,y)sM

Trong d6, I(x,y) 1a mic xam ban dau tai diém (x,y); M=(1/W2) dw (D,
V=(1/w*) ¥ (I-M)* 1an luot 1a mirc xam trung binh va phuong sai mirc xam
ude luong trén cua s6 kich thuéc wxw (phﬁn thuc nghi¢m chon w=32) ; M,
V, lan luot 12 mirc x4m trung binh va phuong sai mirc x4m can chuan ho;
N(x,y) la mic xdm méi sau chuin hoa.(My, V, c6 thé chon tuy ¥, nhung
phan thuc nghiém chon My=V,=100). (Can luu ¥ ring: Néu 1 ctra sb van tay
bat ky c6 M=M,, V=V, tirc 1a da dat gia tri chuan, thi N(x,y)=I(x,y)).
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Hinh 2.6: l\flﬁu chi ban 10 ngon dwgc phin doan tho bang Ky thuat cl}uflq héa, lam
tron, chuyén doi nhi phan va do bién, dinh vi hinh chir nhat ngoai tiép deé cat anh.

1.2. Dung ctra s6 wxw diém anh quét lan luot tir trai qua phai tir trén xudng
dué6i dé thay thé gia tri mirc xam anh hién tai bang gié tri trung binh cta cac
diém anh trén cira s6. Chuyén d6i anh vé dang nhj phan, dung ngudng 1a gia
tri mirc xAm trung binh dia phuong, tinh trén cira s6 wxw. Két qua xir 1y nay
dugc minh hoa trén Hinh 2.6(b).

1.3. Tién hanh do bién bang thuit toan do bién 8-lién thong va xir 1y xap xi
tuyén tinh tirng doan dé biéu din cac duong bién thanh nhitng da tuyén
bién khép kin dung giai thuat [2,5]. Dé ting hiéu qua thuit toan do bién
phat hién vung vén, can chon budc ludi phi hop dé loc 1dy cac ving van,
loai b6t cac ving nhidu nho. Phan thuc nghiém ta s& gia dinh ving van bé
nhit ¢6 kich thudc 8x8mm va ving van 16n nhat c6 kich thude 20x20mm
nén budce ludi thich hop duoc chon 1a 8mm.

Buée 2: Xu 1y két qua do bién, xac dinh ving van va da gidc ngoai tiép ving van
can cat.

2.1. Tinh bao 13i cta tap dinh da tuyén bién vung dugc chon béng thuat toan
Graham [34]. Sau d6 tinh khung hinh chit nhat ngoai tiép bao 10i (Xmins
Y mins Xinaxs Ymax) @€ x4ac dinh cira s6 cét anh.

2.2. Kiém tra ctra s6 anh véi cac diéu kién rang budc: dién tich t6i thiéu >=1/3

dién tich mdi 6 chira van ngdn tay), dién tich téi da (<= dién tich mdi 6
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chtra van ngon tay), vi tri twong ddi cua khung hinh so v6i mau chi ban
(thoa mén diéu kién can: phai chira tim 6 chira van ngon tay).

2.3. Kiém tra thr ty ngdn: Dung thudt toan ddi sanh vén tay dé xuét [16,60] dé
tién hanh ddi sanh timg van tay 10 ngén an vung dudi véi timg van tay 10
ngoén lin ving giita chi ban dé dua ra két luan vi tri cac ngén dugce lan co
dung thir tu biéu mau qui dinh hay khong dua trén thr ty cic ngén vén tay
an. Néu thir ty khong ding thi hién thi chi ban dé tham dinh lai ca két qua
lan tay va két qua phan doan. Néu thir 4n ding (trong da s trudng hop) thi
6 thé két luan chi ban van tay dugc thu nhan va phan doan dat yéu cAu.

2.4. Trén co s6 cac gia tri goc quay thu duoc qua ddi sanh tirng cip van tay lin
v6i van tay an, tién hanh quay anh cac vén tay an theo chiéu thang dimng.
Tinh lai cac gia tri Xmin, Yomino Xmaxs Ymax U cac dinh bao 16i duong bién
sau khi quay, tirc 1a hinh chit nhat ngoai tiép dé dinh vi toa do khung cit
14n 2 cho cac ngdn van tay.

2.5. Hién thi va xr 1y twong tac cac trudng hop dic biét nhu cac chi ban lin
thiéu ngon, 1an sai quy cach khong thoa man diéu kién tham dinh.

Bu6e 3:Hién thi két qua dinh vi khung cat dé tham dinh bang mat thuong va chuyén
sang doan twong tac.Két qua dau ra cua giai thuat phan doan thd dugc minh
hoa trong Hinh 2.6(c), bao gdm 20 khung hinhcho cac van ngén tay (10 anh
ciia 10 van tay lan, 10 anh cia 10 vén tay 4n) va 1 khung hinh chtra ma
vach, 1 khung hinh chura ph?m anh dau chi ban.

2.2.2. Thuat toan phian doan min
Phuong phéap phan doan min dwgc dé xuat dya trén mot sd nhan xét dudi day:

- Anh cac dong duong nét rd rang cé tinh xen k& giira van va ranh nhu van tay
thuong tuan thu ludt can bing tring den, tic 13 néu ta phan ngudng dia
phuong thich hop thi téng sé diém trén ranh van ciing gin xap xi v6i sb diém
trén dudng van. Nguoc lai, trén cac ving van khong rd, c¢6 nhiéu vét bui ban

thi duong van thuong dinh nhau va qui luat can bang trén khong con dung
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nita. Pidu nay goi ¥ cho ta tién hanh bién d6i anh van tay da cap xam thanh
anh van tay nhi phan dung ngudng dia phuong.

Néu dung thuit toan do bién dé véc to héa dudng bién cia dudng van anh
nhi phan va x4p xi tuyén tinh ting doan cic dudng bién do dwogc ta s& thu
duoc van tay dudi dang v& thé hién bang tdp dudng cong tham sb dudi dang
da tuyén (polyline). Cac ving nhidu thuong thé hién bang cac doan dudng
bién phuc tap, c6 nhiéu doan ngin chay ngoan ngoéo thay ddi huéng nhanh.
Con cac ving van chit luong tot thuong cd cac doan bién dai, thang hoic
nhiéu doan ké tiép nhau doi huéng dong déu va cham. Vi vay, néu két hop
vira véc to hoa duong bién, vira xdp xi tuyén tinh ting doan roi sau dé tinh
huéng, tinh goc ddi hudng cho timg doan dudng bién ching ta vira trich
chon duge cac diém PTCT nhu di thuc hién trong [2,5] vura két hop danh
gi4 chit luong tai cac ving ma dudng bién di qua. Cac doan bién trén ving
van tot 1a doan duong cong du dai (trén mot ngudng xac dinh, 3 budc van
chiang han) hodc nhiéu doan ké tiép nhau doi huéng déu va cham hoic
chuyén hudng dot ngot tai vi tri co PTCT. Ngugc lai, trén cac vung van Xéu,
céc doan bién chay ngoan ngoco, chuyén hudng nhanh.

Bang k¥ thuat tinh viing dém cho cac doan bién tt theo mot ban kinh ching
1 bude van ta c6 thé 1an luot phan loai va gan nhén cho ting pixel hay cho
ting khéi (block) trén anh van tay thudc ving van tot hay khong. Phuong
phép nay con gitip cap nhat dugc hudng van cho ma tran huéng. Nhu vay,
cung luc thuat toan vura cho ra tdp cac DPTCT ban déu, vira cho ra mién chét
luong va mién hudéng van. Py 1a nhing dau ra rat hitu ich cho cac budc
danh gia DTCT va ddi sanh vé sau (xem Hinh 2.7).

Nhu da néi ¢ trén, két qua xu 1y do cong doan thlr nhat xuat ra cac anh van

tay dugc cét ra theo timg ngon dudi dang "ving quan tim". Van dé tiép theo can

giai quyét 1a dé xuat thuat toan phan doan min ting dnh van dau ngon tay dugc cat

boc tach ra khéi mau chi ban 10 ngén dé xic dinh ving chat lugng cao, cling cic

thong tin lién quan nhu dudng bién cua ting van, ma tran hudng. Y tudng chu dao
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cua thuat toan phan doan min 1a phan tich, tim cac thudc tinh c6 gia tri dé nhan biét,
danh gia chit lugng cac ving van chit lugng cao dé tir d6 dua ra két qua dudi dang
mot ban d6 chat lugng véi gia tri 1 tai cac khoi (block) wxw dat chét luong cao va

gia trj 0 tai cac khéi (block) wxw nén va nhiéu.
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(a) Van tay goc (b) Van tay sau khi phan doan

Hinh 2.7: Mét anh dwgc phin doan ly twéng, viing van chét hwong cao dugc tach chinh xic.

Trude hét ta can 1am rd thé nao la vung van chét luong cao. Mot cach truc
quan, d6 1a cac ving van trén d6 c6 thé phan biét rd cac dong van va dong rinh xen
ké& chay song song v&i nhau. Nhan biét khéi (block) van chit luong cao 13 bai toan
phan loai hai 16p, ndi dung chu yéu ciia bai toan phan doan min da dugc nhiéu tac
gia quan tdm nghién ctru. Gan ddy nhét, Helfroush [37] d3 khao sat mot loat cac
phuong phap nhu phuwong phap nhan biét ving van quan tdm dung hai thudc tinh
gi4 tri mirc xAm trung binh va phuong sai, phuong phap phan doan theo bao 16i anh
bién, phuong phap ding ngudng dong va phuong phap thich nghi, sau d6 dé& xuét
thuat toan trén co so cai bién phuong phap két hop str dung cac thudce tinh nhu d6
hop hudng (coherence), gia tri mic xam trung binh, phuong sai va cuong do muc
xam ctia Bazen [24] bang cach thay thé thudc tinh hop hudng (coherence) bang mot
thudc tinh khac twong tu 12 huéng cha dao cua dudng van trén cira s6 wxw. Cach
tiép can nay tuy di co cai tién hon trude nhung van dung lai & cach tiép can raster,
chi tap trung xir Iy timg diém anh (pixel) ma khong khai thac hét dac trung hudng
cua cac dong van ranh xen nhau.

Mot tinh chat quan trong ciia viing van chat lugng cao 1a sau khi xtr 1y vecto
hoa dudng bién hodc khung xwong ciia van tay va xap xi tuyén tinh timg doan, két
qua thu dugc 1a cac da tuyén gdm cac doan thing thanh phan c6 d6 dai 16n hon so

v6i bude van, doi hudng chdm va 6n dinh. Nguoc lai, cac vung van chat lugng thap,
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thuong cho ra két qua 1a nhiing da tuyén gdm céc doan thang thanh phan ngan, thay
d61 huéng nhanh. Tir két qua phan tich trén, ngoai cac thudc tinh truyén théng nhu
gia tri trung binh mirc xAm M, phuong sai mirc xAm V ta dé xudt bd sung thém ba
chi tiéu moi dé nhan dang cac khdi ving van chit luong thip. Chi tiéu méi thir nhat
la mat do D, chi tiéu mai th hai 1a téng dd cong C va chi tiéu thir ba 1a nang lugng
E thé hién sy thay ddi d6 cong cua cac dinh diém cua cac da tuyén trén cira s wxw.

Mat do D la mat do cac dinh cua cac doan ngén cua cac da tuyén duong van
di qua khéi wxw, duge dic trung bang sb lugng dinh trong khéi do.

Do cong tai mot dinh da tuyén duoc do bang gié tri goc d6i hudng cua da tuyén
tai dinh d6. D6 cong C cuia khdi bang téng d6 cong cua cac dinh trong khéi do.

Nang lugng tai mét dinh da tuyén duoc do béng gia tri chénh léch d¢ cong
cta da tuyén tai dinh d6 so véi dinh ngay trudc nd. Ning luong E cta khéi bang
tong ning lwong cua cac dinh trong khéi do.

Gia st ta c6 da tuyén (P}, = {(X1,y1,01), (X2,¥2,00), ... (XnsYnoOn)}, Khi d6 dd

cong tai dinh P;vaddcong cua khdi wxw duoc dinh nghia nhu sau:

C(Py) = (o4 - ay1), 1=2..N. (2.2)

Crxw = 2wxw C(P5). (2.3)

Va nang luong tai dinh P; vanang lugng ctia khédi wxw dugce dinh nghia nhu sau:

E(P;) =C(P;) - C(Py.;) , i=2..N. (2.4)

Evxw= Zwxw E(P5). (2.5)

Nhu vay, mdi khdi wxw dugc biéu dién bang mot vecto gdm 5 thanh phan
nhu sau:

Xuw = (M, V, D, C, E) (2.6)

Dé phan loai ting ctra s6 wxw thudc 10p o, “ving chat lugng cao” hay 16p
o, “ving chat luong thap va nén”, ta ding Bo phan loai Bayes, dung qui tic quyét

dinh t6i vu véi ham phan biét sau: g(w;) = P(w;).P(X/wy), i=1,2. (2.7)
Qui tic phéan 16p cu thé nhu sau:

IF (g(w1) > g(02)) THEN (X € 01) ELSE (Xyxw € 02) (2.8)
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O day, P(w;) = 1- P(o;); P(®;) 12 tan suét xuat hién ctra s6 van tay chat luong

cao va P(w,) 14 tin sudt xuét hién cira sd van tay chat luong thap.

Cong thure ude lugng cac phan bo xac suat nay nhu sau:

P(o,)=(Tdng cic wxw vén tay chat luong cao)(tdng cic wxw toan van tay)(2.9)

P(X/w;) = (Tén suét xudt hién vecto thudc tinh X trén 16p ;, 1 = 1,2) dugc
xéac dinh qua giai doan udc lugng théng ké hay hoc trén CSDL cac khoi van chat
luong khac nhau trich chon tr CSDL mau chi ban thtr nghiém. Cong thiic wdc
lwong nhu sau:

P(X/e)=(Tdng cic wxw cd Xo=X)/ tong sdwxw thudc @ i=12.  (2.10)
Tt d6 ta c6 thuat toan phan doan min duogc dé xuét nhu sau:

Bu6e 1: Tiép nhan anh van tay dau vao, 1a két qua xuét ra tirphan doan tho:
Tiép nhan anh dau vao 1a anh van dau ngén tay cing cc thong tin phu tro
lién quan nhu dudng bao, vung trung tam, chiéu hudng (trén/duéi).
Buée 2: Chuan hoa, lam tron va chuyén doi nhi phan:
Dung ngudng dia phuong va chuyén déianh vé dang nhj phan.
Buée 3: Do bién, vecto hod anh nhi phan va xap xi tuyén tinh timg doan:
Xt Iy do bién duong van, xap xi tuyén tinh timg doan bang thuit toan da
dé xuit & [2,4-6]. Két hop tinh do cong, ning luong trén timg dinh da
tuyén, va tinh cac thudc tinh D, C, E.
Buéc 4: Phan loaicac khéi pixel wxw.
4.1. Dung cira s6 kich thuéc phi hgp wxw = 32x32 diém anh dé duyét anh goc va tinh
cac gidtriM, V dé xdy dung vecto bidu dién: X, = (M,V,D,C,E).
4.2. Dung qui tic quyét dinh t8i vu Bayes dé xép X,y vao 16p tuong tng.
4.3. Két qué cho ra mat na chét lugng, 1a dang anh nhi phan c6 gia tri 1 tai khdi
vung van chét luong cao, gia tri 0 tai nén va ving van chit luong thp.
Két qua phan doan min cho thiy néu mat do doan van ngan, phuong sai hudng

cao, do cong thay doi dot ngot thi dy 1 ving van chat luong thap (xem Hinh 2.8).
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(a) Anh chi ban sau khi lam tron (b) Chi ban sau khi vecto hoa

chuyén déi v& dang nhj phan chuyén vé dang da tuyén.

Hinh 2.8: Mit d§ doan véin ngin, phwong sai hwéng cao, dd cong thay doi dot ngot 1a

nhirng dic trung cé gia tri dé nhan biét ving van chit lwong thip

2.3. Két qua thue nghié¢m
Kich bdn:

Chon cac mau chi ban tiéu biéu tir tang thu cin cudc can pham va tang thu
can cude cong dan dé 1ap thanh CSDL C@FRIS DB gdm 1000 miu chi ban
phuc vu thtr nghi¢m thudt toan phan doan tho.

Chon CSDL 500 két qua phan doan thdé tr CSDL C@FRIS DB dé thu
nghi¢m thuat toan phan doan min. Chon CSDL FV(C2004 DB2 bao gém 500
anh van tay dé thur nghiém thuat toan phan doan min.

So sanh két qua phan doan cua thuit toan dé& xut v6i cac thuit toan truyén
thdng chi dung cac thudc tinh M, V va Coherence, va v6i két qua phan doan
clia phan mém thuong mai Verifinger ciia hing Neurotechnology [87].

Két qua thir nghiém thudt todn phdn doan thé:

S lwong chi ban phan doan tdt, khong can sy can thiép cta con ngudi: 973/1000.
S chi ban dung qui cach nhung thuat toan tra lai khéng phan doan dugc: 0/1000.
Sb chi ban sai qui cach phai tra lai: 27/1000, trong d6 22 chi ban dung
gidynén qua t6i, 5 chi ban c6 cac van tay lin chong 1én nhau, chong lén

khung.

Két quad thwr nghiém thudt toan phdan doan min:

Thuét toan phan doan min dugc danh gia trén 500 chi ban CSDL FVC2004

DB2 va 500 chi ban ttr CSDL C@FRIS DB dugc cit ra tir giai doan phan doan tho.
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Pé huén luyén thuat todn phan doan, ting van tay trén CSDL thir nghiém

duoc phan chia thanh cac khéi diém anh kich thuée 32x32 dé tinh bo 5 cac dau hiéu

dac trung. Bé don gian cho viéc udc lugng phan bo xac suat, ting dau hiéu duogc

phan khoang gia tri nhu sau: DAu hiéu M, V:100 khoang; D: [0, 20]; DAu hiéu C,

E: [-60 khoang, +60 khoang], mdi khoang 3 d9.

(a) Anh géc’ chat
luong thap

(b) Két qué phan
doan theo M, V,
Coherence

(c) Két qua phén doan
cua thuat toan dé xuat
dung M, V, D, C, E)

(d) Két qua phan doan
cua thuat toan
Verifinger

Hinh 2.9: Két qua phan doan mjt so anh chi ban chat lwong thap, chon tir CSDL FVC2004

Hinh 2.9 minh hoa mot so két qua xtr Iy phan doan min ti€u bi€u cac mau

van tay chit lugng thap chon tir CSDL FVC2004 DB2.

Hinh 2.10 minh hoa mét sé két qua xir Iy phan doan min tiéu biéu cac miu

van tay chit lvong thip chon tr CSDL C@FRIS DB.
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; Loz (b) Két qua phan | (c) Két qua phan doan ciia | (d) Két qua phan doan
(@) 1[322 g&céchat doan theo M, V, thuat toan dé xuat dung cua thuat toan
ong thap Coherence M,V,D,C,E) Verifinger

Hinh 2.10: Két qua phan doan mét sb znh chi ban chit luong thap chon tir CSDL C@FRIS DB

Nhin xét:Qua so sanh v6i phan mém Verifinger [87] thudc tp 5 dan dau

thé gi6i hién nay trén mot s6 miu van tay chéat luong thip lay tr CSDL FVC2004

va tir CSDL C@FRIS DB, so sanh 2 ving két qua phan doan ta thiy: ving quan

tam va ving khong quan tdm cua ting truong hop trén tdp miu anh vén tay lay tir
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CSDL FV(C2004 dé dua ra thir nghiém, c6 thé nhan thay cac két qua phan doan 13
hoan toan phu hop véi két qua phan doan 2 16p cua thuat toan Verifinger. Ngoai ra,
thuét toan dé xuit con dua ra két qua phan doan 3 16p min hon so v6i thuat toan
Verifinger (danh ddng tit ca cac DTCT), vi n6 dua ra giai phap phan loai tiép ving
van quan tim thanh hai 16p: Vung chét lugng thip va ving chit luong cao.Day 1a
nhirng thong tin quan trong dé danh gia do tin ciy cua cac dic trung chi tiét trich
chon duoc trén mdi vung, tir d6 dua ra thuat toan ddi sanh hiéu qua hon nho chon
duoc tap diém khong ché tin cidy hon dé nin chinh bién dang. Nhirng ving thut
toan dé xudt danh gia chét lvgng cao thi phin mém Verifinger ciing danh gia cao.
Céc anh van tay phan doan cua Verifinger & nét hon cha yéu 1a nho khau tién xir ly
anh trudc khi tién hanh vecto hoa khong thudc pham vi xir 1y ctia thuét todn phan
doan.

2.4. Két luan

Thuét toan ty dong phan doan anh chi ban 10 ngoén theo hai giai doan tho va
min 14 hai phwong phap méi cung dya trén hudng tiép can vecto va sir dung két hop
hai thudc tinh truyén théng (Mean, Variance) va ba thudc tinh dé xudt moi dé 1a
mat d0 cac doan ngén, dd cong va chi sb nang lugng cua cac dinh chu tuyén
(Density, Curvature, Energie).

Két qua thyc nghiém cho thay thuat toan phan doan tho dé phan doan chi
ban 10 ngoén trén CSDL chi ban giéy tiéu biéu dat duge d6 chinh xac cao, téc do
xtr Iy nhanh, sé chi ban phai tra lai dé can thiép thii cong rat it, chiém ty 1¢ chi
dudi 2,7%.

Giai doan phan doan min dung k¥ thuat do bién va nhan biét chit lugng
vung van dya trén viéc dua thém thudc tinh mat d§ doan van ngén, do cong va
chi sb ning luong duong bién rdi sau d6 dung qui tic quyét dinh tdi wu Bayes dé
phén 16p chét luong vang van 1a mot hudng tiép cdn méi thé hién duoc tinh hiéu
qué vugt troi so véi cac thuat toan khac chi dung gié tri trung binh mrc xdm M,
phuong sai V va do hop hudéng Coherence. Thuc nghiém so sanh voi Verifinger

cho két qua tin cay.
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Céc két qua phan doan thé va min dat dugc, bao gém céac thong tin co ban
nhu duong bién, tdm 6 chi ban, ma tran chit lwong va ma tran hudéng la nhirng
tham s rat quan trong dung dé danh gia do tin cdy cac diém DTCT va ning cao
hiéu qua thuat toan d6i sanh trongchwong 3, chuong 5. Cac thuat toan dé xuit
buéde dau da duge dung dé cai dat nang cép hé nhap liéu cho hé nhan dang van
tay tuy dong C@FRIS ciia Phong Thi nghiém M6 phéng va Tich hop hé théng
thudc Téng cuc Hau can — Ky thuat, B0 Cong an nham nang cong suét nhap liéu

hién nay 500 chi ban/ngay lén 5000 chi ban/ngay.
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Chuong 3. PHUONG PHAP POI SANH VAN TAY
DUA TREN MO HINH NAN CHINH PIA PHUONG

Mot trong nhimng thach thirc d6i v6i van dé ddi sanh vén tay 13 hién tuong
méo phi tuyén giita cac anh van tay do cing mot ngén in ra. Trong chuong ny,
luan 4n gi¢i thidu mot phuong phap ddi sanh van tay 1:1nhd k¥ thudt nan chinh sir
dung bién ddi ghép tron tim mong (Thin-Plate-Spline: TSP) dia phuong dé xur 1y
hién tuong bién dang phi tuyén. Sau khi xac dinh cac cip diém DTCT twong tng
giita hai anh véan tay xac dinh nhd mot phép bién ddi affine, mot tap cac cip diém
gia PTCT twong ung duoc tao sinh dya trén cdu tric van ranh dia phuong cua
chung. Céac diém nay duoc két hop véi cac cip diém tuong tng da biét dé chon ra
cac cip diém khdng ché thich hop cho cc nan chinh TPS trén 9 mién con cua céac
anh van tay dé tim thém cac cip diém twong (mg méi sau khi nin chinh. Qua trinh
nay duoc lap lai dén khi hodc khong con phat hién thém cac cip diém tuong tng
m&i hodc sb luong cac cip diém twong tng da téi ngudng quyét dinh duoc. Két qua
thuc nghiém trén co s¢ dit liéu FVC2004 cho théy thuét toan dé xuét cai thién dang
ké hiéuqua nhan dang so v6i phuong phap sir dung mé hinh twong quan va nin
chinh TPS toan phando Li va cong sy dé xudt [52].

3.1. Bai toan d6i sanh van tay va mjt s6 van dé lién quan

Muc nay, ludn 4n gidi thiéu tém tit phuong phap ddi sanh PTCT, mé hinh
nan chinh TPS.

3.1.1. Bai toan d6i sanh van tay va lwgc dd dbi sanh dwa trén PTCT

Bai toan ddi sanh van tay c6 thé phat biéu nhu sau: Cho truéce hai anh van
tay truy van (query) I; va van tay mau (template) 1, can tra 161 xem hai anh nay co
phai 1a do cting mot ngon tay in ra hay khong? Cau tra 10i trude hét duoc thé hién
qua két qua tinh diém d6 giéng (similarity) giita hai van tay.

Céac phuong phap ddi sanh thuong dugce phin theo mot trong ba cach tiép
can sau (xem [56]) hodc 1a két hop gitra chung: dua trén DTCT, dua trén cau truc bé
mat (fexture) va dya trén twong quan mic xam (greyscale correlation). Trong do,

phuong phap dua trén DTCT la phuong phap don gidan va hiéu qua nén dugc st
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dung rong rdi nhat (xem[32,42-46,56,71,75]). Du6i day gidi thiéu tom tat luoc d6
ctia phwong phéap nay, chi tiét hon xem [44,56].
Cdc diém DTCT (Minutiae)

Trong muyc 1.1.3 da giéi thiéu khai ni€ém cac diém DTCT cuaa anh van tay,
cac diém nay 1a cac diém bt thuong biéu thi tinh khong lién tuc dia phuong cua cdu
trac van dia phuong nhu diém cut, r& nhanh...va c6 thé lam dic trung cho vén tay
déxac dinh chiing c6 cting ngoén sinh ra hay khong.

Dé biéu dién van tay dudi dang tip cac diém DTCT, cac anh van tay I, va L,
trude hét phai duoc xtr 1y qua cac khau tién xir Iy va trich chon, danh gia dic trung.

Ky hiéu M, va M, twong tng 1a tdp DTCT cua hai anh van tay I, I

M, = {m;, my, ..., my}; véi m= (X,y;,0;), 1= 1,..,.M. (3.1)
trong do (x;, y;) 1a toa d§ cia m; trén mat phéng anh R? cua I, con 0; 1a huéng van
tai diém m;;

M, ={m;’, my’, ..., my'}; v&i mj'= (x;,y;’,0;"), 1= 1-N, (3.2)

trong do (x;’,y;’) 1a toa do cua m;'trén mat phéng anh R? cta I;, con 6;’1a hudng van
tai diém m;'.

Tuy theo thuat toan d6i sanh ma nguoi ta ¢ thé quan tdm t6i hudng van
hodc khong.
Lwoc do doi sanh dwa trén PTCT

Nguoi ta s& tim phép bién d6i “chdng anh” thich hop tir mit phang anh cua I
vao mat phfmg anh cua I, dé xac dinh céc cap diém twong 1ng cua My va M. Cap
diém m; (My) va m'(M,) goi la twong urng néu anh m; ctia m; qua phép bién doi nay
thudc vao lan can ban kinh r du bé cua mj', trong truong hop nay ta noi m; “trung
khép” vo1 m' (xem Hinh 3.1). Khi hai anh I va I; 1a cung do mgt ngon cy thé in ra
(genuine:chinh danh), thi thuong phat hién duge nhiéu cip diém DTCT tuong tng
hon so v&i truong hop ching 1a do cdc ngédn khac nhau in ra (imposter:gia danh).
Trén thuc té, do hién tugng bién dang phi tuyén va nhiéu anh nén khi hai anh la

chinh danh thi ciing kho tim dugc dé cac diém DTCT twong tmg timg doi mot.
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Gia st ta tim duogc n cap diém tuong tng cla hai anh, ng va n; tuong Ung la
sb6 diém DTCT trong moi anh Iy val, do giéng nhau cua hai anh van tay dugc dac
trung bang do do S(I,I4) dugc cho boi cong thire:

S(,1,) = n’/nx n,, (3.3)

Véi céc gia tri ngudng S, va S,,;,chon trudce, néu S,1y) = Sy ta két luan
hai véan tay nay 1a tring kh6p va c6 nhiéu kha ning 1a van tay cta cing mot ngon,
con néu S(I,Ig) < S, thi chiing khong trung khép véi xac sudt sai gan bang khong.
béi véi cap van tay c6 do giéng S(I,1,) nam trong khoang [S,.i,, Sl quyét dinh
duogc dua ra dya theo ngudong Sie [S,.n, Spa] VO1 Xac suét sai loai I (FAR) va sai
loai II (FRR). Vi vay, dé cai tién giai thuat, han ché sai sot, nhiing cdp van tay c6 do
gidng nam trong khoang nay can duoc tiép tuc nan chinh bién dang dé cai thién do

giong (s€ noi chi ti€t & phan sau).

S
Mt
.-"’-'-l
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S Diéi sinh Mt va Mg

Hinh 3.1: P6i sanh vén tay dwa vao tip diém PTCT la xéc dinh tip cac cip diém
DTCT twong ung giira hai tip M, va M, dugc trich chon tir hai 4nh van tay I; va L,

Noéi chung viéc quyét dinh theo ngudng S, ¢ thé pham sai 1am. Giai thuat
pham sai 1am loai I tuc 1a "tiép nhén sai" (FAR: False Acceptance Rate) khi két luan
hai van tay "gia danh" 13 tring khop. Va nguoc lai, ciing c6 thé pham sai 1am loai II
tic 14 "tir chdi sai" (FRR: False Rejection Rate) khi két luan hai van tay chinh danh
1a khong tring khép. Thong thudng thi hai loai sai s6 trén phy thudc vao ngudng do
gidng S, va bai vay chung ciing phy thudc 13n nhau.

Phép bién ddi “chdng anh” don gian va thong dung nhét 1a bién ddi affine,
két hop cac phép bién dbi tuyén tinh: tinh tién, quay va ty 18 (scale). Tuy nhién, do

c6 hién tuong bién dang phi tuyén khi 1dy anh van tay nén hiéu qua cia phuong
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phap nay khong cao va thuong chi dugce dung dé xac dinh cc cip twong Gmg ban
dau cho cac phuong phap ting cudng tiép theo [42-44,50,56,64,65,75]. Mot phép
bién d6i dugc nhiéu ngudi sit dung 14 nén chinh TPS [20,23,52].

Cac gia tri ngudng S, va S,,;, thuong dugc xac dinh qua qua trinh hoc nhu
sau. V6i hai tdp mau hoc gdém tap chinh danh: cdc cip anh van tay biét trudc la
cing ngén (genuine) va tip gia danh: cac cip anh vén tay biét trude 1a khac ngon
(imposter) da cho, ta dung giai thuat ddi sanh bang phép bién d6i affine dé dbi sanh
ting cip va ude luong cac phan b Genuine va Imposter dé tir d6 xac dinh ty 18 sai
s6 chip nhén sai (FAR) va ty 1& sai s tir chdi sai (FRR) nhu 13 hai ham sé cua do
gidng S. Khi d6 S, 14 gia tri s nho nhit dé FAR(s) = 0 con S,,;, 12 gia tri 16n nhit
ctia s & FRR(s)=0. Gia tri s tai 46 FAR(s)=FRR(s) duoc goi 1a ngudng can bang sai
s6 va sai s6 khi d6 duoc goi 1a sai s can bang EER (Equal Error Rate).

3.1.2. Mé hinh nin chinh TPS

Muc ndy giéi thiéu tom tit phwong phap nin chinh TPS [23] va phuong phap
dbi sanh TPS toan cuc [52], chi tiét hon xem [23,52].
Nan chinh TPS

Do c¢6 su bién dang phi tuyén va nhidu khi ldy anh van tay, viéc dung bién
doi affine dé dbi sanh DPTCT cho hi¢u qua thip nén can cé phuong phép ting cuong
dé tinh do gidng. Mot sb tac gia (xem [43,44,83]) da dung thém cac dic trung thir
cAp (secondary feature) hodc 15 md héi (pore) cho muc dich ndy. Tuy vay cach tiép
can nay chi thich hop cho céc anh van tay c6 chat luong tot ma khong ¢ hidu qua
cho dbi sanh van tay thu tir chi ban gidy.

Mot cach tiép can hiéu qua 1a st dung bién d6i TPS [20,23,32,64,65] dé nin
chinh toan cyc nham khic phuc hién twong méo phi tuyén. Theo phuong phéap nay, sau
khi x4c dinh duoc n cip diém tuong tmg bang phép bién ddi affine va ding ching 1am
tap diém khdng ché, ngudi ta tiép tuc nin chinh anh nhd phép ndi suy TPS (xem
[23,32,56]). Bién d6i TPS [23,32] 14 két hop bién dbi affine v6i ham ban kinh:

fx,y)=ai+ax+ay+ Y wU(P -(x)) (3.4)
i=1
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trong d6 U (r) = r*logr, |(u,v)]| = Vu® +v* va quy uéc U(0)=0; P; la céc diém khéng

ché, con ba s6 hang dau mé ta bién dbi affine toan cuc véi cac tham sé affine a,, a,,
ay va cac hé s6 w; 1a cac gia tri trong sb can tim sao cho cac diém khéng ché triung
khop. Céac hé sb ndy duge xac dinh nho giai hé phuwong trinh tuyén tinh bac 2n+6.
Trong d6 6 tham s6 cua phép bién d6i affine (2 thanh phﬁn X, y cua 3 vecto aj, ay, ay)
va 2n tham s bién d6i phi tuyén (2 thanh phan x, y ctia n vecto trong sd wy).

Nho két qua nin chinh nay, néu hai anh vén tay 1a chinh danh, thi c6 nhiéu
kha ning phat hién thém cac cip diém tuwong Gmg méi dé tinh lai d6 gidng. Trén
thuc té, trong qua trinh x4c dinh cac cip diém twong Gng theo dung sai, thudng xay
ra cac truong hop twong tng nhap nhang. Pé khic phuc su twong tng nhap nhang,
trong [62,75] cac tac gia dung coéng cu dd thi hai phia va thuat toan Ford —
Fulkerson dé khang dinh sy twong tng. Theo hudéng ap dung dbi sanh ting cuong
nay, Li [52] da dé xuét st dung twong quan mirc xam dia phuwong dé tinh diém do
gidng giita cac cap diém tuong ung.

Phuwong phdp déi sdnh TPS toan cuc

Li [52] dé xuét phuong phap d6i sanh ma chiing t6i goi 1a global TPS nhur 14
phuong phép lai gitra d6i sénh DTCT va twong quan mirc xam. Trong phuong phap
nay, sau khi ding tat ca cac cip diém DTCT tuong Gmg ban dau (xac dinh nho giai
thuat dbi sanh truyén théng dung phép bién dbi affine) lam tip diém khong ché dé
xdy dung phép bién d6i toan phan TPS, ngudi ta tién hanh nin chinh toa d va phat
hién thém cac cdp diém PTCT tuwong Gng moi. Sau d6 tinh d6 gidng tong thé cua
hai vén tay dua trén d gidng timg cap diém DTCT twong ung dua trén twong quan
mirc xam dia phuong, gom d¢ twong quan ving lan cén kich thudc 21x21 pixels
bao quanh DTCT va do twong quan doc hai canh dén 2 DPTCT lang giéng gin nht.
Cudi cung duva trén do gidng tong thé nay ngudi ta dua ra quyét dinh nhin dang.
Thuc nghiém cho théy no cai thién thuc sy hiéu qua ddi sanh khi chi st dung nin

chinh TPS. Vé sau ta ky hiéu phuong phap nay 1a G-TPS.
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3.2. Phuwong phap nin chinh tirng phin
Phuong phap nin chinh G-TPS 1a mot giai phap ot dé khic phuc hién twong

bién dang phi tuyén khi doi sanh nhung chiing van con cac nhugc diém sau:

i) Néu chip nhan toan bo tap cac cap diém tuong tmg ban dau lam tap diém
khéng ché ma khong dung thong tin dia phuwong dé chon loc thi rt d& pham sai 1am
khi dwa vao mot sé diém khdng ché sai. Con khi dung twong quan muc xam dia
phuong dé chon loc thi twong quan lan cén trén cira s 21x21 xung quanh mdi
DTCT c6 vu diém khong nhay véi bién dang nhung d6 phan biét khong cao, nhay
cam véi nhidu, con twong quan doc canh tuy phan 4nh thong tin két cau (texture) tot
nhung nhay cam véi ving nhiu va bién dang. Sau nin chinh va ding twong quan
1an c4n va doc canh thi khir dugc cac ddi sanh gia danh nhung phai phi céng nin

chinh thira cho cac dbi sanh van tay gia danh.

ii) Cac diém khong ché do dwgc phat hién bang phép bién ddi affine nén
thudng phan bd tap trung vao ving van tay it bién dang phi tuyén, khong phan bd
ddng déu trén toan b ving giao nhau cia hai van tay I, va I4, do d6 nhing diém
DTCT nim xa cac diém khéng ché ¢ bién dang phi tuyén rat dé bi bo sot. Gay ra
nghich 1y 14 nhiing ving it bién dang thi c6 qua thira diém khdéng ché con nhiing
vung xa bién dang nhiéu can nin chinh thi lai thiéu diém khéng ché. Mic du muc
tiéu dua ra la nin chinh toan phan nhung trén thyc té trong nhiéu truong hop chi
nén chinh dugc mot ving khi tip diém khdng ché tap trung vao mot ving.

iii) V& do phirc tap tinh toan, cong doan nan chinh doi hoi phai giai hé
phwong trinh tuyén tinh 2n+6 bién v6i d6 phire tap tinh toan thoi gian ©(n’) ma 16
giai thudng co6 sai sd 16n, trong khi trén thyc té thi hién twong bién dang da dau
ngon tay lai co tinh dia phuong, nhirng diém gin nhau thi mirc d6 bién dang it khac
nhau hon. V& b nhé, viéc tinh twong quan doc canh dén hai lang giéng gan nhit
cta timg DTCT doi hoi hodc phai quay lai anh gc hodc phai tinh trudc cho tat ca
céc khoang cach trén cac b dic trung thu cap cua timg DTCT nén tidu phi rat

nhiéu bd nho.
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Dbé khic phuc nhugc diém thir nhat, luan an dé xuat st dung cau tric dia
phuong twong tng vé6i timg DTCT dugc goi 1a cip van ranh lién thudc dé ting thém
thong tin cho ddi sanh. Dé khic phuc nhugce diém tht hai, phuong phap méi nay dé
xuat k¥ thuit bd sung ting cuong tip diém DTCT theo hudéng khai thac thém cac
diém luong hoa nam trén cap van ranh lién thudc nay, s€ goi la gia DTCT, dé tim
thém cac cip khong ché méi cho nan chinh TPS. Cubi cung, dé khic phuc nhuoc
diém tht ba, chuong nay dé xuét thay thé phuwong phap nin chinh TPS toan phan
bang phép nin chinh TPS trén cic mién con.

3.2.1. Céu triic van rinh lién thudc va tao sinh cac diém gia PTCT

Phuong phép maéi dua trén st dung thong tin dia phuong ¢ cac cap van ranh
lién thudc cua céc cap diém tuong ung tim dugc. Trudce khi di sdu gidi thi€¢u thuat
toan, ta can noi rd khai niém nay.

Ciu triic van ranh lién thugc

Vi céac thanh phan vi tri va huéng cia DTCT khong du thé hién cdu trac dia
phuong nén Ross [65] d3 dé xuit dung thong tin cu tric dudng van lién thudc dé
so sanh cac cap diém twong tng. Dé mo rong thong tin xa hon & quanh cac diém
nay luan an xét thém dwong ranh doéi ngau cia duong van lién thudc. Chang han,
dbi dién véi mot DTCT kiéu ré nhanhtrén duong van bao gio cling c6 mot DTCT
kiéu cyt trén duong ranh va déi dién véi mot PTCT kiéu cut trén dudng van bao gid
cling c6 mot DTCT kiéu r& nhanh trén dudng rinh, ngugce lai ciing ding d6i voi anh
ranh (&m ban). Nhu vay, cap van ranh lién thuéc cia mot PTCT dugce cAu thanh tir
dwong van lién thugc voi PTCT nay va dwong ranh doi ngdu ciia nd ¢ d6. Hinh 3.2

minh hoa mot s6 diém DTCT trén anh van va cac DTCT dbi ngﬁu trén anh ranh.

o

(b)
Hinh 3.2: Cac PTCT trén duwong van (ddm) c6 PTCT dodi ngiu trén rinh (manh).
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Mot sb to hop cAu hinh PTCT cung cdp van ranh lién thudc cua ching dugc
minh hoa trong Hinh 3.3.

NI
WA 7

(a) (b) () (d)
Hinh 3.3: (a) Poan vén ngin dang dao (Island) ¢6 dwong rinh d6i ngiu hinh hé nwéc;

(b) doan van hinh nhinh c6 dwong rinh d6i ngiu hinh nhanh véi hwéng nguoc lai;
(c) Pdi ngiu véi doan van hinh ciu ndi l1a hai dwong van gip nhau; (d) Puwong vén
dirt nét hay dwong ranh dinh nét khong phii 1a PTCT nén khong c6 PTCT dbi ngiu.
Tao sinh cdc diém trén ciip van ranh lién thugc va bo sung cdc cip diém twong teng:

Ky hiéu 1 1adé dai (thuong dugc chon ~ 2 bude van) va l,,,=4l,. Tap cac
diém gid DTCT dugc tao sinh trén cAu tric van ranh lién thudc ciua cac cap diém
tuong tng nhu sau: Véi mdi diém PTCT, ta do tir diém nay trén anh van va tir diém
DTCT d6i ngiu trén anh ranh dé xac dinh cac diém luong hoa cach déu nhau véi
bude 1, cho dén khi gap diém bién hodc do dai vuot qua nguong 1., thi dung. Cac
diém nay goi 1a gia DTCT. Dbi véi mot cap diém DTCT twong Gmg chinh danh thi
hai cip vén ranh lién thudc cua ching cling tuong tng véi nhau. Vi vay, sau khi ddi
sanh trén hé toa do riéng cua cac diém gia DTCT nay s& chon duoc nhitng cip gia
DTCT twong ung dé bd sung véo tap ding lam cac cip diém khong ché. Hinh 3.4
minh hoa cac diém gia PTCT dugc tao sinh véi bude do dugc luong hoéda 1,. Khi
phan bd cac cip diém gia DTCT nay khong phu hop, tirc 1a khong thé dung k¥ thuét
chon thém diém khdng chécho nin chinh TPS dia phuong & muc sau thi ta xem
chung khong la cdp tuong tng nita. Nhu vay phuong phap nay cho phép tang kha

nang phat hién cdp van gia danh.

Diéem gia

Hinh 3.4: Cac diém gia PTCT dwoc tao sinh & diém m; v6i buée lwong hoa 1y
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Céc cap van ranh dugc trich chon va luu cung b DTCT trong giai doan trich
chon va danh gia DPTCT duéi dang da tuyén, két qua cua thut toan xip xi tuyén
tinh dudng van va dudng ranh. Do chi luu cic dinh da tuyén nén b nhé luu trir cip

van ranh lién thudc duoc tiét ki€m to1 da.

Dé d6i sanh hai DPTCT duoc gia dinh 13 twong tmg m; va m; cung cac ¢dp van
ranh lién thudc ciia ching, ta chi can chong hai DTCT tring khit 1én nhau rdi lan
luot kiém tra cac cap gia PTCT twong Ung trén van va trén ranh c6 tring khép véi
nhau hay khong. Do giéng giita hai DTCT tuong tng S(m;,m;) cling duogc tinh
tuong ty nhu d6 giéng giita hai van tay dung cong thirc (3.3), tirc 1a bang binh
phuong s cap gia DTCT trung khép trén tich cac sé luong gia DTCT phat hién

duoc cua tirng m;, m.

Khi cai dat thuc nghiém, cap DTCT tuong ung dugc coi 1a tin cdy (khong bi
loai) néu c6 it nhat 4/8 cip gia DPTCT cua ching 1a trung khép.

3.2.2. Phan mién d6i sinh TPS va chon cic cip diém khéng ché

Dé thuc hién d6i sanh TPS ting phan ta can phan anh thanh 9 mién con va
chon cac diém khdng ché trén cho bién d6i TPS ctia mdi mién.
Phén mién déi sanh TPS

Véi mdi tap ciap diém tudng tng di biét, ta xac dinh bao 16i cia ching trén
mdi mit phing anh theo k¥ thuat dé xuit trong[34]. Pudng kinh 16n nhit cua bao
16i s& duoc dung 1am truc hoanh ciia mit phang anh twong (mg va tim 1a trung diém
ciia nd. Chia mit phing thanh tim phan bang cac tia quét tir gdc toa do voi bude
45°. Tach mién trung tdm & gbc c6 ban kinh R, (chon truc=4mm), phia ngoai 1a 8
mién duoc phan theo tia quét. Nhu vay anh véan tay duoc chia 1am 9 mién con dé
d6i sanh DTCT.
Chon cdc cp diém khéng ché cho bién doi TPS

Trén mdi mién con dang xét, xac dinh ludi vudng véi bude h=4mm véi cd
anh chuin. Trén mdi 6 ta 14y nhiéu nhit mot diém khéng ché (néu co) trong tap

diém DTCT twong tng hodc gia DPTCT theo th ty vu tién: diém DTCT, gan tim 6
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nhét, theo thr tu trai sang phai va trén xuéng duédi. Do cach tao sinh & muc 3.2.1,
tap cac diém khéng ché nay s& duoc xac dinh theo timg cip. Néu trén mién nay co
qua it cap diém khong ché thi ghép véi mién lién ké dé tim bién dbi TPS.

Bay gid ta mo ta thuat toan nin chinh ting phan (P-TPS) dé ddi sanh vén tay
nhd nén chinh TPS ting phén sir dung céu trac diém di néu.

3.2.3. Mo ta thuat toan P-TPS

Véi hai anh vén tay I, I;, cac tap DTCT lan luot 1a Mgy, M, bién d6i affine
ban dau cho phép tim duoc cac cip diém twong Gmg M, va cip cc diém van ranh
lién thude M, * dd dugc xac dinh, phwong phap doi sanh TPS tirng phan ap dung
thuat toan P-TPS dugc mo ta trong Hinh 3.5.

Trong thuat toan nay, dya vao cac cip diém tuong Gmg ban diu, mot tip cac
cap diém PTCT phu tuong tmg duogc tao sinh tir cip van ranh lién thudc cia chung
dé tang cuong va sang loc, chon ra tap diém khong ché cho timg mién dé nin chinh
TPS tirng phan. Trén co so két qua nin chinh dia phwong, thut toan phat hién thém
cac cip diém DTCT twong tng méi trén tirng mién va sau do tinh lai diém do gidng
tong thé giita hai anh. Viéc tinh diém do gidng ¢ cong thirc (3.3) xét ng, n¢ la sO
luong cac DPTCT thudc ving giao cuia hai van tay dugc udc luong tai mdi budce tir
bao 10i cta tap diém khéng ché mo rong. Thu tuc nay dugc 1ap cho dén khi du diéu

kién quyét dinh hodc tap cap diém tuong tng khong mé rong dugc nita.

Dir liéu vao: Tap DTCT M, M,; S6 BTCT n, ng; Tap céac cap DTCT tuong ung ban
dau M, vé6in cap [7-11,87], tap n* cac cap PTCT m¢d rong tuong ung M, * (trich chon
tir cac cdp van ranh lién thudc). Ngudng nén chinh s,,,,, S, Budc lugi: step;

Dix liéu ra: So diém tuong ing sau nan chinh n’ va dg giong tong thé cta hai van tay s.

1. Sang loc tap cac cap diém DTCT tuong (rng theo cdp van ranh lién thudc:

(n 12 86 cap DTCT ban dau, n' <= n 1 két qua sang loc theo cdp vén ranh lién thudc).

2. Tinh @0 giéng s = n’z/(n,*nq). Néu s¢ [Smin> Smaxls chuyén sang 6;

3. Tang day tap cac cap diém twong Gng bang cach bd sung thém cac diém luong hoa
trén cap van-ranh lién thudc:

3.1. B0 sung cac cap diém luong hoa tuong tng trén cac cdp van ranh lién thudc
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vao tap M, két qua la tip M1*.
(n*>=n'1a s6 luong cc cip DTCT mé rdng twong tng).
3.2. Dung thuat toan [34] tinh bao 16i cuia M *.
4. Chon loc tap PTCT tuong tng n* mé rong:
4.1. Xay dung ludi sang tuyén vudng véi budc ludi step va chia ludi tir gbe toa do
dugc chon 13 diém gitra dudng kinh 16n nhit ndi hai dinh cta bao 10i.
4.2. Chon tap m diém dai dién trén m 6 ludi// néu khong tuong thich thi loai.
4.3. Phan hoach 9 ving, gém 1 ving trung tim véi tdm 1a gbc toa dd, gidi han boi
bao 161 va 8 viing phan tam chia boi 8 tia quét tir tim theo gbc 45° nim ngoai bao 15i.
4.4. Nin chinh timg phan trén timg phan hoach va tinh sé cip diém tuong Gmg n’
moi, M; méi, do gidng mai: s = n ’2/(nt*nq).
5. Néu (n’ = n) hodc (s>S,.q ) chuyén sang 6 néu khong:
51.n<n’;
5.2. Quay lai 2;
6. Két thuc.

Hinh 3.5: M6 ta thuat toan P-TPS.

Uu diém ndi bat cia thuat toan P-TPS thé hién trén cac diém sau:

- Viéc d& xuit dung cip van ranh lién thudc dé sinh cac gia DPTCT dung dé
sang loc ¢6 wu thé hon han vé do phtc tap tinh toan va do phan biét so voiG-
TPS phai quay lai anh gbc dé tinh cac twong quan mirc xam lan can xung
quanh DTCT va doc canh dén 2 DTCT lang giéng gan nhét. Viéc sang loc
nay giup phat hién cic cip twong Gmg "nham" trong truong hop gia danh va
loai truge khi ndn chinh nén loai duoc rit nhiéu phép nén chinh thtra.

- Viéc khai thac thém cac diém gia PTCT dé ting day tap diém khdng ché dé
tir 46 chon ra tap diém khéng ché phan b dong déu hon nén cho phép nan
chinh dat d6 chinh x4c hon, hiéu qua hon. (Vé thyc chat phuong phap P-TPS
khong chi dung tap cac cap PTCT tuong tmg dé nan chinh ma con mé rong
dung thém thong tin dudng van va dudng ranh nén dat hiéu qua nan chinh

cao hon so voi G-TPS).
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- Viéc dé xuét giai phap phan hoach khong gian dya trén mién giao chung cta 2
van tay dé tién hanh nin chinh timg phan sir dung tip diém khéng ché phan bd
ddng déu dem lai hiéu qua cao hon, nho thay vi phai hé phuong trinh tuyén tinh
nhiéu bién ta chi giai mot sb it cac hé phuong trinh it bién hon, dong thoi ciing
dat d6 chinh x4c nan chinh cao hon nhd khir duoc sai sd Ity tich.

Két qua thuc nghiém dudi dy s& phan anh duoc phan nao cic nhan xét trén.
3.3. Két qua thue nghi¢m

Dé so sanh hiéu qua giira hai phuong phap P-TPS va G-TPS, luin 4n dé xuat
kich ban thtr nghiém cai dat ca hai thuat toan va so sanh hiéu qua ddi sanh. Véi tung
phép ddi sanh, ca hai thuat toan P-TPS va G-TPS déu sir dung chung tap céc cip
DTCT ban dau dugc xac dinh nho thuat toan VF(Verifinger 4.2) [87].

Mic du két qua thyc nghiém cua luan an tién hanh trén CSDL chi ban
C@FRIS DB cua Cong an Ha Noi va hé C@FRIS [10,11] cho thdy phuong phap
méi tot hon so véi phuong phap G-TPS [52], song dé khach quan, muc nay trinh
bay Kkét qué thtr nghi¢m cuia hai thuat toan trén CSDL FVC2004 (DB1, DB3) [86].
Hai CSDL nay c6 nhiéu van tay bién dang rat dang ké, mdi CSDL chtra 800 anh
van tay ciia 100 ngén khac nhau, mdi ngoén in 8 1an, DB1 bao gdm cdc mau van tay
duoc thu nhan bang bo cam bién quang hoc «CrossMatch V300», DB3 dugc thu
nhan bang thiét bi cam ng nhiét «FingerChip FCD4B14CB» ciia hing Amtel.

Trén tirng DB, qua trinh thyc nghiém dugc tién hanh nhu thé 1é cta cudc thi
FVC2004 [86], d6 1a: Cho chay kiém tra (8*7/2)*100 = 2800 phép ddi sanh cac cip
van tay do cing mot ngodn in ra va chay kiém tra 100%¥99/2 = 4950 lan lap dé ddi
sanh cac cdp van tay khac ngon in ra dé udc lugng duong phan bd diém sb (score):
Chinh danh va gia danh, cdc duong phan bd cac sai sé theo ngudng d6 gidng S,
FAR(S,), FRR(S,) . Dya trén cac phan bd udc luong duoc, ta xdy dung dudng ROC
(Receive Operating Curve) phan anh mdi quan hé phu thudc 13n nhau cua hai loai
sai s6 FAR va FRR. Tir dudong cong ROC c6 thé dé& dang doc duoc cac tham s co
ban phan anh khach quan nhét d6 chinh xac cua thuat toan, do la: EER, FAR100,
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FAR1000, zeroFAR, zeroFRR. Tir cac phan bd trén, ngudng Smin 13 gid tri ngudng
16n nhit ma FRR(S) = 0, va Sy 12 gié tri ngudng nho nhit ma FAR(S) =0.

Bang 3.1: So sanh d chinh x4c nin chinh trén CSDL FVC 2004 DB

FVC2004 EER(%) FAR100(%) FAR1000(%) ZeroFAR(%)
DB VF | G-TPS|P-TPS| VF | G-TPS | P-TPS | VF | G-TPS | P-TPS | VF |G-TPS |P-TPS
DBI1 3.91 324 (248 |7.11| 589 | 4.68 |12.43| 11.47 7.76 |17.96 | 14.70 [12.13

DB3 4.03 197 | 125 | 743 | 3.16 | 222 (12.64| 7.59 5.47 |14.32] 9.18 |7.19
Trung binh | 3.97 | 2.61 | 1.87 | 7.27| 4.26 | 345 |12.54| 9.53 6.62 |16.14 | 11.94 | 9.66

Ghi chii: FAR100 (phan trim FRR nho nhat khi FAR<=1%), FAR1000 (phan trim
FRR nho nhét khi FAR<=0.1%), ZeroFAR (phan trim FRR nh6 nhit khi FAR=0%).
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(2) FVC2004 DB1 (b) FVC2004 DB3

Hinh 3.6: So sanh dwong ROC cia phwong phap G-TPS va phwong phap P-TPS trén
CSDL FVC2004 DB1, DB3.

Béng 3.2: So sanh thoi gian va by nhé cia hai phwong phaptrén CSDL FVC 2004 DB

Chinh danh Gia danh
FVC2004 _ _
DB Thoi gian (ms) B0 nhé (Kbytes) Thoi gian (ms) B0 nhé (Kbytes)
G-TPS | P-TPS | G-TPS | P-TPS| G-TPS | P-TPS | G-TPS |P-TPS
DBI 83.4 78.33 307.56 | 1.79 83.37 47.06 306.66 0.91
DB3 60.7 46.65 144.46 | 2.35 53.25 34.18 142.11 1.08
Trung binh | 72.05 62.49 | 226.02 | 2.07 68.31 40.62 224.39 0.95
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Két qua thir nghiém hai phuong phap nin chinh duoc thé hién trong Bang
3.1, két qua so sanh hai dudng cong ROC trén CSDL DBI thé hién trén Hinh 3.6(a)
con CSDL DB3 trén Hinh 3.6(b).

Két qua thtr nghiém so sanh thoi gian ddi sanh va bd nhé st dung cia
phuong phap dé xuidt P-TPS véi phuong phap G-TPS trén CSDL DBI, DB3
FVC2004 dugc thé hién trong Bang 3.2

Két qua thir nghiém trén cung mdt CSDL cho thiy phwong phap nén chinh
P-TPS dat d6 chinh x4c cao hon trén tat ca cac tham danh gia so véi phuwong phap
nén chinh G-TPS. Cu thé vé do chinh xac, trung binh EER cua P-TPS 1a 1.87% thép
hon phwong phap G-TPS 2.61%. V& thoi gian ddi sanh trung binh ctia phuong phap
P-TPS 1a 62.49ms cho ddi sanh chinh danh va 40.62ms cho d6i sanh gia danh giam
hon so v6i phuong phiap G-TPS 1a 72.05ms cho dbi sanh chinh danh va 68.31ms
cho d6i sanh gia danh. V& bo nhé st dung trong qua trinh thuc hién chuong trinh,
phuong phap P-TPS chi st dung 2.07 Kbytes cho dbi sanh chinh danh va 0.95
Kbytes cho dbi sanh gia danh it hon rat nhiéu hon so v6i phuong phap G-TPS la
226.02 Kbytes cho ddi sanh chinh danh va 224.39 Kbytes cho d6i sanh gia danh
thuc hién trén cung mot may Intel Pentium 4, 2.8 GHz.

3.4. Két luan

Trén day luan an da dé xudt mot phuong phap méi dé ddi sanh van tay ding
mo6 hinh nén chinh TPS tirng phan két hop sir dung cu trac thong tin vé van ranh
cuc bd 1a cdp vén ranh lién thudc. Uu diém nbi trdi ciia phurong phap dé xuat so véi
phuong phap G-TPS dugc thé hién trén nhidu mit:

Thér nhat, dua vao su dung cac diém lugng hoa trén cap van ranh lién thude
goi 1 gia DTCT vira dung nhu ngudn thong tin cuc bd co do tin cdy cao dé tham
dinh lai tp cac cip diém DTCT twong tng tim dugc ma khong doi hoi tinh toan
phtrc tap. So v6i phuong phap G-TPS phuong phap P-TPS gitp giam do gidng ddi
vGi cac cdp van tay gia danh trudc khi nan chinh nén han ché duoc rat nhiéu phép
nan chinh thira vira ¢6 gia tri ting nhanh toc d6 d6i sanh vira cai thién thém phan b

gid danh (Imposter).
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Thir hai, trong khi phuong phap G-TPS chon tét ca cac cap DTCT lam diém
khéng ché thi phuong phap P-TPS dé xuit vira bo sung thém cac diém gia DTCT dé
ting kha ning lya chon, vira dua ra phuong 4n sang loc bét cac diém khéng ché
trung thira, gitp xac dugc tdp diém khéng ché phan b dong déu hon trén mit
phing anh, giup mé rong thém vung nin chinh va nin chinh hiéu qua hon.

Thir ba, viéc dé xuat dung k¥ thuat nin chinh ting phan thay cho ky thuat nin
chinh toan phan giup nin chinh chinh xac hon nhd phan 4nh sat hon cac théng tin bién
dang dia phuong, khic phuc dugc hién tuong sai sb liy tich nén cho 101 giai chinh xéac
hon. Do dat hiéu qua nan chinh toan cuc cao, xac dinh dugc nhiéu hon s cap diém
DPTCT tuong g cho cac cap van tay chinh danh, nén phuong phap P-TPS cai thién
dugc duong phan bd Genuine tt hon.

Két qua thyc nghiém trén cac CSDL FVC 2004 (DB1, DB3) cho thdy cac
khing dinh néu trén 1a c6 can cr thuc té. So voi phuong phap G-TPS, phuong phap
méi P-TPS cai tién duge ca phan bd chinh danh va phan b gia danh, tir d6 giam
thiéu duoc déng thoi ca hai loai sai s6 FAR va FRR, nang cao ro rét hi€u qua débi

sdnh ma thoi gian va by nhd sir dung cling dong thoi dugce giam xudng nhiéu hon.
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Chwong 4. TO CHUC DU LIEU

VA BAO VE AN NINH AN TOAN HE THONG
K¥ thuat phan doan trong Chuong 2 gitp ta xay dyng CSDL éanh van tay luu
trit, phuong phap dbi sanh van tay trong Chuong 3 giup ta to chirc va bao vé an
ninh dit liéu. Chuong nay dé xuat mot s6 giai phap té chtrc di liéu thudn tién cho tra
clru va bao vé an ninh, ngin ngira cac phuong thirc tin cong pha hoai hé théng.
4.1. T6 chirc dir liéu phuc vu phwong phéap truy nguyén véan tay tw dong

Hién nay ¢ nudc ta, Nganh Cong an da dua vao st dung cac h¢ nhan dang
van tay ty dong AFIS. Thyc té hién nay nhiéu hé thong AFIS trén thé gidi di nhap
va dua vao sir dung ¢ nudc ta, chi yéu van dang xir 1y tra tim bang phuong phap
dbi sanh tuan tw nén thoi gian tim kiém rat cham chap. Dé truy nguyén 1 ddu van
tay hién truong trén CSDL 1,5 tri€u chi ban 10 ngébn h¢ SAGEM MORPHO AFIS
(Phéap) thong thudng phai mat hang gio méi cho ra két qua. Hé AFIX TRACKER
(M¥) chi ding dé truy nguyén diu van tay trén CSDL nho dudi 10.000 chi bén,
nhung toc d6 truy nguyén ciing 1én dén 10 phat/1 yéu cau.

Trong caché AFIS, cic yéu ciu vé do chinh xac va tdc do truy nguyén,ddi
sanh 1a nhirng tiéu chi danh gia quan trong nhat. Dé truy nguyén, dbi sanh van tay
v6i CSDL van tay dang ky, thuong cac hé AFIS déu tién hanh theo hai cong doan:
Cong doan dbi sanh theo thong tin thudc tinh anh co ban (dang van co ban, cc sb
dém van trich chon duoc trén co sé dinh vi diém di thuong va mat do duong
van);Cong doan d6i sanh theo DPTCT (cac diém két thiic, diém r& nhanh phan b
ngau nhién trén bé mit anh van tay) [56,63]. Nho ki thuat danh chi sé phan cép
theo cac thudc tinh co ban cta anh, mot sb luong 16n chi ban thudc nhém phan loai
khac so véi chi ban truy van bi loai tir ddu nén cong doan tha nhét duge thuc hién
rat nhanh chong va hiéu qua. Riéng cong doan ddi sanh theo DTCT, hé théng khong
6 cach nao khac 1a phai dbi sanh vén tay truy van véi tat ca cac van tay trén danh
sach dau ra cua cong doan thir nhat.

Doi voi hé AFIS qui md nho, viée dbi sanh theo DTCT bang phuong phap

xt 1y tuan ty trong nhidu truong hop van dat duoc két qua mong mudn trong
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khoang thoi gian chap nhan dugc. Tuy nhién, khi co s¢ dit liéu anh 16n dén hang
tri¢u, tham chi hang chuc tri¢u chi ban, ching doi héi khong gian luu trix rat 16n,
hang terabyte hay hang chuc terabyte, thi thoi gian xtr Iy truy nguyén, truyén dir liéu
trén mang boi viy ciing ting 1én rit dang ké nén giai phap d6i sanh tuan tw khong

con tac dung.

bé giai quyét van dé dat ra, nham dat duoc toc d6 ddi sanh van tay hi€u nang
cao, can phai thay thé giai phap ddi sanh tuin ty bang giai phap song song dé dam
nhén cac nhi€ém vu trén. Chuong nay khong dé cap lai thuat toan va do chinh xac ddi
sanh van tay cu thé duoc cai dit trén cac nat, vi vin dé nay da trinh bay chi tiét trong
Chuong 3 [16,60], ma chi tip trung vao thiét ké cdu hinh cum may tinh két néi mang,
phuong phép t6 chirc CSDL anh, danh chi sd anh, giai phéap to chic déi sanh song
song hoa dua trén viéc phan phdi ning luc tinh toan cho cac nit xu 1y song song,
cling nhu giam sat qua trinh tinh toan va tip hop danh sach két qua cudi cung. Két

qua cua giai phap nay da duoc cong b trong hoi thao khoa hoc quéc gia [18].

Dé danh gia, CSDL C@FRIS gdm 2,5 triduban ghi luu anh van ngon tay thu
nhan tir ting thu cin cudc can pham dugce dung dé thir nghiém giai phap dé xuat.
Két qué thtr nghiém cho théy thuat toan dé xuét hoat dong hi¢u qua, dat do chinh
xé4c cao va dugc dua vao tng dung thuc té dé xdy dung phuong phéap truy nguyén
van tay cao toc nham nang cap phan hé phian mém tim kiém, dbi sanh cia hé
C@FRIS trudce day da dung phuong phap ddi sanh tudn tw.Chi tiét vé& phwong phap
truy nguyén van tay cao tdc s& duogc trinh bay trong Chuong 5.

Muc nay sé& trinh baymé hinh t6 chtrc dir liéu phuc vu xtr 1y song song dé
truy nguyén van tay trén CSDL dung lugng 16n.

4.1.1. Bai toan di sanh vén tay cao toc

Bai toan d6i sanh van tay cao tde, duoc phat biéu vén tit nhu sau:

Cho hé¢ thong co so dit lidu anh van tay luu trir dung luong 16n, gdm hang
triéu chi ban 10 ngén (ching han C@FRIS DB), hiy xiy dung giai phap truy
nguyén mot ddu van tay trén co sé dit liéu d6 sao cho thoi gian cho ra két qua trong

khoang thoi gian xac dinh, chiang han trong pham vi dudi 1 phit.
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Vén dé chung cua cac tng dung trén CSDL anh dung luong 16n 13 su cong
kénh, kém hiéu qua vi chung doi héi khong gian luu trir rt 16n, hang terabyte hay
hang chuc terabyte, thoi gian xtr Iy d6i sanh trén cic may tram va thoi gian truyén
dir liéu trén mang béi viy ciling ting 1én rat dang ké.

Véi hé thdng nhan dang van tay C@FRIS, dé tim kiém mot chi ban van tay
10 ngoén trén CSDL 250.000 chi ban, goi l1a d6i sanh 1:N, ta chi mit thoi gian 30
gidy. Khi CSDL ting 1én 10 lan thi ngoai viéc phai dam bao du dung luong bo nhd
va toe do tmyén dwr liéu, thoi gian tim kiém tuan tu chic chén s& phai tang 10 lﬁn,
tire 1a khoang 300s (5 phut).

Mot tinh hudng twong tu khac, c6 phan phirc tap hon, détim kiém mot dau
van tay 1 ngdn, khong xac dinh ngén, trén CSDL 2,5 tri€u chi ban 1 ngdn, hé¢ théng
C@FRIS phai mat thoi gian khoang 50 phat (khong tinh thoi gian tham dinh). Néu
CSDL ting 1én 10 14n, tirc 1a 18n t6i 25 triéu chi ban 1 ngoén thi thdi gian tim kiém
tudn tu s& phai ting 10 1an, tirc 1a 500 phut.

Nhiém vu dit ra 13 lam thé nao dé rat ngén thoi gian tim kiém trén CSDL 2,5
triéu chi ban?

4.1.2. Mo hinh xir ly song song trong nhian dang van tay
M@é hinh song song héa thudt todn déi sanh 2 vin tay

Trong thuat toan d6i sanh 2 vén tay, vé nguyén tic ta co thé tién hanh song
song hoé céc pha: cai thién anh, trich chon dac diém, phan loai anh cling nhu pha
doi sanh.

bac biét 1a, do cac anh van tay duoc biéu dién dudi dang ma tran, nén cac thuat
toan xtr 1y anh rdt d& tién hanh song song hoa (xem [50]).Tuy nhién, trong cic hé
AFIS, viéc tién xir 1y va trich chon dac diém trong pha tra ctru, lai chi dugc thuc hién
1 14n cho 1 yéu cAu nhén dang. Con trong pha xdy dung hé théng, mot may PC trong
1 ngay 24 gio co thé ty dong mi hoa duoc dén 10.000 chi ban nén nguoi ta thuong
dung nhiéu tram xir 1y theo don vi ca chi ban 10 ngén cua dbi twong ma it khi phan

phéi chil van tay cho nhiéu nat cung xir Iy. Trén thuc té, do thoi gian ddi sanh 2
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van tay theo 2 bd ma cia chiing da rat nhanh, chi trong vong 2-3 gidy, nén mé hinh
song song ho4 thuit toan dbi sanh 2 van tay theo 2 bd DTCT ¢ rat it ing dung.
Nhu vay viéc song song hoa thuat toan it hira hen dem lai hi€u qua tdt nén

luan an tap trung vao song song hoéa dir li€u.
M@é hinh song song héa qud trinh truy nguyén theo géi nhiéu yéu ciu

M6 hinh song song hoa nay thuong duoc ap dung cho bai todn nhan dang
van tay dua trén viéc phan hoach CSDL. Theo md hinh nay CSDL téng thé duoc
luu trén may chu, dugc phan hoach thanh cac CSDL con déu nhau, chéng han phan
hoach theo theo gi6i tinh, theo khoang sb thi tu ban ghi (Rowld), theo mi ngon tay.
Khi ¢6 nhiéu yéu cau dbi sanh dudi dang ma van tay dugce gui téi may chu CSDL,
may chu s€ tién hanh can ct vao cac thudc tinh co ban chfmg han nhu giéi tinh, ma
ngoén, dang co ban, s6 dém vén rdi phan phdi yéu cau dén cac nut xir Iy song song
(thuc chit 1a 1 PC hay 1 bladeserver) dé tra ctru trén CSDL con do may chu chi
dinh. Qua trinh ddi sanh duoc thuc hién trén cac nat d6 1an luot theo tung don vi la
1 yéu cau. Sau cung, may chu tong hop két qua lai, tra vé cho ngudi yéu cau dé tién

hanh thadm dinh.

Thong thuong, mé hinh song song hoa ndy dugc cai dit theo kién tric mang
phan tan co truyén thong tip trung. Uu diém cua hé théng nay 1a tinh don gian, do
tang toc cia thut toan 16n, giam dang ké thoi gian xt 1y, lai khong yéu cau ciu
hinh cac nat lwu trir manh, dan dén gia thanh cta hé thong ré, phu hop voi nhiéu
ngudi str dung, dic biét dbi v6i nhirng tmg dung thuong mai va phap 1y ¢6 nhu cau
giai quyét cung lic hang loat rat nhidu yéu cau. Tuy nhién, han ché cia mé hinh
phan hoach CSDL 14 do tirng nat xir 1y theo don vi 1 yéu cau trén CSDL riéng nén
kho phan phdi can bang tai duoc cac nut khi tham gia tra ctru chi mot sé it yéu cau.
Chéng han khi tra ctru mot hay mot sb it ddu vét van tay thi c6 nut hoan thanh qua
nhanh do c6 it d6i tugng tim thay trén CSDL con duoc phan céng va cd nat hoan
thanh qua chdm, nén téng thdi gian dé hoan thanh 1 yéu ciu bi gia ting. Hién tuong

nay rt thudng gip nhat 1a khi cac CSDL con dugce quét nhdp tir kho chi ban da
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phan loai. Vi du: khi tra ddu vét hién truong c¢6 dang co ban 1a van quai thi niit nao
duoc phan cong tra ciru trén CSDL con chira nhiu vén tay dang van quai s& phai
1am viéc nhiéu nhat, con cac nit tra ctru trén CSDL con chtra toan cung thudng s&
hoan thanh nhanh va s& phai nghi néu khong c6 yéu ciu khac. Dé khic phuc han
ché nay, luan 4n dé xuit phuong phap khong dwa trén viéc phan hoach truéc CSDL
ma phan cong nhiéu nut cung tra ctru truy nguyén 1 yéu cau trén 1 CSDL chung,

goi 1a song song hoa qua trinh truy nguyén timg yéu cau.

4.2. Dé xuit giai phap t6 chirc co s¢ dir liéu hiéu qua cho ddi sanh truy nguyén
van tay theo tirng yéu ciu

Y tuong chii dao ctia giai phap dé xuat dua trén hai cong doan 13:Cong doan
thir nhét 13 t6 chirc danh chi s phan cip theo cac thudc tinh van tay co ban dé rut
ngan thoi gian tim kiém theo nhom phan loai; Cong doan thir hai 14 phan chia danh
sach can ddi sanh theo DTCT thanh cac goéi nho, phan cong nhiém vy tinh ton cho
céc nut ddi sanh song song, giam sat qua trinh tinh todn va dwa ra danh sach két qua
cudi cung dé rat ngan thoi gian ddi sanh theo PTCT.

Dé thyc thi y tudng trén, ta tién hanh cac cong doan nhu sau:
Té chivc ddnh chi sé phén cip CSDL theo cdc thudc tinh anh vin tay co bin:

Dénh chi sé 1a k§ thuat quen thudc dbi v6i cac bai toan quan Iy CSDL.
Thong thudng can tra tim theo trudng nao thi ngudi ta s& tién hanh danh chi sb theo
truong do, myc dich 1a tranh phai tim kiém theo kiéu vét can, tirc 1a duyét danh sach
tir dau dén cudi. Tuy nhién, dbi véi anh van tay van dé nan giai 1a & chd sé thudc
tinh co ban nay (dang co ban) rat kho trich chon, thuong c6 d6 tin cdy khong cao do
chét luong anh khac nhau giy ra su nhdp nhang trong dinh vi va phan loai.

Trong g dung cho cac hé cin cudc cong dan va cin cudc can pham, mdi
van tay duoc biéu dién dudi dang mot ban ghi gdm cac trudng co ban sau:

-S4 cin cude ddi twong quan 1y;

Céc truong vé thong tin nhan than (ho tén, ndm sinh, gidi tinh, dia phwong);

Ma s0 ngon;

- Dang van tay co ban,;
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- S6 dém van trai, s6 dém van gitra, s6 dém van phai, mat d¢ duong van;

- Bo BDTCT;

- Anh van tay (d6 phan giai chudn 500 dpi, khoang 5 MB cho ca b 10 ngén).

Dé danh chi s6 phuc vu tra tim chi ban 10 ngén véi chi ban 10 ngén (TP/TP),
giai phap dé xuét 1a dung k¥ thuat danh chi s phan cép theo té hop dang co ban 10
ngoén do hé thdng tu dong trich chon va trong ting td hop, tiép tuc danh chi sb theo
cac sb dém van va mat d6 duong véan cua cac ngdn. Ddi véi tng dung tim kiém déu
van tay hién trudong (LP/TP), giai phap dé xuit dung cac trudong: ma ngdn, dang co
bén, cac sb dém van va mat do van dé danh chi sd.

Viéc nghién ctru trich chon tir anh van tay cac thudc tinh co ban voi do tin
cdy cao hon dung dé danh chi sé van con 13 mot bai toan md [25,26,44,61]. bé
giam thiéu sot lot trong qua trinh tim kiém, tirc 1a giam thiéu sai sé tir chdi sai
(FRR), luan an dé xuit giai phap tim kiémmo theo cach dung ca mi chinh va cac
ma phu dé ma cac thudc tinh nhap nhﬁng, co6 do tin cay thép. Chéng han, mot van
tay dang xody nhung do s dém van it nén c6 thé bi phan loai nham sang dang van
hinh quai, ta can tim kiém theo ca van xody va van quai, ma chinh 13 xody tim
trudc, ma phu la quai tim sau. Tuong tu, ddi v6i sb dém van cling vay, do chat
lugng van kém nén mdi lan dém, hé théng 6 thé cho két qué khac nhau nén khi tim
kiém ta can tim kiém theo khoang s dém van. Van d& 1a néu xtr 1y chinh/phu qué
nhiéu thi danh sach dau ra s& 16n theo. Trong trudng hop ddi sanh 1:N, giai phap
danh chi s6 va sap xép két qua tra ciru theo thr ty wu tién phan cp theo thudc tinh
va cudi cling theo d9 giéng 1a cach thirc hiéu qua nhat dé rit ngan thoi gian va danh
sach tim kiém trung binh trén thyc té, ma van giam thiéu dugc déng thoi hai loai sai
s6 tir chdi sai va tiép nhan sai (FAR) vi sai s6 FARy = N* FAR [51]. Tuy nhién, day
chinh 13 mét loi thé cua giai phap tra ctru song song ¢ thé mang lai: Lay toc d6 dé
bu cho d¢ tin cay, tuc la léy $6 luong bu cho chét luong.

Phén chia danh sdch cin déi sanh theo diic diém chi tiét thanh cdc géi nhé:

Khi xir Iy mot khéi lwong 16n cong viée, "chia dé tri" 1a nguyén 1y co ban

thuong duoc lya chon nhat. Mot may khong lam néi thi nhidu may hop lai, nhung
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phan chia thé ndo va sé may hop lai nhidu dén bao nhiéu 1 du. Trén thyc té, sd nit
song song thudng khong thé mé rong tuy y, ma chi giéi han boi nhu ciu ting bai
toan cu thé, boi kinh phi ddu tu hodc bdi sé ban quyén (license) phan mém han

chéduoc trang bi.

Céch tiép can ¢ day 1a dung k¥ thuat phan chia yéu cau xu 1y trén CSDL
dung luong 16n theo phwong thirc ma ngudi ta van tién hanh phan phdi cong viée
trong mot Trung tdm tiép nhan cudc goi Call Center cia Canh sat 113. Néu chi c6
mot may di¢n thoai truc thi tai mot thoi diém Canh sat 113 chi xur 1y dugc 1 cude
goi. Néu ¢6 cudc goi thtr hai, may s€ bao ban. Khi c6 nhiéu vu viéc xdy ra don dap,
Trung tdm 113 véi mot may s& khong dap ung duoc yéu cau. Dé khic phuc, ngudi
ta dung Call Center, mot t6 hop cac may dién thoai duogc két ndi v&i nhau thanh mot
tong dai con, c6 kha ning tiép nhin dong thdi nhidu cude goi va phan phdi diéu
chuyén cong viéc 1an nhau mot cach linh hoat. Vi trung tim xir 1y cudc goi nhur
vy, Canh sat 113 cing lic ¢ thé xir Iy song song nhiéu cong viéc va hiéu qua hé
thdng boi vay duoc do bang sb cudc goi ddng thoi duge tiép nhan, xir 1y. Dé chuyén
mon héa, ngudi ta con dung ky thudt phan nhom dé xir 1y. M&i nhom chi chuyén
trach xir Iy mot 16p yéu cau. Viée diéu phdi trong Nhom va gitta cac nhom ciing
dugc dam bao mot cach linh hoat twong tu nhu gitra cac may.

Dé xiy dung giai phap dbi sanh song song cho cum mady tinh ta t6 chuc hé
thdng cum may tinh theo cac chirc niang nhu sau:

May chii tiép nhin yéu cau vatim kiém theo thuc tinh co ban, phin chia danh
sdch thanh cdc géi nhé va phin phoi nhi¢m vu:

May chilam nhiém vu tiép nhan ddng thoi nhiéu yéu cau tim kiém tir cac
may tram giri dén. Mot may chu sin sang cao, hoan toan c6 kha ning dam nhén chirc
ning tiép nhan, phan goi va phan phdi yéu cau mot cach hidu qua. Nhiém vu ctia may
chu nay 1a tim kiém yéu cau theo cac thudc tinh anh co ban thuong dugc thé hién
dué6i dang mét cau truy vin SQL. Két qua 13 may chu dua ra mot danh sach cac chi

ban théa man yéu cau truy van, s€ duoc goi la danh sach tim kiém theo nhom.
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Trén co sé danh sach két qua tim kiém theo nhom, may chii tién hanh phan chia
danh sach két qua tim kiém thanh nhiéu goi, v6i sd lwong ddng déu trong mdi goi dé
giao cho mdi nit hay nhém nat xir 1y song song tién hanh xur 1y theo nguyén tic can
bﬁng nang lyc: Nhom/nat xur 1y nhanh nhan dugc nhiéu, Nhom/nit xir Iy cham nhan
duoc it. Can bang nhiém vu theo ning lyc 13 sy phan phdi yéu cau xtr Iy giita cac nat
xir Iy sao cho khong xay ra hién twrong chd doi, tranh tinh trang c6 mot s6 nut thi khong
lam hét cong suét, con mot sb nit khac thi qua tai. Truong hop 1y tudng 14 tit ca cac
nat nhit loat tham gia dbi sanh va nhét loat két thic. PO chénh thoi gian cua ca hé
thdng chi sai khac nhau mét khoang thoi gian bang thoi gian 1 nat xir 1y 1 goi.

Cdc nit xir Iy song song nhdn nhiém vu va tién hanh déi sinh:

MJi niit ndy c6 thé 1a mot may tram PC thong thuong (khong can ban phim
hay man hinh) hay dé tiét kiém khong gian va ting hiéu nang xir 1y c6 thé chon mot
hay mot sé gian may chu phién mong (bladeservers), duoc cai dit phan mém ddi
sanh theo DTCT dé 1am nhiém vu xr Iy cac yéu cau do may chu tim kiém diéu
phéi. Cac nut thanh vién duogc can bﬁng nhiém vu theo cach mdi thanh vién tu bao
trang thai thé hién mirc d6 sdn sang nhan viéc, bao gém:

- San sang: Cho nhan nhiém vy xtr Iy, nat xtr Iy chua nhan viéc hoac sau khi hoan
thanh dugc ty dong chuyén sang trang thai nay dé cho nhan cong viéc méi.

- Ban: Pang xir 1y, xtr Iy xong chuyén sang trang thai sin sang.

- Lbi: Pang gip su cb (161 k¥ thuat), gip su ¢b nay hé thong huy viéc, giao goi
viéc ma nat 16i vira nhan cho nut khac san sang.

- Dumng (ngit do ¢6 ¥): Khong giao nhiém vu cho nut nay.

Dé phan phdi viée, may chi tim kiém tién hanh diém danh dé biét nhirng nut
nao tham gia xtr 1y cong viéc va tiy theo trang thai dé tién hanh giao viéc hay huy
viéc giao cho nut khac theo tirng goi nhod coéng viée. Nhu viy, viée phan phdi s&
chiéu theo nang luc, néu nat nao xt Iy nhanh hon s€ dugc lam viéc nhiéu hon, nat
nao xu Iy cham hon s€ dugc phan cong it hon. Hinh 4.1 minh hoa man hinh giam
sat trang thai cac nut xir 1y va theo ddi két qua tim kiém véi dong trén cung 1a mé sb

yéu cau can tim kiém va sb ban ghi can ddi sanh theo DTCT (144750), cot thir nhat
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12 ma s6 nat (Computerld), sau d6 1a thoi gian (Tg) bat dau va khéi lugng ban ghi

xtr Iy trén mdi nut, cudi cung 14 cot trang thai cac nat (Status).

ﬂ Trandg thii che niy clant
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Hinh 4.1: Man hinh diéu phdi hoat ddng trén cic node

Nho viée phan goéi CSDL duoc t chirc mot cach "dong" theo ning lyc twong
tw nhu kiéu phan luéng trén xa 10, nén hé théng duoc dam bao khai thac toi da nang
lwc cac nut tham gia xt 1y, cung phdi hop tim kiém yéu cau va nhanh chéng dua ra
danh sach két qua cudi cung.

Cic mdy tram nhén két qud tim kiém tiv cdc niit tri vé d@é lam nhiém vutham dinh:

Sau khi tim kiém cac yéu cau gui dén tir cic mdy tram, két qua danh sach
dau ra duoc luu trén may chu, dugc sép Xép lai theo thr ty ma ngdén, ma dang van
co ban, s6 dém van,dd giéng cua chi ban tim thiy so v6i chi ban truy vin. Cac may
tram tiép nhan danh sach két qua tir may chu va tién hanh thdm dinh. Trong qua
trinh tham dinh, may tram truy cap dén CSDL anh van tay géc luu trén may chu do
(hodc co thé 1a may chu khac) dé tai cac anh chi ban gdc thudc danh sach tim thay
vé may tram phuc vy tham dinh.

Téng thoi gian d6i sanh song song héa T mot yéu cau trén hé thdng cum may
tinh nhu vay bao gdm thoi gian dbi sanh theo nhom (t,), thoi gian phan goi, diéu
phéi nhiém vu (t,), thoi gian ddi sanh theo DTCT (t3) va thoi gian giri két qua tro lai
cac may tram yéu cau dé tién hanh tham dinh (t,).

Giai phap d6i sanh dé xut di dwa ra phuong phap danh chi sé theo cac thude
tinh ma ngén va dang van tay co ban dé rit ngan thoi gian tim kiém theo nhom (t,),
dua ra phwong phap ddi sanh theo bo DTCT song song trén cac nat, dé rat ngan k
lan thoi gian ddi sanh so voi phuong phap dbi sanh DTCT tudn tu, voi k 1a s6 nat
xtr 1y song song (t; duoc giam xudng k 1an, tic 1 con ty/k). Do phan 16n thoi gian

tim kiém 14 cong doan ddi sanh theo DTCT, cac thoi gian khéac 1a rit ngin nén tong
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thoi gian tim kiém duoc giam xudng khoang k 1an (ty 18 thuan véi sé nat dua vao
xtr 1y song song). Luu ¥ rang giai phap ddi sanh song song chi giai quyét dugc van
d8 thoi gian, khong rit ngin duoc danh sach tim kiém. Tuy nhién nhu di néi & trén,
do loi thé “lay téc do bu do tin cay”, giai phap ddi sanh song song c6 thé mé rong
danh sach tim kiém theo huéng dung thém ma phu dé han ché sai s6 FARy.
4.3. Giai phap bio v¢ an ninh an toan h¢ thong

Hién nay vin dé nghién ctru cic giai phap nhdm dam bao an toan thong tin,
bao mat dir liéu trong cac giao dich dién tir qua mdi truong mang ludn 1a van dé
thoi su duoc tat ca cac qudc gia va cac to chire qudc té quan tim ca vé phuong dién
phap 1y ciing nhu phuong dién k¥ thuit va cong nghé (xem [12,33,56,59]). Nhiéu
cong trinh nghién ctru da dugc dua ra lién quan dén sinh tric hoc (Biometric) (xem
[33,36,66]). H¢ théng an ninh, bao mat sinh tric hoc (Biometric based Security
System) dua trén sy nhan biét hodc thAm dinh céc dic trung vé thé chat hay vé hanh
vi con ngudi dé nhan dang, xac thuc timg chu thé (xem [31,33,56,69]). Hudng tiép
can giai phap an ninh dya trén cac ddu hiéu sinh tric hoc két hop véi ha ting khoa
cong khai thanh BioPKI 12 mét trong cac hudng nghién ciru méi dang dugc thé gisi
quan tAm phét trién (xem [36,68,73]). Giai phap BioPKI trén mang cho phép bao
mat dya trén co ché dam bao cho nguoi st dung dugc ky sinh tric va duoc xéc thuc
sinh tric truy cap bao mat tir xa téi may chu théng qua mang, dong thoi dugc phép
kiém soat cac tién trinh giao dich, kiém soat truy cap dén cac tép tin, biét duoc ai,
cai gi, khi nao, & dau, tic dong nhu thé nao véi céc tép tin va céac giao dich do.
Trong mot thoi gian dai, cong nghé nay méi chi dugc dé cap trén phuong dién ly
thuyét, va gan day né méi duoc hién thyc héa (xem [59,66]).
4.3.1. Giai phap béo v¢ truy cip mang dua trén BioPKI
Gidi thiéu hé thong BioPKI

Hé thdng an ninh thong tin BioPKI-KC 1a san pham cua dé tai KC.01.11/06-10
“Nghién ctru xay dung hé thong kiém soét truy cap mang va an ninh thong tin dya
trén sinh trac hoc sir dung cong nghé nhung”. Hé théng nén BioPKI-KC 1a mét co

so ha tang khoa cong khai tich hop voi hé xac thyuc da sinh trac chii thé nguoi ding
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str dung cong nghé nhung (thé sinh tric Bio-Etoken) dé bao vé khoa ca nhan va cac
thong tin ciia nguoi dung [12].
Gidi phdp bdo mt truy cdp tiv xa trén nén BioPKI-KC

Trong ha ting hé théng BioPKI-KC, nhém tac gia [59] dd dé xuit mot giai
phap bao mit truy cép tir xa dé bao vé cac truy xuit vao mét CSDL qua mang. Mb
hinh cua giai phap nay dugc trinh bay trong Hinh 4.2, bao gdm:

- Nguoi dung (User): mot ngudi ding co6 quyén truy cip vao may chu CSDL.
Ngudi nay dong thoi ciing 1a mot user cua hé thong BioPKI, c6 mot ching
thu s6 hop 16 va mot thé nhung Bio-Etoken dd duoc cip phat béi trung tim
phat hanh chimg thu s6 (CA) tir trudc.

- May khéch (Client): May khach ma tir day User s€ truy cdp tir xa vao may
chu CSDL. Trén méy nay s& dugc cai dit mot md dun client ciia hé théng
bao gém cac churc nang chinh sau: doc thé va xéac thyuc sinh tric truc tuyén;
thiét 1ap két ndi véi thanh phan may cha dich vu (R4 Application Server:
RAAS) va may chu CSDL (DB Server); tao va xac thuc chir k§ s6; ma hoa

va giai ma dir lidu bang thuat toan AES...

My chi dich vy

J" l‘q
Kg‘u&iﬁg v 2 l‘_ J
W iy iy o CECL
Thé Bio-Etoken

Hinh 4.2: Giai phap bio mit truy cip trén nén hé thong BioPKI-KC [59]

- May chu dich vu (RA Application Server: RAAS): May chu ting dung 1a mot

thanh phan trong trung tdm dich vu (Certificate Service Center) ciia hé théng
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BioPKI-KC. N6 cung cép cac chirc nang chinh sau: tham dinh, x4c thuc sinh
tric va chung thu sb; sinh, quan 1y va phan phdi khoa phién t6i cac may
khach client va may chi CSDL (DB Server).

- May chu CSDL(DB Server): Trén may chu nay cai dat mo dun server cua hé
théng, bao gdm cac chirc ning sau: doc thé Bio-Etoken va xac thyc sinh tréic
truc tuyén; két ndi v6i RAAS; quan ly user va cac hoat dong cua ho ddi véi
cac CSDL duoc cai dat trén may chu nay; tao log hé théng; tao va xac thuc
chit ky s6; ma hoa va giai ma dit liéu bang thuit toan AES...

Diéu kién tién quyét:

Ca nguoi dung cua tng dung truy cap tir xa va may chu dich vu déu dugc coi
13 cac nguoi dung cua hé thong BioPKI, nhu vay ho déu phai dugc cdp mot ching
thu s6 va mot thé nhing sinh trac Bio-Etoken tir trudc. Hé thong BioPKI cung cép
cac chung thu, thé nhing sinh tric va cac dich vu lién quan nhu kiém tra, xac thuc
chirng thu,... RAAS chiu trach nhiém sinh va quan ly khoa phién.

4.3.2. Bai toan bio vé hé thng nhan dang van tay C@FRIS qua médi trudng mang

Gia thiét van dé xdy dung va mg dung hé¢ C@FRIS dé dién tir hoa hé thong
can cudc cong dan (CCCD)/can cudc can pham (CCCP) dung m6é hinh mang
Client-Server truyén théng di co ban giai quyét xong. Hé C@FRIS da trién khai cai
dat day du cac tinh nang tir khau thu nhan, dang ky chi ban thong tin dau vao dé
xay dung CSDL dén khau kiém tra chat lugng dir liéu, t6 chure dit liéu dén khau tim
kiém, khai thac hé thong.

Nhiém vu dit ra 1a t6 chuc thiét ké va cai dat bo sung cho hé C@FRIS céc
tinh ning bao mat dung cong nghé BioPKI. Dé cai dit cac tinh ning bao mat, can
phai xem xét toan dién tat ca cac khau cua hé théng trén co s& mot chinh sach bao
vé nhat quan, luan an khong c6 tham vong trinh bay hét toan bo giai phap bao vé
ma chi mot s6 két qua cai dit cho nhimg cong doan quan trong nhat. Trén mé hinh
truyén thong ctia mot hé théng cin cudc, ¢6 hai tién trinh chinh hoat dong: tién trinh

xay dung va tién trinh khai thac.
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Doi véi tién trinh xay dung, tic 1a ding ky tir dau hay dang ky bo sung ddi
tuong méi vao CSDL, hé théng sau khi nhap dir liéu dau vao, can kiém tra dam bao
chét lugng dir liéu, sau d6 tién hanh tim kiém d6i twong ding ky méi dé kiém tra
ddi trong da duge cap sd cin cude hay chua, néu da dugc cip thi giai quyét cap lai
can cude véi s6 can cude cii va déng thoi cap nhat méi s6 liéu, néu chua duoc cép
thi giai quyét cip sd cin cude méi.

Dé6i voi tién trinh khai thac, hé thong tiép nhan yéu cau tim kiém tir xa trén
mang dé xac minh cin cudc. Co hai dang yéu ciu co ban: Dang thir nhat 13 tim
kiém chimg minh nhan dan (CMND) theo cac trudng dit liu co ban nhu: s cin
cude, ho va tén, nim sinh, tén bd, tén me, roi thAm dinh (1:1) theo van tay 2 ngon
tr6; Dang thtr hai 13 truy nguyén danh tinh d6i tuong (1:N) chi theo chi ban 10 ngén
(TP/TP). Céc yéu cau khai thac déu duoc dién dat dudi dang cac cau hoi truy van
(SQL) ¢6 st dung cac ham d6i sanh vén tay theo bd diém DTCT.

4.3.3. Mgt s6 yéu cau bao véddi véi hé nhan dang van tay tw dong

Dé trién khai cac tng dung trén, hé théng “hau tredng” can dap tng duoc hai
yéu cau: Vira xir Iy nhanh chong, dam bao yéu cau nghiép vu hanh chinh vira phai
dam bao an ninh an toan cho hé théng. Viéc xdy dung giai phap dam bao an ninh an
toan cho h¢ théng can tap trung ngan ngira cac phuong thirc tan cong dién hinh trén
mang sau day:

e Kiéu tin cong lam dinh tré hodc ngimg han dich vu (Denial of Service): Ngan
hoic dinh lai khong cho nguoi sir dung hop phép truy cap dugc vao hé thng.

e Kiéu tin cong thay thé (Circumvention): Gia danh ngudi st dung hop phap
dé truy cap bat hop phap vao hé thong.

e Kiéu tan cong chdi bd (Repudiation): Phu nhan, chdi bo trach nhiém sau khi
da thuc hién mot hanh vi nao do.

e Kiéu tin cong lay nhidm hoic lay trdm (Contamination hay covert acquisition):

Sao chép lai mat khau, lam gid van tay, khuén mat,... dé dang nhap hé théng.

e Kiéu tin cong thong ddng voi nguoi st dung hop phap (Collusion).

e Kiéu tan cong cudng birc.
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Tat ca cac phuong thirc tAn cong ndi trén déu co thé xay ra moi luc moi noi
trong qua trinh hoat dong cua hé théng, tr khau thu nhéan van tay dau vao, trao doi
dit liéu dén céc qué trinh X1t 1y trich chon BDTCT, ddi sanh, luu vao CSDL va thong
bao két qua dau ra.

Dé6i voi khau thu nhén, cac phuong thirc tn cong dién hinh thuong 13 kiéu
pha hoai, 1am ngung dich vu (ching han dap pha scanner), ding van tay gia mao,
lru sén vén tay trong bd nhé scanner, trong cac chip,.... Di v6i cac kénh truyén tin,
thudng co cac kiéu tin cong nip ldy dir liéu dé dung lai (replay). Dbi véi cac khau
trich chon DTCThay ddi sanh, c6 thé bi cac chwong trinh kiéu Troyan Horse thay
thé, 1am thay doi két qua.

Dé ddi pho voi cac kiéu tan cong ding Troyan Horse, ta két hop dung k¥
thuat mat ma hoa dé bao vé tinh toan ven cua dit liéu va dung k¥ thuat chir ky sé dé
xéac thuc ngudn gde dir liéu, chdng chdi bo trach nhiém. Dé d6i pho vé6i kiéu tin
cong lay cép dic trung sinh tric trén dudng truyén (replay), ta két hop dung k¥
thuat mat ma va ky thuat kiéu “d6-dap” (challenge-response) hay “dong dau thoi
gian” dé xac thyc.

Viéc mg dung coéng nghéBioPKI dé cai dit cic tinh ning bao vé hé
C@FRIS, can dap tmg mot sd yéu cau co ban sau:

e Thuc hién viéc kiém soat thAm quyén truy cép dung van tay dé dam bao
ding danh tinh chu thé, xac thuc mat ma hai chiéu cho mbi phién lam viéc dé
dam bdo sy toan ven dir liéu, dung chir ky sb va chix ky sb sinh tric dé dam
bao ngudn gdc xudt xi, ngin nglra truong hop chdi bo trach nhiém. Viéc mat
mi hoa dir liéu khong chi trong qua trinh van chuyén, truyén trén mang ma
con trong cac khau xur 1y, khai thac va van hanh hé théng nham bao mat chat
ch& CSDL tranh bi lgi dung, xdm nhap trai phép, ké ca khi bi sao chép hay bi
lot ra ngoai.

e Hé thong phai c6 kha ning tw dong lap nhat ky hé thdng, kiém soat cac tién

trinh giao dich, kiém soat truy cap dén cac tép tin, biét duge ai, cai gi, khi
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nao, & dau, tac dong nhu thé nao vai cac tép tin va cac giao dich do, ddm bao

dé dang truy ctru trach nhiém khi can.

4.4. D¢ xuit giai phap bao vé hé thong nhan dang van tay C@FRIS

4.4.1. Bao vé phan hé “Nhép chuyén ddi so6 héa chi ban”

Phan hé phan mém nhap chuyén d6i sb hoa chi ban (C@FRIS Scan) cta hé

C@FRIS duoc cai dat trén cac may tram Client cua mang LAN duoc két nbi véi

may chi CSDL. Ngudi sit dung duge ding ky va cip thim quyén véi vai trd nhan

vién nhap chuyén do6i thong tin s0 hoa c6 cac quyén sau:

Puoc két ndi véi may cha CSDL, khoi tao bang CSDL, diéu khién may quét
scanner nhap chuyén d6i s6 hoa chi ban va luu két qua vao CSDL.

Pugc tién hanh nhdp thong tin thude tinh vé nhan than d6i tuong (sb hd so,
ho tén, gidi tinh, ndm sinh, noi dang ky HKTT,... cta ddi tugng). Tiép d6 1a
nhap cac thong tin vé van tay nhu: Dang co ban, s6 dém van,... va tu dong
cit anh chi ban thanh mudi ngén riéng 8.

DPuoc dung bd duyét CSDL (BROWSER) dé truy cép, chinh sira, bd sung céac
ban ghi dit li€u thudce tinh.

Puoc nhip CSDL hop chuidn ANSI/NIST tir cac hé AFIS khéc.

Puoc xudt CSDL C@FRIS sang dang chudn ANSI/NIST dé nhap vao hé
AFIS khéc.

Tinh nang bao vé dwoc cai dat bo sung:

Kiém soat dang nhap phan mém C@FRIS Scan;

Kiém soat truy cap may chit CSDL;

Nguoi sir dung véi vai tro 1a nhan vién chuyén doi thong tin s6 hoa can ky
vao cac trudng, (hay dé rat gon c6 thé ky chung cho t6 hop mot sb truong dir
li¢u) do minh tao ra, cu thé 1a cac truong: sb can cude doi tuong, ho tén, gidi
tinh, ndm sinh, dia phuong, ma sb ngodn, dang co ban, s6 dém van, anh van

tay ddi tuong;
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e Chuc nang xt ly trich chon dac diém tu dong do hé théng thuc hién nén hé
théng 12 chu thé chju trach nhiém ky, xtt Iy nén, mat ma hoa dir li€u cua
truong luu dic diém chi tiét cua ban ghi twong tmg;

e Riéng truong anh gde sau khi nhan vién nhdp liéu ky chiu trach nhiém cét
anh, hé théng tiép tuc xt 1y nén, mat ma hoa va ky xac nhéan;

e Tit ca cac giao tic cuia hé thong va ciia nhan vién nhap chuyén doi thong tin
s6 hoa déu dugc ghi vao CSDL nhat ky hé théng (xem Hinh 4.3). Ban than
co s6 dir liéu nay dugc bao mat nhu “hdp den” cia hé théng va chi nguoi

duoc cip tham quyén méi truy cap duoc.

Hinh 4.3: Ngudi sir dung Ky xac nhén trach nhiém Ién cac truong cia CSDL
4.4.2. Bio vé phan hé “Bién tap va kiém tra chit lwong”

Phan hé bién tap va kiém tra chat lugng duogc trang bi trinh duyét CSDL voi
nhiéu cong cu tién ich dé nguoi sit dung duoc cip thAm quyén bién tap va kiém tra
chat lwong thyuc hién céc thao tac truy vin CSDL trén may chi, truy cap dén ting
ban ghi dé bién tap cac thong tin thudc tinh va d6 hoa.

e B DTCT ban dau do hé thong ty dong xir Iy nén hé théng 1a chu thé ky bao
mat truong dit liéu nay. Truong hop b PTCT duogc bién tap lai thi nguoi cod
tham quyén bién tip 1a ngudi ky (dung chit ky s6) chiu trach nhiém phéan
bién tap (xem Hinh 4.4).

e Sau khi bién tap va ky luu, chinh hé théng 1a chu thé xir Iy nén, mat ma hoa,
nén hé théng tién hanh ky xac nhan cong doan nay.

e (Cac bang dir li€u sau kiém tra chét luong dugc coi la hoan chinh, cling dugc

hé théng ky xac nhéan dé dam bao tinh toan ven dit liéu.
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Hinh 4.4: Bién tip dic diém chi tiét va ky sinh tric vao ban ghi trudc khi luu vao CSDL

4.4.3. Bao vé phan hé “Té chirc co sé dir liéu”

Phéan hé nay dam bao chirc ning quan 1y va t6 chirc CSDL cai dat trén may
chu cua mdt mang LAN t6 chirc theo mé hinh Client-Server dé phuc vu khai théc.

Nguoi st dung duge cdp thim quyén té chic CSDLduoc phép truy cap
CSDL trén may chu, dugc phan loai, td chtrc thanh nhiéu bang dan xuit, dugc danh
chi s6 phan cip nham ting toc truy xuét dir licu. Cac két qua t6 chuc CSDL déu
duoc ky sinh tric boi quan tri vién va boi hé thong.

Trén cac may tram, ngudi duoc cip thaim quyén to chirc CSDL dugc phép
truy van CSDL bé“mg cau lénh SQL, xt 1y két ndi cac bang, danh chi $6, 1ap béo cao,
thdng keé, kiém ké hé thong.

TAt ca céc giao tac cua quan tri vién dugc hé théng tu dong luu vao CSDL
nhat ky hé thong.

4.4.4. Bao vé phan hé “Tra tim, d6i sanh”

Ngudi duoc cap thAim quyén tra tim, dbi sanh dé xac minh cin cude, duoc
phép dang nhap phan mém, truy cip dén may chu CSDL d¢é tién hanh hai dang yéu
cau chu yéu sau:

e Tim kiém theo chi ban van tay 10 ngon.
e Tim kiém theo sb can cudc, ho tén, ngay thang nam sinh, sau do6 thdm dinh
theo van tay 2 ngon tro.

Nguoi sir dung v6i vai trd tim kiém, ddi sanh duge yéu cau ky xac nhan lap
yéu cau tim kiém, x4c nhan viéc nhan két qua tim kiém. Hé théng ky xac nhan da

tiép nhan yéu cau, da tim kiém va cung cap két qua (xem Hinh 4.5).
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Hinh 4.5: Két qu tra fim, ddi sanh TP-TP dugc ky sinh tric, luu vio CSDL két qua fim kiém

Jirwa [ @ E 115

4.5. Két qua thwe nghiém
Gidi phdp t6 chirc dit ligu phuc vu phwong phdp truy nguyén vén tay tw dpng:

Phuong phéap truy nguyén vén tay song song hoa da dugc dua vao ung dung dé
xay dung bd dbi sanh cao tdc cho hé nhan dang van tay tu dong C@FRIS va da dugc
dua vao rng dung thir nghiém trén thuc té tai Cong an Ha Noi dat duoc hiéu qua cao.

Sau day la mot s6 s6 liéu co ban cua hé théng thir nghi€ém va két qua dat duoc:

Cdu hinh thir nghiém co ban
Mot mang may tinh gom 01 may cha, 06 méay tram PC céu hinh t6t, 01 may
quét anh va cac thiét bi mang Gigabit dugc lép dat dé phuc vu thir nghiém. Cu thé:

e 01 may chu CSDL dugc cai dit phin mém C@FRIS DB lam nhiém vu tiép
nhén va tim kiém yéu cau, quan 1y co s& dir liéu 2.500.000 chi ban 1 ngén,
dugc danh chi sd theo dang ma sb ngén va van co ban dé phuc vu tim kiém
déu van tay hién truong.

e 01 may PC dugc cai dit phan hé phin mém tim kiém, dbi sanh C@FRIS S&M
lam nhiém vu quét nhap chi ban yéu cAu, xu Iy phan loai, trich chon DTCT,
bién tp va giri yéu cau tim kiém dén may chu tim kiém. Trén may tram nay
dugc cai phan mém ddi sanh theo giai phap tuan ty dé phuc vu thir nghiém.

e 05 may PC cdu hinh tot, dugc cai dit phan mém C@FRIS S&M Node dé

lam cac nut xir 1y song song.
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Thir nghiém truy nguyén van tay hién truong ding phwong phdp doi sanh tudn tw
theo bg ddic diém chi tiét

e Chon ngiu nhién 50 yéu ciu trong sé 300 yéu cau tim kiémdau van tay thu
thap duogc trén dia ban TP Ha N&i ttr nam 2004 dén nam 2009.

e Tién hanh tim kiém 14n luot timg yéu cau véi gia dinh chua biét truéc ma ngon.

e Lap bang thong ké va danh gia toc do, thoi gian tim kiém cho timg truong
hop trong s6 50 dau vén tay (chua biét 16 ma ngon, biét ma dang co ban, c6
dung ma phu).

Sau khi dung 1 may tram Pentium IV, 2,4 GHz, 1GB RAM ndi mang
Gigabit, dugc cai dat phﬁn mém tim kiém, ddi sanh tuan tu dé tién hanh tim kiém
lan lugt ting ddu van tay trong s6 50 dau vén tay trén CSDL 2,5 triéu ban ghi, thoi
gian tim kiém trung binh tinh trén 50 yéu cau la 1a 47 phit/yéu cau. Thoi gian tinh
tir khi phét 1énh tim kiém dén khi nhan két qua tra vé tir may chu, khong tinh thoi
gian xir Iy ma hoa, trich chon DPTCT, 14p yéu ciu va thoi gian thdm dinh.

Thir nghiém truy nguyén van tay hién truong dimg phirong phdp doi sanh song song
héa theo bé dic diém chi tiét

e Chon 300 yéu cau tim kiém d4u van tay thu thap duogc trén dia ban TP Ha
N6i tir ndm 2004 dén nam 2009.

e Tién hanh tim kiém lan luot timg yéu cau véi gia dinh chua biét truéc ma ngon.

e Lap bang thong ké va danh gia téc do, thoi gian tim kiém cho timng truong hop trong
s6 300 ddu van tay (chwa biét rd ma ngén, biét ma dang co ban, o ding mé phu).
Qua trinh thir nghiém ding cdu hinh 5 may tram Pentium IV, 2,4 GHz, 1GB

RAM nbi mang Gigabit dé 1am cac nit xir 1y tim kiém song song trén CSDL 2,5
triéu ban ghi. Thoi gian tim kiém trung binh dat dugc tinh trén 300 yéu cau 1a: 9.5
phut/yéu cau. Nhu vy, dung nhu tinh toan 1y thuyét thoi gian tim kiém trén thuc té
da giam ty 1¢ thuan voi s nat tham gia tim kiém.

Tuy nhién, khi dung 5 bladesevers Pentium IV, 2,4 GHz, 1GB RAM (céu

hinh nhu nhau) ni mang cap quang 4GBit toc do tim kiém giam xudng trung binh
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chi 5 phut/yéu cau. Khi bd sung thém 05 nut bladeservers nita, nang s nat dbi sanh

song song 1én 10 nat, thoi gian tim kiém rat xudng chi con 2,5 phat /yéu cau.

Két qua tim kiém thyc t& 300 yéu cau noi trén di két luan chinh xac ddi

tuong dé lai ddu van tay cua 38 vu trom cudp, giup Cong an Ha Noi két luan 02

truong hop dbi twrong 14 “ngudi nha” va 36 trudng hop ddi tuong tim thiy chinh 1a

thu pham gay ra cac vu trom cudp noi trén.

Gidi phdp bdo vé an ninh an toan hé thong:

So d6 m6 hinh thir nghiém hoat dong ctiia hé C@FRIS c6 tich hop giai phap

BioPKI dugc trinh bay trong Hinh 4.6.

- B sumg
hanh chi bdn

| - Chibdn edn xic mink
= Exdiur vl higur tracung

¥

[ THU NHAN ANH VA NHAP THONG TIN THUOC Tint ] L]
|
Xy dumg l v Khaf thie
| XULY TRICH CHON PAC PIEM T BONGY | Chitksr]

|

¥

XU/LY NEN 20X, BIEU DIEN DFLtIEL L
THEO CHUAN QUOC '|'I-?F:'.!‘1

}
CSDL

il

| BOTSANH 1-N VA 1-1 |

Kér qod
—

L ]|

Hinh 4.6: M6 hinh thir nghiém hé C@FRIS c¢ tich hop giai phap BioPKI

Béing 4.1: Bang danh gi so sanh cic tinh ning dat duyt ctia Phan hé “Tao lap CSDL”

STT Céc tinh nang

Hé C@FRIS cii

Hé C@FRIS mdéi

Kiém soat tham quyén tao
1 | 1ap CSDL, quét nhap, ma hoa
va cap nhat chi ban 10 ngén

Dung password

Dung chir ky s van tay

2 Kiém soat tham quyén tao

lap CSDL Khong co Ky lén file CSDL
Luu bao mat anh va kiém
3 tra tinh hop 1¢ (thu ty) anh Khoéng co Ky 1én anh nén
cac ngobn tay trén chi ban.
4 Nhép thong tin thudc tinh, o , A \ ,
dang co ban,... Khoéng co Ky lén céc truong tuongung
5 A A , Xac thyc tham quyén sir
Duyét browser CSDL Khong co dung xéic thyc chimg thu sé
6 ca A , Xac thyc tham quyén sur )
Bién tap CSDL Khong c6 dung xac thuc chung thu so
Nhép/ xuat CSDL hop Xéac thuc tham quyén su
7 chuan ANSI/NIST cua cac Khong co dung xac thyc ching thu
hé AFIS khac sO

97




Dénh gia cac két qua thir nghiém hé thong C@FRIS trudc va sau khi tich
hop giai phap bao mat BioPKI.
Bang 4.1 minh hoa céc tinh nang dat dugc ctia phan hé tao 1ap CSDL,Bang
4.2 minh hoa céac tinh nang dat dugc ctia phan hé ma hoa DTCT tu dong, Bang 4.3
minh hoa céc tinh nang dat dugc cua phan hé bién tap va kiém tra chat lugng sau
khi tich hgp giai phap bao mat BioPKI.
Béing4.2: Bang d:inh gia so sanh céc tinh ning dat dugc ciia phan hé “Ma hoa PTCT tu dong”

STT | Céc tinh ning H¢ C@FRIS cit | Hé C@FRIS méi

1 Kiém soat thim quyén ma hoa dir iéu Dung password Dfmg chir ky so
van tay

2| Theo ddi va quy trach nhiém Khong co Co

3| Luu bao mat bd dic diém chi tiét | Khong co Co

4 Ba4o mat duong truyen trong qua Khong co Co

trinh truyén/ nhan dir liéu
Béng 4.3: Bang d4nh gi4 cac tinh ning dat dugc ciia phin h¢ “Bién tip va kiém tra chét lugng”

STT | Céc tinh nang H¢ C@FRIS cii | H¢ C@FRIS moi
1 Kiém soat thim quyén bién tap Khoéng c6 Co
2 Theo doi va quy trach nhi¢m Khéng ¢6 Co
3 | Bio mat bo dic diém chi tiét Khong c6 Co
4 Bao dam tinh toan ven dir liéu Khéng co Co
5 Bdo mat duong truyén trong qua Khéng c6 Cod
trinh truyén/ nhén dit li€u
6 Phuc hoi ban ghi bi x04 gan nhat Khéng ¢6 Co

Bang 4.4 minh hoa céc tinh ning dat duoc ctia phan hé to chirc CSDL sau
khi tich hop giai phap bao mat.
Béng 4.4: Béng danh gia so sanh céc tinh ning dat dugc ciia phan hé “T6 chire co so' dit liéu”

STT | Céc tinh nang Hé C@FRIS cii H¢ C@FRIS méi
1 Kiém soat thim quyén Khéng c6 Dung chir ky s6
van tay
2 Bao mat cac bang dan xuét Khéng c6 Co
3 Béo dam tinh toan ven dir li¢u Khong co Co
4 Bdo mét duong truyén trong qua Khéng c6 Cod
trinh truyén/ nhén dit li€u
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Bang 4.5 minh hoa cac tinh ning dat dugc cta phan hé tra tim ddi sanh sau
khi tich hgp giai phap bao mat.

Bang 4.5: Bing danh gia so sanh cac tinh niing dat dwgc ciia phin hé “Tra tim, d6i sanh”

STT Céc tinh nang H¢ C@FRIS cii H¢ C@FRIS moi
Kiém soat tham quyén dang \ A Y Lo
1 nhép, tao 1ap CSDL quéan ly Khong co D;u ng van tay va chirky
YC )
Luu bao mat anh va kiém tra
o | tinhhoplé (tht tr) anh cdc Khong co Ky 1én anh nén
ngon tay trén chi ban vao
CSDL YC.
Nhép va bao mat duong
3 truyén trong qué trinh truyén/ Khoéng co Co
nhan dir liéu
Nhép thong tin thudc tinh, o , Ky 1én cac truong
4 dang co ban,... cho CSDL YC Khong c6 tuong ung.
Xéc thuc tham quyén
5 Duyét browser CSDL YC Khong co su dung xac thuc
chting thu sd
Xéc thuc tham quyén
6 Bién tdp CSDL YC Khong co su dung xac thuc
chting thu sd
7 Gui YC tim kiém Khong co Ky vao ban ghi YC
] N}}én va phan phoi YC tim Khéng c6 Cé
kiem

Bang 4.6 so sanh cac tinh nang dat dugc ctia phan hé tiép nhan, xur 1y va tra
10 cac yéu cau trude va sau khi tich hop giai phap bao mat.

Bang 4.6: Bang danh gia so sanh cac tinh ning dat dwoc ciia phan hé “Tiép nhin, xir
1y va tra 10i cac yéu cau”

STT | Céc tinh nang H¢ C@FRIS cii Hé¢ C@FRIS méi
1 | Xac thuc YC Khoéng co Xac thuc chit ky so
Bao mat két qua Khong co Ky lén anh nén

Bao mat duong truyén trong
qua trinh truyén dir li¢u

Khoéng co Co

4.6. Két luan

Trén day dé xudtphuong phap truy nguyén song song hda bao gdm phuong
phap t6 chire CSDL dung lugng 16n theo huéng tmg dung cac ky thuat danh chi sb
co s& dit liéu anh dya trén cac thudc tinh van tay co ban va phuong phap phan phdi

dong cac goéi dit liéu doi sanh cho cac nut xir Iy trén cum may tinh. Uu diém can
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ban ciia giai phap dé xuat khong chi gitip kiém soét, rat ngin thoi gian tim kiémphu
hop v6i qui md hé théng ma con cung cip mot giai phap rat linh hoat, rat dé thay
d6i c4u hinh, d& nang cip, mé rong cho phu hop véinhiéu qui mé tmg dung thuc té.

Giai phap dé xuét da co du co sé 1y luan va thuc tién dégiai quyét bai toan
ung dung qui mo 16n hon ladién tr hoa tang thu chiing minh nhan dan véi qui mé
tir hang triéu dén hang chuc triéu chi ban.Phuwong thirc t6 chirc dit liéu nay ciing
thuan tién cho tng dung k¥ thuit truy nguyén van tay hién truong dwgc dé xuat
trong Chuong 5.

Ngoai ra, chuong ndy con dé xuét tich hop giai phap bao mat kiém soat truy
cap CSDL qua mang dua trén hé théng BioPKI dé trién khai thir nghiém cac tinh
nang dé xuét cho hé C@FRIS [13,15,19]. Két qué thtr nghiém dat duogc nhiéu trién
vong tng dung trong thyc t&. Nho tng dung cac tinh ning cua giai phap BioPKI,
viéc bao vé hé¢ C@FRIS s& dugc dam bao chit ché ma van gitt dugc tinh dé dung

trong cac khau xay dung, khai thac va van hanh hé théng trén thuc té.
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Chwong 5. KIEN TRUC PA TANG CHO TRUY NGUYEN
VAN TAY HIEN TRUONG

Mot trong nhimng thach thirc dbi véi cac hé truy nguyén van tay tu dong
AFIS 1a d6 chinh x4c va thoi gian truy nguyén cac van tay hién truong von ¢ chat

lwong thap, chi xuat hién timg phan va c6 do bién dang cao.

Hién nay viéc truy nguyén dau vét van tay trén Hé C@FRIS ciing nhu nhiéu
hé AFIS nhép ngoai vao Viét Nam dang dung phd bién phuong phép truy nguyén
don gian kiéu "brute force". Cac yéu cau tra ctru dang ding ma chinh, ma phu (M4
ngén, DCB) ngang hang, chua sip theo thir tw. Chua t chic tra clru song song.
Danh sach két qua chi duoc sap xép theo do gidng s (két qua ciia thuat toan ddi
sanh). Vi vdy, khi truy nguyén van tay hién trudong, ddi twong tim thdy (chiém
khoang 7-10% sd vu) thuong khong xuat hién & phan dau danh sach két qua tra ciru.
Con lai 90-93% sb vu, tham dinh vién phai tham dinh tir du dén cudi danh sach két

qua chi dé dwa ra cau tra 11 "khong tim thay".

Vi vay, viéc phat trién chién lugc ddi sanh tong hop, da thé thire theo huéng
t6 hop nhiéu phwong phap khac nhau (xem [22,47,85]) theo kién truc phan tang va

song song héa nham tang toc va rut ngan danh sach két qua tra ctru 1a hét strc can thiét.

Chuong niy cta luan 4n dé xuat mot giai phap t6 hop nhiéu thuat toan dé
nang cao hi¢u qua phuong phap truy nguyén van tay hién truong dua trén viéc ung
dung k¥ thuat t6 hop da ting. V&i tng thir nhat van tay yéu cau dwgc phan loai va
sang loc theo ma ngoén va & tang thir hai duoc tiép tuc sang loc theo dang co ban, sb
dém van. Tang thtr 3 tiép tuc sang loc theo DTCT chuan dung thuat toan déi sanh
affine nham xac dinh tap cic cap diém DTCT tuong g giita van tay. Tai tang nay
phén 16n van tay dugc quyét dinh chic chin 1a trung khdp hodc khong tring khop.
Chi con lai mot sb it c6 do giéng thudc khoang nhap nhé“mg [Siin> Smax] dugc chuyén
sang tang tiép theo. Tang thtr 4 thim dinh lai tip cc cip tuwong tng nhd khai thac
thém cAu tric cuc bo va dung thuat toan P-TPS dé nin chinh bién dang nham tim

thém cac cip diém tuong Gmg cho cac cip van tay chinh danh. Dé t6 hop da ting,
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trong mdi phén ting luan 4n déu dé xuét giai phap thich hop dé ting do chinh xac
cua cac thuat toan va td chuc sip xép cac tang tir tong thé dén chi tiét, tir thd dén
min nhim tdi thiéu hoa ddng thoi ca hai loai 18i: /67 sai (chip nhan sai) va Idi sét
(loai bo sai). Néu nhu hai ting trén déu tap trung khai thac cac k¥ thuat "md hoa" dé
ting d6 chinh xac thuit toan phan loai giup truy nguyén nhanh chéng dén nhom dbi
tuong can tim thi hai tAng con lai tip trung vao cac k¥ thuat sang loc phan tang theo
d6 giéng cia DTCT nhim rat ngin danh sach két qua tim kiém.
5.1. Hé truy nguyén van tay hién trweong va mot so van dé lién quan

Muc ndy gi6i thiéu tom tit vé hé truy nguyén van tay hién truong va mot sb
ndi dung can dung vé sau nhu doan nhan ngoén, phan loai van tay.
5.1.1. H¢ nhan dang van tay hién truwong
Truy nguyén vén tay trong céng tic diéu tra

Ngay nay, trong giao dich dan sy, ngudi ta thudng can dén cac hé xac thuc
van tay. Trong cac hé ndy, can kiém tra thAm dinh 1:1 xem van tay ciia ngudi ding
nhép va vén tay luu trit (tra ctru theo id) co do gibng vuot ngudng cho trudc hay
khong? Ngudng do giéng cho truéc duoc xac dinh dua trén su chép nhén cac xac
suét quyét dinh sai FAR va FRR. Cac h¢ nay dé xay dung hon, vi mét mat do chat
luong anh van tay song nhin chung t6t hon va mit khac do CSDL d6i tuong dang
ky thuong khong 16n nén khong can tdi co ché sang loc trudc khi tham dinh.

Kho6 nhét trong nhan dang vén tay 1a truy nguyén van tay hién trudong. Bai
toan truy nguyén van tay hién truong trong cong tac diéu tra c6 thé tom tit nhu sau:
Cho mét anh vén tay diéu tra I, can tim trong ho so van tay luu trir (CSDL) vén tay
céc d6i twong dang ky mot anh van tay dong nhat véi van tay nay. Anh vén tay hién
truong I, thuong céd chat luong x4u va khong day di nhu van tay ldn hodc véan tay
4n. CSDL luu trit thudng rat 16n, c6 thé chtra hang triéu dén hang trim triéu anh van
tay dugc luu trit tap trung hay phan tan, c6 thé c6 nhiéu anh iy tir mot ngén cua
mot ddi twong do ddi twong d6 co thé cé nhiéu tién sy & nhiéu noi nhung thim dinh

vién thuong dumng lai khi xac dinh dugc dbi tuong dong nhat dau tién (first match),
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vi khi biét s6 cin cude cu thé cua ddi twong thi co thé in ludn thong tin nhan than
cung danh muc tién 4n tién su cua doi tuong do.

Qua trinh nhin dang vén tay hién truong gém hai giai doan: giai doan truy
nguyén va giai doan thim dinhtruy nguyén [56]. Giai doan truy nguyén 1a tim cac
anh van tay trong CSDL luu trit nhitng anh nhiéu kha niang ddng nhat véi I, ngay
nay giai doan nay dugc thuc hién tu dong boi mot AFIS. Tham dinh truy nguyén la
xéc dinh trong sb cac anh tim dugc cua giai doan truy nguyén c6 anh nao dong nhét
thuc sy véi anh diéu tra I, hay khong. Giai doan nay thuong dugc cac chuyén gia
van tay thuc hién dé dam bao dd chinh xéac gﬁn nhu 100%.

H¢ truy nguyén vin tay hién truong

Néu nhu cac hé nhan dang va truy nguyén vén tay ty dong thuc hién kha tot
dbi voi van tay lan/an thi viéc truy nguyén van tay hién truong van 1a mot thach
thire va thu hat nhiéu nd lyc nghién ciru [41,43,44]. Do nhu ciu cao trong bao mat
cong nghé diéu tra nén cac hé co chat lwong t6t thudng cé giai phap bao mat cong
nghé va so hiru tri tué¢ chat ché. Véi cac tai liéu da dugc cong bd cong khai, ching
ta chi co thé xdy dung duoc cac hé mang tinh thir nghiém, dap tng duoc cic yéu
cau t6i thiéu. Vi vay, viéc nghién ciru xdy dung san pham va cai tién va nang cap
ting budc bang cac giai phap riéng dé 1am cha cong nghé 1a rit can thiét va c6 tinh
co ban, lau dai.

Mot AFIS cho diéu tra van tay hién truong tét phai dam bao cac yéu cau:

1. P chinh x4c cao, tirc 1 it 18i tir chéi sai (181 s6t) va chdp nhén sai (18i sai).

2. Thoi gian tim kiém nhanh, cung cap két qua kip thoi.
3. Co giai phap tro gitp cho giai doan thim dinh cua chuyén gia.

Dé giai quyét bai toan truy nguyén van tay hién truong dap ung cac yéu cau
néu trén, luan 4n dé xuét str dung cac giai phap sau:

1. Két hop kiéu phan cép bac thang, st dung cac phwong phap thoé nhung

thoi gian quyét dinh nhanh, chang han cic phwong phap phan 16p (xem
[48,55,76,82]) trude khi str dung phuong phap ddi sanh chinh x4c hon.
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2. T6 chue dit liéu luu trit hop 1y, ¢6 tinh trude va luu trir sin cac dic diém
pht hop véi cac thudt toan d6i sanh duge cai dit dé rat ngin thoi gian tim
kiém (xem [25,61]).

3. Song song hoa qua trinh truy nguyén.

4. Poan nhan 16p van tay c6 nhiéu kha ning cung mi ngdn véi anh diéu tra
dé xir 1y trude, cac ngdn it kha ning hon xtr Iy sau. Giai phap ndy ciing ap
dung cho phan 16p dang co ban va sé dém van, khong loai bo céc 16p co
kha ning thip ma sip xép chiing theo thir tw vu tién giam dan.

5.1.2. Poan nhin ngén tay dua trén co s diu van tay

Dé sém dua két qua ra tham dinh, N.N. Ky [2,3] dé xuit st dung phuong
phap thong ké theo quy tic quyét dinh xac suit hau nghiém cuc dai Bayes dé doan
nhan ngén dya vao ddu van tayhién truong. Phuong phap nay st dung s liéu thong
ké vé cac thudc tinh cha yéu nhu: dang van co ban, s6 dém van trai, s6 dém van
giira, s6 dém van phai tir 300 dau van tay hién trudng va 10.000 chi ban van tay rat
ngau nhién tir tang thu cin cude can pham nhung theo dung tan suit xut hién ngén
trén hién truong.

Két qua thuyc nghiém (Bang 5.1) cho thay hau nhu chic chan phuong phap nay

doan dung nam ngobn sinh ra anh van do. Bang doan nhéan bd thtr tu 5 ngén va 10 ngén
day du trén co so dang van co ban va sé dém van duoc trinh bay chi tiét trong [2].

Bang 5.1: Bang d tin cdy doan nhan ngén dua theo dang co ban va s6 dém van.

K#ét qua doan nhin D9 chinh xéc (%) Kha néing bé sét (%)
Chi ra 1 ngdn cu thé 40 60
Chi ra thr ty 2 ngén 62 38
Chi ra thir ty 3 ngdn 82 18
Chi ra thr tu 4 ngén 94 6
Chi ra thir ty 5 ngdn 97 3
Chi ra thr tw 6 ngén 98 2
Chi ra thur tu 10 ngon 100 0

Ap dung phuong phap doan nhan nay, qua trinh truy nguyén van tay khong

can phai tién hanh tuan tu trén tit ca cac ngén ma cod thé thuc hién theo tht tu ngoén
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doan nhan dugc. Do danh sach két qua tim kiém duoc sap theo do gidng tir cao dén
thp trén tit ca cac ting nén trung binh rat ngin duoc dang ké thoi gian tim kiém so
v6i truong hop khong sép xép theo ngon.

5.1.3. Phan loai van tay

Dé giup cho truy nguyén nhanh, cic anh van tay thudng dugc phan 16p dua
trén cac dic diém duong van va cac diém ky di cua chung [14,48,55,76,82]. Ching
han, theo FBI, anh van tay dugc phan loai thanh 3 loai co ban: van cung, van quai
va van xody, trong d6 mdi loai lai chia thanh cac 16p chi tiét hon nhu: van cung
thudng, van cung troi, vin quai trai, van quai phai, van quai bup trai, van quai bup
phai, vin xody thudng, vin xody ddi quai, vin xody bat thudng. Néu bd sung thém
16p khong xac dinh do seo, hay do van tay bi huy hoai, bi cut (vinh Vién) nita thi sé€
c6 tat ca 1a 10 16p.

Do viéc phan tich cac dong van va xac dinh tu dong cac diém di thuong kho
khin nén phan loai van tay 1a bai toan c6 ban chat nhap nhing. Ngay ca con ngudi
phan loai ciing khong dua ra két qua nhat quan. Dé nang cao hiéu qua phan 10p,
Karu(xem [48,56]), da d& xuat phuwong phap phan loai van tay dung tiéu chuan chi
sb Poincaré dé phat hién diém di thuong va dya vao su phan bd vi tri két hop voi sb
lugng cua ching dé phan loai van tay thanh céac 16p co ban (basic ridge pattern).
Phuong phép nay kha hiéu qua, gitp phat hién nhanh diém di thuong tir d6 dua ra
két qua phan loai chinh x4ac nhung c6 han ché 1a doi hoi van tay kha dy dua, va
hudng cac dong van tai cac ving tdm diém, tam phan diém phai xac dinh chinh xac.
Day 1a doi hoi qua cao vi van tay in thuong bi thiéu cac tam phan diém v6n nam xa
ving van trung tim, dac biét 1a ddi voi van tay hién trudng va cac loai van tay thu
nhan truc tiép trén cac thiét bi thu nhan van tay séng, dung k¥ thuat an tay chur
khong phai lan tay.

Khéc phuc nhuge diém trén, Wang [76] d3 dé xut thuat toan phan loai van
tay chi dua vao tdm diém va truong huéng xung quanh tim diém. Phuong phép nay rat

hi€u qud va dat do chinh xac lén dén 91,5 %. Tuy nhién, né doi hoi phai x&c dinh chinh
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xac tam diém. Trong cac truong hop ving van trung tim kém chat luong, thuat toan

khéng phan biét duoc van cung trdi, vin xody, van quai c6 sé dém van bé.

Dé nang cao d6 tin cay khi phan 16p,luan 4n dé xuit giai phap két hop cua ca
hai phuong phap trén, dua trén viéc phan loai van tay theo sé truong cua tung
phuong phap, nghia 1a néu ban dd chit lvgng chtra ving trung tdm thi ding phuong
phap cua Wang [76], con néu khéng thi kiém tra cac tam phan diém nhu cia Karu
[48]. Ngoai ra, néu vung trung tdm ciing nhu cac tam phan diém khong xuét hién rd
rang thi ta d& xuét dung thém dudong van co ban dé khing dinh cho trudng hop
nhép nhing. Phuong phap nay khic phuc dugc cac trudng hop van tay xuét hién
khong diy du va rd nét tai cac ving van chira cac diém di thuong va s& dugc noi rd
hon trong phan sau.

5.2. D@ xuit kién tric kiéu bac thang cho hé truy nguyén vén tay hién truwong

5.2.1. Céc thanh phin va so dd bic thang ciia hé truy nguyén van tay hién truong

Lwoc do thuc hién:

Qud trinh truy nguyén trong hé durgc thuc hién tuan tir theo cdc bude sau:

Buwoc I: Sau khi thu nhan, anh van tay diéu tra 1, dugc tién xur 1y, phan loai, tinh s6
dém van va doan nhan ngén dé quyét dinh tha ty tim kiém theo ngoén trong
CSDL luu trit (43 dugc to chuc dit liu dung phuong phép da trinh bay tai
Chuong 4). Do van tay hi¢n truong co chat lugng xau, kho trich chon tu dong
nén can thiét phai c6 su can thiép cua con ngudi dé chinh sira, bién tip twong
tac véi su trg gidp cia mot bd bién tap dd hoa. Theo thr ty ma ngoén nay, cac
mi biéu dién cua anh van tay (template) 1; (dugc phan loai va trich chon tu
dong tr trude ¢ giai doan xay dung CSDL) sé& duogc loc ra tu CSDL.

Buée 2: O bude nay, dang van co ban cua /, duoc xac dinh tu dong hoac tuong tac,
néu c6 nhap nhing thi cac dang co ban nhap nhing nay déu dugc dung dé tim
kiém ddi sanh theo thr t wu tién cua do tin cdy (s€ noi ¢ dudi). Sau do 1, duoc
dua vao md dun trich chon BPTCT (TCDTCT).

Ciing trong budc ndy, ma biéu dién cua 1, gdm cac diém DTCT va ciu trac van-

rinh lién thudc (nhu da trinh bay chi tiét & Chuong 3) ciing ban dd chit luong
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dugc xac dinh bang bién phap bién tip tuong tic dé dua sang md dun Pdi sanh.

Néu chét lugng I, qua x4u, khong thé trich chon du DTCT thi ding (thong bao I,

khong du diéu kién két luan trén danh sach két qua).

Buoc 3: Trong mo dun BS-affine, cdc ma biéu dién cta van tay I, 6 CSDL lan luot
dugc 14y ra dé ddi sanh véi ma biéu dién cua 1, dé tinh tip DTCT tuong tng
ban dau va d6 gidng S.1,).

4.1. Néu S(,1,) < Smin thi bod qua, khong bd sung vao danh sach dau ra, qua
trinh doc tiép mau 7, tiép theo.

4.2. Néu S(,1,) >Sax thi bd sung /, vao danh sach két qua. Truong hop con lai,
tire 1a S(I,I;) € [Spmin, Smax] thi trao tap cac cdp DTCT tuong ng cung cac
cap van ranh lién thude cua ching cho budc ddi sanh P-TPS.

Buée 4: D6i sanh P-TPS nhung chi nin chinh mot 1an dé tiét kiém thoi gian xt 1y
va tinh lai d¢ giéng tong thé nhu di trinh bay chi tiét & Chuong 3. Qua trinh
tiép tuc cho dén khi tit ca cac ma biéu dién trong CSDL ¢6 ma ngodn phu hop
v6i ma ngon cua Iq duge ddi sanh hét.

Bu6e 5: Duya trén danh sach két qua sap xép theo thtr ty wu tién: ma ngén, ma dang
van co ban, s6 dém van, d6 giéng, giam dinh vién tién hanh giam dinh va thong
béo két qua.

O danh sach dau ra, cac cap PTCT tuong ung, cac cdp van ranh lié€n thude
duoc hién thi 1an luot ting c@p anh 2 dnh van tay /,, I, dugc sép xép lai theo thar tu
d6 gidng giam dan trong timg phan nhom (theo ma ngédn, dang van co ban, s6 dém
van) trén man hinh may tinh, duoc trang bi nhiéu cong cu tién loi dé hd tro chuyén
gia tién hanh tham dinh két qua.

Qua trinh truy nguyén mo ta & trén, hai budc dau ciing c6 thé xtr 1y song
song nhung lwong thoi gian tiét kiém dugc s& khong dang ké. Vi vay, ludn an chi dé
xuat ung dung giai phap ddi sanh song song hoa cho budc 3 va budc 4. Pay 1a 2
budc ddi sanh van tay theo DTCT tiéu phi nhidu thoi gian nhat, nén duogc trién khai
song song hoa trén cum may tinh v6i nhiéu nat xt Iy song song nhu di trinh bay chi

tiét & Chuong 4.
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Moé dun phan lop
Dé phan loai van tay ding ky trén CSDL hé thdng thanh 10 16p, ngoai viéc
két hop hai phuwong phap (xem [14,48.,56,61,76,82]) nhu dd n6éi & muc 5.1.3, dé
nang cao hon nita d6 chinh xac phan 16p, cac théng tin bd sung vé dudng van co
ban duoc st dung cho cac truong hop cé nhip nhing, cu thé 1a:
- Déi v6i van cung thuong, khong cé dudng van quai va xoddy;
- Déi v6i dang van quai, phai c6 it nhit hai dudng van hinh quai 16ng nhau;
- Dbi véi dang van hinh xody thuong, phai c6 it nhat hai duong van xody 16ng nhau;
- Déi v6i dang van hinh xody ddi quai, phai c6 hai dudng vén hinh chir S;
- Dbi voi dang van xody bat thuong phai ¢ hai dang van khac nhau ciing xuét hién;
- Dbi véi dang van khong thoa mén cac dicu khién trén, xép vao cung troi.
Viéc xac dinh cac duong van co ban rat dé thyuc hién trén co s& phan tich do
cong cua duong van di dugc biéu dién dudi dang vecto. Bing cach bd sung thém
yéu cau nay, d6 chinh xac phan 16p dugc nang 1én dén 95% nhung van chwa du dé
tmg dung k¥ thuat td hop da tang. Dé nang cao hon nita do tin cdy, ddi voi truong
hop con nhap nhéng, k¥ thuat nhan dang mo loai Il dugc ap dung bo sung. Cu thé 1a
két qué phan loai khong dua ra 1 16p cu thé ma 1a mot thu tu cac 16p, tic 1a dua ra
tap con cac 10p sip xép giam dan theo d¢ tin cdy. Bang cach nay, ting phan loai
ludn chuyén két qua cho tang sau voi do tin cay kiém soat duoc, tir 95 dén 99,99 %.
Véi cac md dun va qué trinh truy nguyén nhu trén, so dd cua kién trac kiéu
bac thang dugc mo ta trong Hinh 5.1, trong d6 cac budc 3, 4 va md dun tuong Uing

duoc thyc hién ddi sanh song song.

I CSDL
TCHT, J L J St> Smax 1
Bnr?g;.&nn,han TRACI},U gl Ci thié . Kétqui
— DCB, S5 Theo Ngén, DsAffine 2™ | g pTPS | — | GIAMBINH —
dim vin, DCB, 5BV *
I, | Sapthitr
wru tidn St Smin { {

Hinh 5.1: So d6 Kién tric hé truy nguyén van tay hién truong.
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5.2.2. T6 chirc dit liéu

Pé tim kiém va dbi sanh nhanh, dit liéu luwu trit can duge xir ly va td chirc hop
ly. Cong doan thir nhét 14 t6 chirc danh chi sb phan cép theo cac thudc tinh ma ngén
va dang van co ban dé rut ngin thoi gian tra tim theo nhoém phan loai va cong doan
thir hai 1a phan chia danh sach can dbi sanh theo DTCT thanh cic goi nho, phan cong
nhiém vu tinh toan cho cc nat dbi sanh song song, giam sat qua trinh tinh toan va
dua ra danh sach két qua cudi cung dé rut ngéan thoi gian di sanh theo DTCT. Cac
cong doan to chire dir lidu, da trinh bay chi tiét trong muc 4.2 ciia Chuong 4.

5.2.3. Giai phap d6i sinh song song

Dé xay dung giai phap ddi sanh song song cho cum may tinh ta t6 chirc hé
théng cum may tinh theo cc chirc ning nhu dd mé ta chi tiét trong Chuwong 4:

1) May chi tiép nhan yéu cau va tim kiém theo thudc tinh co ban, phan chia
danh sach thanh cac géi nhé va phan phdi nhiém vu cho cac nat xir Iy song
songdé ddi sanh theo DPTCT.

2) Céc nut xtr Iy song song nhén nhi¢m vu va tién hanh d6i sanh, tra lai két qua
duéi dang danh sach két qua tim kiém cho may chu.

3) Céc may tram nhan két qua tim kiém tir may chu tra vé dé lam nhiém vu
tham dinh.

Téng thoi gian d6i sanh song song hoa T mot yéu cau trén hé thong cum may
tinh nhu vdy bao gom thoi gian d6i sanh theo nhom (t;), thoi gian phan géi, dicu
phéi nhiém vu (t,), thoi gian d6i sanh theo PTCT (t3) va thoi gian gui két qua tra lai
cic may tram yéu cau dé tién hanh tham dinh (t).

Giai phap d6i sanh dé xuat da dua ra phuong phap danh chi s6 theo cac thude
tinh ma ngoén va dang van tay co ban dé rit ngan thoi gian tim kiém theo nhom (t,),
dua ra phuong phap dbi sanh theo bo dic diém chi tiét song song trén cc nit. Véi
viéc song song hoa dir liéu trong dbi sanh van tay, dé rit ngin k 1an thoi gian ddi
sanh so véi phuong phap d6i sanh dic diém chi tiét tudn tu can k sb nat xtr 1y song
song (t; dugc giam xudng k 14n, tic 13 con t;/k). Do phan 16n thoi gian tim kiém la
cong doan ddi sanh theo dic diém chi tiét, cac thoi gian khac 13 rat ngin nén tong
thoi gian tim kiém duoc giam xudng khoang k 1an (ty 1& thuin véi s6 nut dua vao

xtr 1y song song). Luu ¥ rang giai phap ddi sanh song song chi giai quyét dugc van

109



dé thoi gian, khong c6 gia tri rat ngan duogc danh sach tim kiém. Tuy nhién nhu da
n6i & trén, do loi thé “lay toc do bu do tin cay”, giai phap ddi sanh song song sau
khi mé rong danh sach tim kiém theo hudng ding thém cac mi phu dé han ché sai
s6 FARNdA dé xuit sép cac ma chinh, ma phu theo tht ty uvu tién nén két qua la
danh sach dau ra trén thyc té dugc rit ngan dang ké so véi truong hop s dung
ngang hang, khong sip xép.

Vén dé con ton tai can tiép tuc giai quyét 1a dua ra giai phap rat ngan thoi
gian thim dinh (t) anh vén tay diéu tra v6i anh van tay trén CSDL. Déi véi cac yéu
cau tim kiém x4c minh cin cudc theo chi ban 10 ngén, danh sach két qua tim kiém
thuong rat ngin (thuong chi 1-2 chi ban trén CSDL 250.000) nén coéng tham dinh
phai bo ra rét it. Riéng d6i v6i yéu cau tim kiémdau van tay hién truong (chi ban 1
ngoén), danh sach két qua tim kiém dai, thuong ty 16 thuan véi kich ¢& CSDL, nén
cong tham dinh rat 16n (thuong 1én dén 200 trén CSDL 2.500.000 chi ban 1 ngén).
Dé rat ngin thoi gian, cong stc thim dinh, ta d3 dua vao tng dung két qua chan
doan ngon va st dung cAu trac thong tin cuc bd méi 1a cap van ranh lién thudc, co6
tinh dic trung cao va 6n dinh, danh sach két qua tim kiém di rat ngén dang ké nhu
phan thuc nghiém dudi ddy s& chi ra cu thé.

Vén dé nay tuy nhién dang mé ra mot nhiém vu nghién ctru tiép, do 1a xay
dung céc thuat toan thAm dinh theo nhiéu dic diém bod sung maoi va td chirc song
song héa qué trinh nay trén cum mdy tinh dé phuc vu hiéu qua hon cong tac diéu tra
kham pha céc vu an 16n, phtic tap.

Véi kién triic to hop da tang dugc dé xuat, phuwong phap truy nguyén van tay
hién trudng s& dugc cai tién dang ké so v6i phuong phép truy nguyén truyén thong
dung thuat toan d6i sanhl:1 cia Verifinger, thé hién trén cac tinh niang méi dudi
day:

- Duoc bd sung thém tinh ning "chan doan ngdn" 1am co sé dé sip xép danh
sach tra ctru ddu ra theo theo thir tw vu tién ctia ma ngén.
- Dugc bo sung thém tinh ning phén loai van tay tu dong theo dang co ban, s6

dém van dung giai phap két hop nhiéu thuat toan kiéu da thé thic dé kich
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nang hiéu qua. Sau d6 tang cudng thém k¥ thuat sap thir ty danh sach két qua
tra ctru theo thi tu wu tién dang co ban (DCB), s6 ¢ém van (SDV).

Cong doan Trich chon PTCT duogc bd sung thém ban dd chét luong hé tro danh
gia d tin cdy cac diém di thuong (tdm diém va tam phan diém) va cac DTCT.
B bién tap trude day chi co tinh ndng bién tdp DTCT nay dugc ting cuong
thém céc tinh nang: Chén doan ngén, Pinh vi diém di thuong, nhan dang
DCB tu dong va trong tac. Puoc bd sung thém cong cu bién tdp méi: V& cip
van ranh lién thudc; V& ban dd hudng, ban dd chat luong.

Vé d6 chinh xé4c, nho kién trac td hop da téng, téng trudc dugce chon tin cdy
cao hon tang sau (nho khai thac cic ngudn thong tin tir co ban dén chi tiét, tir
tho dén min). Pam bao qua trinh sang loc hiéu qua, danh sach két qua tra ctru
dugc giam thiéu dan ting budc, qua ting ting nic: Tir tang "Nhan dang
ngén" dén "Nhan dang DCB + S6 d¢ém van", sau d6 dén ting "Dbi sanh theo
DTCT" dén cubi cing 1 ting "Tham dinh" ma van t4i thiéu héa dugc dong
thoi ca hai loai sai s6 FRR va FAR.

Vé tdc do truy nguyén, nho danh chi s6 phan cip nén cong doan d6i sanh
theo Ma ngén, DCB, s6 dém van rat nhanh chéng. Céng doan chdm nhat 13
tim kiém d6i sanh theo PTCT thi duoc song song hoéa giam xudng s lan ty
1¢ thuan vé6i sb6 nat tham gia xur Iy nén tong thoi gian kiém soat duoc (dudi 1
phut, cho du CSDL tang 1én hang chuc triéu chi ban!).

V& hiéu qua tong hop: Toan phuong phép truy nguyén hoat dong nhanh

chéng, chinh xdc, tiét kiém cong strc tham dinh dén toi da.

Phén thyc nghiém dudi dy s& phan nao phan anh dugc ky vong néu trén.

5.3. Két qua thue nghié¢m

Muc tiéu thuc nghiém 1a danh gid hiéu qua cai tién qua trinh truy nguyén van

tay hién trudng cia phuong phap méi dé xuit véi phuong phap truyén théng trién
khai trén hé C@FRIS phién ban 2009 [10,11], & d6 da dung céac ky thuat danh chi

muc CSDL theo ma ngdn, theo dang co ban (phan loai thu cong) nhung chua dung

k¥ thuat sdp thir tw vu tién, t6 hop da ting va déi sanh song song hoéa.
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Hé théng phan cing dé t6 chuc thyc nghiém bao gom 1 may cha cau hinh

trung binh, 5 may PC két néi mang LAN hinh sao. CSDL dung dé thir nghiém 1a

CSDL cin cudc can pham thyc té ciia hé C@FRIS tmg dung tai Céng an Ha Noi

gdm 2.500.000 chi ban vén tay 1 ngén, do phan giai chuan 500 dpi.

Nhiém vu thyc nghi¢m cu thé 1a tién hanh truy nguyén thtr nghiém 64 van

tay hién truong véi nhiéu mic do chit lwong khac nhau c6 chi ban diang ky trén

CSDL. Két qua thyc nghiém dwgc mé ta mot phan trong Bang 5.2.
Bang 5.2: Két qua tim kiém thuc nghiém 64 du van tay trénCSDL 2.500.000 chi ban 1 ngén.

. Thoi gian
Chat lugng . o Po dai danh sach
L doi sanh | Thoi gian oo ) .
dau van tay clia thudt | déi sanh ket qua tim kiém thuc té
ot Ak (thé hién N
STT File anh dau van tay . toan dé | trén cum 5
qua so TN Truong o
hrong xuat trén PC hoo chua Truong hop | Ty 18 %
prery | [P | @hiy | PRENT ) citién ritngn
(phit) cai tien

1 C528 CP.bmp 27 24.5 5 46 16 65.217
2 C528 TP.bmp 25 21 4 311 108 65.273
3 C528 TT.bmp 14 22 4.5 1 1 0
4 C41134_CP.bmp 21 23 6 69 24 65.217
5 C41134_CT.bmp 29 25 5 18 6 66.667
6 C41134 _TP.bmp 18 20 6 560 196 65
7 C41134 TT.bmp 20 22.5 5 743 260 65.006
8 C111543 CP.bmp 27 30 6.5 377 131 65.251
9 C123848 TP.bmp 24 25 4 6081 2103 65.416
64 C167497 _CT.bmp 33 30 7 38 13 65.789

Gia tri trung binh 23.5 21.5 4.3 374.76 126.6 66.218

Ghi chii-Do dai danh sach két qua tim kiém dugc sip xép theo thir ty wu tién

ngodn, thtr ty ma dang co ban, thu tu s6 dém van va trong nhom thi theo do giéng

giam dan duoc tinh bang sé luong ban ghi trén danh sach két qua tim kiém. Trén
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thuc té, khi thim dinh cac ddu van tay thi chi khoang 7-10% diu van tay co kha
nang tim thay trong CSDL thi d6 dai danh sach thuc té bang sb ban ghi nam trén chi
ban tim thidy. Con 90-93% khong tim thiy 1a trudng hop déu van tay hodc cua
ngudi nha hodc cua cac ddi tuong chua c6 tién 4n tién sy thi thAm dinh vién thuong
mét thém thoi gian dé tham dinh t&i hét danh sach. Vi vay, viéc sép xép thtr tu danh
sach két qua va xac dinh thuc nghi€ém do dai danh sach thuc té toi da cho ca céc
truong hop tim thiy va khong tim thdy c6 mot y nghia dic biét quan trong.

Két qua thuc nghiém trong Bang 5.2 da chtng to giai phap dé xuat dat hiéu
qua cao, dam bao vira giam duoc ddng thoi ca hai loai sai s FAR va FRR, vira ting
nhanh tdc d6 tim kiém, vira rat ngén dén 66,2 % thoi gian tham dinh tinh trung binh
trén 1 yéu cau so véi truong hop khong tmg dung giai phap to hop da ting.

5.4. Két luan

Chuong nay dé xuit mot giai phap cai tién phuwong phap truy nguyén va
thAm dinh véan tay hién truong dung k¥ thuat t6 hop da ting va dua vao ung dung
thuc nghiém. Véi tang thir nhat, nho xdy dung thanh cong thuit toan phan loai van
tay cho cac truong hop co xuét hién ddy di va khong ddy di tAm diém, tam phan
diém trén co s& két hop st dung hai thuat todn phan loai khac nhau, st dung thém
duong van co ban va dé xuatky thuat dung thém ma phu theo thir ty uu tién nén két
qua phan loai dat dugc do chinh xac kha cao. Sau dé nho bo sung thém thudt toan
doan nhan mé ngén, sé dém van vira dam bao d6 tin ciy cao khi chuyén giao két
qua cho tang tiép theo, vira ¢ gid tri rat ngin dang ké danh sach két qua tim kiém
thuc té. Véi tﬁng thir hai, k¥ thuat trich chon dac trung theo hudng vecto hoa ca anh
van va anh ranh két hop véi viéc dung quan hé dbi ngau dé sang loc va danh gia cac
diém DTCT ciing 1a mot dong gép méi. Véi tang 3, phuong phap ddi sanh DTCT
truyén thong duogc cai tién theo hudng dung thém ciu trac cuc bd dé sang loc tap
cac cap diém DTCT twong tng két hop véi k§ thuat nin chinh TPS ting phan dé
khtr méo phi tuyén. Hai dang cAu trac cuc bd méi duoce dé xuit la dang diém cuc bo

va cdp van ranh lién thudc vira it nhay cam véi bién dang va nhiéu vira gitip khai
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thac thém céc dac trung co6 gié tri phan biét phuc vu cho khau thAm dinh diu van tay
hién truong, nhét 1a cac ddu van tay c6 it DTCT.

Két qua thuc nghiém ciing cho thiy giai phap dé xuét da rut ngin dang ké
thoi gian va cong stc tim kiém, vi vay co6 thé dua vao cai dat dé ning cép tiép mo
dun tim kiém van tay hién truong cia hé C@FRIS, dap tng kip thoi yéu cau truy

nguyén van tay hién truong mé rong trén CSDL dung lugng 16n.
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KET LUAN VA HUONG NGHIEN CUU TIEP

Luén an di khao sat, dé xuét ca vé ly thuyét, thuat toan va thuc nghiém mot
sb giai phap méi, co gia tri nang cao ro rét hidu qua hé théng nhan dang va truy
nguyén vén tay ty dong C@FRIS. Cu thé 14 giai phap phan doan tach ving anh van
tay tir mau chi ban 10 ngoén theo hai giai doan tho va min, giai phap to chirc va bao
vé€ truy cap dir liéu, gidi phap trich chon dac diém toan cuc va cuc bd, giai phap ddi
sanh van tay dung k¥ thudt nin chinh bién dang va sang loc cac cip DPTCT theo ciu
trac cuc bd, dung cho cac trudng hop ddi sanh vén tay 4n va vén tay lan bi méo phi
tuyén. D& xur Iy vén tay hién trudng von co chat lugng thip, chi xuét hién tirng phan
va ¢ do bién dang cao, luan an ciing dé xuit mét kién tric da téng kiéu bac thang
dé két hop nhiéu giai phap khac nhau trong qua trinh truy nguyén va thim dinh. Cac
giai phap dé xuét di dugc phan tich, danh gia, kiém thir thuc nghiém, so sanh véi
cac huong tiép can khac va da khéng dinh dugc mot muirc do cai tién, nang cép tinh
nang ndi troi.

Sau day 1a cac két qua chinh dat dugc:

1) Da khao sat va dé xuét thuat toan tu dong phan doan tho anh chi ban 10
ngoén theo nghia di xir 1y cat thanh cong 10 anh van tay lan va 10 anh van tay an tir
mau chi ban vén tay 10 ngén. Diém sang tao & day la dung thuét toan dbi sanh vira
dé kiém tra thir tr ngén vira dé kiém thir, hoan thién két qua phan doan. D xay
dyng thanh cong thuat toan phan doan min anh vén tay ting ngén, cho ra két qua
dudi dang cac ban d6 hudng van va ban d6 chét lwong. Két qua phan doan thu duoc
dat dd chinh xac cao, loai bo duoc cac bui ban, vung nén thira va tiét kiém trung
binh 1/3 dung lugng bd nhd so véi kich thude anh phan doan theo phuong phép ct
tho chia déu 10 6 cho 10 ngén. Giai phap phan doan dé xuat di dugc dua vao sir
dung dé nang cép hiéu ning mo dun nhap chuyén doi thong tin sd hoa, nang cong
suit nhap liéu tir 500 chi ban/ngay 1én ché do xu 1y tu dong theo 16 dat cong suit
5000 chi ban/ngay.

2) Dé xuat md hinh nan chinh TPS ting phan dé cai tién moé dun d6i sanh

van tay 1an/dn theo hudng khir cac hién twong méo phi tuyén. Két qua thuc nghiém
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trén cac CSDL FVC 2004 (DB1, DB3) cho thiy so v&i phuong phap TPS toan
phén, phuwong phap méi nang cao rd rét hiéu qua d6i sanh nho ap dung k§y thuat nin
chinh timg phan, két hop dung cu tric van ranh lién thudc, thé hién qua két qua cai
tién cac phan bd chinh danh (Genuine) va gia danh (Imposter), tir 46 giam thiéu
duoc déng thoi ca hai loai sai s6 FAR va FRR véi thoi gian va b nhé st dung duoc
giam xudng dang ké.

3) b khao sat k§ va dé xuét xdy dung phuong phap danh chi sb dit liéu anh
van tay theo thudc tinh anh do hé théng tu dong trich chon cho ca hai ché do tim
kiém TP/TP va LT/TP. Di dé xuit giai phap song song hoéa qua trinh truy nguyén
theo tirng yéu cau tra ctru trén CSDL theo hudng phan phdi déng nhiém vu theo
nang lyc (can bang tai) cho nhiéu nat xir Iy song song cé nhiéu wu viét hon phuong
phéap phan hoach CSDL trudc va cai dat giai phap kiém soat truy cap CSDL qua
mang dung céng nghé bao mat BioPKI. Véi giai phap to chitc CSDL song song
hod, thoi gian tim kiém trung binh mot yéu cau trén CSDL dung luong 16n duge rat
xubng hang chuc 1an, xp xi ty 1é thuan voi sb nat dwa vao xir 1y song song. Nhd
ung dung cac tinh nang cua gidi phap BioPKI, viéc bdo mat trén h¢ C@FRIS duoc
dam bao chat ch& ma van giit duoc tinh dé dung trong cac khau xay dung, khai thac
va van hanh hé théng.

4) Bé hoan thién phuong phaptim kiém vén tay hién trudng, luan an cling dé
xudt mot giai phap dung k¥ thuat t6 hop da tang, két hop kiéu bac thang nhiéu
phuong phéap khac nhau va dua vao thir nghiém thyc t&. Két qua thir nghiém cho
thay, giai phap dé xuét da phat huy dugc hiéu qua tong hop ciia nhiéu phuong phap,
cai thién rd rét do chinh xéc, tbc do truy nguyén va cong sirc thim dinh vén tay hién
truong trén CSDL qui mo 1on.

Céc két qua chinh cta ludn 4n dugc cong bd trong hai bai bao cua tap chi c6
uy tin trong nude [17,19], mot bai bao gui tap chi da qua vong phan bién thtr 2, hai

bao c4o hdi nghi quéc té va bdn bao céo tai cac hoi thao quéc gia [9,10,15,16].

116



Nhitng néi dung mdi can tiép tuc nghién ciru:

Bén canh cac két qua dat dugc, do han ché vé thoi gian va kha nang, van con
nhiéu ndi dung nghién ciru phat sinh van chua duoc giai quyét. Sau ddy 1a mot sb
van d& con mé can tiép tuc nghién ctru:

1) Tiép tuc cai tién giai phap phan doan tho dé tach 10 anh van tay ldn va 10
anh van tay an tir mau chi ban 10 ngén bang phuong phéap tw dong xtr 1y khoi phuc
cac duong ké chia 6 trén mAu thé chi ban 10 ngdn dé thay thé cac giai phap phan
doan phuec tap.

2) Tiép tuc hoan thién giai phap phan doan min dé 1ap ban d6 hudng van, ban
dd d6 cong, ban d6 chat luong va tinh thém ban d6 bude song va khung xwong dudi
dang vecto hoa cua van tay.

3) Nang cao do chinh xéc thudt toan trich chon DTCT theo hudng ting
cuong cac ky thuat khir 16i dinh nét, dat nét, dinh ranh, dat ranh sau trich chon va
danh gia do tin cdy cua ting diém dic trung va trién khai thém thuat toan khai quat
hoa (generalization) bd DTCT bang phuong phap hoc tir nhiéu mau van tay do cing
mot ngon in ra.

4) Tiép tuc cai tién thuat toan d6i sanh van tay bién dang phi tuyén theo hudéng
nan chinh timg phéan dua trén k¥ thuat chon tap cac cip diém khong ché tdi wu phan bd
dong déu trén anh vén tay ding thuét toan "tham lam" dé tinh phu t6i thiéu.

5) Phat trién thuat toan dbi sanh van tay hién truong khéng chi dung DTCT
ma dung ca ban d6 d6 cong, ban do tan sd va ban do khung xwong duong van. Xay
dung cac thudt toan tham dinh song song hoa trén cum may tinh dé phuc vu hi¢u

qua hon cong tac diéu tra kham pha cac vu an 16n, phtc tap.
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