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1. Téng quan vé an toan thong tin’

1.1 Tai sao cin bao dam an toan thong tin?

Ngay nay, sy xuat hién Internet va mang mdy tinh da giup cho viéc trao d6i théng tin trd nén nhanh
gon, dé dang. E-mail cho phép ngudi ta nhan hay gui thu ngay trén may tinh cua minh, E-business cho
phép thuc hién cac giao dich budn ban trén mang, ... Tuy nhién lai phat sinh nhitng vin dé méi. Thong
tin quan trong ndm & kho dir liéu hay dang trén dudng truyén co thé bi trom cép, c6 thé bi lam sai 1éch,
c6 thé bi gia mao. Didu d6 c6 thé anh hudng t6i cac t6 chire, cic cong ty hay ca mot qubc gia. Nhimg bi
mat kinh doanh, tai chinh la muc tiéu cua cac d6i thu canh tranh. Nhiing tin tirc vé an ninh qudc gia la
muc tiéu cua cac to chirc tinh bao trong va ngoai nudc. Dé giai quyét tinh hinh trén, vin dé bao dam an

toan thong tin (ATTT) da duoc dit ra trong 1y luan ciing nhu trong thyc tién.

1.2 Muc tiéu cua an toan thong tin.

* Bao dam bi mat (Bao mat): Thong tin khong bi 16 d6i voi nguoi khong duoc phép.

* Bao dam toan ven (Bao toan): Ngan chin hay han ché viéc bo sung, loai bo va stra dir liéu khong
dugc phép.

* Bao dam xac thuc (Chimng thuc): Xac thuc ding thuc thé can két ndi, giao dich. Xac thyc dung
thuc thé ¢o trach nhiém vé ndi dung thong tin (Xac thuc ngudn gde thong tin.)

* Bao dam san sang: Thong tin sin sang cho nguoi dung hop phap.

1.3 Cac ndi dung an toan thong tin.

a). Noi dung chinh:

* An toan may tinh (Computer Security): la su bao vé cac thong tin ¢b dinh bén trong may tinh
(Static Informations), 1a khoa hoc vé bao dam an toan thong tin trong may tinh.

* An toan truyén tin (Communication Security): 1a su bao vé thong tin trén duong truyén tin (Dynamic
Informations). (Théng tin dang duogc truyén tir hé thong nay sang hé théng khac). La khoa hoc vé bao
dam an toan thong tin trén dudng truyén tin.

b). Noi dung chuyén nganh (N§i dung hé qua tir ni dung chinh):

Dé bao vé thong tin bén trong may tinh hay dang trén duong truyén tin, phai nghién ciru cac ndi dung
chuyén nganh sau:

+ An toan Dur liéu (Data Security).

+ An toan Co so dir liéu (CSDL) (Data base Security).

+ An toan Hé diéu hanh (Operation system Security).

+ An toan mang may tinh (Network Security).

L PGS.TS Trinh Nhdt Tién - Gido trinh mdt md va an toan dir liéu, DPHCN, PHOGHN
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2. Phén tich tinh hinh an toan thong tin tai Vi¢t Nam nam 2015

2.1 Cac chi s6 an toan théng tin

Tai H¢i thao Ngay An toan thong tin Viét Nam 2015, Hiép hoi An toan thong tin Viét Nam (VNISA)
d3 cong bd bao cao Két qua khdo sdt thuc trang an toan théng tin Viét Nam ndm 2015 va dwa ra Chi sb
An toan thong tin Viét Nam 2015 - VNISA Index 2015.

Mot vai thong ké dang luu tim trong bao cdo trén:

- Khi hoi: Hé théng cia to chirc c6 duge kiém tra, danh gia an toan thong tin (ATTT) hay khong?

53% tra 1oi 1a c6 va 47% tra 10i 1a khong.

600
47% o ,
t6 chire/doanh
nghiép
m Cé m Khéng

Hinh 1.1 Ti 1¢ danh gia ATTT trong té chiec doanh nghiép
- Khi hoi can b van hanh, khai thac, sir dung hé thong ctia to chtc da tuan thi cc chinh sach vé

ATTT hay khong: C6 61% cho ring c¢é tuin thii va 39% khong tuén thii.

600 39%
t6 chlrc/doanh
nghiép
B Co mKhobng

Hinh 1.2 Ti I¢ tudn thu cac chinh sach ATTT
- Quy trinh danh gia, quan 1y va xir Iy nguy co v& ATTT trong ciac TC/DN véan con nhiéu han ché,
62% dwoc danh gia khong theo quy trinh, chi c6 28% la tuan thi theo ding quy trinh.
- M{t trong cdc vin dé khé khin nhit ma TC/DN gap phai trong viéc bao dam ATTT cho thong
tin va hé thdng d6 1a viéc quan 1y chdt ché cau hinh hé thong mang (Configuration Management).
Qua cac thong tin & trén c6 thé thy ring:
- Cén phai diy manh cong tac danh gia su an toan cua mot hé théng CNTT.

> Lam thé nao dé quan 1y dwoc cdu hinh mang.

2.2 Cic hinh thirc tin cong mang khai thac 16i cAu hinh.

Theo thong ké cia VNCERT cho thay, ndm 2015, c6 nhiéu hinh thirc tin cong véi nhitng ki thuat khac
nhau, phd bién nhat 1a cac ky thuat: Tan céng do quét diém yéu dich vu UPNP, tan céng gdy tir chéi
dich vu phén gidi tén mién DNS, tan cong do mdt khau dich vu FTP bang phwong phdp vét can (brute
force login attempt)

Qua phan tich ¢ trén c6 thé thdy ring néu quan tri vién khong tuan thu cac khuyén nghi vé an ninh khi

cAu hinh hé théng thi c6 thé din dén hé thdng d6 c6 nhirng diém yéu va b khai thac boi ké tin cong.
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2.3 Hau qua cia nhitng vu tin cong mang do 16i ciu hinh.
Tai Viét Nam trong nam 2015 va 2016, theo thong ké ctia cong ty an ninh mang BKAV, xay ra mot sb

vu viéc mat an toan thong tin do viéc cau hinh trén thiét bi mang:

- Thang 06/2016, c6 70.624 may chii Remote Desktop Protocol (RDP) dugc rao ban trén thi truong chg
den xDedic va gia chi 6 USD cho mdi quyén truy cép, trong d6 c6 841 may cha ¢ Viét Nam. Sau khi
cac don vi an ninh mang Viét Nam tién hanh tim hiéu va kiém tra trén thuc té thong tin cac may chu
Remote Desktop Protocol (RDP) tai Viét Nam duoc rao ban trén thi truong chg den xDedic, két qua cho
thdy, 153 may chii van dang m¢ cong 3389 (RDP), trong dé c6 51 mdy chii mé cd cong 3389 (RDP) va
80 (HTTP).

- Ciing trong 4 thang dau nim 2015, theo bdo cdo bao mét tir cong ty bao mat BKAV, sau nhitng ghi
nhan tir hé thong phong vé DDoS ctia minh cho thiy c6 nhidu cudc tin cong-tir chbi-dich vu (DDoS)
xudt phat tir nhiéu dia chi IP thudc nhidu nha cung cap dich vu Internet (ISP) tai nhidu quéc gia. Nhitng
dja chi IP nay xuét phat tir cac router (bd dinh tuyén mang) két ndi Internet ding trong gia dinh hay
doanh nghiép nhé da bi hack. Va tdt ca router "thdy ma" déu khéng dieoe ngueoi ding thay déi mdt khau
mdc dinh cua tai khoan quan tri (admin) tir nha san xudt.

> Viy van dé dat ra ¢ day la lam thé nao dé danh gia mot hé théng dugc céu hinh ¢é tuén tha cac
khuyén nghi hodc tiéu chuan an toan hay khong? Tir d6 ¢6 cac bién phap khic phuc nhitng diém yéu vé

céu hinh, lam giam kha ning bi hacker khai thac

2.4. TAm quan trong cta viéc quan ly ciu hinh.

Nam 2011, trong mdt bao cao cua hang phan tich Gartner chi ra rang, viéc quan Iy cdu hinh an ninh 1a
mot viée bat budc phai 1am, va 1a wu tién s 1 trong danh sach cac cong viéc bao vé cho may chu.?
Nam 2012, tap chi an toan thong tin SANS da dua ra 20 mirc d6 cip thiét khi quan ly an ninh cho mot
t6 chirc (SANS 20 Critical Security Control), trong d6 xép hang mirc do cép thiét cua viéc quan ly ciu
hinh an ninh cho may chu, hé théng, thiét bi dau cudi c6 mirc do 3; xép hang mirc do cap thiét viéc quan
1y c4u hinh an ninh trén cac thiét bi mang la cp d¢ 10.3

Qua nhitng s6 liéu néu trén, c6 thé thiy ring viéc quan ly ciu hinh dé ngin ngira nhitng 18i c6 thé xay
ra 1a mot van dé rat can duoc quan tdm trong cong tac quan tri mang. Mdc di viéc nay khéng don gian
nhung can cé nhiing giai phdp dé kiém tra, danh gia mét hé thdng cé ton tai nhimg 16i cau hinh hay

khéng, va tir do dwa ra cdach khéc phuc.

2 Neil MacDonald and Peter Firstbrook, “How To Devise a Server Protection Strategy,” December 201 1.
www.gartner.com/id=1866915

3 http://www.networkworld.com/article/2992503/security/sans-20-critical-security-controls-you-need-to-
add.html
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3. Vén dé quan Iy ciu hinh thiét bi mang doanh nghiép

3.1 Muc tiéu va pham vi nghién ciru

Luan van nay tap trung vao viéc phdn tich va danh gid xem cdu hinh an ninh trén cdc thiét bi ha tang
mang ciia mt t6 chire, doanh nghiép cé tudn thu theo chinh sach an toan bao mdt théng tin cua td chirc
d6 hay khong.

Thiét bi ha ting mang dé cap dén trong luan van la thiét bi dinh tuyén - Router, thiét bi chuyén mach -
switch, thiét bi dinh tuyén khong day - wireless router. Lira chon hang thiét bi l1a hang Cisco, duoc st
dung phé bién trong mang cla cac cong ty, t6 chirc tai Viét Nam.

Pham vi phan tich 1a mang may tinh cua mot doanh nghiép tai tru so chinh cua doanh nghiép d6. Tuc la
khong bao gom hé théng mang dién rong (WAN).

Déu tién, luan vin khao sat mét mé hinh mang mdy tinh dién hinh, duoc str dung phd bién tai cac doanh
nghiép. Sau d6 luan vin chi ra nhitng ciu hinh an ninh trén thiét bi 1a gi; tai sao phai thuc hién nhiing
céu hinh d¢; nhitng hau qua co thé xay ra néu khéng thuc hién, hodc thuc hién sai cac cdu hinh an ninh
cho thiét bi (151 cau hinh) ; cach khic phuc ting 16i cAu hinh nhu thé nao?

Tiép theo luan vin d& xuat phuong phap thu thap file cau hinh cua cac thiét bi. Sau khi da thu thap cac
file cAu hinh, ludn vin dé xuat phuong phap phén tich so sanh nhitng cdu hinh thu thap dugc véi cau
hinh dwoc khuyén nghi trong chinh sach an toan bao mat thong tin cua to chirc. Sau budc so sanh nay,
két qua thu dugc 1a mot bao cao danh gia vé nhimng 18i cdu hinh an ninh trén cac thiét bi ha tang mang.
Dua trén c4o cao nay ngudi quan tri vién hé thong s& tién hanh nhimg bién phap khic phuc nhimg 15i
cau hinh do.

Cudi cung 1a nhimg van dé da thuc hién dugc va nhitng van dé ton tai cua luan van, hudng nghién ciru

mo rong tiép theo.

3.2 Khai niém 15i cAu hinh an ninh

Cdu hinh an ninh 1a cau hinh nhim bao vé an toan cho thiét bi. Mot vai vi du vé cau hinh an ninh:
- Nhing dich vu mang khong dugc sir dung thi nén tat;

- Phai d6i mat khau tai khoan quan tri mic dinh trén thiét bi;

- Khi tao cac két nbi quan Iy tir xa toi thiét bi nén st dung giao thirc an toan nhu SSH (Secure Shell)
thay vi st dung giao thirc kém an toan nhu Telnet...

Mot hé théng mang duoc xem la quan 1y yéu kém 1a mang ma trong dé cac thiét bj khong dugc cau hinh
day du cac chinh sach vé an ninh. Tir d6 trén cac thiét bi mang co cac 16 hong, dan dén bi ké tin cong

khai thac va thyuc hién cac hanh vi c6 chu dich cua han.
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3.3 Khai niém vé duwong co s¢ an ninh (Security Baseline)

Puong co so an ninh la mét danh sach kiém tra (checklist) ma theo d6 cac hé théng dugc danh gia va
kiém toan dbi véi tinh hinh an ninh trong mét t6 chirc. Puong co so phac thao ra nhitng yéu té an ninh
chinh d6i véi mot hé thng, va trd thanh diém xuét phat cho viéc bao vé hé théng do.*

3.4 Khai niém gia c6 thiét bi (device hardening)

Muc dich cta viéc gia c6 thiét bi 1a 1am giam cang nhiéu rui ro cang tét, va 1am cho hé thong an toan
hon.

Thiét bi ha ting mang khi mua vé déu co cac thong sé cu hinh mic dinh tir nha san xuat (vi du: tai
khoan va mét khiu méc dinh, dich vu chay mic dinh...). Khi dua vao st dung, quan tri vién can céu
hinh lai nhitng tham s nay sao cho phu hop véi cac tiéu chuan an ninh dugc dé cap dén trong chinh

sach an toan bao mat thong tin cua to chirc.

3.5 Khao sat mdt mang may tinh dién hinh trong doanh nghiép.

Internet Internet

Core Layer

Distribution Layer

Access Layer

Hinh 3.2. Thiét ké mang phén thanh 3 ting

Céu triic mang thuong dugc thiét ké theo mo hinh 3 ting nhu trén hinh. Thiét ké nay néu tuan thu s&
dam bao cho hé thong mang c6 tinh sin sang, linh hoat, an ninh, tinh quan 1y. Pugc phan thanh cac ting:
- Tang truy nhdp (Access layer): & két ndi cac thiét bi dau cudi cua nguoi ding vao mang.
- Tdng phan phéi (Distribution layer): thyc hién gom luu lugng tir ting truy nhap va giri t6i ting
15i dé tang 15i thyc hién dinh tuyén t6i dich.

4 Theo giao trinh CompTIA Security+
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- Tdng I6i: thuc hién gom luu luong tir tit ca cac thiét bi & tAng phan phdi va chuyén tiép luu

lwong nay toi cac trung tim dir liéu, trung tdm dich vu, hodc ra mang dién rong.

3.6 Nhirng 16i quan tri vién gip phai khi cAu hinh hé thong mang

3.6.1 Cac 16i lién quan dén ciu hinh quan 1y thiét bi

Bang dudi ddy tom tat nhing 16i gap phai khi cau hinh quan ly thiét bi va cau hinh khuyén nghi.

STT | Masb 15i M3 ta vé 15i Khuyén nghi
1 mnt-TELNET Str dung giao thirc TELNET dé truy St dung giao thirc SSH (SecureShell)
cap thiét bi tr xa. TEL NET khong ma | dé truy cap toi thiét bi tir xa
hoa thong tin nén c6 thé bi 16 mat khau
2 mnt-HTTP Str dung giao thirc HTTP dé truy cap Str dung giao thirc HTTPS dé truy cap
giao dién quan ly thiét bi. HTTP khong | vao thiét bi dé quan ly
ma hoa thong tin nén ¢6 thé bi xem
trom
3 mnt-TFTP St dung giao thirc truyén file don gian | Str dung SCP (Secure Copy Protocol)
TFTP hoac FTPS (FTP Secure)
4 mnt-int-ACL- Khéng ngan chin cac may tinh nguoi Str dung ky thuat didu khién truy cap.
BLK & N n s
ung truy cép toi giao dién quan ly
thiét bi
5 mnt-SNMP St dung giao thirc quan tri mang don Str dung giao thitc SNMPv3
gian SNMPv1 hodc SNMPv2c
6 mnt- Cai dat mat khau xac thuc cuc bd trén Thyec hién xac thuc tap trung trén may
PasswordLocal thiét bi chil AAA
7 mnt- Khé ~1 . A A R ~ 1 A X
o6ng ma hoa cac mat khau luu trén Ma hoa mét khau
PassENCRYPT thiét bi
8 mnt-NTP Khong chu hinh ddng bo v& theri gian | Cin 1y ddng bé thoi gian theo may
chu NTP
9 mt-SYSLOG | k1,6ng Twu nhat ky hoat dong (log) Chu hinh @ thiét bi giri céc canh bdo
dén mot may chu luu syslog tap trung

Bdng 3.2. Nhitng 16i cdu hinh an ninh trong quadn Iy thiét bi
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Bang dudi ddy mo ta mot mau ciu hinh an ninh tiéu chuan cho viéc quan ly thiét bi

STT | Mi sb Céu hinh trén thiét bi Céu hinh khuyén nghi
1 mnt-TELNET line vty 0 15 line vty 0 15
password [string] transport input ssh
login
2 mnt-HTTP ip http server no ip http server
ip http secure-server
3 mnt-FTPTFTP N/A Ip ftp server
4 mnt-int-ACL-BLK n/a Access-list
5 mnt-SNMP N/A username - password/secret
6 mnt-PasswordLocal N/A AAA new-model
AAA authentication
AAA authorize
AAA accounting
7 mnt- Service-password encryption
PasswordENCRYPT
8 mnt-NTP N/A Ntp server [IP]
9 mnt-SYSLOG N/A Logging [IP]

Bang 3.3. Cau hinh 16i va cau hinh khuyén nghj

3.6.2 Cac 16i cAu hinh trén thiét bi ting truy nhap

Nhu di dé cap, vai tro cia tAng truy nhap trong mé hinh thiét ké 3 tang la dé két ndi céc thiét bj dau cudi

clia ngudi dung vao mang. Thong thudng cac thiét bi ting truy nhép 1a cac thiét bj chuyén mach (switch

16p 2), thiét bi dinh tuyén khéng day (wireless router).

3.6.2.1 Li ciu hinh trén thiét bi switch 16p 2

Bang dudi day tom tat lai nhitng 18i cau hinh an ninh trén thiét bi switch va cau hinh khuyén nghi.

STT

Ma 16i

MO ta 16i

Khuyén nghi




Khoéng bat ché d6 an ninh cong

1 acc-shutdown Khong tit cic céng switch mé dang Tat cac cong khong s dung
khéng sur dung
2 acc-dhcpsnooping Khong bét ché d6 ngan chan cic ban Bat DHCP Snooping
tin DHCP gia mao
3 acc-DAI ig(;ng bat ché do giam sat cac goi tin ig;lfl}é;ig%n igéa;nRsst goi tin
Inspection
4 acc-portsecurity Bat ché d6 an ninh cong

acc-IPSouceGuard

Khong bat ché d6 chéng gia mao IP
ngudn

Bat ché d6 bao vé IP ngudn - IP
Source Guard

5 acc-1Pv6

Khéng bat ché d6 ngan chin cac ban
tin IPv6 RA gia mao

Bat ché d6 ngan chian IPv6 RA
gia mao - IPV6 First Hop
Security

6 acc-BPDUGuard

Khong bat tinh ning BPDU Guard
trén cac cong Port Fast

Bat BPDU guard trén cac cong
Port Fast

Bdng 3.4. Léi cdu hinh an ninh trén swich va khuyén nghi

3.6.2.2 Ldi cAu hinh trén thiét bi dinh tuyén khong diy

Ma 16i Mo ta

Khuyén nghi

wl-SSID

Khéng 4n tén mang khong day

4n tén mang khong day

wl-SimplePass

Diat mat khau truy cap mang khong day don gian

Dat mat khau manh

wl-MAC

Khéng c4u hinh loc dia chi MAC:

Céu hinh loc dia chi MAC

wl-Default

Khéng dbi tai khoan quan tri mic dinh:

Dai tai khoan quan tri mac
dinh

Bang 3.5. Tom tiit cac 16i cdu hinh trén thiét bi dinh tuyén khong day.

3.6.3 Cac 16i cAu hinh trén thiét bi ting phan phdi va ting 16i

STT | Ma 16i

Mo ta 16i

Khuyén nghi

1 core-Passive-

Int

Khéng dat cac cong ndi voi tang
Access la cong ché do Passive

Dit cac cong noi voi tang
Access la cong ché do Passive

2 Core-Routing-
Info

Khong xac thuc théng tin dinh tuyén

CAu hinh xac thyc thong tin dinh
tuyén
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Bang 3.6. Léi cAu hinh ting phan phdi
4. Phwong phap thu thap ciu hinh tir cac thiét bi mang
4.1 Yéu ciu cua viéc thu thap s6 liéu cAu hinh
e Phai thu thap va luu trir tap trung s6 lidu cAu hinh tir cac thiét bi mang vé mot may chu dé thuan tién
cho viéc danh gia cau hinh;
e Bao dam c4u hinh duoc thu thap la cau hinh hién thoi dang hoat dong trén cac thiét bi (khong phai
1a cAu hinh cii)
e Bao dam cac file ciu hinh khong bi 18 khi thu thap.

e Phan biét duoc cac file ciu hinh tir cac thiét bj khac nhau

4.2 Chuén bi vé con nguoi, quy trinh, phin cirng, phin mém, dir liéu
- Con nguoi: Nguoi thue hién cong viéc thu thdp sé liéu: nhan vién phong van hanh hé thong, nhan vién
phong an toan thong tin.
- Quy trinh: sau khi nhan duoc yéu cau tir phong an toan thong tin, nhan vién phong van hanh can thu
thap s6 lidu cau hinh mai nhdt trén cac thiét bi mang vé mot thiét bi luu trir tap trung.
- Phdn cing: phong van hanh phai trang bi mot may chu (server) luu trit tap trung cau hinh.
- Phin mém:
+ Hé diéu hanh cho Server c6 thé 1a Windows hodc Linux.
+ Phan mém FTP:
- Dit lidu cdu hinh: nhan vién phong van hanh can truy cip vao cac thiét bi dé kiém tra cdu hinh dang

hoat dong trén thiét bi dé copy vé server.

4.2 Cach copy ciu hinh vé may chu

< Internet In(ernet)

Core Layer

Distribution Layer I K

Access Layer _

M- FTP Server

C4c thiét bi mang

Hinh 4.1. Phwong phap thu thap cdu hinh
Buoc Céu Iénh Muc dich
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1 Router# configure terminal Truy cap vao ché do céu hinh

2 Router(config)# ip ftp username username Khai bao FTP username (trén Filezilla)

3 Router(config)# ip ftp password password Khai bao FTP Password (trén Filezilla)

4 Router(config)# end Thoat khoi ché d6 cAu hinh

5 Router# copy system:running-config Copy céu hinh running-config 1én FTP
ftp:[[[//[username[:password]@]location] Server. Lueu ¥ tén file céu hinh phdi khdc
/directory]/filename] nhau.

Bdng. Cac budc copy file cau hinh twr thiét bi Ién may chu. Lwu y quy tic ddt tén file

4.2.1 Quy dinh vé dit tén file cAu hinh.
O bude sé 5 bang trén, khi thiét bj s& yéu cAu quan tri vién nhap tén file cAu hinh s& luu & may chu FTP,
can dat tén file cu hinh nhu sau:

[Ma tang-Tén-thiét-bi-config]
4.2.2 Phuong phap ldy miu néu s6 lwgng thiét bi 1on.
Trong trudng hop sé lugng thiét bi 16n (>1000 thiét bi) thi c¢6 thé sir dung phuong phap 1dy mau ngiu
nhién dé danh gia. Theo phuong phap nay, co thé ldy danh sach cac thiét bi, sau d6 thu thap cau hinh
ngiu nhién ctia 20% thiét bi. Nhu vay tong cong s& Iy cdu hinh ctia khoang 200 thiét bi. Day la miu du
16n dé danh gia duoc hién trang cAu hinh an ninh trén cac thiét bj ha tAng mang.
4.3. Kiém tra cac file cAu hinh thu thip dwoc

Sau khi copy cén kiém tra lai s§ luong file da copy 1én may cha FTP Server da ddy du va chinh xac hay

chwa. Phuong phap kiém tra vé: s luong file, tén file, ndi dung file
5. Phwong phap danh gia ciu hinh an ninh trén thiét bi mang

5.1 Phwong phap chung dé danh gia cAu hinh an ninh
Dé thyc hién danh gia cdu hinh an ninh trén thiét bi mang c¢6 tuan tha theo chinh sach an toan bao mét
thong tin hay khong, thi can so sanh cau hinh hién tai dang hoat dong v&i cdu hinh an ninh khuyén nghi

(duong co so an ninh).

/N
< Sosanh—>
NN
Ciu hinh dang hoat dong C4u hinh khuyén nghi
(Running-config) (dwong an ninh co s6)

Hinh. Phwong phap danh gia cdu hinh an ninh
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5.2 Tiéu chuén do lwong an ninh TCVN 10542:2014

Mo hinh do Iuong an toan thong tin 1a mot cau trac lién két mot nhu cau thong tin téi cac dbi tuong co
lién quan cta bai do va cac thudc tinh ctia chung. Pdi twong do luong c6 thé bao gdm ké hoach di dinh
hodc cac quy trinh, cac thu tuc, cac dy 4n va cac ngudn lyc da trién khai. M6 hinh do ludng an toan

thong tin mé ta 1am sao dé cac thudc tinh lién quan duge dinh lwong va chuyén ddi thanh cac chi bao

cung cap co so cho viéc ra quyét dinh.

toan théng tin

céac thu tuc

Cac quy trinh quan ly an

Céac muc tiéu quan ly
Céac bién phap quan ly

Thire hién cac qua trinh va

Nhu céu théng tin

Hiéu qua

Cac két qua do

/ \

-

Tiéu chi quyét dinh

Chi béo

+_M6 hin
phan tich

Y

Céc sb do dan xuét

Déi twong clia bai do
| Thube tinh Phuong phap Ham do Iwbrﬁ*
do lwong
| Thude tinh » Cac sb do co ban
| Thude tinh
Bai do
Trong do:
TEN CAC THANH PHAN GIAI THICH
Thong tin chung cia bai do
Tén bai do Tén bai do

So6 hiéu

Sb dinh danh duy nhat, tuy y theo quy dinh cta td chirc

Muc dich

M6 ta cac 1y do din dén can thiét cua bai do

Muc tiéu bién phap quan ly

Quan Iy cac doi tuong trong bai do (di c6 ké hoach hoic di duoc

trién khai)
Bién phap quan 1y (1) Bién phap quan 1y can do ludng
Bién phap quan 1y (2) Tuy chon: bién phap quan ly/ quy trinh cao hon trong nhom da bao

gdm trong cung bai do, néu c6 thé ap dung (di c6 ké hoach hodc di

dugc trién khai)

Poi twgng ciia bai do va cic thudc tinh
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Dbi tuong boi tugng (thuc thé) dugc dic trung thdong qua bai do cac thude tinh
ctia nd. Mot dbi tuong bao gém cac quy trinh, cac ké hoach, cac du
an, cac nguén Iuc, cac hé théng, va cac thanh phén.

Thudc tinh Tinh chat hodc dic trung cla ddi tuong cua bai do co thé duoc phan

biét vé sb lugng hoac chét lugng boi con nguoi hodc boi ty dong.

Théng tin dic ta vé so do co ban (cho mdi sé do co ban [tir 1 dén n])

S0 do co ban

Mot s6 do co ban dugc xac dinh theo mét thudc tinh va phuong phap
do cu thé dé dinh luong thudc tinh (vi du nhu sé nguoi di duge dao
tao, sb luong céc diémy/sites, chi phi tinh dén nay). Theo dir liéu thu

thap, mot gid tri duwoc gan nhan cho mot sb do co ban.

Phuong phép do Trinh ty cac hoat dong sir dung trong dinh lugng thudc tinh vé mot
pham vi cu thé.
Loai phuong phap do Dua trén ban chét cac hoat dong st dung dé dinh lugng thude tinh,
phan thanh hai Phuong phép do:
- Chu quan: dinh lugng lién quan t&i chu dinh cua con nguoi.
- Khach quan: dinh luong dwa trén cac quy tic sb hoc.
Thang gia tri Tap hop céc gia tri c6 thu tu, hodc tip cac danh muc dugc anh xa toi
thudc tinh caa sd do co ban
Loai thang gia tri Dua trén ban chat moi quan hé giira cac gia tri, phan thanh bon loai
thang gia tri ph6 bién: Danh dinh; thr tu; khoang doan; ty 18.
Pon vi do So lugng cu thé, duoc xac dinh va phu hop theo quy wdc, voi cac $0

lugng khac cung loai dugc so sanh theo mot thur tu dé dién ta mdi

tuong quan voi sb luong do.

Théng tin diic ta vé so do dan xuat

S6 do dan xuat

Mot s6 do duoc rat ra tir hai hoac nhiéu hon s6 do co ban.

Ham do luong

Thuét toan hodc tinh toan dugc thuc hién dé két hop hai hoac nhiéu sb
do co ban. Thang gi tri va don vi cua s6 do dan xuat dia trén thang
gid tri clia cac s6 do co ban ma nd bao gdm ciing nhu cach két hop cac

ham do luong véi nhau.

Théng tin dic ta vé chi bao

Chi bao

S6 do ma cung cip nhimng udc tinh hay dinh luong cac thudc tinh xac
dinh thong qua mo hinh phan tich véi nhitng thong tin can thiét. Cac

chi bao 1a co s dé phan tich va dwa ra quyét dinh.

M© hinh phén tich

Thuat toan hodc viéc két hop tinh toan mot hodc nhicu sd do co ban
hodc cac s0 do dan xuat vai ti€u chi quyet dinh phu hop; Pi€u nay dua
trén sy hi€u biét hodc cac dir kién, moi quan hé dy tinh gitra s6 do co

ban hodc sb do dan xuit hodc trang thai cua ching. Nho' mo hinh phan
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tich s& giup wdc lwong hay dinh lvong mdi quan hé dé xac dinh thong

tin can thiét.

Théng tin dic ta vé tiéu chi

quyét dinh

Tiéu chi quyét dinh Ngudng, muc tiéu, hodc cac mau dugce sir dung dé xac dinh su can thiét
phai hanh dong hay diéu tra thém, hodc dé mé ta mirc d6 chinh x4c cua
két qua bai do nhét dinh. Tiéu chi quyét dinh gitip 1am rd cac két qua
cua bai do.

Két qua bai do

Giai thich chi bao Mo ta vé chi bao, dé chi bao dugc hiéu rd rang hon.

Pinh dang ho so do DPinh dang ho so do nén dugce danh nhdn va luu thanh tai liéu. Mo ta

cac theo ddi, nhan xét vé td chitc hoac ngudi s¢ hitu thong tin co thé
can dugc ghi lai. Pinh dang ho so do tryc quan s€ miéu ta cac danh gia
va cung cap gidi thich rd rang vé cac chi dan. Dinh dang ho so do nén

duogc tuy chinh theo thong tin khach hang.

Cac bén lién quan

Nguoi trach nhiém bai do

Ban quan ly hodc cac bén quan tdm yéu cau hodc can thong tin vé hiéu
Iuc ciia mot hé théng ISMS, cac bién phap quan 1y hodc nhém bién

phap quan ly.

Nguoi xem xét két qua do

Ca nhan hodc to chirc ma kiém tra tinh hgp 1¢ cho cac cau trac bai do
da tién hanh 1a da diéu kién cho viéc danh gia hiéu lyc cia mot hé

thdng ISMS, céc bién phap quan 1y hodc nhom bién phap quan 1y.

Nguoi s¢ hiru thong tin

Ca nhén hoac t6 chirc s¢ hitu thong tin vé mot doi twong cua bai do

va chiu trach nhiém vé bai do.

B0 phan thu thap thong tin

C4 nhan hodc t6 chuc chiju trach nhiém vé thu thap, ghi chép va luu

trir dir ligu.

B0 phan trao doi thong tin

Ca nhan hodc t6 chire chiu trach nhiém phan tich di liéu va trao doi

cac két qua bai do.

Tan suat thuce hién

Tan suat thu thap dir liéu

Murc d6 thuong xuyén thu thap dir li€u.

Tan suat phan tich dit liéu

Mirc d¢ thuong xuyén phéan tich dit liéu.

Tan suat va ho so do

Murc d¢ thuong xuyén cua cac két qua do duoc lap ho so (murc do

nay c6 thé thap hon Tan suét thu thap dit liéu).

Tan suat stra doi bai do

Ngay stra d6i bai do (thoi han hiéu lyc cta tinh hop 1é cua bai do

hoic cac thay dbi cia bai do)

Tan suat thue hién bai do

Xac dinh dinh ky thuc hién bai do.
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5.3 Panh gi4 18i cAu hinh quén 1y

TEN CAC THANH
PHAN

GIAI THICH

Thong tin chung cia bai do

Tén bai do

Po cac tham so vé cau hinh an ninh trong viéc quan ly thiét bi.

S6 hi¢u

Device-Management-Check

Muc dich

Kiém tra cac cdu hinh quan Iy trén thiét bi xem c6 tuén thu theo chinh

sach an toan bao mat thong tin hay khong.

Muc tiéu bién phap quan ly

Kiém tra dugc ciu hinh quan ly trén thiét bi xem c6 18i hay khong dé

ttr d6 ¢o bién phap khic phuc.

Bién phap quan ly (1) C6 sy tham gia cua Phong An toan théng tin va Phong véan hanh.
e Phong van hanh: thu thap cau hinh.
e Phong An toan thong tin: danh gia cAu hinh an ninh.
Bién phap quan 1y (2)

Doi twong ciia bai do va cac thude tinh

Dbi tuong

CAu hinh quan ly trén thiét bi mang.

Thudc tinh

Céc cau hinh quan ly dé cap trong muc 3.6.1

Théng tin dic ta vé so do co ban (cho mdi s6 do co ban [tir 1 dén n])

S6 do co ban

mnt-TELNET

mnt-HTTP

mnt-TFTP
mnt-int-ACL-BLK
mnt-SNMP
mnt-PasswordLocal
mnt-PasswordENCRYPT

mnt-NTP
mnt-SYSLOG

Phuong phap do So sanh ciu hinh mau (khuyén nghi) v6i cau hinh hién tai xem co
khop nhau hay khong

Loai phuong phap do Khach quan: dinh luong dwa trén cac quy tic sb hoc.

Thang gia tri Co/Khong

C6: tc 1a ¢6 thyuc hién cau hinh tham sé quan ly thiét bi

Khong: 1a khong thyc hién céu hinh tham s6 quan ly thiét bi

Loai thang gia tri

Pon vi do

Thong tin dic ta vé so do dan xuat

S6 do dan xuat
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Ham do luong

Théng tin dic ta vé chi bao

Chi bao Co/Khoéng
M& hinh phéan tich
Théng tin dic ta vé tiéu chi quyét dinh

Tiéu chi quyét dinh Theo thang gia tri la “Co”/”Khong”.
Két qua bai do
Giai thich chi bao Mo ta y nghia timg tham s cau hinh quan ly thiét bi.

binh dang ho so do

Bao cao dudi dang vin ban

Cac bén lién quan

Nguoi trach nhiém bai do

Nhaén vién phong An toan thong tin

Nguoi xem xét két qua do

Truong phong An toan thong tin; Ngudi phu trach vé CNTT trong

doanh nghiép.
Nguoi s hitu thong tin Phong An toan thong tin
B0 phan thu thap thong tin | Phong van hanh

B0 phan trao doi thong tin

Phong van hanh; Phong An toan thong tin

Tan suat thuc hién

Tan suét thu thap dit liéu

Tuy theo chinh sach an toan bao mat thong tin cua td chiec.

Tan suat phan tich di liéu

Tuy theo chinh sach an toan bao mat thong tin cua td chiec.

5.4 Panh gia 16i ciu hinh thiét bi tAng truy nhap

TEN CAC THANH
PHAN

GIAI THICH

Thong tin chung cia bai do

Tén bai do

Po cac tham s6 vé cau hinh an ninh trén thiét bi ¢ ting truy nhap

S6 hiéu

Access-Device-Check

Muc dich

Kiém tra cac cau hinh an ninh trén cac thiét bi tang truy nhap xem c6

tuan thu theo chinh sach an toan bao mat thong tin hay khong.

Muc tiéu bién phap quan ly

Kiém tra cac cAu hinh an ninh trén cac thiét bi tang truy nhap xem c6
tuan thu theo chinh sach an toan bao mat thong tin hay khong, dé tir

d6 c6 bién phap khic phuc.

Bién phap quan ly (1) C6 sy tham gia cua Phong An toan thong tin va Phong van hanh.
e Phong van hanh: thu thap cau hinh.
e Phong An toan thong tin: danh gia cAu hinh an ninh.
Bién phap quan 1y (2)

Doi twong ciia bai do va cac thude tinh

Dbi tugng

Céu hinh an ninh trén trén thiét bi mang o tang truy nhap (switch 16p

2, thiét bi dinh tuyén khong day).
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Thudc tinh

Céc cau hinh quan ly dé cép trong muc 3.6.2

Thong tin dic ta vé s6 do co ban (cho mbi sé do co ban [tir 1 dén n])

So do co ban

Doi voi switch 16p 2

acc-shutdown
acc-dhcpsnooping
acc-DAI
acc-portsecurity
acc-1PSouceGuard
acc-1Pv6
acc-BPDUGuard

D6i véi thiét bi dinh tuyén khong day

wl-SSID
wl-SimplePass
wl-MAC
wi-Default
Phuong phap do So sanh cau hinh mau (khuyén nghi) voi cau hinh hién tai xem c6
khop nhau hay khong
Loai phuong phéap do Khach quan: dinh lugng duya trén cac quy tic sb hoc.
Thang gia tri Co/Khong
Cé: tlrc 1a c6 thyc hién ciu hinh tham s6 quan ly thiét bi
Khong: 1a khong thyc hién cau hinh tham sé quan ly thiét bi
Loai thang gia tri
Pon vi do

Thong tin dic ta ve so do dan xuat

SO do dan xuat

Ham do luong

Théng tin dic ti vé chi bio

Chi bao

Co/Khéng

M6 hinh phan tich

Théng tin dic ta vé tiéu chi quyét dinh

Tiéu chi quyét dinh Theo thang gia tri 1a “C6”/”Khong”.
Két qua bai do
Giai thich chi bao M0 ta y nghia tirng tham s6 cau hinh trén thiét bi tang truy nhap

Pinh dang ho so do

Bao cao dudi dang van ban

Cac bén lién quan

Nguoi trach nhiém bai do

Nhén vién phong An toan thong tin
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Nguoi xem xét két qua do

Truong phong An toan thong tin; Ngudi phu trach vé CNTT trong

doanh nghiép.
Nguoi sé hitu thong tin Phong An toan thong tin
B¢ phéan thu thap thong tin | Phong van hanh

B0 phan trao doi théng tin

Phong van hanh; Phong An toan thong tin

Tan suit thye hi¢n

Tan suat thu thap dir liéu

Tuy theo chinh sach an toan bao mat thong tin cua td chirc.

Téan suat phan tich dit liéu

Tuy theo chinh sach an toan bao mat thong tin cua td chire.

5.5 Panh gia 16i cu hinh thiét bi tAng phan phoi va ting 16

D6i v6i cau hinh thiét bi tang phan phdi/18i, s& thyc hién kiém tra nhitng van dé 15i sau:

TEN CAC THANH
PHAN

GIAI THICH

Thong tin chung cia bai do

Tén bai do

Po cac tham so vé cau hinh an ninh trén thiét bi ¢ tang phéan

phdi/ting 16i.
S6 hiéu Distribution-Core-Device-Check
Muc dich Kiém tra cac cdu hinh an ninh trén cac thiét bi tang truy nhap xem c6

tuan thu theo chinh sach an toan bao mat thong tin hay khong.

Muc tiéu bién phap quan ly

Kiém tra cac cau hinh an ninh trén cac thiét bi tang truy nhap xem co

tuan thu theo chinh sach an toan bao mat thong tin hay khong, dé tir

d6 co bién phap khic phuc.
Bién phap quan 1y (1) C6 sy tham gia cua Phong An toan thong tin va Phong van hanh.
e  Phong van hanh: thu thap cau hinh.
e Phong An toan thong tin: danh gia ciu hinh an ninh.
Bién phap quan 1y (2)

Doi twgng cia bai do va cac thuge tinh

Doi tuong

Céu hinh an ninh trén trén thiét bi mang ¢ tang phan phdi/tang 15i

(thiét bi dinh tuyén, thiét bi chuyén mach 16p 3)

Thudc tinh

Cac cau hinh quan ly dé cap trong muc 3.6.3

Théng tin dic ta vé so6 do co ban (cho mdi sé do co ban [tir 1 dén n])

So do co ban

Core-Passive-Int

Core-Routing-Info

Phuong phap do So sanh ciu hinh mau (khuyén nghi) v6i cau hinh hién tai xem co
khdp nhau hay khong

Loai phuong phép do Khéch quan: dinh lugng dua trén cac quy tic sb hoc.

Thang gia tri Co/Khong

- Co: tirc 1a ¢6 thyc hién cAu hinh tham s quan ly thiét bi
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- Khong: 1a khéng thyc hién ciu hinh tham sé quan 1y thiét b

Loai thang gia tri

Pon vi do

Théng tin dic ta vé s6 do din xuit

S6 do dan xuat

Ham do luong

Théng tin dic ta vé chi bao
Chi bao Co/Khong
M® hinh phén tich

Théng tin dic ta vé tiéu chi quyét dinh

Tiéu chi quyét dinh Theo thang gia tri la “C6”/”Khong”.

Két qua bai do

Giai thich chi bao Mo ta y nghia timg tham s cau hinh trén thiét bi tang phan phdi va
tang 15i

Dinh dang ho so do Bao cao dudi dang van ban

Céc bén lién quan

Nguoi trach nhiém bai do | Nhan vién phong An toan thong tin

Nguoi xem xét két qua do | Truong phong An toan thong tin; Nguoi phu trach vé CNTT trong
doanh nghiép.

Nguoi so hitu thong tin Phong An toan thong tin

B0 phén thu thap thong tin | Phong van hanh

B0 phan trao d6i thong tin | Phong van hanh; Phong An toan thong tin

Tan suat thuc hién

Tan suét thu thap dir lidu Tuy theo chinh sach an toan bao mat thong tin cua to chirc.

Tan suat phan tich dir liéu | Tuy theo chinh sach an toan bao mat thong tin cta to chirc.

5.5 Xuit bao cao dwong co s¢ an ninh

Sau khi so sanh giira ciu hinh dang hoat dong va cdu hinh mau, chung ta s& biét dwoc ciu hinh trén cac
thiét bi c6 tuan thu dung véi chinh sach an ninh ctia doanh nghiép/ té chirc dit ra hay khong. Két qua
bao cao c¢6 2 trang thai la “Pat” hodc “Khong dat”

Luén vin c¢6 xay dung cong cu danh gia cAu hinh an ninh. Uu diém cua cong cu nay so voi cac cong cu
cua Cisco do la:

- C6 thé danh gia cdu hinh an ninh cia nhiéu thiét bi

- Xudt bao cdo tong hop phan tich tinh trang cau hinh an ninh cua toan bé mang
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(=] = O X
File Edit View Ul
Chuong trinh danh gia an ninh thiet bi mang Cisco
Input File: [ Browse... FTP Server: C:\Users\DK\Desktop\config files [ Find
R-HQ.VPN.ht Panh gia cAu hinh quan IY chung
R-Router.xt Service Name | Pass | Note
| R-secure-router01.ixt Service Password Encryption \/
S-Switch.it Local Authentication v
S-swiestixt
Enable SSH v

Danh gia cau hinh riéng Router

Service Name | Pass | Note
Disable Hitp Server \/
Enable Hitp Secure Server )(
Enable AAA v
Enable Tacacs+ Server \/
Enable NTP Server \/
Enable Logging Server \/
Sofile g3 quét - Sofile 16i & cAuhinh quanlj: 4 Séfile ¥tAngDIC co I8 3  Sofile & tAng Access c6 I6i: 2

5.6 Nhirng van dé dat dwogc cia luiin vin va nhirng ton tai

Nhiing van dé dat dworc:

- Phan tich dugc tAm quan trong cua viéc quan ly cau hinh trong cong tac dam bao an toan cho hé thong
mang may tinh cua doanh nghiép.

- Lam rd dugc nhitng 16i cdu hinh an ninh trén thiét bi mang, nhitng nguy co ¢6 thé xay ra khi

dé tdn tai nhirng 13i nay; cach cAu hinh khic phuc 13i.

- Pé xuét dugc phuong phap thu thap cdu hinh tip trung

- Pé xuat dugc phuong phap danh gia 18i cau hinh.

- X4y dung chuong trinh danh gia cdu 15i cau hinh

Nhirng van dé con ton tai

- Luén van moéi chi dé cap dén mé hinh mang tai mot dia diém, chua mo rong viéc khao sat hé thong
mang ¢ nhiéu chi nhanh.

- Thiét bj dé cap dén trong luan van la cua hang Cisco. Thuc té & Viét Nam hién nay cac doanh nghiép
sir dung thiét bi cua nhiéu hing, vi du Juniper v.v. Vi vy cin xem xét dén dic diém ciu hinh an ninh
trén cac thiét bi cta cac hing khac nhau. Ludn vin ciing méi dé cap dén cac thiét bi co ban (Switch,
Router, wireless router). Trong hé thong mang con nhirng thiét bi nhu Firewall, Server,...Vi vdy can
tiép tuc nghién ctru nhirng thiét bi nay dé dwa ra ciu hinh an ninh phu hop.

- Nhitng 16i cau hinh duoc chi ra trong luan van la nhimg 15i cau hinh co ban, thudng gip. Con nhiéu

cac tham s6 cau hinh an ninh can dugc xem xét thém dé tang cuong tinh an ninh cho thiét bi.
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Nhirng ton tai cua luan vin cuing chinh la nhitng van dé ma luan van can nghién ctru phat trién thém dé

hoan thién.
6. Két luan

Luan van “Xdy dung phwong phap thu thip va danh gid sé liéu 16i cdu hinh ciia mang mady tinh” tap
trung vao viéc phan tich va danh gia xem cu hinh an ninh trén cac thiét bi ha ting mang cuia mot t6
chire, doanh nghiép co tuan thu theo chinh sach an toan bao mat thong tin cua tb chirc d6 hay khong.
Dé giai quyét van dé trén, luan vin khao sat mét mo hinh mang may tinh dién hinh, duoc sir dung phd
bién tai cac doanh nghiép. Tiép d6 luan van liét ké nhimng 16i cau hinh an ninh ma ngudi quan tri mang
thuong méc phai trong khi cau hinh cac thiét bi mang; nhitng 15i ciu hinh nay s& tao ra nhimg diém yéu
gi; cach thirc ké tAn cong khai thac nhirng diém yéu nay nhu thé nao; hau qua xay ra la gi.

Sau khi da chi ra nhitng diém yéu néu trén, luan vin dé xuit phuong phap thu thap sb lidu cAu hinh tur
cac thiét bi trén hé théng mang, dam bao tinh don gian, thuan tién, chinh xac. Phuong phap thu thap cdu
hinh duoc dua ra dya trén giai phap vé quy trinh, con ngudi, ky thuat.

Sau khi da thu thap dugc sb 1iéu cAu hinh luén van d& xuét phuong phap danh gia ciu hinh dé xem cu
hinh d6 ¢6 tuan thu theo cac khuyén nghi an ninh hay khong. Luan vin dé xuat cach tiép can danh gia
theo Tiéu chudn do luong an ninh TCVN 10542:2014 ISO/IEC 27004:2014. Tiéu chudn nay cung cp
hudng dan vé viéc phat trién va sir dung cac sd do va bai do dé danh gia hiéu luc ctia mot hé thong quan
ly an toan thong tin Phuong phap chung 1a so sanh cu hinh dang hoat dong v&i mau cau hinh an ninh

khuyén nghi. Néu ¢o sy khac biét thi danh dau lai va can co giai trinh.

Dé hoan thién luan vén nay, toi xin chan thanh cam on sy chi bao hudng dan nhiét tinh cua giang vién

huéng din 1a TS Lé Pirc Phong , sy quan tam chi bao gitip d& cta cac thay c¢6 Truong DHCN-DHQGHN.
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