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Loi Cam On

Trong qué trinh hoc tap ciing nhu nghién ctiru dé hoan thanh dé tai luan van thac si
mdt cach hoan chinh, bén canh su nd luc cua ban than con cé su hudong dan nhiét tinh
cia quy Thay C6, ciing nhu sy dong Vvién, hd tro cua gia dinh va dong nghiép trong
subt thoi gian hoc tap nghién ctru va thuc hién luan van thac si.

T6i xin chéan thanh giri 161 cam on dén cac quy Thay C6, C4c can bo nhan vién thudc
Truong Pai hoc Cong ngh¢, PHQGHN da trang bi kién thirc, tao méi truong diéu kién
thuan loi nhat cho tdi trong sudt qua trinh hoc tap va thuc hién luin van nay.

Véi 10ng kinh trong va biét on, toi xin dugc bay to 16 cam on sdu sic dén tién si
Nguyén Dai Tho, gidng vién khoa CNTT - Truong Pai hoc Cong nghé, PHQGHN da
true tiép hudng dan tan tinh cho t6i trong sudt qua trinh thyc hién nghién ctru nay.

Cudi cing t6i xin chan thanh cam on dén gia dinh, cac dong nghiép di hd tro cho
t6i rat nhiéu trong qua trinh hoc tap, nghién ctru va thyc hién dé tai luan vin thac si
mot cach hoanh chinh.

Ha Noi, thang 6 nam 2017

Hoc vién thuc hién

Nguyén Nam Chung



Loi Cam Doan

To1 xin cam doan day 1a cong trinh nghién ctru khoa hoc doc 1ap cua riéng t61. Cac
két qua nghién ctru trong luan van do t6i ty tim hiéu, phan tich mot cach trung thuec,
khach quan. Cac thong tin trich din trong luan van di duoc chi rd ngudn gbc rd rang
va dugc phép cong bo.

Néu c6 bat ky diéu gi khong dang nhu d3 néu trén, t6i xin hoan toan chiu trach
nhié¢m vé luan vin ctia minh.

Tac gia

Nguyén Nam Chung
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Control Flow Graph: Biéu do luéng diéu khién

Dinh dang mi code Dalvik Executable duoc thiét két cho
cac hé théng han ché vé dung lwong bo nhé va tée d6 bo vi
xir Iy. Cac chuong trinh viét bang ngdn ngit Java thudng
duoc dich ra mi chay cho may ao Java, né dugc chuyén
sang ma Dalvik va luu trir dudi dang tép DEX

Graphics Processing Unit: Pon vi xir Iy do hoa (),
thuong st dung cho cac hé thong nhung, dién thoai di
dong, may tinh c& nhan va céac thiét bj game. N6 hd tro
hiéu qua trong db hoa may tinh Vé xur ly anh

Hé diéu hanh, hé thong phan mém quan 1y tai nguyén
phan cting va phan mém cua thiét bi

Inter-Processing Communication: Két ndi lién xir Iy
Java Virtual Machine: May ao Java

Ma nguyén géc, nhu cdc ma cua trinh bién dich, ma may
Phu’opg thirc nguyén géc, nhu cac hz‘lvm nguyf:n thﬁy c~ﬁa 1
hé thong, hé diéu hanh do nha phat trién hé thong viét san
Thong tin kiém tra duoc dinh danh

Thiét bi di dong

Virtual Machine: Mot hé thong may tinh gia 18p dya trén
cac kién triic may tinh va ciing cap cic chiic nang nhu
mot may tinh vat ly. N6 dugc cai dat trén may tinh that

thdng qua cac chuong trinh quan ly may ao nhu HyperV,
VMware, VirtualBox, Virtual PC ...



MO DAU

Céc thiét bi di dong (TBDD) hién nay ¢ rat nhiéu cac cam bién va dich vy
bén trong khong gian riéng tu ctia nguoi dung. Vay nén ching cé kha nang giam
st rat nhiéu khia canh nhay cam trong cudc séng nguoi st dung (vi du: vi tri,
sic khoe hay giao thiép). Nguoi dung thuong giao dich thanh toén truc tuyén,
trong nhiéu tinh huéng ho khong danh gia day da vé ban chat ciing nhu muc do
thong tin s€ duoc khaithac boi cac ting dung bén thir 3. Sy gia tang nhanh chong
cia cac TBDD khién ching tré thanh khong thé thiéu vai cude song cia nhiéu
ngudi. That vay, c4c thiét bi cung cap cho ngudi ding mét loat cac dich vu thiét
yéu (vi du: dinh vi, lién lac va két ndi Internet) cting cac chirc nang hiru ich (vi
du: nghe nhac, nhiép anh, xem truyén hinh, mua sim truc tuyén). Bé dap tng
cac dich vu nay, cac TBDD hién dai da duoc trang bi rat nhiéu cam bién, kha
nang thu thap thong tin va mdi trudng xung quanh vé nguoi ding vo ciing phong
pha. Nguoi dung va nha phét trién ciing da chap nhan cac cong nghé thu thap
thong tin dé doi Iy rat nhiéu tinh ning céng nghé cao ma ching mang lai. Trén
thuc té, rat nhiéu ung dung moi chao cac dich vu hoan toan mién phi voi su
d4anh doi an dau vé viéc thu thap dir lieu ma hau hét s& dugc ding cho viéc
guang céo.

C6 rat nhiéu nghién ctru da chi ra, nguoi dung thuong hanh dong ma khéng
hiéu mirc @6 théng tin caa ho cd thé dugc trich ra tir cac théng tin duoc thu thap
nay. Vi du trong mot nghién ctu gan day vé hanh vi quang céo da chi ra rang
ngudi ding da khong hiéu cach quang cdo hoat dong va tim kiém théng tin ma
cac nha quang cdo cd vé ho 1a dang so va riing minh. Ngay ca khi ngudi ding y
thire viéc thu thap dit liéu, ho khong thé hoan toan nhan ra nhitng ham y khéng
truc quan Vé viéc chia sé dit liéu cua ho. Cac nha nghién ciru di chi ra cac cam
bién trén céc thiét bi co thé duoc dung bi mat dé bt cac phim bam, cham trén
dién thoai dé do tim vi tri, ghi am giong néi hay cac hoat déng thuong ngay cua
ngudi dung. Phan 16n cac thiét bi dugc chay trén hé diéu hanh (HDH) Android
va i0S2. Cung voi sy bung nd cua thi truong TBDD sir dung HPH ngudn ma thi
Android di tré thanh HDH pho bién nhét hién nay voi kho ung dung 1én dén
hon 2,5 triéu tng dung. CO6 thé du doan, c6 hang triéu ngudi dung dang mang
theo cac cong nghé thu thap di liéu tap trung vé quyén riéng tu. Dit liéu thu thap
duoc co thé dugc truy xuat béi rat nhiéu bén va thuong khong co su cho phép rd

! Android: Hé diéu hanh cho TBDD mi ngudn mé cta Google, website chinh thirc tai dia chi
https://www.android.com i
2iOS: Hé diéu hanh cho TBDD ddc quyén clia Apple, website chinh thirc tai dia chi https://www.apple.com/ios
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rang caa ngudi dung. Thé nén viéc gidm sat cac ludng di liéu do cac tng dung
trao d6i voi bén ngoai 13 hét stc can thiét. Bé ¢am bao tinh bao mat, toan ven va
kha dung cua thong tin ma TBDD truy cap, luu trir va xi ly la mot thach thac
kho khan. Piéu nay dic biét dung trong bdi canh ngay nay méi trudng di dong
dang phat trién voi cac loai thong tin phic tap va phan mém phai cing ton tai
mét cach an toan trén ciing maot thiét bi dé giira an toan dit liéu. Nhung hién nay
viéc kiém soat an ninh van chua theo kip voi nhitng rai ro gay ra boi cac TBDD.
Cac nha phat trién ciing nhu cac doanh nghiép van dang nd luc dua ra cac gial
phap an ninh thdng tin trén cé4c thiét bi dong va hién nay c6 mot sé hé noi bat vé
ca phan mém, phan cimg ciing nhu tich hop nhu: Samsung Knox, BlackBerry
Balance, AndroidLeaks, SCANDAL?!, IccTAp?, TaintDroid,... va dudi day la
nhimg phan tich so b V& wu nhuoc diém cua cac hé thng nay, chi tiét s& duoc
miéu ta & phan cac hé thong bao mat trong chuong 1.

- Samsung Knox 1a mét nén tang an ninh cho TBDD Vé ca phan ctng 1an
phan mém. N6 cung cip céac tinh ning bao mat cho ca dit liéu c nhén ciing nhu
doanh nghiép trén cing mét TBDD. C6 kha ning bao mat da 16p va phan ving
an toan. Nhung dé str dung Knox, thiét bi phai dugc hd trg cdng nghé 4o hdéa &
muc phan ciing va hién nay chi gisi han ¢ céc thiét bi cia Samsung.

- BlackBerry Balance cong cu cho phép quan ly dir liéu ca nhan chuyén biét,
doc lap trén TBDD. N6 ciing ¢6 kha niang phan ving an toan, nhung wu diém
noi bat 1a kha niang ma hoa dit liéu & muc cao véi hé théng khoa phuc tap. Tuy
nhién hién nay né chi hd tro cho cac thiét bi chay HPH Blackberry va chi tur
phién ban 10 tré 1én.

- SCANDAL la mot bo phan tich tinh c6 thé phét hién ro ri thong tin ca
nhan trong cac tng dung chay HDH Android. Nhuoc diém la trong qué trinh xir
ly nd c6 thé mat nhiéu thoi gian ciing nhu khong gian nhé caa thiét bi.

- lccTA 1a mot cdng cu ma ngudn md phét hién ro ri thdng tin. N6 ding
chuyén mi Dalvik® va két ndi truc tiép dén cac thanh phan dé xu ly ludng dix
liéu gitra gitra chung. Nhung hién tai nd chi xu ly hiéu qua dugc cac 1oi goi voi
cac tham sé 1a chudi cd dinh.

- AndroidLeaks 1a2 mot hé théng thuc hién xt Iy ludng dir liéu dé xac dinh
xem thdng tin ca nhan co bi truy xuat khéng. Hé théng con mot vai gidi han vé
d6 chinh xéc va sai s6 va khéng hd trg xu ly ludng diéu.

TaintDroid 1a mot hé théng cé kha nang kiém tra truy cap thong tin nhay

1 SCANDAL: Static Analyzer for Detecting Privacy Leaks in Android Applications
2 |ccTA: Detecting Inter-Component Privacy Leaks in Android Apps
3 Dalvik: Xay dyng riéng cho may 4o, dac biét cho phat trien Android



cam cua nguoi ding ¢ mac thoi gian thuc. N6 kiém tra ludng thdng tin trén cac
TBDD chay HPH Android rat hiéu qua. Tuy con han ché khi khéng kiém tra
duoc dudi dang luong diéu khién, nhung day khong phai dinh hudng muc kién
trdc khi ban dau khi xay dung. TaintDroid c6 thé chay trén cac thiét bi chay
HPH Android tir phién ban 2.1 tro di. N6 hd tro kiém tra dau vét (taint) thong
tin cd nhan nhay cam cta nguoi dung bi cac ing dung truy cap. Muc tiéu chinh
cua hé thong 1a rd tim khi nao dir liéu nhay cam bi giri di tir nhitng tng dung
khong tin cdy. TaintDroid hién tai c¢6 thé kiém tra nhiéu loai thong tin nhu: Vi tri,
sO dién thoai, may anh, sé IMEI, lich sir trinh duyét. Chinh vi cac wu diém nbi
bat ciia N6 so v4i cac hé thong khac vé theo ddi truy cap thong tin nhay cam ma
né dugc chon lam dé tai nghién ctru va cai tién trong khudn kho luan vin. Tuy
hé théng di c6 kha ning kiém soat va canh bao truy cép trai phép cac nhom
thong tin ké trén, nhung chi canh bao chung & muc loai thong tin theo taint. Viéc
nay chi hd trg nguodi ding kiém soat chung nhit viéc truy cap thong tin nhay
cam ma chua biét dugc chinh x4c nhiing thong tin gi trong do bi truy cap va gui
di trai phép.

Huéng cai tién trong khudn kho luan van 1a bd sung cho hé théng
TaintDroid tinh nang canh bao nguoi dung khi ung dung truy cap théng tin nhay
cam trong lich sir trinh duyét. Muc tiéu chinh caa cai tién la s& thong béo cho
ngudi dung khi 6 tng dung khdng tin cay truy cap dén tén dang nhap, mat khau
hay ma sb thé tin dung. Vé&i nhu cau va thdi quen cia nguoi dung dién thoai
théng minh (Smartphone) hién nay, viéc truy cap Internet la thuong xuyén va
cung véi do 1a viéc sir dung cac tng dung truy Internet nhu FaceBook, Twitter,
Chrome, ... dé 1am viéc va giai tri. Nhu chung ta thay, véi co ché hoat dong cua
trinh duyét web ciing nhu cac tng dung hoat dong trén nén web thi co rat nhiéu
thong tin duoc trinh duyét Iuu lai trong qua trinh str dung. Cac thong tin d6 duoc
luru lai thanh dir liéu lich s caa trinh duyét (browser history), trong dé chitra
nhiéu théng tin nhay cam.

Cai tién da hoan thanh v&i két qua dat duoc cu thé va rd rang nhu dinh
huéng dé ra. Hé thong da co thé kiém tra dugc chinh xac cac taint chta théng tin
nhay cam trong lich st trinh duyét bi cac irng dung khéng tin cay truy cap. Viéc
cai tién cling khong 1am anh huong dén cac ludng xir 1y ciing nhu hiéu ning cua
hé thong hién tai. Cu thé khi thong tin vé tén truy cap, mat khau hay ma sb thé
tin dung bi truy cap, hé thong s& hién thdng bao riéng so véi cac théng bao san
c6 bang hinh thire thay doi dén LED va tan suat nhap nhay. Viéc cai tién duoc

! Taint: Thé thong tin dugc truyén gitta HDH va tmg dung thoi gian thyc.



kiém chimg trén méi truong that, thiét bi duoc sir dung 1a dién thoai di dong
Google Nexus 4. Viéc xay dung, cai dat cling nhu chay thir déu tuan tha cac
budc do nhém phat trién hé thong TaintDroid dua ra. Toan bo tai liéu luan van
duoc b tri véi bd cuc cac chwong myc tém tit nhu sau:

- Chuong 1 - Bao mat riéng tu trén céac thiét bi di dong: Chuong nay gidi
thiéu cac khai niém, tim quan trong ciing nhu cac phuong phap va nguyén ly
bao mat riéng tu. Ngoai ra con gigi thiéu chi tiét vé bao mat cho trinh duyét web
va mot sé hé théng an ninh cho TBDD tiéu biéu.

- Chuong 2 - Hé thong TantDroid: Gigi thiéu tir tong quan dén chi tiét cac
thanh phan cia TaintDroid ciing nhu phan tich danh gia hiéu nang cta hé théng.

- Chuong 3 - Cai tién theo d@i nguon dir liéu nhay cam: Chuong nay miéu ta
chi tiét viéc cai tién hé thong TaintDroid, tir giai phéap chi tiét vé kiém soéat truy
cap taint lich st trinh duyét web dén giai phap téng thé dé kiém soét truy cap cac
loai taint ma hé théng hién c6. Ngoai ra ciing néu nén nhitng van dé thuc tién
trong qué trinh cai tién va dong gop trong cai tién cho hé théng.

- Chuong 4 - Két qua thir nghiém: Miéu ta chi tiét qua trinh thuc nghiém tur
mdi trudng, thiét bi dén viéc chay tng dung trén thiét bi that. Pua ra cic danh
gia Ve cai tién theo céc tiéu chi cy thé, huéng thao luan va dinh hudng tiép theo.

- Két luan: Chi ra tinh ung dung cuaa hé thong cai tién, cac han ché con ton
tai.

- Tai liéu thao khao: Liét ké day du danh sach cac tai liéu tham khao trong
qué trinh thuc hién luan van.

- Phu luc: Huéng dan chi tiét viéc xay dung hé théng tir viéc cai dat, cau
hinh HPH cho dén céch lay ma ngudn. Cudi phan la toan bo ma ngudn cua giai
phap cai tién chi tiét va giai phap tong quat.



Chwong 1. B40o mit riéng tw trén cac thiét bi di dong

1.1. Boi canh chung

Trong xa hoi ngay nay, noi dén smartphone 1a néi dén cong nghé méi. Céac
smartphone vé co ban ludn két néi nhiéu dix liéu ca nhan trong cudc song, khong
chi dit liéu don thuan nhu danh ba ma nhiéu loai di liéu kiéu méi nhu vi tri, s&
thich mua sam truc tuyén. Ching ciing c6 kha ning tai va chay cac tng dung
cta bén thir 3 ¢6 két ndi véi Internet. Mot vi du dién hinh vé tng dung hinh nén
(Wallpaper) gui thdng tin s6 dién thoai tdi nha phét trién. Khi mot @ng dung
chay thuong cd thé truy cap bat cir théng tin nao trén thiét bi khong tuong minh,
ngay ca cach chang thuc hién viéc nay. Trong nghién ctiru, nhom tac gia da chon
tén Dynamic Taint Analysis, thinh thoang goi 1a Taint Tracking. Y tudéng co ban
1a danh dau thé taint thdng tin nhay cam tai ngudn va sau dé theo dau di liéu
duoc chuyén di qua hé thdng. Trong ngit canh cua béo céo, di liéu dugc danh
dau truyén qua giao dién mang caa smartphone khi do c6 thé biét théng tin co
nhay cam hay khong?

C6 rat nhiéu kho khan khi xay dung mét hé thdng nhu vay trén smartphone .
Muc dich cua thiét ké 1a tao ra mot hé théng gon nhe, téi vu vé bo nhd va kiém
tra & mac thuc thi (real-time), chay truc tiép trén thiét bi that vai cac tng dung
that va duédi day 1a mot s6 kho khin khi xay dyng:

- Smartphone rat han ché vé tai nguyén, bo nhé bi giéi han va moi xu Iy
duoc thuc hién déu tiéu tén pin. Néu hé thong kiém tra real-time, phai dugc can
nhic viéc ngudi ding va hé théng cung st dung nén nd phai thuc sy gon nhe.
Ung dung bén thi 3 dudi dang ma bién dich nén khéng thé phan tich ma nguon.
Chung khéng chi don gian doc mot loai dir liéu va guri di ngay ma s¢€ dung di
liéu d6 bang mot sé cach hoic két hop véi dir liéu khéc trude khi guri di.

- Céc tng dung c6 thé chia sé théng tin véi cac tng dung khéc, co nghia
viéc kiém tra ciing phai xir Iy chéo nhiéu tién trinh.

- Viéc kiém tra phai thuc hién trén thiét bj that. Vi mot hé théng gia lap thi
viéc diéu khién trén phan cang va bo nhé 4o ¢ thé xac dinh dugc moi thtr ma
mét tng dung 1am. Nhung trén mot thiét bi that, 1am cach nao dé cd thé biét moi
viéc ung dung 1am & mac du thap trén hé thong? Trong qua trinh nghién cuu,
nhom tac gia da dua ra md hinh so lugce hudng tiép can da muc vé kiém tra hiéu
nang smartphone nhu sau:
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Hinh 1.1. M#é hinh kiém tra hiéu niing dién thoai di dong

1.2. Khai niém bao mat riéng tw
Chinh sach riéng tu 1a mot tuyén bd phap 1y xac dinh chi quyén thuong mai

vai dit liéu c& nhan s& duoc thu thap boi ngudi s dung, bao gom ca viéc dir liéu
duoc xir Iy nhu thé ndo vao ra sao. T nhitng ndm 1960, Hoi dong chau Au da
nghién ctru vé sy md rong cua Internet va tap trung vao su anh hudéng cua cdng
nghé dén cac quyén con ngudi. Nghién ciu vé cac chinh sach dé bao vé di liéu
ca nhan. N6 duoc chiing ta biét dén véi tén goi tiéng Anh “Privacy Policy”. Tén
goi nay chi ra thoa thuan phap Iy vé quyén va sy bao vé dit liéu ca nhan mot
cach day du, thoa thuan nay ciing co thé duoc biét toi dudi cac tén sau:

- Cam két riéng tu
Thong bao riéng tu
Thong tin riéng tu
Trang riéng tu
Chinh sach bao mat cd thé dugc dung cho ca cac ung dung web hay di
dong néu n6 bao gom cac nén tang ¢ hoat dong thuong mai bén trong. Cac noi
dung cua chinh sach bao mat cé thé khac nhau tly vao ting qudc gia, phu thudc
vao luat phép cua timg nudc nhung hau hét déu tudn thi cac diém mau chét dam
bao c4c hoat dong thuong mai khi d6i xir voi dir liéu ca nhan sau:

- Théng bao: Céc dit lidu duoc thu thap (boi c& nhan hay t6 chic) phai minh
bach trong viéc sir dung thong tin ca nhan trude khi duoc thu thap.

- Luu chon: Cac cdng ty thu thap da liéu phai ton trong cac lya chon cua
ngudi ding vé nhirng thdng tin ca nhan cung cap ra.

- Truy xuat: Nguoi dung ciing co thé xem hay kiém tra tinh xac thyc cua di
liéu ca nhan duoc thu thap baoi cac cong ty.

- Bao mat: Céc cong ty cd trach nhiém hoan toan vé tinh chinh xac va bao
mat (gitr nguyén tac quyén) cua théng tin c& nhan duoc thu tap.



1.3. Tam quan trong ciia bao mat riéng tu

Chinh sach bao mat 14 mot trong nhiing tai liéu quan trong nhét cua bat ky
mot ung dung web hay di dong. N6 miéu ta chi tiét cic quan diém va tha tuc
trong viéc thu thap théng tin tir nguoi sir dung. Cac phan chinh cia mét tai liéu
chinh sach bao mat dugc miéu ta dudi day.

- Gidi thiéu: La phan miéu ta cho ngudi doc biét vé to chirc, nguoi st hitu
va bt ctr théng tin hay chiic nang dic biét nao ma tng dung cd. Néu tng dung
c6 cac diéu kién dac biét cho viéc thu thap thong tin tir tré em (dudi 16 tudi, w)
thi phai thdng bao mot cach rd rang va in dam phan nay.

- Thu thap thong tin: Ngudi ding c6 quyén biét nhiing théng tin gi duoc thu
thap. Phai twong minh trong viéc thu thap chi tiét bang viéc hoan thanh cac mau
hoi dap.

- Phuong phap thu thap: Phan nay miéu ta chi tiét cac phuong phap dugc
dung dé thu thap théng tin, c6 duoc tu dong hda khdng? co duoc thu thap véi
viéc nguoi dung dién vao cac mau khong? Tat ca cac cau hoi s& gilp cho viéc
tao ra mot dic ta chi tiét vé cach thu thap thong tin.

- Luu trir thdng tin: Lam thé nao dé luu trir thdong tin? Néu luu trir thong tin
trong co so dir liéu va viing luu trit & mot qubc gia nao thi co thé phai duge dang ky
véi t6 chirc an ninh dit liéu caa qudc gia 6. Cac may cha dat & quéc gia nao thi
phai duoc qudc gia d6 cap phép truyén tai dir liéu ra bén ngoai. Nguoi dung co
quyén biét viéc théng tin ciia ho duoc huu trix trong mdi trudng an todn va bao mat.

- Théng tin lién hé: N6 rat quan trong dé dam bao tinh minh bach nhat c6
thé va cho phép ngudi ding lién hé véi nguoi sé hivu tng dung néu ho can. Ung
dung ciing phai hd tro lién hé qua ca thu dién tir ciing nhu dia chi ¢o dinh.

1.4. Cac phwong phap va cong cu dam bao tinh riéng tw

Chinh sach vai ngudi dung tng dung dac biét quan trong, tai liéu chinh sach
bao mat chi ra cac phuong thurc cho viéc nhan va thu thap théng tin ca nhan boi
ung dung cling nhu cach dung ching. Dudi day 1a cac phuwong phap va cong cu
dién hinh trong viéc dam bao tinh riéng tu:

- Luu tép (Log tép): Thong tin bén trong tép bao gom céac dia chi Internet,
kiéu trinh duyét, nha cung cép dich vu Internet, ngay thang, cac théng tin nhan
khau hoc.

- Cookie: Luu trir théng tin vé s¢ thich ngudi ding, cac ban ghi thdng tin
dac thu cta nguoi dung khi truy cap vao trang web, cac noi dung tly bién dua
trén kiéu trinh duyét, kiéu (ng dung hoic cac thong tin nguoi ding giri qua trinh
duyét/ang dung.



- DoubleClick DART? Cookie: La mdt cong cu cua Google stir dung cookie
dé phuc vu quang céo trén cac tng dung. N6 dugc Google sir dung dé quang céo
tdi nguoi dung dya trén nhitng lan truy cap ang dung. Ngudi ding cé thé khong
dung DART cookie bang viéc vao trang “chinh sach riéng tu™? cia Google dé
xac nhan.

- Céc Cookie quang cao khac: Cac may chu quang cao cua bén thar 3 va cac
mang quang c&o ding céng nghé dé dua ra cac quang céo, lién két trén ang dung
va guri truc tiép dén céc trinh duyét cua nguoi dung.

- Dit liéu ving: Nguoi ding c6 thé dua théng tin vé viing nhu mi buu dién
hay dia chi, ching sé duoc luu trir boi cac dich vu vang. Céac dir liéu dinh vi co
thé duogc luu trir dé cung cip céac tinh nang dinh vi toan cau, két néi ngudi ding
theo vung.

- Google Analytics: La mot cdng cu phan tich dung cookie dudi dang cac
tép vin ban trén thiét bi dé gidp cac ung dung phan tich cach nguoi dung st
dung ung dung d6. Néu ngudi dung mudn vé hiéu hoa cookie, ho ¢ thé st dung
tly chon cua trinh duyét.

1.5. Cac nguyén ly chung dam bao tinh tiéng tw
Tir nhitng thap nién 1980, o rat nhiéu to chiic hay quéc gia tién hanh xay

dung cac nguyén ly cho viéc dam bao tinh riéng tu. Cac nu6c My, Canada,
Australia, An Do hay lién minh Chau Au ciing déu dua ra cac nguyén Iy chung.
Dién hinh 14 t6 chtic hop tac va phat trién kinh té Chau Au di dua ra 7 nguyén 1y
sau dugc cho 1a kha day du:

- Thdng bao: Dir liéu phai duogc thdng bao khi dit liéu nguoi dung dugc thu thap.

- Muc dich: Dir liéu chi dugc dung voi muc dich da quy dinh ma khong
duoc dung véi bat cr muc dich khéc.

- Chéap nhan: Dit liéu khéng duogc cdng bd néu khong duoc sy ddng y cua
ngudi dung.

- Bao mat: Dtr liéu thu thap dugc phai dugc an toan trudc moi sy truy cap
trai phép.

- Tiét 16: Dix liéu phai dugc thdng bao véi nguoi da thu thap dit liéu do.

- Truy cap: Di liéu phai dugc phép truy xuat va dam bao tinh dung dan.

- Tréch nhiém: Dit liéu phai c6 mdt phuong phép sin c¢6 dé nhirng ngudi thu
thap dir liéu phai co trach nhiém tuan theo cac nguyén tac.

! DART: Dynamic Advertising Reporting & Targeting
2 Webite “Google ad and content network privacy policy”, dia chj tai http://www.google.com/privacy_ads.html
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1.6. Bao mat riéng tw cho trinh duyét web
Trinh duyét web 1a mot ang dung phan mém dung dé nhan, trinh bay va
duyét cac nguon thong tin trén Internet. Mot tai nguyén thong tin duoc xac dinh
boi dinh danh tai nguyén duy nhat (URIY) va c6 thé la mot trang web, hinh anh,
video hay mét mau dit liéu. Mét trinh duyét web c6 thé dinh nghia nhu mét tng
dung phan mém hay chuong trinh thiét ké dé nguoi ding co thé truy cap, nhan
xem céc tai liéu va cac tai nguyén khac trén Internet.
1.6.1. Bao mat trinh duyét di dong
Ngay nay chlng ta ngay cang gan bé cudc song voi cac TBDD nhiéu hon,
chdng 1a cac smartphone hay may tinh bang. Chiing that tot va tién loi khi gia ca
khong con 1a van dé. Cac nén tang di dong dang bi tan cdng véi tan suat cao va
cac cudc tan cong thuong théng qua cac tng dung khong tin cay. Hau hét cac
van dé xay ra thdng qua su bing né manh mé caa trinh duyét web. N6 xay ra véi
tat ca cac TBDD, nhung dat biét vai cac thiét bi chay HPH Android. Piéu do
dac biét dung khi néi vé viéc xac dinh xem mot trang web c6 an toan hay khong.
Di c¢6 hon 20% cac van dé lién quan dén mua sam truc tuyén trén cac TBDD va
con s nay van dang ra tang nhanh chéng. Trinh duyét web c6 thé bi vi pham
bdi mét trong cac céch sau:
- HDPH bi vi pham va chuong trinh doc hai sé doc/stira khéng gian nhé caa
trinh duyét véi ché do dac quyeén.
- HPH dang c¢6 chuong trinh doc hai chay ngam va né ciing doc/stra khong
gian nha caa trinh duyét voi ché do dac quyén.
- Trinh duyét chinh c6 thé bi thyc thi boi su tan cong.
- Céc thanh phan cua trinh duyét cé thé bi tan cong.
- Céc thanh phan dinh kém c6 thé bi tat cong.
1.6.2. Truy cap lich sir trinh duyét
Bat ctr khi ndo truy cap Internet tir may tinh, TBDD thi trinh duyét web s& luu
nhitng trang ching ta di ghe thim. Cac trinh duyét phd bién hién nay nhu
Chrome, Firefox, Internet Explorer déu luu noi ban vao mang ciing nhu lich su
nhiing trang da truy cap. Pay khong phai 1a viéc gi mo &am can che dau hoac xam
pham quyén riéng tu. N6 phuc vu cho nguoi ding duoc thuan tién hon, trir khi
nguoi dung dang 1am mot cai gi d6 ma khong mudn nguoi khac nhin thay. Ung
dung trinh duyét duoc thiét ké dé hd trg nguoi dung biét noi ndo minh d3 ghe
tham cac trang web va nhiing gi minh da doc hay xem truc tuyén trén Internet. Va
gua thoi gian, cac tinh nang hiru ich da dugc thém vao tinh nang lich su.

L URI: Uniform Resource Identifier
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Tinh nang lich st trén céc trinh duyét dé lam don gian hoa trai nghiém truc
tuyén va cung cap su tién loi cho ngudi dung. Nhung ai d6 ciing c6 thé xem lich
sir trinh duyét, ma hau hét chiing ta khdng muén nhu vay. Tuy nhién, diéu d6
khong thuong xay ra. Néu ta quan tm dén su riéng tu, bat ké thir gi thi c6 thé st
dung lya chon x06a lich sir trinh duyét hay duyét web riéng tu. Tuy theo moi
trinh duyét ma viéc duyét web riéng tu duoc hd tro va bao mat.

Viéc 1ap trinh truy cap lich sir trinh duyét cua thiét bi c6 thé ding cac thu
vién ham san ¢6 véi ngdbn ngit lap trinh twong tng. Vi du dudi day 1a mot doan
ma nguyén doc lich st trinh duyét, ding 16p BookmarkColumns trong goi
android.provider dé lay tat ca c4c dia chi, tiéu dé cua cac danh dau (bookmark).

public ArraylList<HistoryEntry> getBrowserHistory() {

String title = "";
String url = "";

ArraylList<HistoryEntry»> list = new Arraylist<HistoryEntry>({);

String[] proj = new String[] { Browser.BookmarkColumns.TITLE,
Browser . BookmarkColumns .URL };
String sel = Browser.BookmarkColumns.BOOKMARK + ™ = @“; // @ = histom
"1 = bookmark
Cursor mCur = getContentResolver().query(Browser.BOOKMARKS URI, proj,
sel, null, null);
mCur.moveToFirst();

if (mCur.moveToFirst() && mCur.getCount() > @) {
boolean cont = true;
while (mCur.isAfterLast() == false && cont) {
HistoryEntry entry = new HistoryEntry();

title = mCur.getString(mCur
.getColumnIndex (Browser.BookmarkColumns . TITLE));
url = mCur.getString(mCur
.getColumnIndex (Browser.BookmarkColumns . URL) ) ;

o something with title and url
entry.setTitle(title);

entry.setUrl({url);

list.add(entry };
Log.d("TAG", "title " + title);
mCur.moveToNext();

}

mCur.close();

return list;
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Va thém mot vi du, doan ma nguén Java dudi day lay cookie caa trinh duyét
Chrome trén thiét bi chay HDH Android. Truy xuét cookie cua trinh duyét, 1ap
trinh vién s€ dung phuong thirc getCookie() thudc I6p CookieManager trong goi
android.webkit.

@werride
public void onPageStarted(WebView view, 5tring wurl, Bitmap favicon) {

String cookiestring = cookieManager.getCookie(url);

if (cookieString != null &8 cookieString.indexOf("_toggl session™) » -1) {
String s = cookie5String.substring{cookieString.index0f("_topggl session™) + 15);
int end = s.lengthi);
if (s.indexOF(";") > -1} {

end = s5.indexOfF(";");

}

String togglSession = s.substring(@, end);

if (togglsession.length() < 288) {
Intent intent = getIntent();
intent.putExtra(TOGGEL_SESSION_ID, togglSession);
setResult(RESULT_OK, intent);
view.stoploading();
cookieManager.removeAllCookie( );

finish{);

super.onPagestarted(view, url, favicon);

1.7. Mét sé hé théng an ninh thuec té trén thiét bi di dong
1.7.1. Samsung Knox

Samsung Knox 1a mot nén tang an ninh cho TBDD phét trién bai Samsung.
NG cung cap céac tinh ning bao mat cho ca dir liéu ca nhan ciing nhu doanh
nghiép trén cing TBDD. Nguoi dung c6 thé chon biéu tuong dé chuyén doi tir
khdng gian c& nhan sang cdng viéc ngay tac thoi ma khdng can khoi dong lai
thiét bi. Tinh ning trén twong thich hoan toan véi HDH Android.

No6 dugc x@y dung bén trong cac TBDD méi chay HDH Android. Va da
duoc nhan giai thuong giai phap cap chinh pha vé dam bao an ninh, quan Iy va
tly bién cac TBDP duoc thuong mai hda. N6 tao ra mot phan viing ao trén thiét
bi dé quan Iy cac tng dung va dix liéu khoi céc tan cong trai phép. N6 c6 thé tao
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ra cac giai phap phan mém tuy bién phl hop véi cac yéu cau cho cdng nghiép.
Viéc quan 1y di dong duoc dé dang hon véi viéc hd tro hau hét cac giai phéap
thong dung nhu MDN, EMM, SSO va VPN. Va duéi day la giai phap bao mat
tong thé:

- Bao mat da 16p (Multi-layered security): Knox la mot cdng nghé da lop
xay dung cho ca phan cing va phan mém cho cac thiét méi mai cua Samsung.
Knox lién tuc kiém tra tinh toan ven cua thiét bi va phat hién bat ky sy gia mao
nao, dam bao dit liéu duoc an toan hon.

- Cai tién bao mat cho Android (Security Enhancements for Android): Cai
tién bao mat cho Android bao vé c4c (ng dung va di liéu bang cach xac dinh 3
ting qué trinh duoc phép 1am gi va nhitng dix liéu nao cé thé truy cap. N6 gilp
bao vé thiét bi bang cach str dung tén mién, quyén, chinh sach bao mat va kiém
soat truy cap bat budc.

- \Ving an toan (TrustZone): Knox dwa ra mot kién tric bo xa 1y goi la
TrustZone, c6 hai thé gioi: Thé gi6i binh thuong va thé gidi an toan. Hau nhu tat
ca cac phan mém chay trén smartphone ching ta biét ngay nay van chay trong
Thé gi6i binh thuong. Thé gidi an toan dugc danh riéng cho tinh toan nhay cam
muc do cao va duoc st dung rong rai boi Knox dé bao vé dir liéu bi mat cua
doanh nghiép.

- Khai dong an toan (Secure Boot & Trusted Boot): Khoi dong an toan ngan
cac bo tai va cac nhan khong tin cay nap vao thiét bi. Diéu nay c6 nghia 1 thiét
bi khong bi gia mao va c6 thé tai duoc bd chira Knox. N6 dam bao trinh nap va
nhan caa HDH la ban gdc tir nha may. Piéu nay duoc thuc hién bang cach ghi
lai cac phép do thiét bi ban dau va kiém tra lién tuc thiét bi khi khoi dong dé
dam bao cac phép do nay khong thay doi.

- Bao mat goc phan cang (Hardware Root of Trust): La mot bo co ché bao
mat duoc tich hop trong phan cing thiét bi, bat ké khi nao cac diéu khién mic
dinh cua thiét bi bi thay d6i. Bao gom khoa bao mat an toan va khoa gdc thiét bi,
thuc hién cac hoat dong xac thuc va ma hoa lién két véi thiét bi. Bé s dung
Knox, thiét bi phai dugc hd trg cdng nghé ao hda & mic phan ciing va gidi han
& céc thiét bi caa Samsung.

1.7.2. BlackBerry Balance
BlackBerry Blance la mét tinh ning san co cua BlackBerry 10 tro 18n. N6
cho phép quan ly dir liéu c& nhan hay chuyén biét mot cach doc lap. E-mail, tng
dung va cac thong tin kinh doanh nhay cam c6 thé dugc sao chép trén viing ca
nhan. Quan tri vién cd thé xo6a toan bo dit liéu kinh doanh tir xa khi thiét bj bi


https://en.wikipedia.org/wiki/Blackberry_Balance
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mat hay danh cip. Nguoi ding c6 thé d& rang chuyén giira ché dong cdng viéc
va c4c nhan. Céc tng dung danh cho cong viéc dugc phat trién boi mét hé théng
tly bién doanh nghiép cua BlackBerry (Enterprise-Customized BlackBerry
World). N6 cho phép ngudi dung chuyén toan bo dit liéu ca nhan trong thiét bi.
Cong nghé nay gilp can bang céac chinh sach caa dir liéu ca nhan va an ninh
thong tin kinh doanh.

Cryptographically Partitioned File Systems
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Hinh 1.2. H¢ thong phan viing mi héa BlackBerry Balance

Céc thiét bi BlackBerry 10 tao ra khoa bao mat ngau nhién dé ma héa noi
dung cua tép. Cac khoa bao mat duoc bao vé boi hé thong phan phdi cac khoa
bao mat. Hé théng hién nay van con han ché chi hd tro cho cac thiét bj chay
HDPH Blackberry va chi tir phién ban 10 trg 1én. Tur han ché trén dan dén sé
luong ngudi st dung khong nhiéu nén viéc pho bién ciing nhu nghién ciru phét
trién ciing bi gidi han.

1.7.3. SCANDAL

SCANDAL la mét bd phan tich tinh c6 thé phat hién ro ri théng tin c& nhan
trong cac (ng dung Android. N6 kiém tra bat cir luong dit lidu tir nguon thong
tin, co thé kiém soat tat ca c4c tinh trang co thé xay ra khi sir dung @ng dung [5,
tr.1-3].

Han ché 1a trong qua trinh xu Iy n6 c6 thé mat nhiéu thoi gian ciing nhu
khéng gian nhé cua thiét bi. SCANDAL khong hd tro cac phuong thire caa Java
goc (INIY) [5, tr.8-9]. Céc lap trinh vién tng dung cd thé dung NI dé cung lam

L INI: Java Native Interface
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viéc Véi cac thu vién C/C++ trong tng dung. Vi ngdn ngit goc 1a caa bo xir Iy
ma ngudn Dalvik VM, nén khong thé chay cac thu vién JNI trong xt ly cua
SCANDAL.

1.7.4. IccTA

IccTA 13 mot cdng cu mad ngudn mé phat hién ro ri théng tin. DU cho cac
tng dung Android duoc Iap trinh bang Java, nhung chung duoc bién dich bang
ma Iénh Dalvik thay vi cdc ma Java truyén thong. IccTA dung Dexpler dé
chuyén ma Dalvik ra Jimple [6, tr.5-6] rdi stra chiing va két ndi tryuc tiép dén cac
thanh phan dé xir Iy luong dix liéu gitra cac thanh phan do.

Han ché hién tai 1a IccTA chi xt 1y hiéu qua duoc cac 1o goi véi cac tham
s6 1a chudi cb dinh, no ciing khong xtr Iy dugc da ludng hay cac chudi phuc tap
(vi du dung StringBuilder) [6, tr.9-10].

1.7.5. AndroidLeaks

AndroidLeaks la cdng cu tu dong phat hién viéc vi pham bao mat théng tin
trong cac tng dung Android. Trudc khi tim cac vi pham bao mat, no thuc hién
mét vai bude sau: Trudc tién, chuyén doi cac ma cua ung dung Android (APK)
te dinh dang DEX sang JAR véi viéc dung ded hoac dex2jar [1, tr.7-8].
AndroidLeaks dung WALA va xay dung mot biéu do 1oi goi cuia ma ung dung
va cac thu vién bén trong. NO lap lai thong qua céc 16p cta ung dung va xac
dinh cac phuong thuc goi tai nguyén va kiém tra cac phuong thic khac cé thé
yBu cau c&c quyén. Néu ung dung chtra két hop cac quyén co thé 14y dix licu ca
nhan nhu doc trang thai thiét bi va truy cap Internet, né sé& thuc hién xir 1y ludng
dir liéu dé xac dinh xem théng tin ca nhan c6 bi lay khong.

Han ché xuat phét tir nhitng gigi han san c6 trong viéc xtr Iy tinh toan
thuong phét sinh van dé giira toc do, do chinh xac va sai sé [1, tr.14-15]. Trong
d6 hudng tiép can xir Iy dong cd thé c6 do chinh xac cao hon vi trén thuc té cac
théng tin bi rd ri tai thoi gian chay. Viéc két hop AndroidLeaks voi mot huéng
tiép can xir Iy dong s& co trién vong vi AndroidLeaks c6 thé xu Iy nhanh véi sé
lwgng tng dung nhiéu va sau d6 cung cip thém cé4c tng dung tiém ning cho xir
1y ¢ong. N6 ciing khong hd tro xir Iy ludng diéu khién va ludng di liéu.
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Chwong 2. Hé théng TaintDroid

2.1. Giéi thiéu Android

Android 1a mét nén tang di dong ma ngudén mé voi nhan HPH Linux, danh
cho cac TBDP nhu smartphone va may tinh bang. Hau hét cac chiic ning duoc
phét trién nhu cac (ng dung chay bén trén tang trung gian. Cac ang dung dugc
viét bang ngdn ngit Java hoic C/C++, ching dugc dich thanh cac ma tly bién
nhu dinh dang DEX!. M&i ng dung thuc thi cac thuc thé va bién dich bén trong
may ao Dalik va duéi day 1a miéu ta tong quét kién tric caa mot HDH Android.

APPLICATIONS
Home Dialer SMS/MMS IM Browser Camera Alarm Calculator

Contacts Voice Dial Email Calendar = Media Player Photo Album Clock

APPLICATION FRAMEWORK

Activity Manager Window Manager Content Providers View System Notification Manager

Package Manager  Telephony Manager = Resource Manager ~ Location Manager

LIBRARIES

WebKit | Libc.

LINUX KERNEL

Display Driver Camera Driver Bluetooth Driver S"a’%"ncﬁe‘i’"o’ Y. Binder (IPC) Driver

USB Driver Keypad Driver WiFi Driver Audio Drivers Power Management

Hinh 2.1. Kién trac HDH Android

- Linux Kernel (Nhan Linux): Nhan Linux dugc phat trién tr HDH md
ngudn mé GNU, do vay ching ta ¢ thé st dung trén dién thoai caa minh nhu
phan mém mién phi va no di co sin cac trinh diéu khién cho phan cang. Nhan
Linux la phan quan ly viéc diéu khién chuong trinh, nguoi ding, tai nguyén, yéu
cau vao/ra, xir Iy bén trong may tinh.

- Hardware Abstraction (Tang phan ctng triru twong): L& mét bo cac dinh
tuyén trong phan mém gia lap mat sé chi tiét nén tang, cumg cap viéc truy nhap
truc tiép cho cac tng dung téi cac tai nguyén phan cing.

- Libraries (Tang thu vién): L& mot thu vién hd tro cho viéc 1ap trinh hiéu

! DEX - Dalvik EXecutable byte-code format: Dinh dang ma thy thi Dalvik
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qua hon. NG6i gom céc thu vién nhu: thu vién dd hoa, cac thu vién da phuong
tién (dm thanh, hinh anh va video), trinh duyét, két néi bao mat, font chit, co s
dix liéu va cac thu vién khac. Moi truong chay Android lam cho viéc st dung
may ao nhu moi truong chay cac tap APK cua ung dung Android. Uu diém cua
viéc diing may 4o 1a ma ung dung duoc tach biét voi HPH 16i, dam bao 15i xay
ra khdng anh hudng dén HPH chinh.

- Application Framework (Tang nén tng dung): HJ tro cac tinh ning cho
viéc sir dung va giai tri cua cac (ng dung voi nhiéu nhu cau sir dung khac nhau
va dudi day 1a mot vai tinh nang chinh:

= Trinh duyét web gitra trén nén Webkit
Xt 1y @6 hoa duogc hd tro boi cac thu vién d6 hoa tién tién
Luu trit co so dir liéu bang SQL
Hd tro rat nhiéu loai &m thanh, video va anh
Thiét bi gia lap, cac cong cu dé ga rdi (debug), ...

- Application (Tang tng dung): La ting cao nhat, hau hét cac nguoi ding
thiét bi s& giao tiép vai tang nay (cho cac chic nang chinh: goi dién, duyét web,
w). Duéi day 1a danh muc céc Gng dung dang d3 dugc phéat trién trén nén tang
Android tinh téi thoi diém hién tai.

m Music News [':‘ﬂ Multimedia

@ Sports Lifestyle “ Food & Drink

E Travel Weather Books

" Business '] Reference #| Navigation
Social Media I Utilities iﬁ-" Finance

Hinh 2.2. Danh muc &rng dung Android

Cac thanh phan ciia chuong trinh: Trudc khi phét trién hay cai tién mot ang
dung Android, diéu thiét yéu la chiing ta can phai hiéu vé cac thanh phan chinh
cua ung dung. Cac thanh phan cuaa ung dung la cac khéi xay dung cho ung dung,
mdi thanh phan 13 mot diém riéng biét ma hé thdng cé thé truy xuat ang dung.
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Hinh 2.3. Cac Thanh Phin Chwong Trinh Android

- Activities (Hoat d¢o6ng): La thanh phan thuc thi mot man hinh don véi mot
giao dién ngudi dung. Vi du mot tng dung thu dién thir (e-mail) ¢ thé c6 mot
hanh dong hién thi mét danh séch cac email mai, cac hoat dong khac nhu soan
hay doc e-mail. Du cho véi nguoi dung thi cac hoat dong trén lam viéc cung
nhau trong mé hinh st dung moét tng dung e-mail thong thuong. Nhung mot
ing dung cd thé khai tao bat cir hoat dong nao trong cac hoat dong trén. Vi du
mét tng dung chup anh cé thé khai tao hoat dong soan e-mail vai viéc dinh kém
hinh anh vira chup.

- Services (Dich vu): Mét dich vu la mot thanh phan chay phia duéi cua ng
dung va chay véi thoi gian dai va khong cé giao dién nguoi dung. Vi du mot
dich vu c6 thé choi nhac trong khi nguoi ding dang str dung mot tng dung khac.

= Content Providers (Phan phdi noi dung): Mot thanh phan phan phéi noi
dung quan ly mot bo chia sé dix liéu cua ung dung. Ban c6 thé luu trii dit lidu
trong hé thong tép, mot CSDL SQLLite, trén website hay bat ci ving luu trix
nao ma tng dung co thé truy cap. Cac tng dung cé thé truy cap, sira doi dit liu
néu né cho phép.

- Broadcast Receivers (B6 tiép nhan): Mot b tiép nhan 1a mét thanh phan xu
1y cac thong bao duogc truyén & mac hé théng. C6 rat nhiéu thong béo sin cua hé
théng nhu thong bao tat man hinh, pin yéu hoic mot anh dugc chup. Céc ung
dung ciing c6 thé khai tao cac broadcast cua riéng minh nhu béo cho cac ung
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dung khac khi dir liéu da tai xong va sin sang dé chay hay cai dat. Tuy thanh
phan nay khdng hién nén giao dién ngudi nhung né cd thé tao ra cac thdng bao
trén thanh trang thai dé bao cho ngudi ding khi mot broadcast xay ra.

- Intent: L& mot thanh phan miéu ta triru twong cua mot hoat dong da duoc
thuc thi. N6 c6 thé dung dé khoi tao hoat dong va mot chuong trinh s& dugc hoat
dong theo mét chu trinh nhu miéu ta ¢ hinh 2.4 dudi day.

Resumed

(visible) )
1"ause

2 anAesume()

on HE"SLINEI

D

Started Paused
(visible) (partially visible)
onStart() onStop()
onStart()
—_— Created onRestart() ;— ?I:Ei?:lpe?'l? ,
onCreate() —/j ’ anei[rcg.-[]

Destroyed

Hinh 2.4. Chu Trinh Hoat Pong Chwong Trinh Android

- Started Activity: Khong nhu cac mé hinh 1ap trinh véi viéc trng dung duoc
chay v&i mot phuong thirc main(), hé thong Android khoi tao ma trong mot thuc
thé hoat dong bai viéc goi cac phuong thuc triéu hoi (callback) xac dinh dé déng
thoi xu ly cac kich ban xac dinh cua chu ky.

- Paused Activity: Cac ung dung thuong thinh thoang can dung hoat dong vi
du khi céc ng dung chay ¢ ché do nhiéu cira s6, chi mot trong sé cac ang dung
& trang thai kich hoat trong mot thoi diém, hé thdng s& ding cac tng dung khéc.
Khi tng dung vé trang thai dirng, hé théng goi phuong thirc onPause(), né cho
phép dimg cac hanh dong xu Iy véi bén ngoai trong Iic ding hodc cam moi
thong tin dugc luu trong khi nguoi ding chua tiép tuc chay.

- Resumed Activity: Khi nguoi dung khoi phuc hoat dong tur trang thai ding,
hé théng sé& goi phuong thirc onResume(). Hé théng sé goi phuong thirc ndy mdi
khi hoat déng duoc thuc hién tro lai, ké ca khi né duoc khai tao lan dau.

- Stopped Activity: Khi hoat dong nhan dugc mot 101 goi phuong thic
onStop(), né khong duoc hién thi trong thoi gian lau va phai duoc giai phdng
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cac tai nguyén khong duoc dung khi ngudi dung khéng st dung tng dung. Khi
hanh dong duogc két thic, hé thong c6 thé s& x6a thuc thé thuc thi chuong trinh
néu can dé giai phong bo nhé. Trong truong hop nghiém trong hé théng s& ding
hoan toan tién trinh caa ung dung ma khong goi phuong thirc onDestroyy().

- Restared Activity: Khi hoat dong duoc goi trd lai tir trang thai két thic, n6
nhan duoc mot 1i goi onRestart(). Hé thong ciing goi phuong thirc onStart()
mdi khi hoat dong dugc kich hoat. Phuong thirc onRestart() ciing duoc goi Khi
hoat dong duoc khoi phuc tir trang thai két thuc.

2.2. Giai thiéu TaintDroid

TaintDroid 1a mét hién thuc hoa trong viéc theo ddi cac dau vét bén trong
HPH Android. TaintDroid thuc hién viéc theo ddi & muc bién hé thdng bén
trong may 40 bién dich. Panh dau vét dugc luu trir trong mot thé taint (taint tag).
Khi cac (ng dung thuc hién cac phuong thtc nguyén gdc, cac thé taint duoc dua
tré lai. Cudi cling cé&c thé taint dugc gan cho goi va dugc tiép nhan thong qua
binder. Hinh 2.5 miéu ta kién trGc caa TaintDroid va théng tin duoc danh dau
trong mot ang dung tin cay véi du théng tin. Giao dién danh dau goi mot
phuong thirc nguyén géc thuc thi trinh bién dich may ao Dalvik. May 4o Dalvik
phan tan céc thé taint twong ang véi cac quy dinh vé luong dir liéu nhu cac tng
dung tin cay sir dung thong tin dugc danh dau. Cac thuc thé tir xa cia may 4o
Dalvik sé dua cac thé taint t6i cac ang dung khéng tin cay [12, tr. 4]. Khi cac
ung dung do6 goi mot thu vién xac dinh nhu gui tin hiéu mang, thu vién nhan
duoc taint cho dit liéu yéu cau va thuc thi su kién.

Trong khi mot vai HDH dién thoai di dong cho phép nguoi dung diéu khién
viéc ung dung truy cap thdng tin nhay cam nhu cam bién vi tri, anh chup va
danh séch lién lac, nguoi dung khong cé cach nao theo ddi mot cach truc quan
xem cé4c ung dung dung di liéu ca nhan caa ho nhu thé nao. Bé phuc vu viéc
nay, TaintDroid 1a mét cong cu theo ddi ludng thng tin & muc hé théng. N6 ¢o
thé theo ddi dong thoi nhiéu ngudn tai nguyén thuoc dang dir liéu nhay cam.
Diém ndi bat cua n6 1a su hiéu qua va da gat hai dugc bang viéc tich hop yéu td
cta viéc phan tan taint & mac bién, mac thong diép, mic phuong thic va mic
tép tin dé cai tién dugc 14% hiéu ning theo chi sé danh gia CPU-bound.

TaintDroid da dugc sir dung dé thuc nghiém cac hanh vi cua 30 ¢ng dung
bén tha 3 tiéu biéu, chon ngau nhién tir kho (ng dung Android. Két qua la 2
tng dung diéu khién dir liu nhay cam dang kha nghi va 15 trong s6 30 ung
dung da gui thdng tin vi tri cta ngudi dung dén cac may chu quang céo tir xa
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[12, tr. 8]. Diéu d6 chirng minh tinh hiéu qua va gié tri cua cac cong cu theo di
nang cao trén c4c nén tang di dong nhu TaintDroid.
2.2.1. Kién trac TaintDroid
TaintDroid phién ban mgi nhat duoc phat trién trén nén HPH Android 4.3,
nén nhin chung toan b kién trdc hé thong tuong tu nhu HDH Android 4.3.

§ Trusted Application Untrusted Application
=
2 < (8)
=1 Taint Source ' (1) — v
=2 I I Trusted Library |  Taint Sink !
=N | Y T ety - e
o (7) (9)
(2)
: ) @ ©)
® Dalvik VM , : Dalvik VM
Virtual Taint M. '
§ Interpreter e’ it iap Virtual Taint Map Interpreter
___________ ) ———
Binder IPC Library | Binder Hook i} \ Binder Hook } Binder IPC Library
e e (5) o e ——
5 1 ]
E Binder Kernel Module
N

Hinh 2.5. Kién Triic TaintDroid Bén Trong Android

- Tai nguyén taint (Taint Source): LA tat ca cac thdng tin hay dir liéu dugc
TaintDroid danh dau, moi thong tin duoc danh dau déu c6 thé dugc anh xa qua
bang anh xa taint a0 do nd dinh nghia.

- Bang anh xa taint ao (Virtual Taint Map): La bang dugc TaintDroid dinh
nghia vé c4c loai taint s& dugc xur ly, mdi taint déu duoc gan véi mot chi s xac
dinh va dué6i day 1a mot sé taint trong bang anh xa:

= <0x00000001, "Location">

= <0x00000002, "Address Book (ContactsProvider)">
= <0x00000008, "Phone Number">

= <0x00000400, "IMEI">

= <0x00004000, "User account information">

= <(0x00008000, "Browser history">
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- Can thiép bo két ndi (Binder Hook): TaintDroid can thiép thay thé cac xu
ly taint nhiam kiém soat chinh x4c va nhanh chéng theo ludng dit liéu trong hé
théng Android. Tir d6 c6 thé phan tich va xir ly dir liéu taint nhanh chéng va
dam bao su 6n dinh vé ludng va hiéu ning cua hé théng hién tai.

» G6i taint (Taint Sink): Cac goéi taint dugc dinh nghia bén trong moi
truong a0, két ndi cac thé taint véi hé thdng giam sat.
2.2.2. Cac chirc ning

Théng bao khi dix liéu nhay cam bi guri di: TaintDroid lién tuc kiém tra ludng
di liéu duoc gui di tir cac ung dung. Khi dit liéu nhay cam duoc gui di dua trén
viéc anh xa véi bang taint ao di dinh nghia san. Hé thong s& thong béo chi tiét
dén nguoi dung vé loai dix liéu bi giri di kém theo cac thong tin nhu: Gng dung
guri, thoi gian, IP s& gui dit liéu dén.

Luu déu vét dit liéu dé xac thuc quyén truy cap: Khi hé thdng phéat hién taint
duoc gui di, diu vét cia nd s& duoc luu lai va xac thuc quyét truy cap thong tin
d6. Viée xac dinh gitra trén quyén caa tng dung dugc khai bao tir lac cai dat vao
HPH trén thiét b;.

Hién thi noi gui dix liéu dén: Céc théng tin nhay cam duoc g di tir ang dung
khong tin cay déu dugc xac dinh kém theo dia chi IP cua noi nhan. Dia chi nay
thuong 1a cac may chi ma ang dung két ndi dén, doi khi 1a may chii quang céo.

2.2.3. Nguyén ly hoar dong

Thong tin dugc danh dau bén trong ung dung di dugc xac dinh. Giao dién
taint triéu goi phuwong thuc nguyén gdc tir giao dién trinh bién dich may ao
Dalvik, luu trit c4c dau taint bén trong ban d6 taint a0. May ao Dalvik dua cac
thé taint twong @ng qua ludng dir liéu nhu danh cho cac tng dung tin cay su
dung théng tin taint. Moi thuc thé trinh bién dich s& phan tan cac thé taint dudi
dang md phong. Khi tng dung tin cay sir dung thong tin taint bén trong giao
dich IPC [12, tr.3-4], cac thu vién két ndi dam bao g6i chira thé taint 4nh xa cac
taint lién két véi tat ca dir liéu. Goi s& dugc truyén qua nhan va nhan duoc boi
ung dung khéng tin cay tr xa, luu y ma bién dich nay la khdng an toan. Thu
vién két ndi nhan thé taint tir goi va gan no vai tat ca cac gié tri tuong tng théng
qua bang anh xa taint. Thuc thé tir xa caa may ao Dalvik truyén cac thé taint
phan biét cho ung dung khong tin cay. Khi tng dung khong tin cay triéu goi thu
vién, thu vién nhan thé taint nhu yéu cau binh thuong va dua ra su kién.

Trién khai kién tric trén con c6 mét sb thach thuc mac hé thong, bao gom 1)
Luu trir cac the Taint, 2) Phan tan cAc mé bién dich taint, 3) Phan tan cac taint ma
nguyén gbc, 4) Phan tan taint IPC, 5) Phan tan cac taint thiét bj luu chi tha cap.
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2.2.4. Chinh sach can thigp thay thé

Dung TaintDroid cho viéc xt Iy cac chinh sach yéu cau xac dinh duoc cac tai
nguyén nhay cam va nghién cau cac nguodn taint bén trong HDH. Cac hé thong
xu 1y taint dong dam bao tai nguyén taint va viéc thay thé an khong nghiém
trong. Tuy vay nhiing hé thong phuc tap nhu Android cung cap théng tin cho
cac ung dung théng qua rat nhiéu cach nhu truy cap truc tiép va giao dién dich
vu. Mdi kiéu caa thong tin nhay cam phai dugc xem Xét can than dé xac dinh
phuong phap t6t nhat trong viéc dinh nghia tai nguyén taint. CAC ngudn tai
nguyén taint c6 thé chi thém céc thé taint vao bo nhé ma TaintDroid cung cap
lwu trir thé. Hién nay tai nguyén taint va thay thé an bi giéi han vai cac bién
trong ma bién dich, cac thong diép IPC va céac tép [12, tr.7]. Phan nay s& noi vé
viéc cac tai nguyén taint s€ duoc thuc thi vai cac gigi han trén. Chung ta sé khai
quat hoa céc tai nguyén taint dua trén cac dac tinh caa théng tin.

- Céac cam bién bang thong hep (Low-bandwidth Sensors): Rat nhiéu kiéu
théng tin nhay cam dugc lay duoc théng qua cac cam bién bang thong hep, nhu
Vi tri va toa do. Thong tin thuong thay doi lién tuc va sir dung lién tuc boi nhiéu
g dung, tuy nhién HDH smartphone da truy cép dén cac cam bién bang thong
hep diing mét bo quan ly. Bo quan Iy cam bién nay dua ra mot diém 1y tuong
cho thay thé can thiép tai nguyén taint. Trong TaintDroid chung ta di thay thé
can thiép bang tng dung LocationManager va SensorManager.

- Céac cam bién bang thong rong (High-bandwidth Sensor): Céc tai nguyén
thong tin nhay cam nhu microphone va camera la thong tin bang thong rong.
MJi y&u cau gui tir cam bién thuong tra lai luong dit liéu 1on chi ding bai mot
ng dung. Tuy nhién HPH smartphone c6 thé chia sé thong tin cam bién théng
qua cac bo nhé dém, tép 16n, tép phai dugce danh dau bang thé tuong tng. Dé tao
su linh hoat cho cac API, chiing ta can thiép thay thé ca bo nhé dém di liéu va
danh dau tép cho viéc theo ddi thdng tin cua microphone va camera.

- Céac co so dir liéu thong tin (Information Databases): Thong tin chia s¢ nhu
dia chi lién lac va tin nhin SMS thuong duoc luu trong co so dit liéu (CSDL)
du6i dang tép. Céch to chirc ndy cung cap mat tai nguyén taint triru tuong tuong
tu voi cac cam bién phan ctiing. Bang viéc thém mot thé taint vao cac tép CSDL
thi tat ca cac thong tin doc tir tép sé tu dong dugc danh dau, ching ta ding ky
thuat nay dé danh dau thdng tin so6 dia chi.

- Céc dinh danh thiét bi (Device Identifiers): Thong tin duy nhat xac dinh
dién thoai hay nguoi ding 1a rat nhay cam. Khong phai tat ca théng tin ca nhan
c6 thé dé& dang danh dau, tuy nhién dién thoai c6 mot vai dinh danh rat d& danh
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dau nhu: s6 dién thoai, dinh danh thé SIM va dinh danh thiét bi duoc truy cap
thong qua cac thu vién ham théng dung [12, tr.8].

2.3. Céac thanh phan chinh
2.3.1. Luu trit cac thé Taint
Viéc lva chon cach luu trir cac thé dau vét s& anh huong dén hiéu ning va bo
nhé cua hé thdng. Céc hé théng kiém tra dau vét dong thuong luu trit cac thé
muc ting byte hay word dir liéu. Cac thé taint thuong dugc luu trir trong bo nhé
bong khong lién ké va ban d6 dau vét. TaintDroid dung bién trong trinh bién
dich Dalvik [12, tr.4-5] d¢ luu trit c4c thé taint vao cac bién bén trong bo nha.
Dalvik ¢6 5 kiéu bién can cho Iuu trit diu vét gém bién noi bo phuong thirc, déi
phuong thirc, truong cua 1p tinh, truong thuc thé 16p va mang. Mai bién déu dugc
luu trir dang vector véi d6 dai 32bit ma héa nén cho phép tao 32 taint khac nhau.

Low Addresses (@=080000e¢)  Interpreted Targets Mative Targets
out@
stack pointer (top) -
po (top| s
L =t th =
rame painter (cumren B — locald
v@ taint tog
outd vl = in@ argl
out® taint tag vl taint tog argl
outl vZ = inl return taint
outl taint tag vZ taint tog argld taint tag
(unused) argl taint tog
WM goop
B — locald d frame pointer (previous)

r4— yvariabla
vl taint tag —— variabla taint tag

vl == locall

vl taint tag
we == i@

High Addressas (BxFfFFFFFF)

Hinh 2.6. Pinh dang thay d6i trong Stack
Thé taint xen gitta dang ky cho cac d6i twong cia phuong thic bién dich va
chén vao cac phuong thuc nguyén goc. Cac thé taint duoc luu trit lién véi cac
truong cua 16p va cac mang bén trong cac cau tric dit liéu cia may ao bién dich.
NG chi luu mot thé taint & mdi mang dé tdi uu viée luu trir. MAi gia tri luu trix
cua thé taint dung khac phuc sy khéng hiéu qua cho cac ddi twong kiéu chudi
cua Java, tat ca cac ky tu déu co ciing mot the.
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2.3.2. Phan tan cac ma bién dich taint

TaintDroid duoc kiém tra theo luéng nén chinh xéac va khéng 1am anh huong
dén hiéu nang. N6 thuc hién kiém tra cac taint & mac bién vai may ao bién dich
Dalvik. C4c bién cung cap ngit nghia c6 gia tri cho viéc phan tan taint, cac con
tré dir liéu riéng biét tir cac bién vo huéng va chir yéu kiém tra cac bién kiéu sd
nguyén, sé thu. Tuy nhién c6 vai trudng hop khi cac tham chiéu ddi twong can
duoc theo ddi dé dam bao viéc phan tan taint hoat dong chinh xéc.

- L6gic phan tan taint: May ao Dalvik hoat dong trén cach tap Iénh phan biét
ciia ngdn ngit may DEX, vi thé can thiét ké mot logic phan tan twong tng [12,
tr.5-6]. Va logic ludng dit liéu da duoc chon, cac ludng kiém tra déu yéu can xu
ly tinh nén kéo theo van dé hiéu nang va vuot mic kiém tra dit doan. Nén phai
bat dau bang viéc dinh nghia cac danh dau taint, cac thé taint, cac bién va viéc
phén tan taint.

- Panh dau cic tham chiéu d6i twong: CAc luat phat tan trong bang 2.1 dudi
day rat rd rang vai 2 ngoai 1. Thi nhat, cac logic phat tan taint thuong dinh thé
taint cia mot chi sé mang trong Iic tim kiém dé xu ly théng dich cac bang (vi
du: ASCII/UNICODE hoic chuyén dbi ky tu). Vi du can nhic bién dich tir cac
ky tu viét thuong sang cac ky tu viét hoa néu mot gia tri duoc danh dau “a”
dung nhu mét chi s mang, gia tri “A” tra vé dugc danh dau qua gia tri “A”
trong mang la khdng nén. Vi thé logic taint s& ding ca mang va taint dé danh chi
s6 mang. Thi hai 12 khi mang chtra cac tham chiéu d6i tuong (vi du: mot mang
nguyén), chi s6 thé taint duoc phan tan toi tham chiéu dbi twong va khong tsi
gia tri d6i twong. Vi thé chung ta dinh thé taint chira tham chiéu ddi tuong trong
luat get cua thuc thé.

Bang 2.1: Logic Phan Tan Taint Theo Ngon Ngir May DEX

Op Format Op Semantics Taint Propagation Description

const-opvy C vg —C m(va) — 0 Clear v 4 taint

move-op v4 UR VA — VB T(va) — 7(vg) Set v4 taint to vg taint

move-op-R v 4 vy — R t(va) « 7(R) Set v4 taint to return taint
return-op v A Re—uwy T(R) — 7(va) Set return taint () if void)
move-op-E v 4 vy — E t(va) « 7(E) Set v4 taint to exception taint
throw-op v 4 E—uvy T(E) — 7(va) Set exception taint

unary-op VA Vg V4 — BUB T(va) — T(vB) Set v 4 taint to vg taint
binary-opvavgve va—ve®ue T(va) — T(vB) UT(VC) Set v 4 taint to vg taint U v taint
binarv-opva vg va —va®vg T(va) — T(vA)UT(UB) Update v 4 taint with v taint
binary-opva vg C va —vp®C  1(va) — T(VB) Set v 4 taint to vg taint

aput-op vA Vg Ue vglve] +— va t(vs[]) — T(ve[])UT(va)  Update array vp taint with v 4 taint
aget-op va vB ve v — vgve] T(va) « T(ve[]) Ut(ve) Set v4 taint to array and index taint
sput-opva fg fB +~—va T(fB) — T(va) Set field fg taint to v 4 taint
sget-opva fB va — fB T(va) — 7(fB) Set v4 taint to field fp taint
iput-opva vg fo ve(fo) « va r(vs(fe)) — t(va) Set field fe taint to v 4 taint
iget-opva vg fo va —vg(fe) T(va) « T(ve(fc))Ur(ve) Setwa taintto field fer and object reference taint
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Ping ky cac bién va cac truong cua lép duoc tham chiéu tuong tng bai Vx
va Fx, R va E 14 c4c bién tra lai va ngoai 1¢ duy tri bén trong bo bién dich. A, B
va C la cac hang ma byte.

public static Integer wvaluelf (int i) |
if (i < -128 || 1 = 127) {
return new Integer(i); |}
return valueOfCache.CACHE [1i+128];
1
static class valueOfCache |
static final Integer[] CACHE = new Integer[256];
static {
for{int i=-128; i<=127; i++) {
CACHE[i+128] = new Integer(i); 1 1}

Hinh 2.7. Trich doan code lay tir 16p diing sé nguyén ciia Android
(Minh hoa viéc can thiét ¢é phan tan taint tham chiéu d6i tuong)

Poan mi ngudn & hinh 2.7 chimg t6 mét thuc thé thuc thu caa tham chiéu
taint 1 can thiét. valueOf() tra lai déi tugng s6 nguyén. Néu tham sb nguyén co
gia tri nho hon -128 hoic 16n hon 127, ham tra lai tham chiéu dén ddi tuong
nguyén tinh, nd dugc goi tuong minh dé chuyén doi dén mot déi tuong.

2.3.3. Phan tan cac taint ma nguyén géc

M4 nguyén goc (native code) khong duoc theo di trong TaintDroid. Ly
tuong la chung ta ¢c6 dugc nglr nghia phan tan nhu trong ban sao bién dich. Do
d6 sé& can 2 tién diéu kién cho viéc kiém tra taint chinh xac trong méi truong nhu
Java. TaintDroid c6 duoc céc tién diéu kién thdng qua viéc do khong tu dong,
hd so phuong thirc va phu thudc vao cac yéu cau theo tinh hudng.

- Céc phuong thirc may 40 ndi tai (Internal VM Methods): Puoc goi tryc tiép
bang ma bién dich théng qua con tro toi mang cac dbi s6 32bit dugc dang ky va
con tré tra lai gia tri. Sy gia ting ngin xép trong hinh 2.6 cung cip quyén truy
cap ti cac thé taint cua ca ddi s6 Java va gia tri tra vé. C6 185 phuong thirc noi
tai trong Android 2.1, tuy vay chi c6 goi dugc yéu cau phuong thirc nguyén gbc
System.arraycopy() [12, tr.6-7] dung cho viéc sao chép ndi dung mang va vai
phuong thuc goc thuc thi Java.

- JNI Methods: JNI Methods dugc goi thong qua cau ndi 16i goi INI. Cau néi
loi goi phan tich cac d6i s6 Java va gan gid tri tra vé cling dac ta chudi phuong
thire. Chung ta dong goi cau ndi 1oi goi dé cung cap viéc phan tan taint cho tat
ca cac phuong thirc INI. Khi mot phuong thire NI tra két qua, TaintDroid tham
khao bang hd so phwong thirc cho viéc cap nhat phan tan thé. Mot ho so phuong
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thic 12 mot danh sach tir/téi cac cap chi ra cac ludng gitra cac bién, nd cd thé 1a
cac ddi sb phuong thirc, cac bién caa Iop hoic céc gia tri tra vé. Liét ké cac
ludng théng tin cho tat ca cac phuong thitc JNI nhu viéc tiéu tén thoi gian tét
nhat dé ty dong ding xtr Iy ma nguon.

2.3.4. Phan tan taint IPC

Cac thé taint phai dugc phan tan gitra cac (ng dung khi ching trao d6i dix
liéu. Viéc theo ddi anh huong dén hiéu ning va bd nhd hé thdng. TaintDroid
theo ddi taint & mirc thong diép. Mot thé taint thong diép thé hién bén trén cua
cac danh dau taint dugc gan cho cac bién chira bén trong thong diép. Chiing ta
dung tinh chat caa mirc thong diép dé toi wu hiéu nang va luu trix trong luc IPC.
Va ciing chon viéc thuc hién muc thong diép trén viéc phan tan taint mac bién vi
trong mot hé théng muc bién, mét bo nhan cé thé kiém soat bai viec mo goi cac
bién theo cach khac dé biét thong tin khdng can phan téan taint.

2.3.5. Phan tan cac taint thiét bi luwu tri thie cap

Cac thé taint cd thé bi mat khi luu dir liéu vao tép, thiét ké hién tai luu mdi thé
taint vao mot tép. DBé lam diéu nay ching ta da phai mé rong thudc tinh hd trg
boi hé théng tép cua may chu Android va dinh dang thé nhé ngoai theo hé thdng
tép ext2. Nhu v6i c4c mang va IPC, luu trit mdi thé taint mdi tép dan dén van dé
gidi han cua cac danh dau taint cho CSDL théng tin. Cach khéac ching ta co thé
kiém tra cac thé taint bang mot bo tinh chinh dé giam chi phi caa viéc thém bo
nhé va van dé hiéu ning.

2.3.6. Thuw vi¢gn giao dién taint

Tai nguyén taint dugc dinh nghia bén trong méi trudng a0 hoa phai két ndi
c4c theé taint vai hé thong kiém tra. Chlng ta triru twong tai nguyén taint vao mot
thu vién giao dién taint don 1¢. Giao dién thuc hién 2 chirc nang: 1) thém cac
d4nh dau taint vao cac bién; va 2) nhan cac danh dau taint tir cac bién. Thu vién
chi cung cap kha ning dé thém, bét cac thé taint nhu chirc ning co thé duoc
dung boi ma Java khdng tin cay dé xoa cac danh dau taint.

Thém céc thé taint vao cac mang va cac chudi qua cac phuong thac noi tai
ciia may 40 1a minh bach, ca hai luu trong cac dbi tugng dit liéu. Cac bién kiéu
nguyén gdc, mot cach khac duoc luu trir trong cac ngin xép cua trinh bién dich
va khong xuat hién dudi dang 161 goi ham. Tuy nhién thu vién taint ding gia tri
tra vé nhu cac bién kiéu nguyén gbc. Lap trinh vién dua mot gia tri hodc bién
thich hop taint vao phuong thtrc (vi du: addTaintInt()) va bién tra lai c6 duoc gia
trinh twong ty viéc thém s& xac dinh dugc thé taint. Chi y bd nhd ngan xép
khong quan ly cho viéc nhan thé taint.
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2.4. Phan tich hé thong hién tai

Nhu da gigi thiéu ¢ trén, TaintDroid la sy mé rong cia HDH Android. N6
diéu chinh dé hd tro viéc theo ddi ludng dit liéu & mic hé théng va theo dbi viéc
truy cap tai nguyén cua hé thong thdng qua cac taint. Viéc kiém tra, quan Iy va
théng bao cua hé théng thong qua chuong trinh Taintdroid Notify Controller.
Duéi day 1a cdu tric chuwong trinh va miéu ta chung vé ting 16p cia mad ngudn

hién tai.

& Java - Eclipse

v | TaintDroidNotifyController
B Google APls [Android 4.3.1]
7
v B org.appanalysis
lJ| LogcatDevicejava
IJ| LogEntry.java

File Edit Refactor Mavigate Search Project Run  Window Help
DB NEE Mg O Q@i
[ Pack.. e Type.. [5Proje. 32| = O
= ﬂ;}l =

=

1L

1

il

) [ G G

1J] TaintDroidNotifyController.java
[J] TaintDroidMNotifyDetail java
lJ] TaintDroidMNotifyService,java

E‘? gen [Generated Java Files]

. Android Private Libraries
L Android Dependencies
assets

bin

res

Android.mk
AndroidManifest.xml
CleanSpec.mk

lintml
project.properties

Phan trén da mié

tiét ludng xt ly caa

Hinh 2.8. Cau Truc Android Notify Controller

u ta day du cau trac chuong trinh thyc thi dudi dang céc goi,
l6p ma ngudn twong tng Vi ting mdé dun (module). Va dudi diy miéu ta chi

chuong trinh va dat ta chirc nang caa tung module.
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Overview flow

Start Service ~

M

- Start Notify service
- Start LogEntry queue
- Start LogcatDevice

Start Controller

M

- Start service listener on tags:
Location, Camera, SMS, ...,
Browser history

Send Notification

M

- Send notification info to layout
in details:
AppName, IP, Taint, Timestamp, ..

Hinh 2.9. Ludng Xir Ly Android Notify Controller

- LogEntry: LogEntry la 16p chtra thdng tin chi tiét caa mot log cua chuong
trinh, mdi logEntry gdm c6 céac thong tin nhu: thoi gian, thé, chi sé tién trinh va

thong digp.

- LogcatDevice: LogcatDevice la 16p thuc hién viéc quan ly viéc doc ghi log
cta chuong trinh. Khi bit dau viéc ghi mot log, mot tién trinh s& duoc tao lap va
lru cac log entry vao trong tién trinh nay. N6 ciing hd tro viéc cac phuwong thirc
dé dong, ma tién trinh cling nhu doc théng tin logEntry. Thuc chat viéc doc ghi
trén logEntry trong chuong trinh 1a doc ghi trén bd nhé dém caa tién trinh.

- TaintDroidNotifyDetail: Lép nay dugoc mé rong tu I6p Activity cua
framework Android, n6 luu chi tiét théng tin caa mot thé théng bao va 16p gom

c6 cac ddi twong sau:
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e AppName: Tén ung dung dugc xir ly

e IpAddress: Dia chi IP dugc tng dung gui téi, thuong 1a dia chi may
chu quang cdo, may chu luu thong tin nhay cam lay dugc
Taint: M4 kiém tra caa TaintDroid
Data: Thong tin chi tiét caa mot thé théng bao
Id: Binh danh cua théng bao
TimeSpamp: Thoi gian ghi nhan thong tin

- TaintDroidNotifyService: Lop nay dugc mé rong tu I6p Service cua

framework Android, n6 quan ly viéc chay TaintDroid Notify dudi dang mét dich
vu. N6 quan Iy viéc chay dich vy, 1ap hang doi va ciing tra ra thong tin chi tiét
mot thuc thé (instance) cua mot TaintDroidNotifyDetail. tTable la bang dinh
nghia cac taint duéi dang bang bam, cap <chi s6, danh diu> twong Gng Voi cac
taint s& duoc xir Iy va dudi day 1a danh sach cac cap taint va danh dau:

Chi s6

DPanh dau

0x00000001

Location

0x00000002

Address Book
(ContactsProvider)

0x00000004

Microphone Input

0x00000008

Phone Number

0x00000010

GPS Location

0x00000020

NET-based
Location

0x00000040

Last known
Location

0x00000080

Camera

0x00000100

Accelerometer

0x00000200

SMS

0x00000400

IMEI

0x00000800

IMSI

0x00001000

ICCID (SIM card
identifier)

0x00002000

Device serial
number

0x00004000

User account
information

0x00008000

Browser history
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Hién tai taint cua lich sir trinh duyét (Browser history) da duoc ghi lai nhung
chwa duoc phan tich va thong bao cho nguoi dung. Trong khubn khd dé tai s& tap
trung phan tich va xur 1y thong tin Browser history va thong bao cho nguoi dung.

- Starter: La mét lop phu mo rong tir 16p BroadcastReceiver cua framwork
Android thyc hién viéc chay dich vu khi c6 yéu cau.

- Producer: La mot 16p phu thuc thi giao dién Runnable cua framwork
Android, khi chay s€ xir ly viéc doc ghi log cua LogcatDevice va quan ly theo
hang doi.

- Consumer: La méot 16p phu thuc thi giao dién Runnable cua framwork
Android, khi chay s& xu Iy cac LogEntry theo hang doi. Mdi lan xu Iy thanh
cdng nd sé gui thong bao tdi nguoi dung dudi dang Notification trén thanh trang
thai cua thiét bi.

= get_Processname: La mot phuong thuc riéng (private) cua lop tra lai tén
cua tién trinh. Khi thuc thi nd s& quét tir danh sach cac tién trinh dang chay va
tim tién theo dinh danh.

= get_taint: La mot phuong thuc riéng cua I6p tra lai taint dudi dang chudi
theo thong diép truyén vao. Dua vao bang bam tTable da dinh nghia dé tim ra
taint tuong Gng.

= sendTaintDroidNotification: La phuong thuc thuc hién viéc gui thong
bao toi thiét bi, n6 s& tao ra mot d6i twong thong bao theo kiéu BigTextStyle cua
Android. Sau d6 s& gan cac trudng (appName, IP, Data, ...) vao thong bao rdi
guri dén thiét bi théng qua lop NotificationManager caa Android. Ngoai ra khi
dich vu bit dau dugc chay, dich vu LogcatDevice ciing dugc chay va thyuc thé
cua 2 16p Proceducer, Consumer ciing duoc chay tuéng tng véi 2 ludng riéng
théng qua viéc ghi dé phuong thirc onStartCommand() cua 16p Service. Khi tit
dich vu thi d6i tuong trén ciling dugc dong hay xé6a thong qua viéc ghi de
phuong thirc onDestroy() caa lop Service.

- TaintDroidNotifyController: Controller nay la l6p ciing dugc mao rong tur
l6p Activity caa framework Android. N6 chuyén tiép cac hanh dong Start/Stop
dich vu cua chuong trinh. Day la 16p sau cua giao dién chuong trinh Controller,
khi dugc khoi tao nd s€ Kich hoat cac nut Start/Stop cua ng dung va ¢ trang
thai cho ngudi ding yéu cau. TaintDroid c6 mot tng dung dé hd tro ngudi ding
kich hoat dich vu caa né (TaintDroid Notification Service). Khi dich vu dugc
chay, TaintDroid bat dau theo d@i viéc truy cap céac dit liéu nhay cam va thong
bao cho nguoi sir dung. Ung dung c6 tén TaintDroid Notifiy, n6 c6 giao dién
kha don gian gébm 2 phan chinh nhu sau:
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e Man hinh hién thi chitc ning bat va tat dich vy tudng ¢ng véi 2 nit
Start va Stop.

e Man hinh hién thi théng tin thong béo truy cap dix liéu nhay cam. Khi
TaintDroid phat hién thong tin nhay cam duoc truy cap hay gai dén may chu tir
Xa, N6 s& hién thong bao dudi dang thdng bao hé thdng. Khi ngudi ding mo
théng béo thi man hinh nay sé& hién céc théng tin chi tiét cua thong béo. Giao
dién chuong trinh nhu hinh dudi day 1a giao dién caa TaintDroid dé nguoi
ding cé thé khoi dong hay dimg chuong trinh. N6 dugc thong qua mot module
c6 tén goi TaintDroid Notify Controlller.

. TaintDroid Notify Controller

A - =

Hinh 2.10. Giao Dién TaintDroid Notify Controlller

2.5. Danh gia hi¢u nang

Dua trén két qua khao sat 50 ung dung mién phi pho bién trong mdi linh vuc
trén kho ung dung Android (Android Market). Trong d6 c6 1/3 ng dung yéu
cau quyén truy nhap Internet kém theo quyén truy cap vi tri, camera hoac dit liéu
am thanh. Tur tap @ng dung trén, chon ngau nhién 30 ang dung phd bién. Bang
2.2 liét ké cac ang dung vai cac quyén duoc yéu cau khi cai dat lan dau. Piéu
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nay khong phan anh thuc té viéc truy cap hay st dung dit liéu nhay cam ma
chdng cd thé s& truy xuét.

Hé thong TaintDroid da luu log chi tiét thong tin nhu: thong diép taint, tép
taint dau ra va thong diép mang taint véi dia chi tir xa. Trong vong 100 phat thu
nghiém, c6 tam 22.594 goi tin (8.6MB) va 1.130 két néi TCP. Hon nira khi kiém
tra dudng truyén mang, cac ung dung da duoc nguoi dung vo tinh hay ¢b y chap
nhan truyén dir liéu nhay cam ra bén ngoai. Piéu nay cung cp thém thong tin dé
xac dinh c6 thé c6 sy vi pham chinh sach. Vi du véi viéc chon “dung vi tri cua
t61” trong (g dung thoi tiét, ngudi dung da dong v tiét 16 toa do dia ly véi may
chu thoi tiét.

Bang 2.2 : Ung dung duoc nhém theo quyén da yéu cau
(L: location, C: camera, A: audio, P: phone state)

Permissions'
C A P

Applications™ #

The Weather Channel (News & Weather); Cestos, Solitaire (Game); Movies (Entertainment); | 6 X
Babble (Social); Manga Browser (Comics)
Bump, Wertago (Social); Antivirus (Communication); ABC — Animals, Traffic Jam, Hearts, | 14 || x X
Blackjack, (Games); Horoscope (Lifestyle); Yellow Pages (Reference); 3001 Wisdom Quotes
Lite, Dastelefonbuch, Astrid (Productivity), BBC News Live Stream (News & Weather); Ring-
tones (Entertainment)

Layar (Lifestyle); Knocking (Social); Coupons (Shopping); Trapster (Travel); Spongebob Slide | 6 X X X
(Game); ProBasketBall (Sports)

MySpace (Social); Barcode Scanner, ixMAT (Shopping) 3

Evernote (Productivity) | X X X

Bang 2.3 : Cac vi pham tiém an trong 20 vng dung thir nghiém

Observed Behavior (# of apps) ‘ Details

Phone Information to Content Servers (2) | 2 apps sent out the phone number, IMSI, and ICC-ID along with the
geo-coordinates to the app’s content server.

Device ID to Content Servers (7)* 2 Social, 1 Shopping, 1 Reference and three other apps transmitted
the IMEI number to the app’s content server.

Location to Advertisement Servers (15) | 5 apps sent geo-coordinates to ad.qwapi.com, 5 apps to admob.com,
2 apps to ads.mobelix.com (I sent location both to admob.com and
ads.mobclix.com) and 4 apps sent location' to data flurry.com,

Bang 2.3 da tom tat két qua ma TaintDroid da danh dau 105 két ndi TCP c6
chtra thong tin nhay cam. Hé théng da str dung cac tén tir xa nhu cac chi dan veé
noi dir liéu bi gui di dén may chu caa bén thi 3. N6 chi ra 21 trong s6 30 tng
dung yéu cau quyén doc trang thai dién thoai va két ni Internet. Hé théng da
tim ra 2 trong s6 21 ung dung da truyén sé dién thoai dén may cha, sé IMEI
cting bi 9 ing dung gui di.
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Théng tin vi tri bi truyén dén may cha quang cdo, % ung dung da truyén
théng tin vi tri dén may cha quang cdo ma khéng cé cd su chap nhan caa ngudi
dung. Vi du vé dix lidu vi tri duoc truyén dén AdMob dudi dang chudi nhu sau:

...&S=al4a4a93f1le4c68&..&t=062A1CB1D476DES85
B717D9195A6722A9&d%5Bcoord%5D=47.6612278900
00006%2C-122.31589477&...
Theo tim hiéu tir AdMod SDK thi tham sé s = ? la chi dinh danh cua ung
dung phét hanh, coord = ? I toa d6 dija ly cua thiét bj.
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Chwong 3. Cai tién theo ddi nguon dir liéu nhay cam

Trudc khi miéu ta chi tiét cac giai phéap cai tién theo ddi dit liéu nhay cam,
chdng ta s& phan tich chi tiét cac thanh phan cua hé thong hién tai. TaintDroid
chi kiém tra & mic ludng dit liéu, khong thé kiém tra & mac ludng diéu khién dé
c6 thé toi wu hoa hiéu ning. TaintDroid chi c6 thé kiém tra dit liéu nhan dugc
cia tng dung va nhirng hanh déng kha nghi. Tuy nhién cac ung dung doc hai
thuc thu nd s& ldy thong tin cua nguoi dung théng qua cac ludng diéu khién.
Viéc kiém tra ludng diéu khién yéu cau viéc xu ly tinh, c6 nghia khong thé xu ly
cac tng dung bén thi 3 khi khong c6 ma ngudn. Piéu khién tryc tiép cac ludng
c6 thé kiém tra duwoc mét c4c linh hoat khi taint dugc xac dinh. Tuy nhién DEX
khong duy tri c&c cau tric nhanh dé TaintDroid c6 thé dya vao. Theo yéu cau
cia xtr 1y tinh thi phai xac dinh duoc cac biéu do ludng diéu khién (CFGs)
phuong thic [12, tr.12]. Tuy nhién TaintDroid hién khdng thuc hién x& Iy nhu
vay dé tranh ton chi phi hiéu ning. Cudi cung khi thong tin dwoc giri di tir dién
thoai, n6 c6 thé tra lai bén trong mot tin hién reply mang va n6 khong thé kiém
tra dugc thdng tin loai ndy. Vi du vé han ché caa viéc kiém tra ¢ mac ludng dir
liéu, néu ang dung A ma hoéa dit liéu trude khi truyén di ¢én may chu. N6 khong
thé kiém tra va phat hién taint d6 co sir dung dit liéu nhay cam cia nguoi ding
hay khdng va sé bo qua dir liéu do.

- Han ché thyc thi: Android ding thuc thi két hop Apache cua Java voi mot
s6 stra doi tuy bién. Viéc thuc thi ndy gom su hd trg cho 16p PlatformAddress,
n6 gdm mét dia chi nguyén gdc va ding bai cac ddi twong bo nhé dém tryc tiép
(DirectBuffer). Tép va cac ham thu vién vao ra doc va ghi tryc tiép cac bién cho
dia chi nguyén gdc tir mot DirectBuffer. TaintDroid khong kiém tra cac thé taint
trén cac d6i tuong DirectBuffer vi dir liéu duoc luu trong cac cau tric dit lidu
nguyén thay va né luu cac log khi doc hay ghi bién truc tiép.

Han ché tai nguyén Taint: Khi TaintDroid kiém tra thong tin nhay cam, né
lam mat kha nang kiém tra thong tin ton tai trong cac dinh danh cau hinh. Vi du
chudi s IMSI gdm c6 ma nudc (MCC — Mobile Country Code), md mang di
dong (MNC - Mobile Network Code) va s dinh danh tram di dong (MSIN —
Mobile Station Identifier Number) [12, tr.12], chung déu duoc danh dau clng
nhau. N6 dang MCC va MNC dé mé rong cac cac tham sé cau hinh khi két ndi
cac dir liéu khac. Dicu nay lam tat ca cac thong tin trong goéi duoc danh dau.
Nhu vay Voi cac tai nguyén taint chtra cac tham sé cau hinh, cac bién danh dau
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riéng vai goi tra 1én phu hop hon. Tuy nhién nhu két qua da phan tich, viéc theo
d6i & mic théng diép 1am anh hudng dén cac tai nguyén.

Viéc cu hinh va cai dat TaintDroid ciing c6 han ché do hé théng khong phai 1a
mot module thiét ké hoat dong trén HPH Android. N6 thyc chat 1a mot HDH
Android stra doi dé phuc vu dugc hoat dong kiém tra ludng dix liéu cling nhu cai
dat mot ang dung chay dudi dang dich vu nhu Google Play Service. Diéu nay c6
nghia ngudi phét trién phai cd kién thirc vitng vang trong cai dat ciu hinh dé xay
dung duoc HDH Android. Dé xay dugc TaintDroid ngudi dung phai tai toan bo
m& nguon ciia né tuong duong véi ma nguén HDH Android voi dung luong Ion.
Trude d6 phai cai dat mot hé thong twong thich dé xay Android. Hé thong ciing
phai cap nhat day du c4c ban va cling nhu cac cap nhat can thiét theo yéu cau
phét trién ung dung Android khuyén nghi bai website android source [3]. Khi
cai dat hé thdng rat d& gay ra 13i bién dich, mdi hanh dong can duogc sao luu kip
thoi dé tranh mit cac cai dit thanh cong trude do.

Bién dich TaintDroid ciing mat nhiéu thoi gian va twong duong nhu bién
dich HDH Android. Mdi thay d6i nho tir ting dung thuc thi cua TaintDroid déu
phai bién dich lai toan bo hé théng. Mdi lan nhu thé hé théng déu phai tién hanh
x0a cac thong sb trudc bién dich va tao lai cac tép anh (boot.img, system.img,
o) , ’

Khi so sanh TaintDroid véi mot so6 hé thong an ninh di dong khac nhu
Samsung Knox, BlackBerry Balance thi nd c6 mét sé wu diém nhu: C6 thé chay
ngay trong HDH va xir Iy dit liéu theo ludng, hd trg phién ban cii cia HDH
Android, khong ton chi phi trién khai. Tuy nhién van con mét sé nhugc diém
nhu khong bao mat dugce nhiéu 16p va hd trg biao mat phan cing nhu Samsung
Knox, khong hd trg phan viing an toan. BlackBerry Balance c¢6 thé hd trg quan
ly dir liéu c4 nhan riéng biét va co6 ma hoéa. Pé dan chimg vé han ché cua
TaintDroid, ScrubDroid di dua ra mot chimg minh c6 thé d& dang thuc hién cac
kiéu tin cong gian tiép boi cac con trd diéu khién. Qua trinh nay str dung giao
dién vao ra Java ciia Android dé nhan dugc truy cap by nhé truc tiép. Tén cong
nay cling kho co thé di 1éch hudng trong viéc luu cac danh dau taint cho mdi
byte bo nhd. Nhom tin cong tin rang cac 16p ctia phuong thirc c6 thé dugc nhin
thay bai cac thyc thi 1énh duoc Gy quyén cho cac thanh phan khac cta hé thong.
V61 GPUs viée tin toan tré nén manh mé hon, cac phﬁn mém ddc hai c6 thé g0
bo cac Uy quyén cua cac diu taint dé d6 thi hoa, hon nita viéc thuc hién tac vu
nay 1a truc tiép trén CPU.
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Dé phat trién tng dung cho Android, cé thé si dung cac PC, laptop st dung
HPH Windows, MacOS, Ubuntu va dudi day 1a ciu hinh cho PC, laptop chay
HDPH Windows 7 trd 1én. Chi tiét cau hinh cho méi trudong phat trién s& duogc
miéu ta chi tiét trong phan phu luc va dudi day 1a miéu ta chung.

= CAu hinh may tinh téi thiéu: 4GB RAM, CPU Intel Core 13, 120GB
HDD tréng.
= MOoi truong phat trién Eclipe hoac Android Studio cho HDPH Windows.
= Y&u cau cho Eclipe:
e Eclipe Mar 2.0 tro 1én.
e Android SDK Tools for Windows 20.xx tro 1én.
e Android Development Tools for Eclipe 20.xx tré Ién
e Eclipe IDE for Java Developers 4.3 tro [én.
e Android Virtual Devices (AVDs).
= Yéu cau cho Android Studio:
e Android Studio 2.0 tro 1én.
e Android SDK Tools for Windows 20.xx tra 1én.
e Android SDK Platform 20.xx tré 1én..
¢ Intel or ARM Sytem Images.
e Android Virtual Devices (AVDs).

3.1. Giai phap cai tién theo dbi truy cap lich st trinh duyét

O phan trén d3 phan tich cu thé vé cac uu diém va han ché cua TaintDroid.
Qua qua trinh nghién ctu vé hé théng nhan thay TaintDroid chi kiém tra ¢ muc
cac ludng dir liéu dé ti uvu hoa hiéu nang hé théng. Tuy nhién c4c tng dung cé
thé gay hai cho hé théng théng qua cac ludng diéu kién. Vay cai tién I6n nhat
cua heé théng 1a 1am sao ¢ thé kiém tra cac taint & mic cac ludng diéu khién.
Khi d6 hé théng sé& giam sat duoc cac ung dung duoc linh hoat va chic ché hon.
Kiém tra thé taint trong d6i twong bo dém truc tiép: TaintDroid thuc thi trén
Apache caa Java, né chaa cac dia chi va dung cac déi twong bo dém (Direct-
Buffter object). Cac ung dung c6 thé sir dung va thay doi dia chi thong qua céc
dbi tuong trén. Vay viéc kiém tra duoc thé taint trong cac d6i tugng dém trén 13
mét cai tién khéng nho nham ting cudng kha ning giam sat cac thé taint caa hé
théng. TaintDroid hién tai c6 thé kiém soat nhiéu loai théng tin nhay cam cua
ngudi dung thiét bi nhu:

- Vitri

- Vitri GPS
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- S0 dién thoai

- May anh

- Tin nhan

- S6 IMEI

- S6 sé ri thiét bi

Nhung v&i nhu cau va théi quen cua ngudi ding TBDD hién nay, viéc truy
cap Internet 1a rat cao, cung voi dé 1a viéc st dung cac tng dung truy cap
Internet nhu FaceBook, Twitter, Browser, ... dé lam viéc va giai tri. Nhu chung
ta da thay, vdi co ché hoat dong cua trinh duyét website ciing nhu cac ¢tng dung
hoat dong trén nén website thi cd rat nhiéu thong tin duoc trinh duyét luu lai
trong qué trinh sir dung va trong dé ciing chira nhiéu théng tin nhay cam.

Vay chlng ta c6 thé cai tién hé théng dé hd trg viéc kiém soét truy cap lich
sir cua trinh duyét, n6 ciing gop phan cho hé thong dugc hoan thién hon trong
viéc giam sat cac tng dung truy cap dir liéu nhay cam cta nguoi dung. Trong
khudn kho cuaa viéc nghién ciu trén nén tang Taintdroid, moi nghién ctu ciing
nhu kiém soat truy cap s& duoc thuc hién trén trinh duyét Google Chrome vi né
la trinh duyét ngam dinh trén HDH Android.

Nhu d trinh bay, viéc cai tién 1a nham dwa phan tich chi tiét thong tin lich si
trinh duyét dé TaintDroid c6 thé theo di va thdng bao khi co truy cap khdng an
toan. Nén trudc tién sé phai thém cac logic trong I6p TaintDroid NotifyService
cia chuong trinh TaintDroidNotifyController va xur ly taint nay va duéi day la
chi tiét ting budc can thuc hién giai phap cai tién:

Budc 1: Lay théng tin log caa hé thong
Budgc 2: Tim kiém taint lich st trinh duyét
Buac 3: Xu ly taint

Budc 4: Biéu chinh va gui thdng bao

3.1.1. Ldy thong tin log cia hé thang
Lay théng tin log cua hé théng, dé lay duoc thong tin log caa hé thong, can
phai xtr ly dir liéu trén 16p TaintDroidNotifyService, day la 16p thuc thi dich vu.
MJ&i khi thyc thi dich vu, cac block dugc xir Iy lién tuc d¢én khi dirng dich vu. N6
hd tro lay cac khoi hang doi cua hé théng thong qua giao dién BlockingQueue.
Céc block nay s& duoc chuyén d6i sang cac doi tugng log tuong tu khai béo cua
TaintDroid. Mdi khéi trong hang doi déu chua day du cac thong tin nhu: thoi

gian, ma s tién trinh, thé va thong diép.
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Queue Proccess

Loop with condition: Service Running?

Put Queue

n —
Producer
- Get instance of LogcatDevice
- Read LogEntry
- Putinto queue
Take Queue
~ _

Consumer
- Take LogEntry from queue

Process LogEntry

Hinh 3.1. Ludng Xir Ly Hang Poi
3.1.2. Tim kiém taint lich si trinh duyét

Tim kiém taint lich st trinh duyét trén log, khi xir ly tirng khéi cia hang doi,
hé théng sé trich xuat dir liéu tir thong diép dé lay ra cac théng tin can thiét nhu:
dia chi IP, kiéu Taint, tén tién trinh, dir liéu. Cu thé viéc tim kiém va dinh danh
taint tir thong diép 1a théng qua viéc phan tich thong diép theo mau. Néu tim
duoc céc sb cua taint thi s& so sanh véi bang anh xa dinh nghia san. Tai thoi
diém trén, ching ta s& tim cac taint tuong tng cta browser history.

Quaé trinh tim kiém taint thdng qua viéc xir Iy LogEntry dugc goi tir luong xur
ly hang doi nhu hinh 3.1 & trén, mdi khi hang doi c6 théng tin thi s& giri yéu cau
xtr Iy va goi ham processLogEntry(le). Trong d6 ddi sb le 1a mot LogEntry dugc
lay tir hang doi va hinh 3.2 dudi day mo ta so do ludng xu ly mot LogEntry.
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LogEntry Proccess

Get Info - Get timestamp
- Get message
O

- Check message if is taintedSend
or taintedSSLSend?

TaintedSend?

No

Get Taint

!

Get Data

Send Notification

M

]

.

Hinh 3.2. Ludng Xir Ly LogEntry
3.1.3. Xa ly taint

Trong ludng xtr ly taint caa hé thdng, ching ta sé tién hanh kiém tra va xu ly
taint lich sir trinh duyét. Dya vao di liéu taint, ching ta s& tién hanh kiém tra
xem ung dung c6 trong danh sach den truy cap khéng. Néu khong thudoc danh
sach den sé& tién hanh kiém tra xem c6 vi pham truy cap théng tin da dinh nghia.
Hinh 3.3 dudi ddy s& miéu ta chi tiét ludng xt Iy lich su trinh duyét tich hop
trong ludng xu ly caa hé thong.



Browser History Integration Flow

Start Service

O

I

Start Controller

M

I

Process
Browser History

4

Send Notification

O

/

i

- Start Notify service
- Start LogEntry queue
- Start LogcatDevice

- Start service listener on tags:
Location, Camera, SMS, ...,
Browser history

- Analyze each taint is browser history
- Check for access privacy

- Send notification info to layout
in details:

AppName, IP, Taint, Timestamp, ..

Hinh 3.3. Ludng Xir Ly Browser History Tich Hop

Xt Iy taint lich st trinh duyét, trude khi théng bao duoc gui dén ngudi dung,
ta s& tién hanh phan tich dir liéu log duoc Iy tir hang doi caa dich vu trong qua
trinh chay. Néu dit liéu phd hop véi muc dich theo ddi s& duoc luu lai va dong
thai chinh stra ¢é ngudi dung co thé nhan dugc thong bao chi tiét hon lién quan
dén truy cap théng tin nhay cam trén lich st cua trinh duyét. Qua trinh phan tich
taint s€ duoc thuc hién khi dang xtr ly tirng LogEntry va sau day la cac budc va

so dd ludng xt Iy taint vi pham:
- Budc 3.1: Kiém tra tng dung ¢6 thuc danh
- Budc 3.2: Kiém tra truy cap vi pham
- Budc 3.3: Pua vao danh sach den

sach den khong
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- Budc 3.4: Biéu chinh théng béo cua tng dung

Browser History Process

- Get timestamp

- Get message
~ L

Process Taint

- Checkifis a history taint

History Taint?

“

Add BlackList

A

Change
Notification

A

Send Notification

O

Hinh 3.4. Ludng Xir Ly Browser History Vi Pham
3.1.4. Diéu chinh va gi#i thong bao

Dua vao két qua kiém tra vi pham truy cap theo luong xtr 1y nhu hinh 3.4 ¢
trén, néu vi pham ching ta s& diéu chinh théng bao dua theo mirc 6 vi pham.
MJi thong bao thudc phan cai tién s& dong thoi hién thi dén LED theo cudng d6
VA tan suat xac dinh truéc theo cai tién. Ngoai ra hé thong ciing phat 4m thanh
riéng biét theo murc d6 truy xuét thdng tin nhay cam cia nguoi ding. Cac thdng
bao trude khi duge dua 1én giao dién cua hé thong déu duoc diéu chinh phi hop
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vai mac d6 bao mat bi truy cap nhu trén. Qua trinh gui thong bao cho nguoi
dung sé duoc tng dung thuc hién nhu sau:

Tao moi mot d6i twong thuoc I6p Notification trong go6i adroid.app.
NotificationManager, 16p nay thuc hién viéc gui thong bao dén nguoi dung. Dé
khoi tao d6i tuong trén can truyén vao mot déi s6 dudi dang dbi twong Builder
thuoc goi adroid.app.Notification.Builder. Khi khoi tao ddi twong Builder hé
théng s& truyén céc thdng tin sau qua cac ham twong Gng:

Tiéu dé thdng bao - setContentTitle(“TainDroid alert™)
Tén trng dung — setContextText(appName)
Biéu tuong setSmalllcon(R.drawable.icon)
Noi dung — bigText(appName + “\n” + ipAddress + “\n” + taint)
Sau khi khai tao xong Builder, tiép tuc tao ra mot ddi twong maéi thudc 16p
Bundle trong goéi android.os.Bundle. N6 dam nhiém viéc luu anh xa tur cac gia
tri chudi thanh céc kiéu c6 thé phan chia. Khi tao ddi twong s& dwa cac gia tri
tuong GNng Voi cac hang sé da dinh nghia san cua thong bao vao ddi tugng
Bundle tuong trng cac ham sau:
putString(KEY_APPNAME, appName)
putString(KEY _IPADDRESS, ipAddress)
putString(KEY _TAINT, taint)
putString(KEY_DATA, data)
putString(KEY_ID, id)
putString(KEY_TIMESTAMP, timestamp)

Khi khoi tao thanh cong Bundle, tiép tuc tao mot dbi twong thudc 16p Intent
cua goi android.content. Intent 1a mot miéu ta triu tuwong cia hoat dong duoc
thuc thi, n6 c6 thé dung dé thuc hién mot hoat dong thdng qua lién két
android.app.Activity dé guai cac thanh phan lién két dén lien két
Context#startservice hoic Context#bindService dé tao lién két ting dudi. N6
cling cung cidp mot co s cho viéc thuc hién két ndi thai gian thuc sau nay
gitta ma ngudn bén trong cac ung dung. St dung chu yéu trong viéc thuc hién
cac hoat dong, noi nd ¢ thé goi 1a cau ndi gitta cac hoat dong. N6 chu yéu
dya trén cau trdc dir lieu dugc gan voi mot dic ta triru twong cua mot hanh
dong dugc thyuc thi. Khi tao intent thi s€ gan ludn cac co va bundle da tao ¢
trén theo cach sau:

addFlags(Indent.FLAG_ACTIVITY_NO_HISTORY)
putExtras(extras)
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Sau khi tao xong mot intent, hé thdng s& ra mot ddi tuong thuoc 16p
PendingIntent trong géi android.app. Déi twong nay dé gan noi dung cho mot
théng béo, ndé duoc miéu ta nhu mot intent va hanh dong cu thé dé thuc thi. N6
c6 thé duogc tao bai cac lien két #getActivity, #getActivities, #getBroadcast va
#oetService. Cac d6i tuong tra lai c6 thé dugc diéu khién bang cac tng dung
khac. Viéc trao cac Pendingintent cho wrng dung khac sé gilp ang dung co
quyén dé thuc hién cac hoat dong cu thé nhu cua chinh ¢ng dung d6, nhung
cling nén than trong vé viéc tao ra cac PendingIntent. Vi du intent tao ra phai
duoc xac dinh tén riéng biét theo thanh phan cu thé va dam bao né khong c6 kha
nang gui di nhimg noi khong dugc pheép. Sau khi tao thanh céng mot
Pendingintent, ta phai truyén n6é vao cho théng bao theo cach gan lénh:
Notification.contentindent = myPendinglntent. Tiép theo s& gan cac thong sb
hién thi dén LED cua thong béo nhu sau:

- ledOnMs - S minisecond sang dén led khi dang bat

- ledOffMS - S6 minisecond sé& tat dén led

- ledARGB - Mau ciia dén led, phan cang cua thiét bi s& hién thi twong dbi

chinh xac

- Flags - Co mirc d6 wu tién cho théng bao, c6 mot sb loai nhu sau:

e PRIORITY_MIN - Muc thap nhét, c4c item cd thé khong duogc hién
cho nguoi ding ngoai trir cac tinh hudng dit biét nhu thong bao chi tiét.

e PRIORITY_LOW - Théng b&o khéng quan trong, mac wu tién thap.
Giao dién co6 thé chon hién thi nho hon thong thuong hay & mot vi tri khac
trong danh s&ch so véi cac thong bao khac.

e PRIORITY_DEFAULT - Néu &ng dung khéng cé quyén riéng thi s&
ding giéng nhu cac thong bao thong thudng.

e PRIORITY_HIGH - Mtrc uu tién cao cho cac théng bao & mirc quan
trong hon. Giao dién c6 thé dua ra cach hién thi rong hon hoic & c4c vi tri khac
nhau.

e PRIORITY_MAX - Mtrc vu tién cao nhét cho tng dung, théng bao
s& duoc yéu cau hién thi nhu thong bao hé thong.

Cudi cing s& tao mot ddi twgng thudc 16p NotificationManager cua goi
android.app dé thuc hién viéc giri thong bao. Poi twong ndy s& co nhiém vu gui
thong béo tdi nguoi ding khi cac sy kién xay ra. N6 hd trg tng dung dua dén
ngudi ding nhitng gi xay ra tir tang dudi cua hé thong, cac thong bao cé nhiéu
dang khac nhau nhu sau:
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- Mot biéu tugng trén thanh bar va co thé truy xuat qua céc launcher khi
nguoi dung chon no.

- Bat hay nhap nhay dén LED trén thiét bi.

- Canh bao nguoi dung bang nhap nhay dén flash ciia camera hay phét nhac,
rung thiét bi.

3.2. Giai phap cai tién tong quéat

Trén co so cai tién kiém soat truy cap thoéng tin nhay cam cua lich st trinh
duyét & trén, toi xin dugc dé xuat giai phap cai tién tong quét nhu sau. Chung ta
s€ xay dung mét bo phan tich chinh sach (Privacy Analyzer), né sé phan tich cac
taint theo cac luat cua chinh sach (Privacy rule) dau vao xac dinh va tra lai két
qua dir liéu taint c6 vi pham chinh sach can thiép hay khéng. Khi dich vu cua
TaintDroid dugc chay, cac module ding ky dich vu c6 thé nhan duogc céc taint.
Module c6 thé str dung b phan tich chinh sach nay dé kiém tra vi pham chinh
sach ciia mot taint bat ky.

B6 phan tich chinh sach 1a module xir ly tat ca c4c loai taint dugc dinh nghia
san trong TaintDroid. Céc luat cua bo xir Iy s& duoc &nh xa twong tmg dén cac
loai taint. Khi xt ly mot taint né s& phan tich quyén truy xuat dén viing théng tin
cua tng dung tuwong tng. Sau d6 s& kiém tra cac quyén hién hiu caa tng dung
S0 Voi c4c luat dau vao dé xac dinh taint ¢ vi pham chinh sach truy cap hay
khong. Nhu vay cac module khac c6 thé tiy bién cac luat dau vao dé kiém tra vi
pham ctia mot taint va dua ra cac xu ly cho riéng minh. Vi du mét module c6 thé
dua ra 2 luat cung luc, luat 1 co key la vi tri va mét luat co key la camera. Va
yéu cau bo phan tich chinh sach kiém tra taint c6 vi pham truy xuat dir liéu
tuong ng khong?

Can ctr vao hé thong thuc té va nhu cau thiét ké mot giai phap tong thé hd tro
cac module c6 thé kiém tra taint thoi gian thyc. Viéc xir 1y di liéu phai duoc gan
kém véi dich vu cua hé théng, ludng xir Iy caa giai phép cai tién s& duoc thuc
hién nhu miéu ta trong hinh 3.5 dudi day.
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Overall Improvement Flow

- Privacy Analyzer -

Start Service

Analyze Taint

¥

h

Analyze Rule

Start Controller

1
i .

Send Motification

h

Generate Privacy
Record

_______________________

Hinh 3.5. Ludng Cai Tién Tong Quat

Bo6 phan tich chinh sach s& phan tich dir liéu cua taint dau vao, phan tich xem
c6 vi pham chinh sach can thiép théng tin theo yéu cau cua luat dau vao. Va
cudi cung s& tra vé& két qua dudi dang ban ghi chinh sach can thiép (Privacy
record). N6 s& chira cac logic riéng, kiém tra quyén truy cap caa mdi tng dung
so véi luat duoc yeu cau. Bo xir Iy ¢6 thé xir Iy nhiéu luat cung luc va két hop
linh hoat céc luat tir &6 dua ra két qua duéi dang ban ghi chinh sach.

Vi du ap dung: Module giam sat truy cap thong tin nhay cam trinh duyét da
néu ¢ trén, nd cé thé yéu cau phan tich chinh séch vai mét luat BrowserHistory
(vi du 1 luat nhu sau: ruleName = HistoryBrowser, va 3 Rule keywords: =
UserName, Password, CreditCard). Sau d6 sé nhan dugc ban ghi chinh sach can
thiép cho taint yéu cau. Tir ¢6 module c6 thé phan tich két qua tra vé va xu ly
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logic riéng caa minh. Khi d6 n6 c6 thé quyét dinh diéu chinh théng bao va giri
cho nguoi dung hay khdng? Viéc phan tich chinh sach can thiép gém 4 budc:
Phan tich taint (Analyze taint), Phan tich luat (Analyze rule), tao ban ghi chinh
sach can thiép (Generate privacy record) va sau day 1a chi tiét tirng budc.
3.2.1. Phan tich taint

Khi dich vu TaintDroidNotifyService dugc chay, cAc module dang ky dich
vu ¢6 thé nhan duoc cac taint dang dwoc ung dung truy cap va gui di theo ludng.
Module s& chuan bi cac luat cua chinh sach, gui kém thong tin vé taint dé xu 1y.

Dich vu thong bao TaintDroid dugc mo rong tir dich vu Android, nén no sé
ling nghe tat céc dit liéu trong hang doi caa HPH. Dit liéu trong hang doi déu
duoc dinh nghia theo cau trdc theo 16p hang doi cua Android. Mdi khi c6 khéi
hang doi dugc truyén di, TaintDroid sé& ldy dit liéu bang phuong thirc take() cua
l6p Queue. Nhu vy mdi hang doi block diéu dugc TaintDroid xir ly va khoa
theo taint di dinh nghia dé thong bao cho nguoi dung khi can thiét. Duéi day 1a
doan ma chuong trinh minh hoa xt ly trén.

private volatile boolean doBead = false;
private Thread readThread = nuoll;
private class Consumer implements REunnabhle {
private final BlockingQueue gueue;
Consumer (BlockingQueue gq) { gueue = g; }
public void run()
{
LogEntry prev = nuoll;
while (doRead) {
try {
LogEntry le = (LogEntry)gqueue.takel();
processLogEntry (le)

catch (InterruptedException =) {
Log.e(TAG, "Could not read log entry: " + e.getMessage()):

Véi mbi hang doi nhan duoc tir HDH, TaintDroid s& chuyén ddi sang thuc
thé LogEntry dinh nghia riéng dé xir ly. Hé théng sé& trich xuat ra thong diép,
thoi gian hay id tién trinh tir hang doi. Sau d6 s& loc ra cac thdng tin cu thé tur
thong diép nhu : Ip, Taint, Data, ... va dudi day l1a hinh anh minh hoa mot phﬁn
phuong thuc xir ly LogEntry.
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private void processLogEntry (LogEntry le) {
String timestamp = le.getTimestamp () :
String m=g = le.getHMessage():
boolean taintedSend = isTaintedSend (m=g);
boolean taintedS5L5end = isTaintedS5LSend(m=g) ;
if({taintedSend || taintedS55LSend) {
String ip = get_ ipaddress(msg);
S5tring taint = get taint (m=sg):
String app = get processname (le.getPid());
String data = get data (m=g):
i1f (tainted33LSend)
ip=ip+"™ (55L)";

Nhu vady mdi module méi can xt ly taint cho riéng minh thi can phai mo
rong lép Consumer cua dich vu TaintDroidNotifyService va lay taint dé xu ly
riéng cho module d6. Module méi c6 thé lay dugc thong tin taint vi I6p

Consumer thuc thi giao dién Runnable caa goi dich vu Android. Bé thuc hién

viéc nay ta can sira lai 16p Consumer dé hd tro cac module khac ¢ thé mo rong

[6p trén nhu hinh minh hoa sau:

public |[class Consumer implements Runnable {
private final BlockingQueue gueue;
Consumer (BElockingQueue g} { gueue = og; ]
public void run()
{

LogEntry prev = null;
while (doRead) {
try {
LogEntry le = (LogEntry)dgueue.takel():
processLogEntry (le) ;

catch (InterruptedException ) {
Log.2(TAG, "Could not read log entry: " + e.getMes=zage()):

Vé tong thé mot module méi khi duoc gén vao dich vu caa TaintDroid thi

phai mé rong nd, thuc thi logic riéng ciia minh va dudi day la hinh anh minh hoa

ludng xt Iy cho méi module mai.
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Privacy Implementation

Loop with condition: Service Running?
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g Process Privacy

Hinh 3.6. Ludng xir ly taint ciia module thye thi
3.2.2. Phan tich lugt

Khi mét module méi dugc mo rong tir dich vu caa TaintDroid, no s€ nhan
duoc cac hang doi caa dich vu va chuan bi lut cua riéng minh. Sau d6 né sé& goi
thu vién caa PrivacyAnalyzer dé xir Iy va kiém tra vi pham chinh sach. Théng
thuong cac module tao mai dé kiém tra truy cap thdng tin nhay cam, nén n6 sé
cung cap cac bo luat tuong tmg dén thong tin nhay cam. Bé chuan bi thdng tin
dau vao truéc khi xur 1y, can phai xac dinh danh séch céc luat dé kiém tra. Va
dudi day 1a cau tric cua mot luat, chinh 1a mét thuc thé twong Gng cua 16p
PrivacyRule:

- RuleName: La hang s6 duoc dinh nghia sin theo enum c6 tén
EnumRuleName, cac hang nay twong ang véi cac loai taint ma PrivacyAnalyzer
s& xtr ly, chling ta c6 thé mé rong néu TaintDroid c6 thay doi.

- RuleKeys: Danh sach cac key thudc luat, dit liéu kiéu mang ky tu. N6 chua
danh sach céc ky tu can kiém tra twong ung véi luat. Vi du: {“username”,
“password”, “email”’}.
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- EnumRuleName: Location, AddressBoox, Microphone, Phone Number,
GPS_Location, NETBased Location, Last Known_Location, Camera,
Accelerometer, SMS, IMEI, IMSI, ICCID, Device Sserial Number,
User_Account_Information, Browser_History.

TUy thudc vao cac luat truyén vao, céc logic riéng sé duoc thuc hién dé kiém

tra vi pham truy cap va hinh 3.7 dudi ddy 1a so ¢4 minh hoa ludng phan tich.

Taint Analyze

e .

o
w -

Gat Taink
Detals

JJ\H"
o RHH\ -Validate permission

Ha Qﬂ -,uy;,;- with each rule

s

|

Prepare
Privacy Record

Generate Privacy Record

g 1

|
Hinh 3.7. Ludng phén tich taint
Pé phan tich chinh sach nhu trén can xay dung mot 16p trong hé théng hién
co PrivacyAnalyzer. Lop cO mot phuong thire dugc cong khai cho cac module
khac sir dung Analyze. Ngoai ra Iép con chira cac logic riéng dé phan tich va

déu duoc tao dudi dang bién hay phuong thic riéng. Poan ma dudi day thé hién
cau trac rat gon cua lop PrivacyAnalyzer:
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Timport java.util.ArrayList:|)

# hnalyze the taint data i= matched to rules
= ChunghlN
y

public class PrivacyfAnalyzer {

private static Privacylhnalyzer instance = new Privacyhnalyzer():
private static Hashtakle<Integer, String> ttakls = new Hashtakle<Integer, Stcring>():
+ statie {[]
* Get the instance of class[]
public static PrivacyBAnalyzer getInstance ()} {[]

* Bnalyze privacy from the queue message is matched with rules[]
public PrivacyRecord Analyze (S5tring msg, ArrayList<PrivacyBRule> rules)[]

* Analyze privacy from the gqueue message is matched with rules[]
private PrivacyRecord AnalyzeTaint (String msg, ArraylList<PrivacyRule> rulesz)[]

* Process a rule is matched with gueue message[]
private boolean IsValideRule (PrivacyRule rule, String msg)[]

* Get the ip address from gqueue message[]
private String get_ ipaddress(S5tring msg) i

+ & Cot +odnt Freom tadnt Hata]

3.2.3. Tao bdn ghi chinh sach can thiép
Khi viéc phan tich cac luat trén taint dau vao hoan thanh, bo phan tich chinh
sach s& chuan bi dir liéu dé tao ra ban ghi chinh s&ch va tra lai cho module goi.
Ban ghi s& miéu ta chi tiét tinh trang vi pham chinh sach tir trang thai dén dic ta
chi tiét vé vi pham. Dé tao tra cau tr(c ban ghi can tao ra mot 16p mai c6 tén
PrivacyRecord va phai céng khai dé cac module khac cd thé truy xuét va dudi
day 1a hinh anh minh hoa cu tric cua Iop nay:

package org.appanalysis;

# The priwvacy record descrikbes detail of wioclation.
= ChunghiN

poblic class PrivacyBRecord {
private boolean isViolated = false;
private ViolatedLewvel wiolatedLewvel = WViolatedLewvel.Low:
private String description;
public boolean isViolated() {[]
public wvoid setViolated (boolean isViolated) {[]
public String getDescription() {[]
public void setDescription (String description) {[]
public ViolatedLewvel getViolatedLewvel () {[]

public wvoid setViolatedLevel (ViolatedLevel vioclatedLewel)} {[]

poblic enum VioclatedLewvel {
Low, Medimm, High:
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Mot ban ghi chinh sach thé hién duoc két qua c6 vi pham hay khéng va cac
thong tin khac dugc miéu ta dudi day:

- isViolated: Xac dinh co vi pham hay khong?

- Description: Miéu ta chi tiét vé vi pham

- ViolatedLevel: Mirc do vi pham tir thap dén moi cao

Vi du minh hoa dudi ddy vé viéc tao mgi mot module dé ma rong 16p vira
duoc stra d6i. Lop méi s& nhan cac hang doi tir hé thdng va goi phuong thirc
Analyze() dé kiém tra vi pham chinh sach. Lép truyén vao dix liéu caa hang doi
va mot luat AddressBox roi kiém tra 2 tir khoa “ChungNN” va “Email”. Sau khi
xt Iy xong, bd phan tich s& tra lai ban ghi chinh sach cho biét taint nay cé vi
pham truy cap danh ba va lay tén danh ba = “ChungNN” hay dia chi email
khong?

NewModule (TaintDroldNoCilyService T otilyoervice, bBlockingQueue<?> g) {
taintDroidlotifyService.soper (q) ;
I Auto-generated constructor stub
LogEntry le;
try {
le = (LogEntry)g.take();
Arraylist<PrivacyRule> rules = new ArrayList<PriwvacyRule>|();

frireate

String[] keys = {"ChungWNN", "Email"};

PrivacyRule rulel = new PrivacvRule (EnumRBulelName.AddressBoox, kevs):
rules.add (rulel); //Create rule 1

reate rule 2
f/fBnalyze taint with mgtched rnles

PrivacyRecord record =|PrivacyAnalyzer.getinstance() .Analyze |le.getMessage (), rules);

if(record.isViolated () T

implement own logic of module. ..

else {

implement own logic of module...

3.3. C4c van dé trong qué trinh cai tién
3.3.1. Cac lwu y trong qua trinh cai dat
Trong qué trinh thuc té xay dung hé théng TaintDroid trén may ao chay
HPH Ubuntu 14, ¢6 mét s6 van dé can luu y dé o thé xay dung thanh cong hé
théng. Trudc khi bt tay vao cong viéc xay dung can tham khao cac tai liéu vé
xay dung hé théng Android tir c&c ngudn uy tin, dic biét tir web site phat trién
Android!. Webstie nay dong thoi cling huéng dan chi tiét cach ciu hinh HDH

1 Website phat trién Android cua Google c6 dia chi tai https://developer.android.com, hd tro ap trinh vién
nghién ctru cling nhu phat trién cic tng dung chay HDH Android.
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Unbuntu dé co thé phét trién ang dung Android. TaintDroid 1a mét hé thng
duoc stra d6i tir HDH Android, nén tat ca cac md nguon caa HPH gbc van dugc
gitt nguyén ma chi nhing thém module riéng. Vay nén viéc xay dung
TaintDroid déu can thyc hién cac budc ciu hinh nhu khuyén dung cua mét HDH
Android thong thuong.

Truéc khi lay md ngudn TaintDroid can phai dam bao HDH d3a duoc cap
nhat méi nhat cuing cac gdi cong cu. Khi thuc hién bién dich hé théng ciing phai
dam bao cu hinh HPH hd tro 40 héa. Sau khi stra doi bat ky module nao nén
Kiém tra ngay trén moi truong phat trién, tranh bién dich toan bo hé thong s& mat
nhiéu thoi gian. Khi ghi (flash) cac tép anh 18n thiét bi can tuan thi cac budc tir
website android source [3] va luu ¥ han ché téi da s6 lan ghi dé tranh hu hong
thiét bi do ghi nhiéu lan.

Sau khi di cai dat thanh cong TaintDroid 1én thiét bi, c6 mét sé ang dung
quan trong chua hoat dong hay chwa c6 trong hé théng nhu Google play service.
Can tim cé4c tép tng dung tir c&c nguon tin cdy nhu Google, Amazon, ... dé cai
dat, tranh gy 16i ¢én tng dung TaintDroid notify hay toan bo hé théng. Trong
qué trinh xay dung hé thdng ciing co6 thé gap mot sé 16i kién khong thé bién dich
duoc va dudi day 1a mot s6 16i thuong gap.

3.3.2. C4c 16i thuwong gép khi xay deng hé théng
- Exited sync due to fetch errors:
= Nguyén nhan: Khi chay lénh "repo sync" dé dong béo ma ngudn
TaintDroid vé may tinh, 15i xuat hién thong thuong do nguyén nhan c6 mét lan
chay tir truéc va khdng thanh cong. Hay viéc g& bo ma ngudn dang dong bo
chua thanh cong hoac ¢ cau hinh chua dugc x6a bo.
= Khic phuc: Thuc hién Iénh “repo sync --force-sync” dé yéu cau déng bo
ghi dé mi ngudn va cac cau hinh.
- Flex: command not found:
= Nguyén nhan: Khi tién hanh thuc hién lénh “make —j4” dé tao cac tép
anh cua hé théng. Lai xay ra khi hé théng chua cai dat dang hay chua cap nhat
goi flex.
= Khic phuc: Chay 2 Iénh sau dé dam bao cap nhat hé thong va cai dat goi flex:
¢ sudo apt-get update
¢ sudo apt-get install flex
- Project dalvik not found in Taintdroid:
= Nguyén nhan: Khi thuc hién viéc 1ay ma nguén bang lénh “repo sync”, mot
s6 gbi cho may 4o dalvik khong duoc tai vé trude dé thuc hién 1dy ma nguon.
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= Khic phuc: Can thuc hién viéc tai toan b cac gdi lién quan bang cau
Iénh sau:
repo forall dalvik libcore frameworks/base frameworks/native
frameworks/opt/telephony system/vold system/core
device/samsung/manta device/samsung/tuna
\packages/apps/TaintDroidNotify -c 'git checkout -b taintdroid-4.3 rl --
track github/taintdroid-4.3_rl && git pull’

M6t s6 Tuu y: Khong thuc hién 1énh “make clean” khi khong ¢ bat khi thay doi
nao caa hé thong, 1énh nay s& xda céc dir liéu caa ban bién dich truéc. Hé thdng
TaintDroid c6 dy liéu 16n khoang 1GB, nén néu xda thi khi tao lai s& mat nhiéu
thoi gian (v&i cau hinh may tinh trong thuc nghiém phai mat 3 gio dé thuc hién).

3.4. Pong gop trong cai tién

Trong qua trinh thyc hién luan van hé théng da duoc thay ddi dé hoat dong
linh hoat va c6 tinh 6n dinh cao hon. Cac thay d6i khdng 1am anh huong dén céc
ludng xir 1y ciing nhu dir liéu caa hé théng san ¢d. Thay d6i chi nham muc dich
cai tién hé théng hién co cling nhu cung cip cac kha niang md rong cho cac
module khac viét thém vao hé théng. Dé han ché chiém dung nhiéu bo nhé cua
hé thong, dam bao hiéu ning cua hé théng van tét can han ché sé luong hang doi
xu ly trong mot tién trinh. Vi vay can xac dinh gia tri téi da caa mang LogEntry
trong mdi mét tién trinh xur ly.

private BlockingQueue lngﬁaeae;

private static final int [LOGOUETE MAXESTZE = 4036;

@0verride
public int onStartCommand (Intent intent, int flags, int starcId) {
if (i1sRunning) {

retuorn STAR:_ND:_STIGKY;

logueue = new ArrayBlocking{umeune<LogEntryj iM];

thiz.captureThread = new Thread (new ProduceT {lIogQueuns)) .
captureThread. setDaemon (troe) ;

Dé hd tro cac module khac cé thé truy xuat truc tiép khi dich vu TaintDroid,
can cong khai I6p Consumer vi 16p nay thuc thi giao dién Runnable dugc ké
thira truc tiép tir thu vién Service cua Android. Viéc nay ddng thoi ciing gitp hé
théng duoc d& dang mé rong linh hoat hon.
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public |class Consumer implements Runnable {

private fimal BlockingQueues gueue;
Consumer (BlockingQueue q) { gueue = dg;
public void run()
{
LogEntry prev = null;
while (doRead) {
try |
LogEntry le = (LogEntry)dqueue.take():
processLogEntry (le);

catch (InterruptedException =) {
Log.e(TA&, "Could not read log entrv:

" + e.getMes=zage()):
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Chwong 4. Két qua thir nghiém

4.1. Moi treong thie nghiém
TaintDroid dugc xay dung tir HDH Android, nén né ciing yéu ciu phai c6
mdi trudng dé phat trién va thir nghiém twong tung. Phan ctng cling nhu phan
mém déu phai tuong thich voi HPH caa phién ban TaintDroid, trong khuén kho
luan van viée cai tién dugce thuc hién trén TaintDroid danh cho Android 4.3.
Trong qué trinh tim hiéu cac chi din tir website cia TaintDroid ciing nhu
website phat trién Android ctia Google [2], dé c6 méi truong thir nghiém tét can
phai tuan thi cac yéu cau tir phan cing dén phan mém. Dudi day 1a moi truong
da dugc thu nghiém trong khuon khé luan van:
= Thiét bi: Laptop: HP Probook, CPU: Core i5 (4 cores, 4 processors),
RAM: 8GB, HDD: 1TB hd trg c6ng nghé ao hoa.
= Phan mém: HPH: Windows 10 Enterprise (English) x64bit, VMware
Workstation 12.0 Pro. Va may a0 VMWare ciing phai c6 cau hinh khuyén céo
nhu sau:
= Phan ctng:
e CPU: 2 cores, 2 processors
e RAM: 4GB
e HDD: 100GB.
= Phin mém:
e HDH: Ubuntu 14.04
e Eclipse MARS 2 for Unbuntu
4.2. Thiét bj thir nghiém
- bién thoai di dong: Google Nexus 4
- Hé diéu hanh: Android OS, v4.3 (Jelly Bean)
- CPU: Quad-core 1.5 GHz Krait
- Chipset: Qualcomm APQ8064 Snapdragon S4 Pro
- RAM: 2GB
- GPS: With A-GPS, GLONASS
4.3. Chay wng dung
Pé chay thir cic cai tién trén thiét bi that, ching ta can phai thuc hién cac
budc sau.
= Budge 1 - Bién dich hé thong:
e Bat mdy 4o Ubuntu

e Chay Eclipse
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Bién dich tmg dung TaintDroidNotify
M¢& command line
Bién dich toan bd hé thdng TaintDroid

= Budc 2 - Cai dat TaintDroid Ién thiét bi:

Két ndi dién thoai vdi may tinh

Cai dat USB driver cho Windows

Khoi dong dién thoai vé ché do BootLoader

Bét may do Ubuntu

Mé& command line

Ghi céc tép anh sau vao thiét bi bang cac 1énh twong tng:
$ fastboot flash boot boot.img

$ fastboot flash system system.img
$ fastboot flash userdata userdata.img

* Budce 3 - Chay tng dung: Chon tng dung TaintDroid Notify tr man hinh
chinh, chon nut “Start” dé bat dau theo ddi va dudi ddy 1a mot sd hinh anh
minh hoat hoat dong kiém tra cua cai tién truy cap lich st trinh duyét.

. TaintDroid Notify Controller

Hinh 4.1: Giao dién chwong trinh thyec thi
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3 34 TUE, OCTOBER 18

Hinh 4.2: Danh sach théng bao

. TaintDroid notification

Application:
com.baidu.appsearch

Destination |P Adddress:
180.149.131.33(55L)

Taint:
Browser history

Timestamp:
01-18 03:34:22.481

Data:

GET/

appsrv?uid=
558747D9ED22D81461F796F0D4350%

5487C000000000000008&native_api=1
&abi=armeabi-v7&].

Hinh 4.3. Thong b&o truy xuat lich sir trinh duyét
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. TaintDroid notification

Application:
com.filgames.blackjack

Destination IP Adddress:
198.185.159.144

Taint:
Browser history: try to get user name.

Timestamp:
12-25 14:28:25:155

Data:

GET/

appsrv?uid=

444747FOEDGO6A0091461 F726F0D4250%
5487C000000000000008&native_api=1
&abi=armeabi-v7&area=history&histo...

Hinh 4.4. Thong bao truy xuat tén ding nhap

. TaintDroid notification

Application:
Com.coupon-coupons.store

Destination |IP Adddress:
198.187.30.198

Taint:
Browser history: try to get credit

information.
Timestamp:
01-12 21:46:33.347

Data:

GET/
appsrv?uid=A035091461F796F0D4350%
5487C00000000000000&native_api=1
Zabi=armeabi-v7&section=F50033334...

Hinh 4.5. Thong b&o truy xuat ma sé thé tin dung
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4.4. Panh gia cai tién

Hé théng sau khi cai tién (TaintDroid”) da hoat dong binh thudng va khéng co
bat ky thay d6i nao vé mat kién tric ciing nhu ludng xur 1y anh hudng dén heé
théng cii. Va dudi day 1a mot sb tiéu chi danh gia ndi bat so voi HDH gbc
(Android) va hé théng TaintDroid trudc khi cai tién.

4.4.1. MacrobenchMarks

Mdi thuc nghiém tién hanh do 50 lan va quan sat khoang 95% thoi luong.
Mdi trudng hop déu bo qua lan chay dau dé khong tinh thoi gian khéi tao va két
qua dugc ghi nhan trong bang 4.1.

Bang 4.1: Két qua MacrobenchMarks (1.000 théng diép)

Téai tng dung 63 ms 65 ms 68 ms
Tao danh ba 348 ms 367 ms 372 ms
Poc danh ba 101 ms 119ms 125 ms
Goi dién 96 ms 106 ms 112 ms
Chup anh 1718 ms 2216 ms 2247 ms

- Thoi gian tai ung dung: Thoi gian tai tng dung dugc do khi bd quan 1y hoat
dong ctia Android (Android’s Activity Manager) nhan mot 1énh va bat dau mot
thanh phan hoat dong téi khi ludng hoat dong duoc hién thi. Thoi gian nay bao
gdm viéc phan giai tng dung bdi Activity Manager, IPC va hién thi d6 hoa.
TaintDroid’ chi thém gﬁn 3% chi phi céc hoat dong dd hoa dung céc thu vién do
hoa nguyén gbc.

- Dia chi lién hé: Mot ung dung dugc hi¢u chinh dé tao, doc va xba toan bd
dia chi lién lac cua dién thoai, véi bai kiém tra ca doc va ghi. Tao ra 3 giao dich
SQL véi viée doc chiém 2 giao dich. TaintDroid’ tang thém 5.7% va 19% chi
phi cho viéc tao va doc toan bd danh ba. Dir li¢u chua dugc danh dAu taint trudc
khi tao, vi thé khong can truyén bat cir tép nao. Luu y trai nghiém thong thuong
ctia ngudi dung 12 thoi gian tao hay xem mot lién hé chi mat dudi 20ms.

- Goi dién: Chi sb benchmark cho cudc goi dugc do tu thoi gian cham vao

A

biéu tugng nlt “goi dién” téi thoi diém thiét bi 4m thanh ghi nhan ché d6 nhan
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cudc goi. TaintDroid’ chi mit thém 12ms cho mdi 14n thuc hién cudc goi
(TaintDroid 1a 10ms, twong duong 10% chi phi hé théng).

- Chup anh: Chi s6 benchmark cho chup anh duoc do tir thoi diém nguoi
ding cham vao biéu tugng “chup anh” dén khi hinh anh xem truéc dugc hién
thi. Viéc do nay bao gom thoi gian chup anh tir may anh va luu thanh tép vao
thé nhd va TaintDroid’ mat 502ms (TaintDroid 1a 498ms). Luu ¥ mét vai chi phi
6 thé gidm dugc bot viée loai bod truyén taint du thtra, nghia 1a chi c6 cac thé
taint cho lan ghi dir liéu dau dau tién vao tép 1a can thiét.

4.4.2. Java MacrobenchMark

Hinh 4.6 cho thay két qua thoi gian thyc thi cia mot chi s6 microbenchmark
Java. Mot cong Android cua CaffeineMark  tiéu chuan duoc s dung.
CaffeineMark chi dung mét sé liéu luu trir hitu ding cho cac so sanh lién quan.

CaffeineMark 3.0 Benchmark

2000
1800
1600
1400
1200

1000 M Android
80 M TaintDroid
60 TaintDroid'
40
20

0

do min logic chudi s6 thuc phuwong
thire

o O o o

Hinh 4.6. Microbenmark ctia overhead Java

Céc két qua déu nhat quan véi viée thuc thi xac dinh. Chi phi phat sinh boi
TaintDroid’ nho hon so véi cac chi sd ndi bat bai thue hién s hoc va logic. Viéc
truyén taint cho cac hoat dong 1a don gian, bao gém ca viéc sao chép bo nhd ndi
tai phan tan., chi s6 “chudi” chiém chi phi cao nht.

Két luan 1a cac két qua chi ra cac chi s6 doc 1ap va luu trit chéo. Tai liéu
CaffeineMark cong bd cac diém duoc dap tng t6i sé 1énh Java dugc thuc thi
mdi gidy. Hé théng Android véi diém trung binh 1121, TaintDroid 1a 967 va
TaintDroid’ 12 1012. TaintDroid’ chiém chi phi 15% so vdi hé théng trudc khi
cai tién. Chi phi bo nhd cling duoc do trong ltc tinh chi sé CaffeineMark. Chi sd
chi phi 1a 22.5 MB trong khi hé théng TaintDroid 1a 21.28 MB va Android 13
22.21 MB, vay chi phi 1 4.5%. Luu 1y rang hau hét bd nhé xir Iy Android duoc
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ding boi méi truong chay. Cac trang nhd thu vién nguyén gdc duoc chia sé giita
cac tmg dung dé giam tai bd nhé hé thdng va yéu cau kiém tra taint. Pua ra
diém kiém tra cta TaintDroid’ 1a 33 con TaintDroid 13 32 cho cac bién trong
moi truong thong dich 32bit.

4.4.3. IPC MacrobenchMark

Chi s6 IPC xem xét chi phi trong khi diéu chinh cac géi. Trong thuc nghiém
nay cac ung dung client-service dugc tao ra dé thuc hién céc giao dich nhanh
nhat c6 thé. Dich vu cung cp cac ddi tuong tai khoan (tén dang nhap, sé du) va
2 giao dién setAccount() va getAccount(), thuc nghiém do dugc thoi gian client
yéu cau thuc hién mdi giao di¢n 5.000 lan. Béang 4.2 tom tat két qua chi s6 IPC.
TaintDroid’ cham hon 29%, TaintDroid cham hon 27% so v&i Android.
TaintDroid’ chi thém 4 byte vao mdi d6i twong IPC, dudng nhu nguyén nhan
tang chi phi 1a viéc sao chép céac thé taint lién tiép. Cudi cung, TaintDroid’ sir
dung thém 3% b0 nhd so voi1 TaintDroid, no ¢o thé duoc so sanh chi phi v&i chi
s6 CaffeineMark.

Bang 4.2. Két qua kiém tra thong lwong IPC (5.000 thong diép)

Thoi gian (s) 10.03 10.15

Bo6 nhé (tng dung) 21.05MB  21.76 MB 22.04 MB

B0 nh¢ (dich vu) 1852 MB  19.42 MB 20.72 MB

4.5. Thao luan

Theo kinh nghiém thuc tién trong qué trinh nghién cau, phan tich va cai tién
hé théng TaintDroid tdi nhan thay c6 mot sé diém can luwu ¥ sau:

- Chuéan bj dung hé thdng: Can tim hiéu cac kién thire co ban vé phét trién va
xay dung hé thdng chay trén nén tang Android. Tir viéc cai dat hé thong dén
viéc lay ma ngudn ciing nhu bién dich hé théng. Viéc bién dich hé théng ciing
can mot hé diéu hanh 6n dinh, cai dit va cap nhat day dua cac goi céng cu dé viéc
xay dung hé théng khong gap nhiéu 15i.

- Cai tién TaintDroid: Trudc khi cai tién hé théng TaintDroid can hiéu rd cau
trdc, luong xu Iy caa hé thong hién tai. Hiéu ré vé cau trac chuong trinh thyc thi,
cac luong xtr 1y cling nhu cac 16p cua no.
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- Cap nhat phan mém: Trudc tién can luu ¥, viée cai dit hé théng TaintDroid
doi hoi phai ghi toan bo hé thong va viéc nady s& 1am mat bao hanh cua thiét bi.
Pé dam bao thiét bi duoc cap nhat thanh cong va tranh gay 138i thiét bi thi can
tuan thir cac budc tir cai dat trinh diéu khién, sir dung cac cdng cu ghi tép hé théng
tir hé diéu hanh, tranh dung cac phan mém khong tin cay. Néu khong tuan thu cac
yéu can trén thiét bi c6 thé s& bi 13i va khong thé hoat dong sau khi cap nhat.

4.6. Pinh hwéng tiép theo

MJ4i quan ngai vé an ninh thong tin trén dién thoai di dong dang gia ting. Céc
bao vé & mac HPH nhu Kylin, Saint va Security-by-Contact cung cap cac may
bao mat cai tién cho Android va Windows Mobile. Céc tiép can trén chdng lai
viéc truy cap dén cac thdng tin nhay cam, tuy nhién khi thong tin duoc dua vao
tng dung thi khong thé thém dugc bat cir diéu chinh ndo. Vi hé thdng co
nhitng man hinh to hon, cac widget dd hoa c6 thé hd tro ngudi dung cac cach
truy cap truc quan hon. Cac HPH diéu khién ludng théng tin phan quyén
(DIFCY) cai tién nhu Asbestos [11] va HiStar [13] xir Iy gan nhan va truy xuét
diéu khién dya trén mo hinh luéi Denning cho bao mat luong théng tin. Flume
cung cap céc cai tién tuong tu cho c4c triru twong HDH.

Céc cdng cu phan tich tng dung cho cac chinh sach théng tin nhay cam con
thiéu céc chinh sach cua Oracle va TightLip. Céc cong cu nghién ctu va xt ly
cac tng dung nhu mot hop den. Tuy nhién cong cu phén tich hop den nay tro
nén khéng hiéu qua khi cac ang dung ma hoa cac thong tin nhay cam trudc khi
guri di. Bao mat luong théng tin duwa trén sy mo rong cac ngdn ngir 1ap trinh boi
viéc danh dau céc bién véi cac thudc tinh bao mat. Céc trinh bién dich dung cac
nhdn bao mat dé tao ra ban ghi bao mat. Jif [6, 8], Slam [4] va Laminar [10]
cung cép cac dam bao DIFC do l4p trinh vién dinh nghia cac ving bao mat. Tuy
nhién cac ngdbn ngir yeu cau viéc phat trién ki ludng va thuong khéng tuong
thich voi cac thiét ké phan mém ké thira. Xur 1y taint dong cung cap viéc giam
sat thdng tin cho cac tng dung ké thira. Hudng tiép can dung dé cai thién tinh
toan ven cua hé théng, giam sat hoat dong tiép can ving tir xa Iy toan hé théng
ding cac mé rong phan cimg va cac moi truong gia lap dé kiém tra ting xur ly
sir dung bién dich nhi phan dong (DBT?) [9, 7]. Hiéu nang va chi phi phan mém
két hop voi kiém tra dong dua ra két qua trong mang toi wu. Néu ma nguon san
c6, viéc cai thién hiéu nang c6 thé thuc hién voi chtrc ning kiém tra tinh.

L DIFC: Information Flow Control for Standard OS Abstractions
2 DBT: Dynamic Binary Translation
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Cudi cling, viéc xtr 1y taint dong da duoc wng dung cho cac may chi va cac
trinh théng dich 40. Céng cu Halder ding 16p String caa Java véi kiém tra taint
dé ngan chan cac tan cong SQL injection. WASP ciing 1am tuong tu, nhung nd
kiém tra cac ky tu riéng dé dam bao céc truy van SQL chi chira chudi phu toan
ven. Chandra va Franz dua ra kiém tra ludng taint véi ay 4o Java (JVM 1) va
cong cu ma Java dé hd tro xar Iy ludng diéu khién.

L JVM: Java Virtual Machine
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KET LUAN

Luan van da cai tién TaintDroid thanh cong nhu muc tiéu dit ra, tinh ning
gidm sat truy cap cac thong tin nhay cam trong lich sy trinh duyét da hoat dong.
Sau khi cai tién, hé thong van hoat dong vai cac ludng xur 1y chinh nhu ban dau.
Hiéu nang cua hé thong sau khi cai tién ciing duy tri & mic do cao. CAc tai
nguyén khi chay (ng dung cai tién ra ting khong dang ké va khéng anh huang
nhiéu so véi hé théng ban dau. Phan cai tién ciing da dwa ra giai phap tong thé
cho viéc phan tich chinh sach truy cap taint. Tuy cai tién van con mét sé han
ché, nhung no cling mang tinh tng dung cao va dudi day sé chi ra hai mat trén.

- Tinh Gmg dung: Hién nay, viéc nguoi dung thuong xuyén bi thu thap thong
tin ca nhan ndi chung va céc théng tin trong lich st trinh duyét 1a rat pho bién.
Nhat 13 khi ho cai dat nhitng ung dung khdng tin cay tir bén tha 3. Viéc si dung
trinh duyét dé dang nhap vao cic website ciing nhu mua sam truc tuyén va cung
cap thdng tin dang nhap hay thé tin dung da rat phé bién. Céi tién thong béo truy
Xuat trai phép théng tin trén tir lich st trinh duyét rat thiét thuc. Nguoi ding co
thé biét khi ndo cac tng dung khdng tin cay truy xuét cac thong tin trén. N6 s&
gop phan hd tro nguoi ding tét hon trong viéc kiém soat bao mat thdng tin ca
nhan trong thoi dai bung no Internet hién nay.

- Céac han ché: Lich st trinh duyét chi 1a mét cai tién cu thé va c6 thé ap
dung Vvéi cac thanh phan khac. Céac cai tién ciing dang bi gigi han do han ché
TaintDroid chi kiém tra duoc theo ludng di liéu. N6 khong thé kiém tra & muc
ludng diéu khién dé cd thé toi wu hoa hiéu niang. Vi vay, chi cd thé kiém tra di
liéu nhan dugc khi tng dung gui di va nhirng hanh déng kha nghi. Tuy nhién
cac ung dung co thé s& lay thdng tin ciia ngudi dung théng qua céac ludng diéu
khién. Viéc kiém tra ludng diéu khién yéu cau viéc xtr 1y tinh, c6 nghia khong
thé &p dung dé xir ly cac tng dung bén thar 3 ma khéng ¢6 ma ngudn. Hon nita,
VGi su tinh vi nhu hién nay, cac ing dung doc hai thuc thu c6 kha nang s€ ma
hoa dir liéu trudc khi gui di, nén viéc kiém tra ludng dix liéu va loc théng tin tai
thoi diém nay sé bi vo hiéu hoa.
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PHU LUC

Trong cé&c noi dung bao céo & trén, c6 mot s6 phan van chua dugc miéu ta
chi tiét. Nén viéc tim hiéu, xay dung hay phan tich ma nguén cua cai tién s& gap
khong it kho khan. Vay noi dung phan phu luc dudi day s& miéu ta chi tiét vé cai
tién gdm céc phan sau.

1. Huéng din xay dung hé théng

TaintDroid 1a két qua cia mot nghién ctu trén nén Android. Hién nay
TaintDroid mgi nhat dugc phat trién trén nén Android 4.3 nén cic phan cai dit
hé thdng TaintDroid s& chi 4p dung cho hé thong Android phién ban 4.3. Bé
phét trién tng dung cho Android, ¢ thé str dung cac PC, laptop st dung HPH
Windows, MacOS, Ubuntu va dudi day 1a cau hinh cho mét laptop chay HPH
Windows 7 tré 1&n. Trong khudn khé luan van, viéc cai tién duoc thuc hién trén
mot may ao VMware chay HDH Ubuntu 14.2 va may chu chay HDH Windows
7. Két qua cai tién duoc cai dat trén dién thoai di dong Google Nenus 4 va duéi
day 1a chi tiét cau hinh téi thiéu cling nhung khuyén dung cho ting d6i tuong:

Bang 1. Cau hinh may chinh

T46i thiéu Khuyén ding
RAM 6GB 8GB
CPU 2 cores 4 cores 2
HDD 150GB 250GB 2
Cong nghé a0 héa | Yéu cau Yéu cau
HbH Windows 7 Windows 7 2

Bang 2. Cau hinh may 40

Téi thiéu Khuyén diing
RAM 4GB 6GB 2
CPU Dual core 4 cores
HDD 100GB 200GB 2
Cong nghé a0 héa | Yéu cau Yéu ciu
HbH Ubuntu 12.x 64bit Ubuntu 14.x 64bit »
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Ngoai viéc hd tro cai dat trén Nexus 4, TaintDroid 4.3 con c6 thé cai dat trén
cac thiét bj khac nhu Galaxy Nexus, Nexus 7, Nexus 10. TaintDroid 1a hé théng
ma& rong caa Android, nén n6 hoan toan phai dugc chay trén méi truong tuong
tng Android. Nén can mot méi truong phat trién hé thong Android nhu khuyén
dung tir webite Google Android!. Android thuong duoc xdy dung v6i HDH
GNU/Linux/Ubuntu hoic Mac OS Va ciing c6 thé duoc xay dung véi mot may
4o trén hé thong khong hd trg nhu Windows. Sau khi 1dy dugc mad ngudn
TaintDroid, chung ta c6 thé tién hanh xdy dung hé thong nhu xiy dung mot
HPH duoc tuy bién.

Vé c4c yéu cau phan mém dé xay dung hé théng, TaintDroid ciing giéng nhu
cac hé théng khéac chay tréen HDH Android. Dudi day 1a thong sé phan mém can
thiét duogc rut ra tir qua trinh cai tién, tuy nd khong hoan toan chinh xac tuyét déi
nhung d3 duoc kiém chang trong khuén khé luan van:

- Yéu cau cho Eclipse:

= Eclipse Mar 2.0 tro 1én.
Android SDK Tools for Windows 20.xx tr¢ 1én.
Android Development Tools for Eclipe 20.xx tré 1én
Eclipe IDE for Java Developers 4.3 tré 1én.
Android Virtual Devices (AVDs).
- Yéu cau cho Android Studio:
Android Studio 2.0 tro 1én.
Android SDK Tools for Windows 20.xx tr¢ 1én.
Android SDK Platform 20.xx tré Ién..
Intel or ARM Sytem Images.
Android Virtual Devices (AVDs).
- GNU/Linux:
= Android 6.0 (Marshmallow) - AOSP: Ubuntu 14.04 (Trusty)
= Android 2.3.x (Gingerbread) - Android 5.x (Lollipop): Ubuntu 12.04
= Android 1.5 (Cupcake) - Android 2.2.x (Froyo): Ubuntu 10.04
- Mac OS (Intel/x86)
= Android 6.0 (Marshmallow) - AOSP master: Mac OS v10.10 (Yosemite)
or later with Xcode 4.5.2 and Command Line Tools
= Android 5.x (Lollipop): Mac OS v10.8 (Mountain Lion) with Xcode
4.5.2 and Command Line Tools
= Android 4.1.x-4.3.x (Jelly Bean) - Android 4.4.x (KitKat): Mac OS

! Website Google Android http://source.android.com
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v10.6 (Snow Leopard) or Mac OS X v10.7 (Lion) and Xcode 4.2 (Apple's
Developer Tools)
= Android 1.5 (Cupcake) - Android 4.0.x (Ice Cream Sandwich): Mac OS
v10.5 (Leopard) or Mac OS X v10.6 (Snow Leopard) and the Mac OS X v10.5
SDK
- Java Development Kit (JDK): Cha y khong c6 g6i OpenJDK 8 nao hd tro
Ubuntu 14.04, goi cho Ubuntu 15.04 can phai cai dat thu cong.
- Céc goi cai dat khac:
= Python 2.6 -- 2.7 tir ngudn https://www.python.org
= GNU Make 3.81 -- 3.82 tir ngudn http://ftp.gnu.org/gnu/make/; Android
3.2.x (Honeycomb) va cé4c phién ban cii hon can ldy tir make 3.82 dé tranh I3i.
= Git 1.7 hoac phién ban maéi hon tir website gitl

2. Cac buéc thuc hién xay dung hé théng
Truéc khi thuc hién cac budc dé xay dung hé théng TaintDroid, ching ta can
dam bao HPH Ubuntu trén may a0 d3 sin sang cho viéc thuc hién cai dit can
thiét thong qua cac 1énh sau trén ctra s6 1énh Terminal theo thi ty sau day:
- Cap nhat hé théng:
$ sudo apt-get update
Cai dat Java phién ban 6:
$ sudo add-apt-repository ppa:webupd8team/java
$ sudo update-alternatives --config java
Cai dat Git 2.5 tré nén:
$ sudo add-apt-repository ppa:git-core/ppa
$ sudo apt-get install git
$ git config --global user.email chungnn@gmail.com
$ git config --global user.name "Chung Nguyen Nam"

Cai donfig --
$ mkdir ~/bin
$ PATH=~/bin:3PATH
$ curl https://raw.githubusercontent.com/esrlabs/git-repo/master/repo >
~/bin/repo
$ chmod a+x ~/bin/repo
Cai d atx ~/bin/repoUbuntu (KVM) cho CPU Intel:
$ sudo kvm-ok
$ sudo apt-get install gemu-kvm

1 Website tai GIT méi nhét tai dia chi https:/git-scm.com/download
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Cai daptlibstdc++6:
$ sudo apt-get install gcc-4.8-base=4.8.2-19ubuntul
$ sudo apt-get dist-upgrade
$ sudo apt-get install libstdc++6
$ sudo apt-get install lib32stdc++6 lib32z1 lib32z1-dev
Cai dapt-get install
$ wget http://dl.google.com/android/android-sdk_r24-linux.tgz
tar -xvzf ~/android-sdk-linux/tools ~home/Downloads/ android-sdk _r24-
linux.tgz
$ cd ~/android-sdk-linux/tools
$./android
Chon cac goi sau trén giao dién:
= Tools\Android SDK Tools
= Tools\Android SDK Platform-tools
= Tools\Android SDK Build-tools
= Android 4.3.1\ ... all packages ..
Caidid4.3.1\...allp
$ gedit ~/.bashrc
Thém dong dudi day 1én trén cung cua t&p vira mé va luu lai
$ export PATH=${PATH}:~/android-sdk-linux/tools
Logout hé théng va login trd lai
Sau ddy 1a chi tiét 5 budc chinh thuc hién viéc xay dung hé théng TaintDroid
4.3 trén thiét bi Google Nexus 4. Tt viéc lay ma ngudn, cau hinh hé théng, bién
dich TaintDroid dén viéc cai dat vao thiét bi.
- Budc 1 - Ly mi ngudn Android:
$ mkdir -p ~/tdroid/tdroid-4.3 r1
$ cd ~/tdroid/tdroid-4.3_r1
$ repo init -u https://android.googlesource.com/platform/manifest -b android-
4.3 r1
$ repo sync
Kiém tra két qua budc 1 bang cach bién dich thir hé théng va khong duoc
stra bat ctr gi trong ma ngudn Android. Pam bao bién dich thanh cong trudc khi
chuyén sang budc 2.
$ . build/envsetup.sh
$ lunch 1
$ make clean
$ make -j4
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- Budc 2 - Lay mi ngudn TaintDroid: Tai tép local manifest.xml da duoc
sia dbi tir website chinh thuc va thay thé cho tép hién tai vao tép
repo/local_manifests/local_manifest.xml sau d6 tién hanh ldy ma ngudn vé
bang cac lénh sau:

$ cd ~/tdroid/tdroid-4.3 r1

$ repo sync --force-sync

$ repo forall dalvik libcore frameworks/base frameworks/native
frameworks/opt/telephony system/vold system/core device/samsung/manta
device/samsung/tuna \packages/apps/TaintDroidNotify -c 'git checkout -b
taintdroid-4.3 rl --track github/taintdroid-4.3_r1 && git pull’

- Budc 3 - Lay céac tép nhi phan cho thiét bi: Cac thiét bi Galaxy Nexus,
Nexus 4, Nexus 7 va Nexus 10 yéu cau c4c tép nhi phan riéng khéng cé trong
cac ban AOSP. Céch lénh dudi day sé& lay cac tép nhi phan danh cho Nexus 4 c6
tén m& Mako.

$ cd ~/tdroid/tdroid-4.3_r1

$ waget https://dl.google.com/dl/android/aosp/asus-tilapia-jwr66y-
1671e4a8.tgz

$ tar -zxvf asus-tilapia-jwr66y-1671e4a8.tgz

$./extract-asus-tilapia.sh # (view the license and then type "I ACCEPT")
$ waget https://dl.google.com/dl/android/aosp/broadcom-tilapia-jwr66y-
b1271a01.tgz

$ tar -zxvf broadcom-tilapia-jwr66y-b1271a01.tgz
$./extract-broadcom-tilapia.sh

$ tar -zxvf elan-tilapia-jwr66y-61ff5ff6.tgz

$./extract-elan-tilapia.sh

$ tar -zxvf invensense-tilapia-jwr66y-62642635.tgz
$./extract-invensense-tilapia.sh

$ ar -zxvf nvidia-tilapia-jwr66y-b2aa4337.tgz

$ /extract-nvidia-tilapia.sh

$ tar -zxvf nxp-tilapia-jwr66y-1ffblbc2.tgz

$./extract-nxp-tilapia.sh

$ tar -zxvf widevine-tilapia-jwr66y-777880cf.tgz
$./extract-widevine-tilapia.sh

- Budc 4 — Bién dich TaintDroid:

$ cd ~/tdroid/tdroid-4.3 r1
$. build/envsetup.sh

$ lunch full_mako-userdebug
$ make clean
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$ make -j4
$ make bootimage
$ make userdataimage
$ make systemimage
- Budc 5 - Ghi vao thiét bi:
$ cd ~/tdroid/tdroid-4.3 rl
$ cd out/target/product/mako
$ fastboot flash boot boot.img
$ fastboot flash system system.img
$ fastboot flash userdata userdata.img
- Budc 6 (Tuy chon) - Cai dat cac ing dung ctia Google: Tai tép “occam-
Imy470-factory-cae68e81.tar” tir cAc ngudn chinh thuc trén Internet va tai céng
cu mién phi Nexus Root ToolKit phién ban 2.0 tré nén. Két néi thiét bi va s
dung cdng cu nay dé cai dit tép occam-Imy470-factory-cae68e81.tar.

3. Ma ngudn cai tién truy cap trinh duyét
Duéi day 1a toan bd mad nguon lép LogBrowserHistory dugc tao méi dé cai
tién theo dbi truy cap lich sir trinh duyét.

package org.appanalysis;

import android.annotation.SuppressLint;
import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileReader;
import java.io.FileWriter;
import java.io.IOException;
import java.io.OutputStreamWriter;
import java.util.ArrayList;
import java.util.Date;
/**
* ChungNN 2016/08/12
* A class to handle log of browser history, which application is in black
list.
*/
public class LogBrowserHistory
{
private static final String LOGTAG =
LogBrowserHistory.class.getSimpleName () ;
private static final String FILENAME = String.format("{0}.log",
LogBrowserHistory.LOGTAG.toString()) ;
private OutputStreamWriter writer = null;
private FileReader reader = null;
private ArraylList<HistoryLogEntry> logList = new
ArraylList<HistoryLogEntry>();

private LogBrowserHistory () {

}



73

}

private static LogBrowserHistory instance = new LogBrowserHistory();

/**
* Get instance of browser history log
* @return
*/
public static LogBrowserHistory getInstance() {
return instance;

}
/‘k*

* Check if taint data against the access policy
* @return
*/
public boolean IsValidAccess (String data) {
return (data.indexOf ("username") != -1
| | data.indexOf ("password") != -1
| | data.indexOf ("credit") != -1);
}

/*k‘k
* Check if an application is in black list
* @param appName
* @return
*/
public boolean IsInBlackList (String appName) {
return IsInBlackList (appName, "");

}
/**

* Check if an application is in black list by name and IpAddress
* (@param appName
* (@param ipAddress
* @Qreturn
*/
@SuppresslLint ("DefaultLocale")
public boolean IsInBlackList (String appName, String ipAddress)
{
if (logList == null || logList.isEmpty())
return false;

HistoryLogEntry log;
for(int i = 0; 1 < logList.size(); i++)
{
log = logList.get (i) ;
if (appName != "" &&
log.AppName () . toLowerCase () .equals (appName) )
return true;
if (ipAddress != "" §&&
log.IpAddress () .toLowerCase () .equals (ipAddress))
return true;
if (appName != "" && ipAddress != ""
&&
(log.AppName () . toLowerCase () .equals (appName) ||
log.IpAddress () .toLowerCase () .equals (ipAddress)))
{
return true;
}
}

return false;
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}
/**

* Opens browser history log
* @throws IOException

*/
public void open() throws IOException {
LoadLog () ;
}
/**

* Closes browser history log
* @throws IOException

*/
public void close () throws IOException {
SavelLog() ;
}
/**

* Add an application into black list.
* @param appName
* @param note
* @throws IOException
*/
public void AddBlackList (String appName, String note) throws
IOException{
AddBlackList (appName, "", note);
}

*

/
Add an application into black list of browser history access.
@param appName

@param ipAddress

@param note

@return

@throws IOException

X% X X X X X ot

~

public void AddBlackList (String appName, String ipAddress, String
note) throws IOException{
String logTime = new Date () .toString();
HistoryLogEntry log = new HistoryLogEntry(logTime, appName,
ipAddress, note);
logList.add (log);
}

/**
* Loads data from log file into memory
*/
private wvoid LoadLog ()
{
try
{
if (logList == null)
loglList = new ArrayList<HistoryLogEntry> () ;
BufferedReader br = null;
try
{
br = new BufferedReader (reader);
String line = br.readLine();
HistoryLogEntry log;
while(line != null)

{
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//Line format
"logTime@#appName@#ipAddress@#note"
String[] arr = line.split("\\@#", -1);
log = new HistoryLogEntry(arr[0], arr[1l],
arr([2], arr[3]);
loglList.add (log);
line = br.readLine () ;
}
}
catch (IllegalArgumentException e)
{

}
finally
{
if (br != null)
br.close():;

}
catch( IOException e )

{

}
}

/**
* Saves the log data from memory into log file
* @throws IOException
*/
private void Savelog () throws IOException
{
if (logList !'= null && !logList.isEmpty())
{
if(writer == null)
writer = new FileWriter (FILENAME, false); //No
append
HistoryLogEntry log;
BufferedWriter output = null;
try

output = new BufferedWriter (writer);
for(int 1 = 0; 1 < logList.size(); i++)
{
log = loglList.get (1),
//Line format
"logTime@#appName@#ipAddress@#note”

output.write (String. format ("{0}Q@#{1}Q@#{2}@#{3}", log.LogTime (),
log.AppName (), log.IpAddress(), log.Note())):;
}

catch ( IOException e )
{

finally {
if ( output != null )
output.close();
if(writer != null)
writer.close();
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}

/**
* Class present to the browser history log entry
* ChungNN
*
*/

private class HistoryLogEntry

private String logTime;
private String appName;
private String ipAddress;
private String note;

public HistoryLogEntry(String logTime, String appName, String
ipAddress, String note)

{
this.logTime = logTime;
this.appName = appName;
this.ipAddress = ipAddress;
this.note = note;

}

/..

public String LogTime ()

{

return this.logTime;

}

public String AppName ()
{

return this.appName;

}

public String IpAddress()
{

return this.ipAddress;

}

public String Note()
{

return this.note;

}

4. M4 ngudn cai tién téng quat

Nhu di miéu ta so bo vé ma ngudn & chuong 3 vé giai phap tong quat, toan
bo ma ngudn cua cai tién déu dugc tao mai thanh céc tép PrivacyRule,
PrivacyRecord va PrivacyAnalyzer twong tng véi cac 16p, sau day la toan bo
ma nguon caa module nay:

- Dinh nghia luat

package org.appanalysis;

/**

* The privacy record describes detail of violation.
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* @author ChungNN. 2017/02/15
*/
public class PrivacyRecord ({
private boolean isViolated = false;
private ViolatedLevel violatedlLevel = ViolatedLevel.Low;
private String description;

public boolean isViolated() {
return isViolated;

}

public void setViolated (boolean isViolated) ({
this.isViolated = isViolated;
}

public String getDescription() {
return description;

}

public void setDescription (String description) {
this.description = description;

}

public ViolatedLevel getViolatedLevel () {
return violatedLevel;

}

public void setViolatedLevel (ViolatedLevel violatedLevel)
this.violatedLevel = violatedLevel;

}

public enum ViolatedLevel {
Low, Medium, High;

}
}

- Dinh nghia ban ghi

package org.appanalysis;

/* A class to define the privacy rule
* @author ChungNN. 2017/02/21
*/
public class PrivacyRule {
private EnumRuleName ruleName;
private String[] ruleKeys;

public EnumRuleName getRuleName () {
return ruleName;

}

public void setRuleName (EnumRuleName ruleName) {
this.ruleName = ruleName;

}

public String[] getRuleKeys () {
return ruleKeys;

}

public void setRuleKeys (String[] ruleKeys) {
this.ruleKeys = ruleKeys;

}

public PrivacyRule (EnumRuleName name, String[] keys)

{

this.ruleName = name;



78

this.ruleKeys = keys;
}

public enum EnumRuleName {
Location, AddressBoox, Microphone, Phone Number, GPS_Location,
NETBased Location, Last Known Location, Camera, Accelerometer,
SMsS,
IMEI, IMSI, ICCID, Device Sserial Number,
User Account_Information,
Browser History
}
}

- Phan tich luat

/**
* Analyze the taint data is matched to rules
* @author ChungNN, 2017/03/15
*/
public class PrivacyAnalyzer {
private static PrivacyAnalyzer instance = new PrivacyAnalyzer();
private static Hashtable<Integer, String> ttable = new
Hashtable<Integer, String>();

static {
// ttable.put (new Integer (0x00000000), "No taint"™);
ttable.put (new Integer (0x00000001), "Location");

ttable.put (new Integer (0x00000002), "Address Book
(ContactsProvider) ") ;

ttable.put (new Integer (0x00000004)

ttable.put (new Integer (0x00000008)

ttable.put (new Integer (0x00000010)

ttable.put (new Integer (0x00000020), "NET-based Location");

ttable.put (new Integer (0x00000040), "Last known Location");

ttable.put (new Integer (0x00000080), "camera");

ttable.put (new Integer (0x00000100), "accelerometer");
( ( )
( ( )
( ( )
( ( )

, "Microphone Input");
, "Phone Number");
, "GPS Location");

ttable.put (new Integer (0x00000200), "SMS");
ttable.put (new Integer (0x00000400), "IMEI");
ttable.put (new Integer (0x00000800), "IMSI");

ttable.put (new Integer (0x00001000), "ICCID (SIM card
identifier)");
ttable.put (new Integer (0x00002000), "Device serial number");
ttable.put (new Integer (0x00004000), "User account information");

ttable.put (new Integer (0x00008000), "Browser history"):;

}
/*‘k

* Get the instance of class

* @return

*/

public static PrivacyAnalyzer getInstance() {
return instance;

}
/**

* Analyze privacy from the queue message is matched with rules
* @param msg
* @param rules
* @return
*/
public PrivacyRecord Analyze(String msg, ArrayList<PrivacyRule>
rules)

{
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if (msg.equals(null) || msg.equals("") || rules.size() == 0)
return null;
return AnalyzeTaint (msg, rules);

}

/**
* Analyze privacy from the queue message is matched with rules
* (@param msg
* @param rules
* @return
*/
private PrivacyRecord AnalyzeTaint (String msg, ArrayList<PrivacyRule>
rules)
{
String taint = get taint (msg);
if(taint.equals(""))
return null;

PrivacyRecord record = new PrivacyRecord() ;
boolean isValid = false;
for (PrivacyRule rule : rules) {
if(rule !'= null)
{
isValid = IsValideRule(rule, msq);
if(!isvalid)
break;

}

record.setViolated (!isvalid);

if (record.isViolated())

{
String ip = get ipaddress(msg);
record.setDescription (String. format ("This taint is

volidated to access {0}", "...")):;
}
return record;

}

/**

* Process a rule is matched with queue message

* @param rule

* @param msg

* @return

*/
private boolean IsValideRule (PrivacyRule rule, String msqg)
{

if (rule == null || msg.equals(""))
return false;

EnumRuleName ruleName = rule.getRuleName () ;
String data = get data(msg);
String ip = get ipaddress(msg);

switch (ruleName)
{
case Location:
break;
//TODO implement logic for specific rule...
case AddressBoox:
break;
case Microphone:
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case
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break;

Phone Number:
break;
GPS_Location:
break;

NETBased Location:
break;

Last Known Location:
break;

Camera:

break;
Accelerometer:
break;

SMS:

break;

IMET:

break;

IMSI:

break;

ICCID:

break;

Device Sserial Number:
break;

User Account Information:

break;
Browser_ History:
break;

default:

}

break;

return true;

}
/**

* Get the ip address from queue message

* @param msg
* @return
*/
private String ge

Pattern p =

t ipaddress(String msg)

Pattern.compile ("\\ ((.+)\\)

Matcher m = p.matcher (msqg);

if(m.find () && m.groupCount () > 0) {

String resu
// remove t
if (result.

resul

}

else {

1t = m.group(l);
railing junk
contains(")"))

{

")

t = result.substring(0,result.indexOf (")")-1);
return result;

return null;

}
}

/**

* Get taint from taint data

* @param msg
* Qreturn

*/

private String get taint(String msg) {

// match he
Pattern p =

x digits

Pattern.compile ("with tag Ox(\\p{XDigit}+)

")
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Matcher m = p.matcher (msqg);
if(m.find() && m.groupCount () > 0) {
String match = m.group(l);

// get back int
int taint;
try {
taint = Integer.parselnt(match, 16);
}
catch (NumberFormatException e) {
return "";

}

if (taint == 0x0) {
return "";

}

// for each taint

ArrayList<String> list = new ArraylList<String>();
int t;

String tag;

// check each bit
for (int 1=0; 1i<32; i++) {
t = (taint>>i) & 0x1;
tag = ttable.get (new Integer (t<<i));
if(tag != null) {
list.add(tag) ;

}
}

// build output
StringBuilder sb = new StringBuilder ("");
if(list.size() > 1) {
for(int i = 0; 1 < list.size() - 1; i++) {
sb.append (list.get (i) + ", ");
}

sb.append(list.get(list.size() - 1));
}
else {

if (!list.isEmpty()) {

sb.append (list.get (0));
}
}

return sb.toString();
}
else {
return "";
}
}

/**
* Get the taint data from queue message
* @param msg
* @return
*/
private String get data(String msg) {
int start = msg.indexOf ("data=[") + 6;
return msg.substring(start);



