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MO DAU

Trong bdi canh hién nay, tai nguyén dia chi IPv4 trén thé gidi
dang can kiét, dan dén viéc chuyén doi dia chi IPv4 sang IPv6 1a xu
hudng tat yéu doi véi tat ca cac nha cung cap dich vu trén thé gidi ciing
nhu tai Viét Nam.

Xuét phat tur yéu cau thuc té, noi dung cua luan van s€ nghién ctru
cac giai phap k¥ thuat chuyén d6i IPv4 sang IPv6, dong thoi tap trung vao
mo phong cau hinh chuyén dbi IPv4 sang IPv6 trén moi truong mang IP
MPLS thong qua k§y thuat Dual stack 6VPE, 1a co so tmg dung chuyén doi
trong moi trrdong mang cua cac nha cung cép dich vu. B cuc cta luan vin
gém 3 chuong:

% Chuwong I : Tong quan vé IPv6

% Chwong 2 : Nghién citu cdc kj thudt chuyén doi IPv4 sang IPv6

% Chuong 3 : M6 phdng cau hinh chuyén déi tir IPv4 sang IPv6 sir
dung ky thudt Dual stack 6VPE

Mic du ban than da c6 nhiéu ¢b géng, nd luc tot nhat dé hoan thién
luan van, song kho tranh khoéi nhiing thiéu sot, rat mong nhan duogc
nhing ¥ kién dong gop cua qui thay co gido va cac ban.

Xin gui 101 cam on chan thanh t6i TS Tran Tric Mai ngudi da tin

tinh hudng din em trong sudt qua trinh hoan thanh ban luan vin nay.



CHUONG 1
TONG QUAN VE IPV6

1.1. Tong quan vé IPv6

Dia chi IPv6 (Internet protocol version 6) 1a thé hé dia chi Internet
phién ban méi dugc thiét ké dé thay thé cho phién ban dia chi IPv4 trong
hoat dong Internet. Pia chi IPv6 c6 chiéu dai 128 bit, biéu dién duéi dang
cac cum sO hexa phan cach boi ddu ::. V&i 128 bit chiéu dai, khong gian
dia chi IPv6 gom 228 dja chi, cung cap mdot luong dia chi khong 16 cho
hoat dong Internet.

1.1.1.  Uudiém

S6 luong khong han ché: IPv6 c6 chiéu dai 128 bit, gip 4 lan chiéu
dai bit cua dia chi [Pv4 nén da mé rong khong gian dia chi tir khoang hon
4 ty dia chi 1én toi mot con s khong 10 1a 2 128 dia chi.

Kha ning ty dong cau hinh dia chi.

Quan 1y dinh tuyén tbt hon.

Ho tro da dang céac dich vu mdi.

HO trg cho quan 1y chat luong mang.

1.1.2.  Nhuoc diém

Nhitng nguy co vé ton tai 16 hong bao mat ciia IPv4: IPv6 chua thé
tir giai quyét tat ca cac ton tai trong IPv4 vé ngin chin cac loai tin cong

Kho khan gip phai khi trién khai IPv6:

- Phan 16n thiét bi dau cubi cii ciia nguoi st dung hién nay déu
khong hé tro IPv6 cling nhu viéc ngudi sit dung chua thuc sy quan tdm
dén IPv6 nén viéc trien khai cac dich vy IPv6 s& doi mdt voi nhieu kho
khan.

- Viéc chuyén doi tir IPv4 sang IPv6 doi hoi su ton kém ca vé thoi

gian va kinh phi.



CHUONG 2
NGHIEN CUU CAC KY THUAT CHUYEN POI IPv4 SANG IPv6
2.1. Ky thuat Dual stack
2.1.1.  Tong quan vé ki thuat Dual stack
Dual-stack 13 hinh thtc thuc thi TCP/IP bao gom ca tang IP layer
cua IPv4 va tang IP layer cua IPv6.

Application
Layer

Transport Layer (TCP/UDP)

IPvE IPv4

Network
Interface Layer

Hinh v& 2.1: Kién trac Dual stack

router#
Dual-Stack ipv6 unicast-routing

. i ) Router interface Ethernstl
— IPv6and IPv4 * ip address 192.168.99.1 255.255.255.0
~ Network ipvé address 2001:410:213:1::/64 eui-64
IPv4: 192.168.99.1
IPv6: 2001:410:213:1::/64 eui-64

Hinh v& 2.2: Khai bao Dual stack trén thiét bj dinh tuyén
2.1.2. Nguyén tic hoat dong cta ki thuat Dual stack

IPv6-only node IPv4-only node Dual-stack node

| Client | . Client | | Server (0::0, Pg"*) |\
. |

& v v v
TCP / UDP TP / UDP | TCP/UDP |

A A
::FFFF:a.b.c.d

y y = Y ——
[ 1PVE | IPvd | IPv4 || TPvé |

]
a.b.c.d IPv4 packets
IPvé packets

Hinh vé 2.3: Nguyén tic hoat ddng ciia Dual stack
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2.1.3.  Ung dung caa k§ thuat Dual stack

Trong qué trinh chuyén doi tir IPv4 sang IPv6 viéc trién khai k¥
thuat Dualstack 1a yéu cau bat budc dé dam bao hai hé théng mang hoat
dong song song, ¢ thé trién khai k¥ thut nay trén toan mang ludi hoic tai
mot vai vi tri trén mang.

2.2. K§ thuat duong ham

2.2.1.  Tong quan vé ki thuat duong ham

Cong nghé duong ham 1a mot phwong phép st dung co sé ha tang
san c6 cua mang |Pv4 dé thue hién céc két ndi IPv6 béng cach st dung cac
thiét bi mang c6 kha nang hoat dong dual-stack tai hai diém dau va cudi
nhat dinh. Cac thiét bj nay “boc” goi tin IPV6 trong goi tin IPv4 va truyén
tai di trong mang IPV4 tai diém dau va g& bo géi tin IPv4, nhan lai goi tin
IPV6 ban dau tai diém dich cudi duong truyén IPv4.

IPv6 header ||Pv6 data | IPv6 header |IPv6 data |
L S e S Ty
——— —— . —_—— P, - —s
e . ST . =
r— m—
1Py 1Pv6 Dual-stack Duakstack IPv6 IPvE
hov network router router network
st host

Tunnel: IPvE in IPv4 packet
IPv4 headerl IPv6 header |IPv6 data‘

52685

Hinh vé 2.4: Qua trinh chuyén tiép géi tin qua dwong ham

Dual stack trong hé diéu hanh Cisco: Khi nguoi quan tri mang ciu
hinh déng tho1 ca hai dang dia chi cho mot giao dién trén Cisco router, no
s€ hoat dong dual stack

2.2.2.  Nguyeén tac hoat dong cua viéc tao duong ham:

Switch A ian-int100
192_168.100.1/24

Vian-intto0 Switch B
192.168.50. 124

IPvd netwok

Wian-int101
3002164

Vian-int101
3003::1/64

Tunned
3001::2/64

Hinh vé 2.5: Nguyén tic tao dwong ham
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Nguyén tic cta viéc tao dudng ham trong cong nghé tunnel nhu sau:

- Xac dinh thiét bi két nbi tai cac diém dau va cudi dudng ham. Hai
thiét bi nay phai c6 kha ning hoat dong dual-stack.

- Xac dinh dia chi IPv4 va dia chi IPv6 ngué)n va dich cua giao dién
tunnel (hai dau két thuc tunnel)

- Trén hai thiét bi két ndi tai dau va cudi tunnel, thiét lap mét giao
dién tunnel (giao dién 4o, khong phai giao dién vat i) danh cho nhitng goi
tin IPv6 sé dugc boc trong goéi tin IPv4 di qua.

- Gan dija chi IPV6 cho giao dién tunnel.

- Tao tuyén (route) dé cac goi tin IPv6 di qua giao dién tunnel. Tai
do, chung dugc boc trong goi tin IPv4 ¢6 gia tri truong Protocol 41 va
chuyén di dua trén co so ha tﬁng mang IPv4 va nho dinh tuyén IPv4.

2.2.3.  Phan loai k¥ thuat duong ham

2.2.3.1. Tunnel bang tay

Switch C
Vian-int101
GE2/0/1
192.13.2.1/24 238

Vian-int200
GE2/0:2
131.108.5.1/24

Viani-int101 Vian-int200
GE30/3 GE3/0/3
192.13.2.2124 131.108.5.2724
Switch A (_§_’ f IPv8 manual bunnel 0 ‘g’
e o Tunnedd Tunnedd g Switch B
N 3000::1/64 3000::2/64 <
Wian-int100 Vian-inmt201
GE3/0/1 GE3/0/1

1000::1/64 2001::1/84

IPv6 network

PC1 PC2
1000: 264 20000264

Hinh vé 2.6: Pwong ham bang tay
Tunnel bang tay 13 hinh thirc tao duong ham két ndi IPV6 trén co so
ha ting mang IPv4, trong d6 doi hoi phai c6 ciu hinh bang tay cac diém
két thuc tunnel. Trong tunnel cdu hinh bang tay, cac diém két cudi duong
ham nay s& khong dugc suy ra tir cac dia chi ndm trong dia chi nguén va

dia chi dich cua goi tin.



2.2.3.2. Tunnel ban tu dong (Tunnel Broker)
Tunnel Broker 13 hinh thirc tunnel, trong d6 mét to chirc dimg ra
lam trung gian, cung cap két ndi téi Internet IPv6 cho nhitng thanh vién

dang ky st dung dich vu Tunnel Broker do t6 chirc cung cap.

Mang cua to EEEFYAEFS

chiic cung cap [RTIPINT-V ST V-
dich vu Tunnel Intermet
Broker
Tunnel
Hinh vé 2.7: DPwong ham Broker
2.2.3.2.1. Mé hinh cua Tunnel Broker
,";Uhng IPV6 ctia nha \
*  cungcdp dichwy | Tunnel )
"' Tunnel Broker se“"g » !
Ngwdi siv dung . 5
Dual stack Ipva '-' Tunnel Tunnel
node | Internet | hroker —ESEEEEN semer' 4 Ipub
Bl : @zf; Internet
t L Tunnel
| DHS server '
| e &3
1 l L= )
1 —" 'Y 'I
[ g ! ]
1 < | ‘:
[ U U i e s e S S | 5 £

Tunnel  Teeelllll.-

Hinh vé 2.8: Cac thanh phan ciia dwong ham Broker
- Tunnel Broker
- Tunnel Server
2.2.3.2.2. Lién hé gitra nguoi sw dung, Tunnel broker, Tunnel
Server, mdy chii tén mién
- Pang ky str dung dich vu Tunnel Broker
- Thiét 1ap duong ham phia nha cung cip dich vu Tunnel Broker

- Thiét 1ap duong ham phia ngudi st dung
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2.2.3.3.  Tunnel ty dong (6to4 tunnel)

Tunnel ty dong 1a cong nghé tunnel trong d6 khong doi hoi phai cau
hinh dia chi IPv4 cia diém bat dau va két thic tunnel bang tay. Dia chi
IPv4 cua diém bat dau va két thuc tunnel dugc rat ra st dung giao dién 4o

tunnel, tuyén (route), dia chi ngudn va dia chi dich cta goi tin 1PV6.

S EEEREEEDN ’
6to4 Router 6tod Router

IPve i - IPv6
t! Network _e-T ﬁ_ Network \\!

192.168.99.1 'Network 192.168.30.1

2002:c0a8:6301::/48 2002:c0a8: 1e01::/48

go0z | Fmosdes P 'p"“- Interface 1D

Hinh vé 2.9: Pwong ham 6to4

2.2.3.3.1. Dja chi IPv6 s dung trong 6to4 tunnel

JIANA di phan bo ranh riéng mot prefix dia chi cho céng nghé
tunnel 6to4 toan cau. D6 1a 2002::/16

Prefix dia chi nay, két hop vai 32 bit dia chi IPv4 s& tao nén mot
prefix dia chi 6to4 kich c¢& /48 duy nhat toan cau st dung cho mdt mang
IPV6.

Prefix /48 dia chi IPV6 twong (mg mot dia chi IPv4 toan cau duoc

tao nén theo nguyén tac trén hinh v& duéi day:

ME 148 b

Dia chi IPV4 loan
2002 | ciuviét dang hexa

Binh danh giao dien

Hinh vé 2.10: Cu tric dia chi sir dung trong duwdong ham 6to4



2.2.3.3.2. Cdc thanh phan cua tunnel 6to4, cung cap két noi 1Pv6

toan cau

6to4 Relay Router

- =

IPv6 Host D 6to4 Router @

IPv6-only IPv6/IPvd 6tod Host C | Site 2
IPv6/IPv4
< Xnter@-— ::;

6to4 Router
= :: IPv6/IPv4

Site 1 —

6to4 Host B 6to4 Host A
L IPv6/IPv4 IPv6/IPv4

Hinh vé 2.11: So' d0 két ndi sir dung dwdng him 6tod

2.2.4, Ung dung cta k¥ thuat duong ham

K§ thuat duong ham duogc st dung trong truong hop can két ndi
giita cac phan hé mang IPv6 thong qua nén mang trung gian IPv4.

2.3. Ky thuat bién dich (NAT-PT)

2.3.1.  Tong quan vé ki thuat bién dich

K¥ thuat bién dich thuc chat 1a mot dang k¥ thuat NAT, thuc hién
bién dich dia chi, cho phép host chi hd trg IPV6 co thé noi chuyén vo1 host
chi hd trg IPv4. Cong nghé pho bién duge sir dung 1a NAT-PT. Thiét bi
cung cép dich vu NAT-PT sé& bién dich header va dia chi cho phép IPv6
host n6i chuyén véi IPv4 host.

)
, . [o
a = IPv6 : 192.168.2.1 _IPv4 Network .)4‘;
A— Network -
2001:DB8:FFFF:1::1 — _J_) ~—-\_)_/ 192.168.30.1

Source Address: 2001:DB8:FFFF:1::1 > NAT-PT Source Address: 192.168.2.2

Destination address: 2001:DB8:FFFF:FFFF::A Destination address: 192.168.30.1

Hinh vé 2.12: Hinh vé mé ta qua trinh chuyén dich IPv6 sang IPv4
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2.3.2.  Nguyén tic hoat dong cta k¥ thuat bién dich

‘ V.
Node A: IPv6 IPv4 e
m:z:;?mm, g Network Network 192.0.30.1

1
1
l |
- {isz0a)
SrcAddr DestAddr R SrcAddr DestArrr
2001:db8:ffff:1::1 2001:dbB:ffff:ffff.:a] NAT-PT translation ‘ 192.0.2.2 192.0.30.1

Hinh vé 2.13: Nguyén tic hoat dong ciia ky thuat NAT-PT

2.3.3.  Ung dung caa k§ thuat bién dich

K§ thuit bién dich thuong duoc trién khai trén thiét bi bién gitta
mang IPv4 va mang IPV6, cho phép mang IPv4 va mang IPV6 c6 thé giao

tiép dugc voi nhau thong qua viée chuyén doi dia chi.

IPv4 host

IPv4 network IPv6 network

......

IPv4 host - IPV6 host

IPv4 host IPv6 host

Hinh vé 2.14: M6 hinh &rng dung cua ky thuat NAT-PT

2.4. Truyén tai IPv6 trén nén MPLS

Cac k¥ thuat truyén tai luu luong IPv6 trén nén mang IPv4 MPLS
bao gom:

2.4.1. K¥ thuat 6PE (IPv6 provider edge router)

2.4.1.1. Tong quan vé 6PE

Cung cap két ndi IPv6 toan cau trén mang 15i IPv4 MPLS, cho phép
cac dia diém IPv6 két ndi voi nhau qua mang 16i IPv4 MPLS thong qua
cac dudng chuyén mach nhéan (LSPs).

HO tro dé)ng tho1 dich vu IPv4, IPv6 qua mang 161 MPLS.
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Cho phép cung cap cac dich vu.

Truy cap Internet.

Két n6i ngang hang.

Truy cap vao céac dich vu IPv6 dugc cung cép bd1 ban than nha
cung cap dich vu.

i v6 H 2001:0420::
IPve S

roe &5 v6 ) 2001:0421::

? : ..'q o .
% .::::::E.o-ou ‘E e s ~V4 192.254.10.0
==
_1pva GPUE
P =
192.76.10.0 (v4 @ Dual Stack
T

2001:0621:: V6 & IPV6

- Dual Stack

V6: < » V6:
IGPv4

IGP/BGP g IGP/BGP
-LDPv4
-(TE v4)

Hinh vé 2.15: Hoat dong cua ky thuat 6PE
2.4.1.2. Thiét lap duong chuyén mach nhan gitta cac 6PE

CE1

IGPv4 advertises reachability
of 200.11.11.1/32

LDPv4 binds
Implicit-Null (ie pop) *#»
to 200.11.11.1

T L L
P1 *er, I P2 LDPv4 binds label Lc
\_/\ LDPv4 blids label Lb t0200.11.11.1
to 200.11.11.1

Hinh vé 2.16: Qua trinh thiét 1ap dwong chuyén mach nhin giira cac
6PE
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2.4.1.3. Dinh tuyén giita cac 6PE

IGPv6 or MP-BGP
advertising
2001:100:1000::/48

6PE1 sends MP-iBGP advertisement to 6PE2:
2001:100:1000::/48 is reachable
via BGP Next Hop = 200.11.11.1 (6PE1)

bind BGP label L1 to 2001:100:1000::/48

/

500.10.10.1/32 | |GPv6 or MP-BGP

advertising
2001:100:1000::/48

Hinh vé 2.17: Hoat dong dinh tuyén giira cic 6PE
2.4.1.4. Xay dung ngan xép nhan

iGP+LDP v4 : PE1*, Label La | \

l@_ . | iGP+LDP v4: PE1*, Label Lc

- L L L L LT T '- BPEz

MP-iBGP IPvé+label update: "*a ’
Net1, Next-hop=::FFFF:PE1v4 Label=L1

BGP IPv6 table s LDP v4 table
Prefix Next Hop Prefix | Next Hop | Label
Net1 FFFFPET ®)

IPV6 table [Pv4 tabie
Prefix Layer2 | Label stack Adjacency
Net1 MacFP2

~ MacP2
-_-_-_.::‘_:_:,_ w”f___

Hinh vé 2.18: Xdy dung ngiin xép nhin trong 6PE
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2.4.15. Qua trinh chuyén tiép goi tin

CEl—— PRl ——— Pl P2 ? oe

| IPv6 header I IPv6 payload

[Le [L1 | iPveheader | 1Pv6 payioad |

ILb |L1 ]vasheader [IPvSpayload ]

I L1 | IPv6 header IPv6 payload |

I IPv6 header I IPv6 payload ]

ipvE cei
BEEF:14::/64
nexthop 31.1.1.1 Ethernet0/0 label 18 24

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack {18 0 63} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 118 Stack {24 0 61} - ipv6 data

| 00:07:25: MPLS les: Et1/0: rx: Len 118 Stack {24 0 61} - ipv6 data |

Hinh vé 2.19: Qua trinh chuyén tiép géi tin trong ky thuit 6PE

2.4.2. K¥ thuat 6VPE (VPN Provider Edge Router)

2.4.2.1. Tong quan vé 6PVE

Ky thuat 6VPE cho phép truyén tai luu lugng IPv6 trong mang
riéng ao (VPN) qua mang 161 IPv4 MPLS. M{t mang riéng ao IPv6 MPLS
hoat dong tuong tu nhu mang riéng ao IPv4 MPLS, chi can nang cap 10S
cho thiét bi dinh tuyén dé duoc hd trg dich vu IPv6 MPLS.

Dich vu IPv6 VPN la giéng nhu dich vu IPv4 VPN.

Hb trg dong thoi dich vu IPv4, IPv6 VPN qua mang 151 MPLS.

2.4.2.2. Bang dinh tuyén trong 6VPE

Customer#1

Default table routing table red Customerdi

e =
- /f_lf 0

£
MP-'LEG#‘ tunnel
i \BE-1 _
N — . Provider
!| routing table hlusl ~~MNetwork
Default table Customer#2
Site-2
Customer#2
Site-1

Hinh vé& 2.20: Bang dinh tuyén trong 6VPE
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Tai thiét bi 6VPE s& bao gdém cac bang:

- Mot tap cac bang dinh tuyén IPv6 riéng (mau xanh, d9)
- Bang dinh tuyén mac dinh (IPv4 hoic IPv6)

- Mot bang BGP

2.4.2.3. Xay dung ngin xép nhin cho 6VPE

| IGP+LDP v4 : PE1*, Label La |

VRF red \
MP-iBGP VPN-IPv6 update:

RD:Net1, Next-hop=::FFFF:PE1 va ., \ 4
S0O0=Site1, RT=Red, Label=L1
\—/\—/\% LDP v4 table

Prafix Mext Hap Label -———\ Prefix Mext Label
BGP VPNvé table P Ne Hop
RD:Net1 =FFFF{E1 L1
PE1 P2 Le
7 BON
‘.‘ "..
f——— . P
- "“—vli-/
Import route K o
5 .
'l o
. o
Prefix Layer2®, Label stack ,.°"
IPv6 vrf table ., -
Net1 MacF2 ] Le
..
u
h----'-—-————__---"'.’.-'—.

Hinh vé 2.21: X4y dung ngiin xép cho 6VPE
2.4.2.4. Qua trinh chuyén tiép goi tin

| IPv6 header I IPv6 payload

[ [ L1 | Pveheader | IPvépayload |

|e [11 [ Pv6neader | 1Pvepayioad |

|L1 |\Pveheader IPv6 payload |

| 1Pv6 header | IPv6 payload
ipvG cef vrf red
BEEF:14::/64
nexthop 31.1.1.1 Ethernet0/0 label 18 24

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack (18 0 63} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 118 Stack {24 0 61} - ipv6 data

| 00:07:25: MPLS les: Et1/0: rx: Len 118 Stack {24 0 61} - ipv6 data

Hinh vé 2.22: Qua trinh chuyén tiép géi tin trong ky thuit 6VPE
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Goi tin IPv6 duge gan 02 nhan khi di vao mién MPLS, mét nhin
(L1) duoc st dung dé nhan biét mang dich thuéc VPN Red, mdt nhan (Lc)
duoc str dung dé trao d6i, chuyén tiép géi tin trong mién MPLS. Khi téi
thiét bi PE dich (PE1) thiét bi ndy s& béc nhan L1 dé truyén tai géi tin toi
ding mang dich thuéc VPN Red.
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CHUONG 3
MO PHONG CAU HINH CHUYEN POI TU IPV4 SANG IPV6
TRONG MOI TRUONG MANG IP MPLS SU DUNG KY THUAT
DUAL STACK 6VPE

3.1. Bai toan chuyén doi tir IPv4 sang IPv6 trong moi trudng mang
IP MPLS

Hién nay hau hét mang 18i chuyén mach ctia cac nha cung cap dich
vu vién thong déu trién khai trén nén cong nghé IP/MPLS, lic dau trién
khai mang luéi, toan bd phan IP déu sir dung phién ban IPv4. Pén thoi
diém hién tai, dai IPv4 Public toan cau dang can kiét, yéu cau chuyén doi
tir IPv4 sang IPv6 13 hét strc can thiét.

Bai toan tip trung thuc hién chuyén doi IPv4 sang IPv6 trong moi
truong mang IP MPLS ma khong 1am thay d6i cau trc mang 18i ctia hé

thong.

Vi
‘ CE
- -
F IPv4/IPv6 W IPv4/IPV6

Hinh vé 3.1: Bai toan chuyén d6i IPv4 IPv6 trén méi treong mang
MPLS
3.2. Mang chuyén mach IP MPLS
3.2.1.  Su can thiét cua mang chuyén mach IP MPLS
3.2.1.1. Céac cong nghé chuyén mach truyén thong
Cong ngh¢ 1P
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Hinh vé 3.2: Hoat dong ciia dinh tuyén IP
Cong ngh¢ ATM

Hinh vé 3.3: Hoat dong ciia chuyén mach ATM
3.2.1.2. Cong ngh¢ IP/MPLS
MPLS 13 két hop ctia dinh tuyén tdi vu IP va chuyén mach nhanh ATM.

Hinh vé 3.4: Hoat dong dinh tuyén va chuyén mach trong mang
IP/MPLS
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3.2.2. Hoat dong cua mang chuyén mach IP MPLS

Qua trinh déng goi va chuyén tiép gai tin

- »
| IPv4 | | L1 | |Pv4| |Lb|L1 |IPV4| ||_c |L1 ||Pv4| | L1 | |Pv4| | IPv4 |
CPE PE1 b1 P2 -
| | Mi&n MPLS | |
‘ Phén gioan ‘ Phan doan
két néi toi két néi toi
khach hang khach hang
Note:

L1: Nhan cho VPN
L2: Nhan trong mién MPLS, dworc tao ra théng qua giao thirc LDP (Label Distribution Protocol)

Hinh vé 3.5: Qua trinh déng géi va chuyén tiép goi tin trong mang
IP/MPLS
3.3. Lua chon k§ thuat chuyén d6i dap tmg bai toan
3.2.3.  Cac ky thuat duong ham truyén thong
3.2.3.1.  Puong ham bang tay:

02
Interface
tunnel

Tunnel 1
IPv6

Hinh vé 3.6: Giai phap sir dung k¥ thuit dwong him bang tay
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3.2.3.2. Duong ham tu dong (6to4 tunnels)

6 to4 Router 6to4 Rouler
' IPv6 ReS 7R IPv6 '
- Network O‘“ Network
IPv4
192.168.99.1 1 Network 192.168.30.1

2002:c0a8:6301:/48 2002:c0a8:1e01:./48

Hinh vé 3.7: Nguyén ly thiét lip dwong him ty dong
3.2.3.3. Ky thuat NAT

NAT PT NAT PT
IPv6 -> IPv4 IPv4 -> IPv4

Hinh vé 3.8: Giai phap str dung ky thuat NAT

3.2.3.4. Ky thuat Dual stack

Mang IP4 d3 ton tai tir 1au, viéc chuyén ddi hoan toan IP4 sang IPv6
s& khong thé thuc hién ngay duoc ma doi hoi phai c6 mot giai doan chay
ddng thoi ca hai dich vu IPv4 va IPv6. Pé dap tng bai toan nay chac chin
phai st dung k¥ thuat Dual Stack. Tuy nhién k¥ thuat Dual stack s€ phu
hop khi trién khai trén phan doan tir khach hang dén mang nha cung cap
dich vu, do khach hang chay ca hai dich vu IPv4, IPv6. Néu trién khai
Dual stack trén ca mang 16i MPLS sé& 1am thay d6i cdu trac mang 15i, t6n
kém dia chi két noi, ting chi phi van hanh khai thac, khong dap ung bai
toan dat ra 1a chuyén do6i tir IPv4 sang IPv6 nhung khong 1am thay d6i cu

truc mang 101.
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3.2.3.5. Ky thuat 6PE (IPv6 provider edge router)
K¥ thuat 6PE hoat dong v&i nguyén 1y va dic diém co ban nhu sau:

cEl ——pEt ki e PR om

I IPv6 header ] IPv6 payload

I Le I L1 I IPv6 header IPv6 payload I

I Lb | L1 | IPv6 header l IPv6 payload I

I L1 l IPv6 header IPv6 payload I

| 1Pv6 neader [ 1Pv6 payload |

ipve cei
BEEF:14::/64
nexthop 31.1.1.1 Ethernet0/0 label 18 24

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack {18 0 63} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data

00:07:25: MPLS les: Et1/0: rx: Len 122 Stack {16 0 62} {24 0 63} - ipv6 data
00:07:25: MPLS les: Et0/0: tx: Len 118 Stack {24 0 61} - ipv6 data

I 00:07:25: MPLS les: Et1/0: rx: Len 118 Stack {24 0 61} - ipv6 data |

Hinh vé 3.9: Nguyén ly hoat dong cta ky thuat 6PE
3.2.3.6. Ky thuat 6VPE (IPv6 on VPN Provider Edge Routers)

Qua trinh déng géi va chuyén tiép gai tin

— >
| IPv6 | | L1 | IPv6 | | Lb | L1 | IPv6 | Lc L1 | IPv6 | | L1 | IPv6 | | IPv6 |
6VPE 6VPE
CPE PE1 P1 P2 PE2 CPE
Mién MPLS
Phan dogn [* =77 77T T T TS pva T TTTTTTTTo ™ Phan doan
két nbi toi két néi t&i
khach hang khach hang
IPV6 4___ITD\_/E;__>
Note:

L1: Nhan cho VPN‘
L2: Nhan trong mien MPLS, dwoc tao ra thong qua giao thirc LDP (Label Distribution Protocol)

Hinh vé 3.10: Qua trinh déng go6i va chuyén tiép géi tin trong 6VPE
K¥ thuat 6VPE hoat dong voi nguyén 1y va dic diém co ban nhu sau:

20



- La mét co ché st dung mang 161 IPv4 MPLS dé cung cép dich vu
VPN IPv6, ké thira nhitng wu diém cua mang 18i IPv4 MPLS, loai bo viéc
trién khai Dualstack trong mang 13i, gitip tiét giam chi phi van hanh va dia
chi két noi.

- Hoat dong tuong tu nhu IPv4 VPN over MPLS, chi khac 1a phan
doan két ndi gitra khach hang va nha cung cap dich vu chay IPv6.

- Vi¢c khai bdo dich vu IPv6 VPN tuong tu nhu khai bao dich vu
[Pv4 VPN dang chay

- Bang dinh tuyén IPv6 danh riéng cho ting khich hang, ting
cuong bao mat va cho phép phan tach dich vu.

- Khong lam thay d6i mang 13i IPv4 MPLS.

3.2.4.  Pé xuat ki thuat chuyén doi dé giai quyét bai toan dua ra

St dung k¥ thuat Dual stack 6VVPE. Day la ky thuat dugc st dung
dé trién khai IPv6 VPN trén nén MPLS, két hop Dual stack trén thiét bi
Router bién MPLS cua nha cung cép dich wvu, nham dam béo cung cép
dong thoi ca dich vu IPv4 va IPv6 t6i khach hang trong qua trinh chuyén
doi tir IPv4 sang IPv6 ma khong can thay d6i kién triic mang 15i MPLS.

Qua trinh dong goi va chuyén tiép goi tin qua mang IP/MPLS khi
trién khai k¥ thuat Dual stack 6VPE:

Qua trinh déng géi va chuyén tiép goi tin

’ IIIIIIIII ‘ ’ L1 ‘IPVA/IPVG‘ ’ Lb ‘Ll ‘IP\/A/IP\/G‘ ’ Lc ‘ L1 ‘IPV4/IPV6 ‘ ’ L1 ‘IP\/A/IP\/G‘ ’ \\\\\\\\\ ‘

6VPE 6VPE

CPE
CPE PE1 p1 P2

‘ ‘ Mién MPLS ‘ ‘

Phan doan =0y Phan doan
két ndi toi két ndi toi
khach hang khach hang

IPV4 or IPv6

IPV4 or IPv6

Note:
L1: Nhan cho VPN
L2: Nhan trong mién MPLS, dwoc tao ra théng qua giao thirc LDP (Label Distribution Protocol)

Hinh vé 3.11: Qua trinh déng go6i va chuyén tiép géi tin trong ky
thuat Dual stack 6VPE
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3.3. M6 phong céu hinh chuyén dbi tir IPv4 sang IPV6 sir dung Ky
thuat Dual stack 6VVPE

3.3.1. Chuong trinh sir dung dé mo phong mang

Phan mém GNS3

3.3.2.  Md hinh trién khai:

3.3.2.1. Mo hinh két ndi hién tai caa mot nha cung cap dich vu

Mién MPLS
1.1.1.1/32
P1 Router

10.0.12.0/ 24/@ Q.ls.u;u
2.2.2.2/32 (= - 2.3.3.3/32
P2 Router P2 Router

10.0.35.0/24
10.0.24.0/24 I

4.4.4.4/32 .é PE1 Router PE2 Router é 5.5.5.5/32
-

Internet IPv4
203.162.0.0/24 203.162.1.0/24 @
203.162.2.0/24

CPE Router Internet
Gateway

Phan doan két ndi xudng khach hang

Phan hé Internet

Hinh vé 3.12: M6 hinh két noi hién tai cia mét nha cung cip
dich vu

Mo hinh két ndi gdm 03 phén hé:

- Phan h¢ MPLS

- Phan hé két ndi Internet

- Phan h¢ khach hang

3.3.2.2.  Yéu cau cua bai toan chuyén doi

CAu hinh chuyén ddi mo hinh hién tai dé c6 thé cung cép dich vu
IPv6 t&i khach hang thong qua nén mang 18i IPv4 MPLS dang chay ma
khong lam thay ddi cAu hinh thiét bi mang 16i MPLS.

3.3.3. Mo phong qua trinh chuyén doi tir IPv4 sang IPV6:

3.3.3.1. M0 hinh mang IPv4 hién tai

- Phan h¢ MPLS

22



- Phén hé két ndi toi khach hang
- Phan hé két ndi ra Internet

- Kiém tra dich vu
3.3.3.2.

M6 phong chuyén doi sir dung ki thuat Dual stack 6VPE

1.1.1.1/32

P1 Router

Mién MPLS

P2 Router

10.0.12.0/24
22.22/32 (=

10.0.24.0/24 I

10.0.13.0/24

3.3.3.3/32
P3 Router

\ 10.0.35.0/24

4444/32

PE1 Router

¢

2001:aaaa:aaaa::/64
203.162.0.0/24

CPE Router

Phan doan két ndi xudng khach hang

Hinh vé 3.13: M6 hinh chuyén doi IPv4 sang IPv6 sir dung k§

PE2 Router é 5.5.5.5/32
-

Internet 1Pv4

2001:bbbb:bbbb::/64
203.162.1.0/24 @
203.162.2.0/24
% /
= Internet IPv6

—

2001:ccec:cccc::f 64

Internet
Gateway

Phan hé Internet

thuat Dual stack 6VPE

Phan hé MPLS
Phan hé Internet
Phan h¢ khach hang
Kiém tra dich vu

3.3.4.
3.3.4.1.
duong ham bang tay.

So sanh véi phuong phap chuyén d6i khac
Mo phong chuyén doi tir IPv4 sang IPv6 sir dung k§ thuat

2.2.2.2/32 =

10.0.24.0/24 l

10.0.12.0/24

Mién MPLS
1.1.1.1/32
P1 Router
"a:‘qls,o/u
/ o .3.3.3/32

P2 Router P3 Router

S 10.0.35.0/24

é,

CPE Router

Phan doan két ndi xudng khach hang

1Pv6 Manual Tunnel
2001:aaaa:aaaa::/64

: ,
4.4.4.4/32 l é PE1 Router PE2 ngeré 5.5.5.5/32

T
o = 203.162.1.0/24 :
203.162.0.0/24 o h ~ :
R ~ b 203.162.2.0/24 >

g

Internet
Gateway

Phin hé Internet

Internet IPv4

Internet IPv6

1:bbbb:bbbb::/ 64 “é

200.

Hinh vé 3.14: M6 hinh chuyén déi sir dung k¥ thuit dwong ham bang tay
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- Thiét 1ap dich vu
- Kiém tra dich vu

3.3.4.2.

duong ham ty dong 6to4

10.0.24.0/ 24

10.0.12.0/ 24

2.2.2.2/32 (&

4.4.4.4/32 é PE1 Router

1.1.1.1/32

P1 Router

e

P2 Router

10.0.13.0/24

P2 Router

PE2 Router é 5.5.5.5/32
s

Mién MPLS

3.3.3.3/32

\ 10.0.35.0/ 24

Mo phong chuyén doi tir IPv4 sang IPV6 sir dung k thuat

Internet IPva

- T T~
- - = ~
. 6tod Tunnel S 203.162.1.0/ 24
-
203.162.0.0/ 24 P N
P o 203.162.2.0/ 24
LN

=
& B -

Internet IPv6

2001:aaaa:aaaa:: [ 64

CPE Router Internet

Gateway

Phan doan k&t ndi xudng khach hang

Phin hé Internet

Interface Tunnel trén CPE

Interface Tunnel trén Internet Gateway
2002:cha2:2::1/64

2002:cba2:102::1/64
Hinh vé 3.15: M6 hinh chuyén d6i sir dung k¥ thuit dwong ham tu
dong 6to4

- Thiét Iap dich vu

- Kiém tra dich vu

3.3.4.3. So sanh gitra Ky thuat Dual stack 6VPE véi Ky thuat
duong ham bang tay, k¥ thuat duong ham tu dong 6to4

3.3.4.4. Danh gia va két luan
Dual stack 6VPE 1a k¥ thuat pht hop dé thuc hién chuyén doi IPv4

sang IPv6 qua méi truong mang MPLS IPv4, ma khong lam thay doi ciu
triic mang 101.
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KET LUAN

Viéc chuyén doi dia chi IPv4 sang IPv6 13 xu hudng tat yéu d6i véi
tat ca cac nha cung cip dich vu trén thé gidi ciing nhu tai Viét Nam. K§y
thuat chuyén doi Dual stack 6VPE 1a phu hop khi thuc hién chuyén doi tir
[Pv4 sang IPv6 qua moi truong mang MPLS IPv4, trong d6 Dual stack
duoc trién khai trén phan doan tu thiét bi bién ctia nha cung cép dich vu
xubng khach hang, va két ndi ra mang ngoai; 6VPE trién dugc khai gitta
cac thiét bi bién MPLS; cau hinh trén thiét bi 16i MPLS khong thay doi.
Sau mot thoi gian nghién ctru, luan van da téng két duoc cac van dé sau:

< Tong quan vé IPv6, danh gia wu, nhuoc diém cua dia chi IPv6.

< Nghién ctru cac ky thuat chuyén d6i IPv4 sang IPv6, tir tong
quan, nguyén tac hoat dong dén tmg dung cta timg k¥ thuat.

< Mo phong cau hinh chuyén d6i tir IPv4 sang IPv6 trong méi
truong mang IPv4 MPLS st dung k¥ thuat Dual stack 6 VPE, trong d6 co
so sanh v&i két qua mo phong ciu hinh chuyén d6i khi str dung k¥ thuat
duong ham bang tay va ty dong, qua d6 khang dinh vu diém cioa k¥
thuat Dual stack 6VPE khi chuyén doi trén méi trudng IPv4 MPLS. Noi
dung mo phong ciing 14 tai liéu tham khao dé trién khai chuyén doi trong
thuc té.

< Ung dung trong viéc cung cip dich vu IPv6 t6i khach hang
thong qua mdi trudng mang IPv4 MPLS cua nha cung cip dich vu vién
thong, ma khong lam thay doi cau hinh trén thiét bi mang 16i MPLS.

Vi thoi gian co6 han, kién thirc con han ché nén ban luin van kho
tranh khoi nhitng thiéu sot, rit mong nhan dugc v kién gép ¥ cia céc
thay co.

Em xin tran trong cam on !
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