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LOI CAM ON

Truéc tién tdi xin guri 10i cam on sau sic nhat dén thay Lé Phé D6 va thay Phung
van On. Céc thay da tan tdm, tan luc hudng dan, dinh hudng phuong phap nghién ciu
khoa hoc cho 61, dong thoi ciing da cung cdp nhiéu tai liéu va tao diéu kién thuan loi
trong sudt qua trinh hoc tap va nghién ctru dé toi c6 thé hoan thanh luan van nay.

Téi xin duoc gt 161 cam on dén céc thay, cd trong bo mén Hé théng thdng tin va
khoa cdng nghé thong tin, Trudng Pai hoc Cong nghé - Pai hoc Qudc gia Ha Noi da
nhiét tinh giang day va truyén dat nhitng kién thuc, kinh nghiém quy gié trong suét
thoi gian toi hoc tap tai truong.

T6i xin gui 161 cam on dén cac ban hoc vién 16p K22-HTTT, nhiing nguoi dong
hanh trong suét khda hoc va cé nhiéu gop y bo ich cho t6i. Cam on gia dinh, ban bé da
quan tdm va dong Vvién gilp tdi c6 nghi luc phan dau dé hoan thanh tét luan van nay.

Do kién thuc va thoi gian ¢6 han nén luan vin chac chan khong tranh khoi nhiing
thiéu sot nhat dinh.

Mot lan nita xin guri 107 cam on chan thanh va sau sac.

Ha Noi, thang 7 nam 2017
Hoc vién thyc hién

Vwong Thi Hanh



LOI CAM DOAN

Ludn van thac si danh dau cho nhitng thanh qua, kién thic t6i da tiép thu duoc
trong suét qua trinh rén luyén, hoc tap tai truong. Toi xin cam doan ludn vin “Nghién
Ciru cdc phwong phap mdt ma dam bdo tinh toan ven di liéu trong trwong hec
théng minh”. dugc hoan thanh bang qua trinh hoc tap va nghién cau cua toi dudi su
huéng dan caa TS. Lé Phé P va TS. Phung vian On.

Trong toan bd nodi dung nghién ciru cua luan van, cac van dé dugc trinh bay 1a
nhitng tim hiéu va nghién ciu caa ca nhan toi hozc 1a trich dan cac ngudn tai lidu va
mét s6 trang web déu duoc dua ra & phan Tai liéu tham khao.

Tbi xin cam doan nhitng 151 trén Ia su that va chiu moi trach nhiém trugc thay cd
va hoi ddng bao vé luan vin thac si.

Ha Noi, thang 7 ndm 2017

Vwong Thi Hanh



DANH MUC VIET TAT

TT | Tirviét tat Tiéng anh Tiéng Viét
1 RSA Rivest Shamir Adleman Thuat todn mat ma hda khoa
cong khai
2 SHA 3 Secure Hash Algorithm -3 Thuat toan bam an toan SHA3
3 SHAKE Secure Hash Algorithm | Thuat toan bam an toan Keccak
Keccak
4 CKDT Electronic Signature Chir ky dién tir
5 CA Certificate Authority Uy quyén chang chi
6 UCLN U6e chung 1on nhat
7 CNTT Cong ngh¢ thong tin
8 PRF pseudo random function Chirc nang gia ngau nhién
9 MDC Modification Detection Code | M phat hién sira doi
10 NFC Near Field Communications | Cong cu két ndi khong day
11 MAC Message Authentication Code | Ma xac thuc thong diép
12 HMAC Hash Message Authentication | Ma xac thuc thong diép boi ham
Code bam
13 NIST National Institute of Standards | Vién tiéu chuan va cong nghé
and Technology Qudc gia (M)
14 CRHF Collision  Resistant  Hash | Ham bam khang xung dot
Function
15 OWHF One way hash function Ham bam mét chiéu
16 IP Internet Protocol Giao thuc giao tiép mang
Internet
17 LFSR Linear Feedback Shift Register | Thanh ghi phan hoi dich tuyén
tinh
18 v Initial Value Gia tri ban dau
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MG PAU
1. Tinh cép thiét cia dé tai luan vin

Mo hinh truong hoc théng minh 1a treong hoc c6 céc thiét bi hién dai bao gom:
May chua, may chiéu Projector, man hinh LCD, camera ghi hinh cung véi hé thdng
internet duoc két ndi dong bd. Str dung cac phan mém hd tro hoc tap, phan mém quan
ly hoc tap c6 thé giao tiép hai chiéu giita gi4o vién, hoc sinh va gia dinh. Giai phép
truong hoc théng minh d3 dwgc trién khai thanh cong tai nhiéu trudong hoc & MY,
Trung Pong va mot sé nude Chau Au, Chau A. Truong hoc théng minh tao moi
treong tt cho gido vién va hoc sinh hoc tap; nang cao chét luong day va hoc.

Tuy nhién, ciing véi lgi ich caa viéc sa dung phan mém quan 1y hoc sinh théng qua
mang internet 12 vin dé mat an toan thong tin nhu: mat mat dix liéu, ro ri thong tin 1am
anh huong nghiém trong dén nha trudng, thay cd va hoc sinh. Vi vay dam bao an toan
thong tin treong hoc théng minh 1a nhiém vu rat quan trong ma tdi dé cap trong luan
van nay. Truong hoc Viét Nam tuy c6 quan tdm nhiéu nhung chua dugc toan dién, nén
muc tiéu va d6i tuong ma t6i huong dén 1a “Nghién ciru cdc phwong phdp mat ma
ddam bdo tinh toan ven di liéu trong truwong hoc thong minh”.

2. Muc dich nghién ctru:

% Muc tiéu cta dé tai.

- Nghién ctu md hinh truong hoc thong minh.

- Nhan dién nhitng thach thiic va bién phap giai quyét dam bao toan ven dit liéu
noi chung va toan ven di liéu truong hoc noi riéng.

- Xay dyng chuong trinh mo6 phong

< P6i twong va pham vi nghién cau.

- Céac truong hoc va 16p hoc théng minh.

¢+ Phuong phap nghién ctu.

- Tim hiéu cac mé hinh 16p hoc théng minh trén thé gi¢i va Viét Nam ciing nhu
cac nguy co cia cdng nghé anh huéng dén trueong hoc.

Tim hiéu cac phuong phap mat mi dé dam bao toan ven di liéu truong hoc.

Phuong phép st dung ham bam SHA

Phuong phap dung ma xac thuc dir liéu MAC

Phuong phép dung chit ky sd

3. Ndi dung ciaia d@ tai, cac van dé can giai quyét.

a. Hwéng nghién cau:

Mo hinh truong hoc thong minh

Cac nguy co va cac cong nghé dam bao an toan dit liu.

b. N¢i dung:

Chwong 1: An toan thong tin ¢ trueong hoc théng minh

Chwong 2: Cac phuong phap mat ma dam bao toan ven dir li¢u

Chuong 3: Ung dung chir ky dién tir dam bao tinh toan ven dit liéu trong truong hoc
Chuong trinh demo.



CHUONG 1: AN TOAN THONG TIN O TRUONG HQC THONG MINH
1.1 TONG QUAN VE TRUONG HQC THONG MINH

Budc sang thé ky 21, cdng nghé thong tin duoc (ng dung manh trong qua trinh to
chic dao tao, thay doi noi dung, phuong phap giang day bam séat yéu cau thuc tién
theo xu thé chung thé gidi hinh thanh trudng hoc nén tang sé hoéa. Cong nghé 1a dong
luc then chét cho sy phét trién gido duc, chuyén ddi mé hinh gi4o duc thu dong sang
gi4o duc théng minh. Truong hoc thong minh da trién khai thanh céng ¢ nhiéu nuéc
My, Trung Déng va mot sé qudc gia Chau Au, Chau A. Gi4o duc ngay mot phat trién
kéo theo cé nhiéu phan mém gi4o duc ra doi, sach dién tir va cac wng dung khéc san c6
ngay mot da dang va phong pht hon. Truong hoc théng minh so véi phuong phap
giang day truyén thong 1a téi uu hoa vé thiét bi, tai liéu. Diéu nay tao giao tiép hai
chiéu giira gido vién va hoc sinh thuan loi hon. Viéc truyén dat cua giéo vién dé dang,
day du va da dang, hoc sinh tiép nhan kién thac dé hiéu hon, sau hon, chu dong hon.

Lop hoc théng minh — truong hoc théng minh chd trong vao gio day tuong tac va
quan Iy hoc tap. Giang day tuong tac d6 1a gio vién — hoc sinh c6 thé trao doi bai
giang, tai liéu, bai tap, cu hoi — tra loi,... thong qua man hinh twong tac. Ngoai ra,
gido vién c6 thé quan ly, theo ddi duoc qué trinh hoc tap caa tirng em théng qua tinh
nang quan ly tir may tinh PC giéo vién.

- Giang day tuong tac: hd tro bang céch sir dung céc chic niang chia sé man hinh,
man hinh giam sét cac hoat dong nhom, bai kiém tra va tham do ¥ kién,...

- Quan ly hoc tap: hd tro gido vién lap ké hoach quan ly khéa hoc, bai hoc.

Hau hét cac phong hoc duoc
két noi internet thong qua wifi |

hodac bang thong rong khong day m \/I
va co trang thiét bi may tinh dé Nasos Mo ot P o
ban, may tinh xach tay, may tinh :
ang,.. -

a N . ., . l. E-Board
Muc tiéu ciaa nha giao duc la

X\

Printer
cai tién co ban gido duc thong - i o i L ——
qua cong cu giang day tuong tic ¥ |
trong va ngoai lp hoc. m -

- : g — ’
-, Wey =

Hinh 1.1 Mo hinh l6p hoc thong minh
1.2 XAY DUNG TRUONG HQC THONG MINH O VIET NAM

Xay duyng md hinh “Trudng hoc théng minh” nham ti wu hoa cac thiét bi day hoc
dién tir hién dai nhu: May tinh chu két néi man hinh twong tac dién tir, may chiéu
Projecto hoic man hinh LCD, camera ghi hinh, laptop, ibad, ...cung véi hé théng
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internet dugc két ndi dong bo gita buc giang thong minh c6 bo xu 1y dién tir tiéu
chuan.

- Tao moi truong tdt cho tit ca hoc sinh hoc tap cd chét luong, hudng hoc sinh
vao su da dang, phong phu cua tri thirc nhén loai.

- La noi phat huy tinh tich cuc, tri théng minh caa hoc sinh trén con duong nhan
thuec.

- Tao mdi trudng 1am viéc hién dai cho Ban gidm hiéu nha trueong c6 thé quan ly
chit ch& duoc tirng gi4o vién, ting hoc sinh... bang mét phan mém quan ly hoc
tap théng qua hé théng internet.

Trén co s& cac chi phi, thong tu huéng dan va nhiém vu timg nim hoc cua cac cap,
ctia nganh vé ung dung cdng nghé thong tin; ké hoach phat trién tong thé ngudn nhan
lyc va trién khai ké hoach xay dung mé hinh trudng hoc théng minh, 16p hoc thdng
minh vé&i mot sé noi dung sau:

- Bam sat noi dung cac chi thi, nghi quyét, quyét dinh, thong tu hudng dan cua
nha nudc, Bo GD&PT. Céac van ban chi dao ciia nganh dé lam can ctr xay dung
ké hoach thyc hién mé hinh “Lép hoc thong minh” timg budc theo 19 trinh phu
hop voi diéu kién cia nha truong va dia phuong;

- Nbi dung ké hoach va viéc trién khai thuc hién ké hoach xay dung “truong hoc
théng minh” can dam bao: “Cong nghé hién dai -Tinh ning vuot troi - Than
thién dé sir dung”, tiét kiém, c6 hiéu qua, dam bao tinh kha thi cao;

- Viéc lra chon céc trang thiét bi, phan mém cho 16p hoc théng minh va quan ly
ctia nha truong thyuc hién theo cac huéng dan cua huyén, tinh va cia nganh,

Tuy nhién, kho khan 16n nhat hién nay 1a kinh phi. Diéu nay thé hién r trong viéc
nganh gido duc khuyén khich xay dung truong hoc théng minh va chi dugc hd trg
50% kinh phi, con 50% 1a nha trudng x& hoi hda. Mot sb truong PH 16n va cac truong
& trung tm duoc sy hd tro cia cong ty Samsung dd xay dung hé théng truong hoc
théng minh. Con lai cac trudng binh dan, & huyén hay mién ndi thi kho hay khéng thé
thuc hién duoc.Vi s6 tién dau tu vao trang thiét bi khong hé nho, trong khi d6 ngan
sach cia nha truong thi rat han hep. Pién hinh 13 cac truong xay dung md hinh
“truong hoc thong minh” nhu: Pai hocY Duoc TP. HCM, truong tiéu hoc Hoang Hoa
Tham, truong THPT Tran Phu, ...

Cac tiéu chi “ Truong hoc thong minh” nhu:

1. C6 lap dat hé thong internet bang thong rong.

2. CO it nhat 30% sb 16p hoc trong nha trueong dat tiéu chi 1a “Lép hoc thong minh”

3. CH hé thdng camera giam sat tai cac 16p hoc.

4. Quan 1y nha truong theo mé hinh hién dai, tng dung cac phan mém quan Iy truc
tuyén trong cong tac diéu hanh nha truong, phat huy tét cac chirc ning trang thong tin
dién tr ciia nha truong.

Dudi day 1a hinh anh giang dwong PH Y Dugc TP/CHM
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Hlnh 1 2: Gzang duong thong minh tru’ang DH Y Dugc TP.HCM
1.3 CAC NGUY CO MAT AN TOAN THONG TIN TRONG TRUONG HQC

Trong nhitng nim qua, tinh hinh an toan thong tin trén thé gii noi chung va Viét
Nam no6i riéng tiép tuc dién bién phirc tap. Tuy nhién cac t6 chtc gido duc dudng nhu
van chua thuc sy dugc quan tam, trong khi ddy 1a méi trudng chira rat nhiéu théng tin
nhay cam.

Diém khéc biét trong viéc quan ly mot hé thong truong hoc thdng minh gom nhiéu
hé diéu hanh s& khd kiém soat hon. Do d6 nha trudng can phai thay doi cach tiép can,
chuyén tir phong vé sang giam sat mang dé phat hién kip thoi dit liéu bi truy xuat bat
hop phap. Khdng nhiing thé, viéc theo dbi chat ché dir liéu vao ra qua hé thong giup
nha trudng nhan biét khi ndo va biét trude dugc nhitng bt on vira méi hodc dang xay
ra, nham bam st vy tan céng ngay tir khi mgi xuat hién dé giam thiéu nhiing tén that,
thiét hai do n6 mang lai.

Céc tai lidu khi duoc truyén tin trén mang thuong dbi mat véi nguy co bi mat an
toan nhu: bi truy cap bat hop phap, sao chép, luu trit hoic chuyén dén cho nhiing
nguoi khong dugc phép.

Bang cach sir dung cdng nghé ky thuat nhu bat goi tin trén dudng truyén, thAm
nhap tryc tiép vao may tinh chta dit liéu quan trong, hacker cé thé d& dang lay duoc
cac van ban nay. Viéc lay cap, truy cap lai cang dé dang hon néu nhiing c& nhan cé
muc dich x4u nay lai 1a nhitng nguoi c6 hiéu biét vé cong nghé thong tin hoic la
nhitng nguoi quan tri hé théng, quan tri tng dung trong co quan.

Da6i véi cac tai lidu co cac thdng tin bi mat khi trao d6i trong hé théng ma khéng cé
bién phap nao dé bao vé thi nguy co bi mat ATTT la vo cung 16n va nhu vay hau qua
cua viéc mat ATTT la khong thé luong duoc. Didu gi s& xay ra néu cac tai liéu, thong
tin nay lot vao tay ddi thu canh tranh hay nhiing ca nhan, t6 chtc c6 muc dich xau.



1.3.1 Nhitng méi de doa vé an toan théng tin trong trudong hoc

Dir liéu s 1a dit liéu cot 16i cua cac hoat dong trong truong hoc, chiing dam bao hé

théng may tinh van hanh tét. Dit liéu truong hoc ciing da dang va duoc xép vao ba
nhom chinh:

Dit liéu thudc vé tai san tri tué caa trudng can dugce luu trit, truy cap va st dung
thich hop dé phuc vu cong tac hoc tap, nghién ciru hay thwong mai. Di liéu nay
gom cac chuong trinh dao tao, giang day, cac nghién ctu cua gido vién, hoc
sinh.

Dit liéu c6 duoc do lién két vai céc to chie bén ngoai nhu t6 chie y té, chinh tri,
cac vién nghién ctu hodac doanh nghiép, co quan thuong mai ngoai nudc. Viéc
lien két véi nhiéu t6 chac khac nhau khdng con xa la véi cac truong Dai hoc —
Cao dang, tly thudc vao muc dich lién két ma nha trudng co duoc théng tin tir
t6 chtrc va nguoc lai.

Dir liéu phat sinh do hoat dong nha trudng gom cac thdng tin gido vién, sinh
vién, nhan vién, s6 liéu tai chinh. Nhom dit liéu nay cé thé coi 1a théng tin phap
luat nhay cam va la théng tin mang rui ro lon.

Ngudn dir liéu nha truong da dang va c¢d nhiéu dbi tuwgng co thé truy cap khién nha

truong phai d6i mat véi rat nhiéu rai ro. Nhiing ky thuat tin cong ngay cang dang dang
va phong phi. Dir liéu tir gido vién, nhan vién, hoc sinh truy cap 1a khong hé nho rat
nhiéu trong s6 d6 1a cac thong tin nhay cam. Bét ky di liéu riéng tu ndo bi truy cap trai
phép hoic sir dung sai muc dich ciing s& din dén hau qua khong thé luong trudge, mot
s6 anh hudng co thé ké dén nhu:

e Danh tiéng: cac théng tin vé hanh vi trom cap, phé hoai dit liéu s6 c6 thé gay hai

nghiém trong toi danh tiéng cua trudng trong mat hoc sinh — phu huynh, cac dbi
tac, cac doanh nghiép va chinh phu.

Phap ly: viéc danh mat théng tin nhay cam khién nha trudong c6 nguy co bi truy
t, xtr phat va phai boi thuong thiét hai.

Kinh té: danh mat théng tin vé cac nghién ciru, so hitu tri tué hoic chuyén giao
cong nghé cd thé gay thiét hai rat 16n vé kinh té, truc tiép lam suy yéu dén
truong hoc.

Hoat dong: cac cudc tin cong cd thé 1am té liét hé thdng, can tro hoat dong cua
nha truong, anh hudng téi co s¢ ha ting cta nha truong.

Tuy thuéc vao quy mo cua ting truong ma lwong luu trir, mac d6 quan trong cua

thong tin cling nhu hau qua khi bi tin céng s& khac nhau.

1.3.2 Nhirng loai hinh tan cong dir liéu



Pé xem xét nhitng van dé bao mat thong tin trén dudng truyén mang, ching ta lay
bdi canh sau: ba nhan vat tén 1a Ngoc, Lan va Nam, trong dé Ngoc va Lan thuc hién
trao d6i thong tin v&i nhau con Nam 12 ké xau, dat thiét bi can thiép vao kénh truyén
tin gitta Ngoc va Lan. Sau ddy 1a cac loai hanh dong tan cong cua Nam anh huong dén
qua trinh truyén tin.

- Xem trgm théng tin

Trong truong hop nay Nam chin cac thong diép Ngoc gui cho Lan, va xem noi
dung cua thong diép

Mam o /J ;
Proc nol dung thomo
digp clha FHaorong
% e ‘?
. — I WS
Ngoe | —— —— Lan

Hinh 1.3 Xem trom thong diép

- Thay déi théng diép
Nam chan cac thong diép Ngoc gui cho Lan va ngan khong cho cac thong diép nay
dén dich. Sau d6 Nam thay d6i noi dung cua thong diép va giri tiép cho Lan. Lan nghi
rang nhan duoc thong diép nguyén ban ban dau cia Ngoc ma khong biét rang ching
da bj stra doi.

Sira gin thong di¢p Huong
eiri cho Lan

»
i | WS
S — Lan

Hinh 1.4 Sita thong diép

- Mgo danh
Trong trudng hop nay Nam gia 1a Ngoc gui thong diép cho Lan. Lan khong biét diéu
nay va nghi rang thong diép 1a caa Ngoc.

Nam gia Huong gin thong digp
cho Lan

Hinh 1.5 Mao danh
6

g3
!



- Phét lai thong diép

Nam sao chép lai thong diép Ngoc guri cho Lan. Sau d6 mét thoi gian Nam guri ban
sao chép nay cho Lan. Lan tin rang théng diép tha hai van 1a tir Ngoc, noi dung hai
thong diép la gidng nhau. Thoat dau c6 thé nghi rang viéc phat lai nay 1a vé hai, tuy
nhién trong nhiéu trudng hop ciing truy ra tac hai khdng kém so véi viéc gia mao

thong diép.

Xét tinh hudng sau: gia st Lan 1 nhan vién ngan hang con Ngoc 1a mot khach
hang. Ngoc gui thong diép dé nghi Lan chuyén cho Nam 2000$. Néu Nam sao chép va
phét lai thong diép, Lan tin rang Ngoc giri tiép mot thong diép méi dé chuyén thém
cho Nam 2000$ nixa.

Sao chép thong diép cula
Huong va gin lu sau cho Lan

N > Lan u"‘

Hinh 1.6 Sao chép thong diép

1.4 GIAI PHAP PAM BAO AN TOAN THONG TIN TRONG TRUONG
Dé dir liéu trong trudng hoc duoc an toan, mang internet dwgc 6n dinh lau dai thi
can bo quan ly hé théng cong nghé thong tin truong hoc can thyc hién tét cac nhiém

vu sau:

- Ddnh gid rii ro bang cach xac dinh cac nhém dit liéu, phét hién 16 hong va thiét
lap cac wu tién quan ly.

- Xay dung va thuc hién nghiém tuc cac giai phap, chinh sach quan tri dir liéu,
thiét 1ap céac Iop an toan mang.

- Gidm sdt va bdo cdo dinh ky dya trén dac thd cua ting don vi, nhu thay doi
hanh vi, nhan thie nguoi dung, ddng thoi chia sé va cap nhat kién thie thuong
Xuyén.



-Nhan thirc day dd van dé
-Hiéu rd cac nguy co

Cap quan ly -Giam st cac chinh sach
va co s6 ha tang S Duy tri viéc cap nhat
s Lién két bén ngoai théng tin v& cac moi
: Truyén théng 1SN K& 11140, de doa, nguy co tir viéc
by hoc hdi nghién cuu thay déi hanh vi tai co
chinh sach va quan 5o

Iy théng tin
-Danh gia va béao cao rui ro
gf\@ -Xacdinh di liéu wu tién
U/ quan ly i -
Nhan vién -Tryc tiép la nguoi thay Goi
hanh vi
1
Lo |
thuwe hién quy trinh thuc hién cac giai
XU Iy div liéu phap bao mat

Hinh 1.7 Qui trinh quan Iy ATTT
1.4.1 Panh gia rii ro

Pénh gia, phan loai dugc dir lidu 1a budc dau tién trong qua trinh xay dung ké
hoach &ng ph6 phu hop. Vai trd cua dit liéu nhu thé ndo? Tam anh huéng cua ching
dén dau? D6 13 nhitng diéu can 1am rd dé danh gia rai ro. Nhing dix liéu quan trong c6
thé chia thanh ba nhom gia tri sau:

- Dt liéu str dung noi bo: nhitng dir liéu nay stir dung trong cac hoat dong hoc tap,
nghién ctu va lam viéc cua nha truong nhu tai liéu trong thu vién, gido trinh,
cac nghién ctru da duoc cdng bé.

- Dit liéu lién quan dén phép luat, cac hop dong co hiéu lyc: viéc quan 1y s6 lugng
hoc sinh, lién két véi cac truong, t6 chic doanh nghiép bén ngoai doi hoi nha
truong can nhan thicc day du trach nhiém cta minh véi nhitng dit liéu 1a dinh
danh, thng tin c& nhan, doanh nghiép, hop déng di ki két qua cac chuong trinh
hop tac véi nha truong.

- Dir liéu c6 gia tri kinh té hoac chinh tri: xac dinh loai dir liéu nay 1a thach thuc
I6n nhat d6i véi nha truong. CO thé khdng nhiéu ngudi 6 quyén biét va st dung
nhom dir liéu nay, tuy nhién viéc quan ly va thuc hién chuyén giao kién thuc
khong hé don gian.

1.4.2 Xay dwng va thuc hién nghiém tuc céac giai phap quan tri dix liéu, thiét lap
cac lop an toan mang.

Quan ly c6 hiéu qua la yéu té then chét cho su thanh cong trong viéc dam bao
ATTT cua céac to chic trong moi linh vuc khong riéng cac trudng hoc. Can bo, dic
biét d6i ngii quan ly hé théng cong nghé can phai nhan thic duoc nhiém vu cia minh
lién quan dén viéc bao vé dit liéu sb va cd bién phap thich hop dé dam bao rang ching
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phl hop Véi quy dinh cua phap luat. Tuy nhién, mdi don vi nha trudng & ¢ ciu tric
khac nhau vi vay khi thiét lap chinh sach, doi ngii quan tri phai tim cach tra 161 day du
cac cau hoi: Dir liéu nhay cam nam & dau? Ai sé hitu hoic kiém soat dit liéu? Thiét lap
quan ly dit liéu nhu thé nao? Céc kénh theo d&i va quan ly rai ro 1 gi?

Mot sé chinh sach nha tredong tham khao:

- Panh gia, ludong trudc nhing rai ro khi mat ATTT, c6 phuong an phan &ng kip
thoi.

- Pam bao khong cé kénh thdng tin lién lac khéng rd rang giira cac bd phan nim
giir, diéu khién dir liéu quan trong khéc.

- Xem xét vai tro cua kiém toan noi bo va bén ngoai dé danh gia hiéu qua cong
tac quan tri dir liéu va quan ly an ninh mang.

- Xem xét viéc thanh Iap maot ban quan tri chuyén duy tri giam sat, quan ly di li¢u
vé thé ché va rai ro an ninh mang.

Ddi véi cac trudng hoc théng minh phwong phap phan doan s& mang lai hiéu qua
cao hon cho quan ly dit lidu. Tuy nhién, nha trudng ciing c6 thé xem xét xay dung
“kho dir liéu” tap trung, thuc hién toan bo chinh sach va céng nghé cé tiéu chuan an
ninh trén “kho dit liéu” d6. Giai phap nay c6 nhugc diém 14 chi phi cao, doi hoi kinh
nghi¢ém quan ly cac loai dir liéu khac nhau.

1.4.3 Giam sat va bao cao dinh ky

Hiéu qua quan ly hé théng cong nghé sau khi da di vao hoat dong phu thudc hoan
toan vao qua trinh giam sat, tir d6 dua ra nhitng bao cao tong hop dé c6 dugc céi nhin
toan dién. Dua trén két qua do, ban quan 1y s& nhin ra vu, nhuoc diém dé c6 nhing
diéu chinh pht hgp. Céng viéc nay can phai thyc hién dinh ky.

Do tinh chét phét trién nhanh chong nén ¢ nhiéu méi de doa, qué trinh ra soat lién
tuc va cap nhat thuc té can thuc hién thuong xuyén. Hop tac voi doanh nghiép, t6
chie, cac truong trong va ngoai nude dé chia sé kién thire, hoc hoi kinh nghiém.

- Phdi hop chat ché giira hiéu truong, chuyén gia nghién ciu va nhan vién quan
ly dix liéu, an ninh mang dé hiéu rd cac mdi de doa, kip thoi dua ra giai phap.

- Khuyén khich trao ddi gitta cac phong ban, xay dung dién dan treong hoc, hoc
hoi kinh nghiém dé tang cuong hiéu biét cac mdi de doa di ting gap phai va
cuing nhau phong tranh hozc tim cach giai quyét.

- Pua ra cic chuong trinh dao tao, lién két gitra gido vién va hoc sinh trong
truong, tich hop thuc hanh quan ly an toan théng tin vao chuong trinh dao tao.

Viéc dam bao ATTT trong cac t6 chirc néi chung va truong hoc néi riéng 1a mot
thach thirc khdng hé don gian, nhat 1a khi cac mdi de doa dang khong ngirng phat trién
vé cach thirc, quy md. CAc to chirc can mot hé thdng quan Iy phu hop dé bao vé théng
tin nhay cam. Hé thdng nay phai dam bao: ¢6 thé xac dinh, danh gia va giam sat rui ro
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an ninh mang. Thuc hién quan Iy dix liéu hiéu qua va an toan. Kiém soat hé théng
CNTT sét sao, cap nhat thudng xuyén céc kién thic mai.

Bao mat thdng tin 1a trach nhiém cua toan bo té chirc, dyua trén su phdi hop hoat
dong gitra cac cap lanh dao, quan tri dit liéu, hé thong va nguoi ding.

1.4.4 Kiém soat truy cap internet

Can bd quan ly CNTT cua nha truong can dam bao hé thbng mang dugc an toan.
Duéi day 1a mot s6 van dé cho may chi wng dung va dich vu:

- Pbat cac may chu trong vung DMZ (la mot vung mang trung lap gitra mang noi
bo va mang internet). Thiét 1ap filewall khéng cho cac két ndi véi may chu trén
toan bo cac cong ngoai trir duoc st dung cho céac dich vu va ang dung ma may
chu st dung.

- Loai b toan bo céc dich vu khdng can thiét khoi may chu. Mai dich vu khéng
can thiét s& bj loi dung dé tin cong hé théng néu khong cé ché do bao mat tét.

- Khéng cho phép quan tri hé thong tir xa, trir khi né duoc dang nhap theo kiéu
mat khau chi st dung mét lan hay duong két ndi da dugc ma hoa.

- Gi6i han s6 nguoi ¢6 quyén quan tri hay truy cap muc tdi da

- Tao céc log file theo dBi hoat dong cua nguoi st dung va duy tri céc log file nay
trong moi treong dugc mé hoa.

- Hé théng diéu khién log file thong thuong duoc sir dung cho bat ky hoat dong
nao. Cai dat cac by macro dé giam sat cac cudc tin cdng vao may chu. Tao céc
macro chay lién tuc hoic it ra c6 thé kiém tra tinh nguyén ven cua file paswword
va céac file heé théng khac. Khi cac macro kiém tra su thay doi, ching gai email
tgi nha quan ly hé thong.

1.4.5 Pam bao an toan thong tin bang phwong phap mat ma

Mat ma 12 mot nganh khoa hoc chuyén nghién ctru cac phuong phap truyén tin bi
mat bao gém hai quéa trinh: ma héa va gigi ma. Bé bao vé thong tin trén dudng truyén
ngudi ta thuong bién doi thong tin truéc khi truyén di trén mang goi l1a ma hoa thong
tin, noi nhan phai thuc hién qua trinh gidi ma thong tin. Dé bao vé thdng tin biang mat
mi theo hai hudng: theo duodng truyén (Link Oriented Security) va tir nat dén nat
(end_to_end).

- Theo dwong truyén thong tin dugc ma hoéa dé bao vé trén duong truyén giira hai
nat ma khong quan tdm dén ngudn va dich ciia thong tin d6. Luu ¥ rang ddi véi
cach nay thdng tin chi dugc bao vé trén duong truyén, tac 1a & mdi nat déu cé
qua trinh giai ma sau d6 ma hoa dé truyén di tiép, do d6 cac nut can phai duoc
bao vé tbt.

- Tur mit dén nat théng tin trén mang dugc bao vé trén toan dudng truyén tir ngudn
dén dich. Thong tin s& duoc ma hda ngay sau khi méi tao ra va chi duoc giai ma
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khi vé dén dich. Cach nay c6 nhugc diém 14 chi ¢ dir liéu cua nguoi ding thi
méi ¢6 thé ma hoa duoc, con dir lidu diéu khién thi giit nguyén dé co thé xu ly
tai cac nut

Vai tro caa hé¢ mat ma.

- Dung dé che gidu ndi dung caa van ban rd: dam bao sao cho chi ngudi chii hop
phap cua théng tin méi ¢ quyén truy cap théng tin, hay ndi cach khéc 1a chong
truy nhap khong dung quyén han.

- Tao cac yéu td xac thuc thong tin: dam bao thong tin luu hanh trong hé thdng
dén ngudi nhan hop phép 1a xac thyc. To chic cac so d6 chir ky dién tir, dam
bao khong cd hién tuong gia mao, mao danh dé giri thdng tin trén mang.

11



CHUONG 2. CAC PHUONG PHAP MAT MA PAM BAO TOAN VEN DU LIEU
2.1 HE MAT MA

2.1.1 Pinh nghia hé mat ma

Mot hé mat ma 1a mot bo gom 5 (P,C,K,E,D) thao mén cac diéu kién sau:

P (Plaintext) la mot tap hop hitu han cac ban rd va dugc goi la khdng

gian ban ro.

C (Ciphertext) la tap hiru han cac ban ma duoc goi la khéng gian cac ban ma.

K (Key) la tap hitu han cac khoa hay con goi 1a khong gian khoa. Ddi voi mbi
phan tir k caa K dugc goi 1a mot khoa. S6 luong cua khong gian khoa phai Ion
dé khong c6 du thoi gian tha moi khoa.

E (Encrytion) 1 tap hop cac qui tic ma hda cd thé.

D (Decrytion) la tap hop céc qui tac giai ma cd thé.

Déi vai mdi k € K ¢ mot quy tic mi e, P — € va mot quy tic giai ma tuong ¢ng
di € D. Mdi e P = C vad: C = P lanhitng ham ma: di(ex(x)) = X v&i mdi x € P.

Ching ta biét thong tin thuong dugc té chic dudi dang ban rd. Nguoi giri s& lam
nhiém vu ma hda ban rd, két qua thu duoc goi 12 ban ma. Ban ma nay duoc giri di trén
mot duong truyén toi ngudi nhan, sau khi nhan duoc ban ma ngudi nhan giai ma no dé
nhan van ban.

Thuat toan dung khi sir dung dinh nghia hé mat ma:

E((P) = C, Dy (C) =P

2.1.2 Nhirng yéu cau d6i véi mot hé mat ma.

D6 tin cdy: Cung cap su bi mat cho cac théng tin va dit liéu duoc luu bang viéc
str dung cac ky thuat ma hoa.

Tinh toan ven: Cung cap su bao dam véi tt ca cac bén rang thong tin khéng bi
thay dbi tir khi gtri cho téi khi ngudi nhan.

Khong bi chai bo: Nguoi giri khdng thé tir chdi viéc da giri thong tin di.

Tinh x4c thuc: Nguoi nhan c6 thé xac minh dwgc ngudn tin minh nhan duoc 1a
dung dbi tac cua minh gui hay khong?

2.1.3 Phan loai hé¢ mat ma

Dua vao cach st dung khoa cé thé phan cac hé mat ma thanh hai loai:

e Hé mdt khoa @i xing 1a nhitng hé mat dung chung mot khoa ca trong qua trinh

ma hoa dit liéu va giai ma dix liéu. Do d6 khoa mat ma can phai ¢ mot duong
truyén an toan dé truyén dua khoa mat ma tir phia ngudi truyén t6i phia nguoi
nhan. Tinh an toan cia mat ma nay la su an toan cua khda mat ma. Néu nhu
khoa mat ma bj tiét 16, thi hé thong mat ma nay sé bi pha va.
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e H¢é mdt khoa bdr dai xirng 12 hé mat c6 2 khoa, mot khoa ¢é ma hoa va mot khoa
dé giai ma 1a khac nhau. Khoa dung dé ma hda c6 thé cong khai nhung khoa
dung dé giai ma phai gii bi mat. Trong cac hé mat nay, viéc phan phdi va thoa
thuan khoa duoc giai quyét mot cach tu dong, néu mot nguoi trong hé thdng
mudn gui thong diép cho B, ho lay khoa cong khai caa B trén mang dé ma hoa
thong diép va giri ¢én cho B, B dung khoa bi mat cua minh dé giai ma thanh
thong diép ban dau.

2.2. HE MA KHOA POI XUNG
Phuong phap Ceasar 1a phuong phap ma hoa don gian nhat cia ma hoa d6i xung.
phuong phap ma hoa dbi xiang dugc biéu dién bang md hinh sau:
bd sinh khoa

kénh an toan

O —")

K
¥ . . ¥
P . kénh thudng — P o
MNgwdd gitik  ————f Ma hda > Giai ma o MNgwiinhin
C

¥ -

. - M+ K

Pha ma e

> P

Hinh 2.1 Mé hinh md héa doi xirng
M® hinh gom 5 yéu té:

Ban rd P (plaitext)
Thuat todn ma hoa E (encrypt alorithm)
Khéa bi mat K (secret key)
Ban mé C (cipheetext)

o Thuat toan giai md D (decrypt algorithm)
Trong d6: C =E (P,K)
P=D (CK)

o O O O

Thuat toan ma hoa va giai ma su dung chung mot khoa, thuat toan giai ma la phép
toan nguoc cua thuat toan ma hoa. Vi vay mé hinh trén goi 1a phuong phap ma héa ddi
xang. Ban ma C duoc giri di trén kénh truyén. Do ban ma C dd duoc bién ddi so voi
ban rd P, cho nén ngudi thir ba can thiép vao kénh truyén cé thé Iy duoc ban ma C thi
van khong hiéu duoc y nghia ciia ban ma. Pay chinh 1a dic diém quan trong cia ma
hoa, cho phép dam bao tinh bao mat caa mot hé truyén tin. Mot dic tinh quan trong
cia mi hoa ddi xiing 1a khoa phai dugc giit bi mat gitta nguoi giri va nguoi nhan, hay
noi cach khac khoa phai duoc chuyén mét cach an toan tir ngudi giri dén ngudi nhan.
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Dic tinh quan trong thir hai caa mot hé ma hoa ddi xang 1a tinh an toan cua hé ma.
Tir mot ban ma c6 thé dé dang suy ra dugc ban rd ban dau ma khdng can biét khoa bi
mat. Hanh dong di tim ban rd tir ban ma ma khéng can khéa nhu vay duoc goi 1a hanh
dong pha ma. Do d6 mot hé ma hoa dbi ximg duoc goi 1a an toan khi va chi khi nd
khong thé bi pha ma hoic thoi gian pha ma la bat kha thi.

Mai héa ddi xieng c6 thé dwgc phan thanh hai loai:

Loai thir nhat tac dong trén ban rd theo tirng nhdm bits. Cac thuét toan ap dung
duoc goi 1a ma hoa khdi (Block Cipher). Theo d6, ting khdi dir liéu trong vin
ban ban dau duoc thay thé bang mot khoi dir liéu khac ¢ cing do dai. Ngay nay
cac thuat toan co kich thude chung mot khéi 1 64 bits.

Loai thir hai tac dong Ién ban rd theo tirng bits mot. Cac thuat toan ap dung dugc
goi la ma hda dong (Stream Cipher). Dir liéu cta van ban dugc mé hoa tieng bits
mot. Cac thuat toan ma hoa dong nay c6 téc do nhanh hon cac thuat toan ma hoa
khdi va né thuong dugc ap dung khi lugng dir liéu cAn ma hoa chua biét trudc.

Mot s6 thuat toan noi tiéng trong ma hoa d6i xang 1a: DES, Triple DES (3DES),

RC4, AES...

e DES (Data Encryption Standard), ban rd ( Plaitext) dwoc ma hoa theo ting khoi

64 bits va sir dung mot khoa 64 bits, nhung thyc té thi chi ¢ 56 bits 1a thyuc su
dung dé tao khda, 8 bits con lai dung dé kiém tra tinh chdn, l¢. DES la mot thuat
toan dugc sir dung rong rai nhat trén thé gioi. Hién tai DES khéng con dugc
danh gia cao do kich thuéc cua khda nho 56 bits, va dé dang bi pha va.
Triple DES (3DES): 3DES cai thién d6 manh cia DES bang viéc st dung mét
qua trinh ma hda va giai ma sir dung 3 khoa. Khéi 64 bits ciia ban rd dau tién s&
duoc mi hoa sir dung khda thtr nhat. Sau d6, dit liéu bi ma hoa dugc giai ma
bang viéc sir dung khoéa thir hai. Cudi cing, ma hoa lan nita voi chia khoa tha
ba dé thu duoc ma hoa cudbi.

C = Ex3(Dk2(Ek1(P)))

P = Dg1(Ex1(Dk3(C)))
AES (Advanced Encryption Standard) dwoc sir dung dé thay thé cho DES. N6
hd trg do dai cua khoa tir 128 bits cho dén 256 bits. AES dugc thiét ké béi Joan
Daemen va Vicent Rijmen, hai nha khoa hoc nguoi Bi. Phuong phap ma hoa
nay thich hop tng dung trén nhiéu hé théng khac nhau, tir cac thé théng minh
cho dén may tinh c& nhan. Céac thong tin tuyét mat s& phai dung khéa 192 hoic
256 bits. CAu trdc toan hoc cua AES khong giéng vai cac thuat toan khac, AES
c6 cau tric thuat toan kha don gian, rd rang. Hién tai ciu trac nay chua dan dén
mdi nguy hiém nao nhung mot s6 nha nghién ctu cho rang s& c6 nguy hiém

trong tuong lai.
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Uu nhwoc diém mé héa khéa déi xirng

- Uwu diém
o Giai ma va ma hoéa nhanh hon hé ma héa khoa cong khai.
- Nhuge diém
Vién dé thoa thuan khoa va quan Iy khéa chung 1 kho khin va phtc tap. Ngudi giri
va ngudi nhan phai ludn théng nhat véi nhau vé khoa. Viéc thay d6i khoa la rat kho va
dé bi 16. Khoa chung phai duoc giri cho nhau trén kénh an toan.

2.3 HE MA KHOA BAT POI XUNG

2.3.1 Gidi thi¢u chung

Y tuong cia hé mat cong khai duoc Diffie va Hellman dua ra nim 1976. Con viéc
thuc hién hé mat cong khai thi do Rivest, Shamir va Adleman dua ra dau tién nim
1977, ho dé xuat hé mat RSA[8]. Mot s6 hé mat khac dugc cong bd sau do, d6 mat caa
ching duya trén tinh toan khac nhau, dua trén d6 kho cua bai todn phan tich thanh nhan
tr nhu hé mat RSA, dua trén do kho cua bai toan logarithm roi rac hé mat Elgamal, hé
ma dua trén duong cong Elliptic.

So do va nguyén tac ma va gidi ma cua hé mat cong khai.

Bob
o] vares |+ O=w
mg, Ma hoa
Khéa céng khal
+ cua Alice

=
A;i._ . O

Khoa bi mat
cua Alice

Hinh 2.2. So d6 ma héa khéa cong khai

Hé mé cong khai str dung hai khda c6 quan hé toan hoc véi nhau, tuc la mot khoa
nay dugc hinh thanh tir khoa kia: Nguoi nhan ban ma tao ra mot khéa mat va tir khoa
mat tinh ra khéa cong khai vai mot thu tuc khdng phuc tap, con viée tim khoa mat khi
biét khoa cong khai 1a bai toan kho giai dugc. Khoa cong khai s& dua dén cho nguoi
giri ban tin qua kénh cdng cong. Va ban tin duoc ma hoéa bang khoa cong cong. Ban
ma truyén dén ngudi nhan va n6 duogc giai ma bang khéa mat.

Mat ma khéa cong khai cung cép co ché chix ky sé duoc xac thuc voi d6 bao mat
cao, thong diép ma nguoi nhan dugc la chinh xac dugc gui di tir nguoi gui. Cac chir
ky nhu vay duoc coi la chir ky sé twong duong véi chit ky that trén cac tai liéu duoc in
ra gidy. Str dung hop thirc cac thiét ké cé chét lwong cao va cac bd sung khac tao ra do
an toan cao.
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Uu diém va nhwoc diém caa hé ma héa khoa cong khai

U diém:

Don gian trong viéc luu chuyén khéa: Chi can ding ky mot khéa cong khai va moi
nguoi s& lay khoa nay vé dé trao doi théng tin véi nguoi dang ky. Vi vay khdng can
kénh bi mat dé truyén khoa.

Mdi ngudi co cap khoa cong khai — khda bi mat 1a cé thé trao doi théng tin vai tat
c4 moi ngudi. LA tién dé cho sy ra doi cua chir ky dién tir va cac phuong phap ching
thuc dién tur.

Nhuoc diém:
M4 hoa va giai ma cham hon hé ma hoa khéa d6i xtng.
2.3.2 HE mat RSA

Thuat toan dugc Ron Rivest, Adi Shamir va Len Adleman mé ta lan dau tién vao
nam 1977 tai hoc vién céng nghé Masachusetts (MIT) [9]. Pay 14 thuat toan dau tién
phU hop Véi viéc tao ra chir ky dién tir. N6 danh dau mot sy tién bd vuot bac cua linh
vuc mat ma hoc trong viéc st dung khoa cong khai. V& mit tong quéat RSA 1a mot
phuong phap ma hoa theo khéi.Trong d6 ban rd M va ban ma C 1a cac s6 nguyén tir 0
dén 2' véi i sb bits cua khéi. Kich thude thuong ding cua i 1a 1024 bits. RSA st dung
ham mét chiéu phan tich mot sb thanh thira s6 nguyén t6. RSA dang duoc sir dung
phd bién trong thuong mai dién tir dam bao an toan véi diéu kién do dai khoa du 16n.

RSA dap tmg diy dil yéu cau bao mat thong tin nén dugc st dung trong nhiéu phan
mém bao mat cua hé thong thu dién tar va hé thong quan 1y, diéu hanh, tac nghiép.
Hién tai hé mat ma RSA dam bao tinh riéng tu va xac thuc dir liéu s6. Dé dam bao an
toan thong tin trong qua trinh gui/nhan Email va truyén tai van ban qua mang khi sir
dung hé mat ma RSA la giai phéap tét va an toan nhat hién nay.

2.3.2.1 Nguyén tac thuc hién ciia RSA
Dé thuc hién ma hoa va giai ma, RSA dung phép lity thira module caa ly thuyét sé.
Cac budc thyc hién nhu sau [4]:

1) Chon hai s6 nguyén t6 16n p va q va tinh N=p g. Can chon p va q sao cho:
M< 2" <N<2'.Véii=1024thi N Ia mot sé nguyén dai khoang 309 chir s6
2) Tinhn=(p-1)(q-1)
3) Tim mot s e sao cho e nguyén té ciing nhau véi n
4) Timmotsddsaochod = e 1 modn
5) Luu giir bi mat cac hé s6 n, p va g . Chon khoa cong khai K, (e, N), khoa bi mat
Kr(d, N).
6) Viéc mé hoa thuc hién theo cong thuc:
- Theo phuong an 1, ma héa bao mat: C = E(M, K, ) = M€ mod N
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- Theo phuong 4n 2, ma hoa chung thuc: € = E(M, K, ) = M% mod N
7) Viéc giai ma thuc hién theo cong thuec:

- Theo phuong 4n 1, ma héa bao mat: M = D(C,Kz) = C* mod N

- Theo phuong 4n 2, mi hoéa ching thuc: M = D(C, Ky ) = C* mod N

Ban rd M c¢0 kich thudc i-1 bit, ban ma C co kich thudc i bit.

Dé dam bao rang RSA thuc hién dung theo nguyén tic cua ma hoa khéa cong khai,
ta phai chirg minh hai diéu sau:

Ban giai ma chinh 1a ban rd ban dau: M = M, xét phwong an 1:

Tu budc 4 ta suy ra:

ed = kn + 1 véi k la mot s6 nguyén nao do
Vay M= C*modN
= M® mod N
= M**1mod N
= Mk@-D@-D+1 mod N
Ta chitng minh; M¥P~D@D+1 = p1m6d p. Xét hai truong hop cua M:
e M chia hétcho p: M mod p = 0 do d6 M¥®P~DW@-D+1 = M = 0 mod p
e M khdng chia hét cho p, vi p 1a sb nguyén t5 nén suy ra M nguyén té
cung nhau véi p. vay:
d Mk®-D@-D+1 4, 51 p =M. (Mp—l)k(q—l) mop
= M.1%@=D mod p ( theo dinh Iy Fermat)
= Mmodp
vay: MMPTD@ D =y = 0modp voi moi M. hay néi cach khac
M*@-D@-D+1 _ 1 chig hét cho p. Chirng minh tuong ti ta 6
MFP=D@DH _ pr chia hétchoq. Vi p,g 1a hai sé nguyén t6 nén suy ra
MFP=DE=DH _ a1 chia hét cho N = p.qg
Tom lai:
MFP=DEDA = prmod N
Suy ra
M= M*PDE@DH p0d N = M (do M<N)

Vi e va d di xang nén ¢ thé thiy trong phurong 4n 2, ta ciing co6 M = M.

Khong thé suy ra tir Kg tir K., nghia 1a tim cap(d,N) tir cap (e,N):

C6 e va N, mudn tim d, ta phai dua vao coéng thuc: e.d = 1 mod n. Do d6 phai
tinh dugc n. Vi n = (p-1)(g-1) nén suy ra phai tinh dugc p va g. Vi N =pq nén ta chi co
thé tinh dwoc p va g tir N. Tuy nhién diéu nay la bat kha thi vi N =pqg 1a ham mot
chiéu. Vay khéng thé tinh dugc Kg tir K.
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2.3.2.2 So dd
Buéc 1. Tgo cap khoa (bi mdt, cong khai) (a, b)
Input: 2 sb nguyén té I6n phan biét p va q.
Output: Cap (n,b) la khoa cong khai.
Cap (n,a) la khoa bi mat.
Thuat toan
1. Chon bi mat sé nguyén t6 16n p va q.
2. Tinhn=p * q, cong khai n, dat P=C = Zn.
3. Tinh bi mat ¢(n) = (p-1).(g-1).
4. Chon khoa cong khai b < ¢(n), nguyén té vai ¢(n).
Khoa bi mat a a phan tir nghich dao cua b theo mod ¢(n) tuc 1a
a*b = 1(mod ¢(n)).
5. Tap cap khéa (bi mat, cdng khai) K = {(a, b)/a,b € Z,,
a*b =1 (modp(n))}.
Buéc 2. Ky sé:
Chitky trénx e Play =Sigk (x) = x* (mod n), y € A.
Buéc 3. Kiém tra cha ky:
Verk (x,y) =dang < x=Yy° (mod n).
2.3.2.3Vidu RSA
Buwoc 1. Tao khod (bi mat, cong khai)
Chon 2 s6 nguyén t6 p = 1009, q = 1153
1. n=p*q=1009*1153 = 1163377
2. ¢(n) = (p-1) * (g-1) = 1008*1152 = 1161216
3. Chon b =607 gcd (b, ¢(n)) = ged (607, 1161216) =1
4. Tinh
a=b™’ mod 1161216 = 835999 (bing thuat toan Euclide mé rong)
Khéa cdng khai = (n,b) = (1163377,607)
Khoé bi mat = (n, a) = (1163377,835999).
Buéc 2. Ma hoa
Dé ma hoa vin ban c6 gia tri x= 298, ta thy hién phép tinh:
c= x° (mod n) = 298%°" mod 1163377 = 549320
Buwoc 3. Giai ma

o
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Pé giai ma vin ban c6 gia tri 549320, ta thuc hién phép tinh:
y = c® = 549320%%%° mod 1163377 = 298
2.3.3 H¢ mat Elgama
Hé mat Elgama hinh thanh trén co s& bai toan logarith roi rac. Puoc dé xuit nim
1984, sau d6 chuan chit ky dién tir cia My va Nga hinh thanh trén co s& hé mat nay.
2.3.3.1 Nguyén tac hoat déng ciia khéa Elgama
Gia sir A va B muén trao di thdng tin mat véi nhau bang hé mat Elgama thi A
thuc hién qua trinh hinh thanh khéa nhu sau[4,6]:
1. Chon sé nguyén té du 16n p c6 chiéu dai 1a k sao cho bai toan logarithm roi
rac trong z, la kho giai.
2. Chon o« € Z; la phan tir nguyén thuy. Chon x la s6 ngau nhién sao cho
1<x<p.
3. Tinh gi& tri y théa mén cong thirc: y =x* mod (p).
Khoa mat 1a x, con khoa cong khai 1a 3 s6 (%, p, ).
2.3.3.2 Qua trinh ma hoéa ban tin
1. Chon s6 ngau nhién K.
2. Tinh ' = <X mod (p),
3. Tinh
C" = Ty¥ mod (N),
4. Nguoi gui bdn ma gom (€', C'") d&én ngudi nhan.
2.3.3.3 Qué trinh giai ma
1. Tinh gia tri:
Z=(C')*
2. Tinh gia tri nghich dao cua Z
Z Ymod (p)
3. Giai md theo ban ma C"":
T' =C".Z7Y mod (p).
T. Yk 0<% modp =T. o . oc® modp =T
Nhan dugc ban tin T ban dau.
2.3.3.3 Vidu Elgama
Gia st chon p =2357. « =2, X, = 1751.
Tinh khéa cong khai Y 5
Y, = «*4 (mod) = 21751 mod 2357 = 1185
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Khoa cong khai cua A (p=2357; < = 2; 1185)

Ky 1én birc dién m = 2035, chon k ngau nhién (k =1520)

Khi do:

Ci= ¥ modp = 252 mod 2357 = 1430

Co=(m X Y)Y mod p = (2035 x 1185°2%)mod 2357 = 697

Nguoi nhan B gui cho C; = 1430 va C, = 697 cho A

Giai ma: DBé giai ma A can tinh

(€Y modp = (Cl(p_l_y“‘)) mod p
= (1430357171750 )mod 2357 = 872
m=(C, x (€,") " )mod p = (872 x 697)mod 2357 = 2035
2.4 CAC PHUONG PHAP PAM BAO TINH TOAN VEN DU LIEU BANG

HAM BAM
2.4.1 Gi6i thiéu ham bam mat ma
Khéi niém

Ham bam mat ma 12 ham todn hoc chuyén doi mot thong diép co do dai bat ky
thanh mot day bits co do dai ¢ dinh (tdy thuoc vao thuat todn bam). Diy bits nay
duoc goi 1a thong diép rat gon (message digest) hay gia tri bam (hash value), dai dién
cho thong diép ban dau[6].

Ham bam khong phai 1a ma hda vi n6 khong dugc giai ma vé van ban ban dau, ma no
c6 chirc nang bam “mét chiéu”, va c6 mot kich thude ¢ dinh cho bat ky mét van ban géc.
Déi tugng chinh ciia ham bam hudng téi 14 tinh toan ven dit liéu. Bam thong diép xem dit
liéu d6 cd bi thay ddi/ hay dung 1a thong diép goc.

Gia tri bam 1a anh dai dién thu gon, van tay sé (digital fingerprint), hoic tom luoc
thong béo (message digest) xau dau vao. Cac ham bam mat ma dong vai trd quan trong
trong mat ma hién dai duoc ding dé xac thuc tinh nguyén ven di liéu va dung trong
qua trinh tao chix ki s6 trong giao dich dién ta. Mot 16p cac ham bam riéng duoc goi la
ma xéc thuc thong bdo (MAC) cho phép xéc thuc thdng bao bang cac ki thuat ma doi
xung.

Tinh chét co ban cia ham bim mat ma

- Giatri bam cua bat ky thong diép ndo cd thé duoc tinh toan mot cach dé dang.
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- Kh6 suy ra thong diép goc cua gia tri bam. Voi théng diép x thi dé dang tinh
dugc z = h(x), nhung lai khdng thé suy nguoc lai duoc x néu chi ¢ gia tri ham
bam h.

- V6i thong diép dau vao x thu duoc ban bim z = H(x) 1a duy nhét.

- Khéng thé thay d6i mot thong diép néu khong thay ddi gia tri bam. Néu dir liéu
trong thong diép x thay doi hay bi x6a dé thanh thong diép x’ thi h(x’) # h(x).

- Khéng tan tai hai thong diép khac nhau c6 gia tri baim nhu nhau (tinh chat khong
xung dot).

Phan loai ham bam mat ma

Ham bam
Khong khoa Co6 khoa
Phat hi¢n sira Céc ung dung Cac ung dung Xac thyuc théng
doi MDC khac khac diép MAC

OWHF CRHF

Hinh 2.3: So do phdn logi ham bam
Ham bam mdt ma cé khoa

Ham bam mat ma c6 khoa 1a ham bam c6 dit liéu ddu vao va kém thong diép khac
la mot khoda bi mat. Cac ham bam c6 khoa duoc st dung dé xac thyc thong diep va
thuong duoc goi la cdc thuat todn tao ma xac thuc thong bdo (MAC).

“Ham bam c6 khéa dwoc trinh bay trong phan ma xac thuc HMAC phan 3.3.4”

Ham bim mdt ma khéong khéa (cé ham biam dwa trén mgt ma khai)

Ham bam khong khéa 1a ham bam c6 dir liéu dau vao chi 1a thong diép, khdng
chia khoa. Ham bam khong khoa c6 mét s6 tinh chat nhu sau: Viéc dwa ham bam vao
dung trong so dd chir ky sé khong lam giam su an toan cua so dd chir ky sé vi n6 la
ban tom lugc thong diép/thdng bado — ban dai dién cho thong diép — duoc ky chir
khong phai 1a thong diép gbc. Ngoai ra, ham bam c6 kha ning chdng cy trudc cac tan
cdng mat mé, tirc 1 phai c6 céc tinh chat khang cu sau:
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Ham bam khang xung dot (duoc goi 1a khang khong xung dot manh): Nghia 1a kho
tim dugc hai thong diép (x, X') sao cho H(x) = H(x")

Vi du: Ta xét mot kiéu tan cong sau:

«  Pdng Ié: Thong tin phai duoc truyén ding tir A dén B

Ngudi  giri Xy =sig(h(x)) _ Nguoi nhan B

Hinh(a): Puong di dung cua thong tin

«  Nhung: Trén duong truyén, théng tin b lay trom va bi thay doi.

| G yIsigeheo) |

Ngudi giri =
A

Ngudoi nhan
B

=sigelh(x) )

((x)ysSis=({ %)
)

Ké nghe lén iy trém

Hinh (b): Théng tin bi ldy trém va bi thay déi trén dwong truyén
Hinh 2.4: Théng tin trén dwong truyén

Nguoi A gui cho B (X, y) véi y = sigk(h(x)) Nhung trén duong truyén, thong tin bi
ldy trom. Tén trom bang cach nao d6 tim dugc mot ban thong diép x’ sao cho h(x’) =
h(x) ma x’ # x. Sau d6, han dua x’ thay thé x rdi truyén tiép cho B. Ngudi B nhan dugc
va van xac thuc thong tin dung dan.

Ham bam khdng tién anh véi mot ma bam h bat ky, kho tim duoc mot thong diép x
nao sao cho h = hash(x). Him bam duoc xem 1a ham mat chiéu khi cho trudc gia tri
bam, khong thé tai tao lai thong diép ban dau, hay con goi 1a “tién anh”. Nhu vay,
trong trudng hop 1y tuong, can phai thyc hién ham bam 2" théng diép dé tim ra duoc
mot phuong phéap tin cong cho phép xac dinh duge “tién anh” tuong wng Vi mot gia
tri bam cho trudc thi thuat toan bam sé khdng con an toan nira.

Khang tien anh thi hai (tinh chong xung dét yéu khang) i: véi mot thong diép x bat
ky, kho tim dugc mot thong diép x” sao cho x’# X. Néu ham bam h cho thong diép
dau vao X (x’ # x) tao ra gid tri bam h(x), thi rat khé dé tim ra gié tri dau vao khac x’
sao cho h(x’) = h(x).

Chaéng va cham (hay con dwoc Qoi la ham bam khéng va cham): Khé tinh toan dé
tim duoc hai thong diép dau vao khac nhau (x # x) sao cho chung c6 cung gia tri bam.
Thudc tinh nay lam cho ké tan cong rat kho tim thay hai gia tri dau vao khac nhau ma
cuing gia tri bam. Ngoai ra, néu mot ham bam 1a chéng va cham thi né 1 hinh anh tha
hai chéng lai hinh anh truéce. Pay chinh 13 nghich Iy ngay sinh.
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Gia sir trong phong c6 30 sinh vién. Vay xac suat dé c6 hai SV c6 cung ngay sinh
1a bao nhi€u? (1 ndm 365 ngay khac nhau)

Theo nguyén ly chudng bd cau Dirichlet: can c¢6 365 +1 =366 ngudi thi ¢o thé tim
thiy hai nguoi ¢6 cling ngay sinh véi xac suat 100%. Vi vay véi 30 nguoi thi Xac xuat
nay la rat nho. Bidu ndy mudn néi 1én ring, trong nhiéu trudng hop xac suat dé hai
mau tin c6 cuing anh bam la khéng nho.

Y nghia ciia viéc ding thong diép va ham bim
Ham biam tro gitp cho cac so dd chit ky nham giam dung lwong cua dir liéu can
thiét khi truyén qua mang cua btc ky s6 dugc ky trén ban dai dién cua thong diép goc.

Ham bam thuong két hop véi chit ky sb dé tao mot loai chit ky dién tir an toan hon
va dung dé kiém tra tinh toan ven cua thong diép.

Ham bam khong khoa bao gdm cac I6p MDC (Modification Detection Code). Céc
MDC duoc sir dung dé tao ra anh dic trung cua thong diép, dam bao sy toan ven cua
dir liéu. Ban than MDC lai duoc chia thanh hai I6p ham sau:

- Ham bam mot chiéu (OWHF — One way hash function) c6 nghia 1a vdi mot ma
bam biét trudc, kho cd thé tinh toan dé tim ra thong diép dau vao c6 ma bam
bang voi ma bam dd cho. Ham bam mot chiéu théa mén tinh chat:

= Kho tim nghich anh.
= Khd tim nghich anh thi hai.

- Ham bam kho va cham (CRHF _ Collision Resistant Hash Function) c6 nghia 1a kho
c6 thé tinh toan dé tim ra hai thong diép khac nhau ma c6 ciing gia tri bam. Ham bam
kho va cham ngoai hai tinh chat co ban con thoa mén cac tinh chat sau:

= Khd tim nghich anh thi hai
= Kho va cham.
2.4.2 CAu tric ciia ham bim mat ma.

Thanh phan chinh cia mot ham bam 1a mét ham nén va cac ham bién ddi khac.
Ham nén duoc thuc thi nhiéu lan dé bam thong diép ban dau thanh mot chudi cé chiéu
dai ¢ dinh.

|

L

Théng diép co6 chiéu dai tuy y

l L i
L 1
"\ Ham nén / Diu ra chidu dai cé dinh
Cic bién d6i khac khéng bit budc

MA BAM

Hinh 2.5: Cdu triic tong qudt ciia ham bam

23



C6 rat nhiéu thuat toan ham bam cho dén nay sir dung chung mot céu tric co ban
cu thé gdm céc bude nhu sau:
- Tidnxaly
«  B6 dém tin nhan/thong diép.
«  Phan tich thong diép dém thanh cac khéi m bits.
Thiét lap gia tri khoi tao béi ham bam.
- Thudt todn bam bao gom:
« Tao ra cac trang thai tir thong diép dém (cing véi ham bam, hang so, chiéu dai
cb dinh)
«  Két qua gié tri bam dung dé xac dinh ban tom tat cua thong diép.
Budc 1: Phan chia thong diép dau vao c6 chiéu dai hitu han thanh cac khéi thong
diép con lién tiép co chiéu dai c6 dinh r (gia st my,m,,mz My
Budc 2. Do m ¢6 do dai bat ky nén ludn c6 mot bude thém bits phu sao cho chiéu
dai chudi mai m chia hét cho r (trong cac bits thém thuong thém 64 bits dé luu
lai chiéu dai ban dau cua chudi truéc khi chén).
Budc 3: Pua khoi thong diép con my,m,,m; . my sé lan lugt di qua mot ham nén f
cua ham bam b(m).
Budc 4: Két qua cua khdi tha mi.; sau khi di qua ham nén £ s& 1a nguon dit liéu vao
cho budéc thi i tiép theo.
Thiét ké thugt toan Hash

M6t ham bam 1a mot ham todn hoc gdm hai khéi kich thuéc ¢ dinh cua dir liéu dé
tao ra mot ma bam. Ma bam nay tao thanh mot phan caa thuét toan bam.Thanh phan
dau tién 1a ham nén nhan dau vao 1a mot chudi co chiéu dai bat ki va gia tri chaining
variable va cho dau ra la chudi cé chiéu dai ¢ dinh. Thanh phan thir hai 1a ham chuan
chudi dau vao, ham nay c6 nhiém vu bién chudi dau vao cé chiéu dai bat ki thanh
chudi cac bits, ma chudi nay 1a cé chiéu dai 1a boi sé cua cac khdi message block (co
chiéu dai 1a 512 bit hoac 1024 bits). O thoi diém bat dau gia tri khoi tao va gia tri cudi
cung cua cac chaining variable chinh la gia tri cia ham bam. Hinh minh hoa ham bam.

Data Block

Data Block ,

Mathematial Hash

Function Hash Value

Hinh 2.6: M6 hinh cdc khoi dit liéu sir dung ham bam
Thudt todn chung:
Given: compression function C: {0,1}"* x {0,1}™ - {0,1}"%;
n — bit constant IV
Input: message M
1. Break M into m —bit block My,....,.My, padding if necessary;
2. Let M., be encoding of |M;
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3.Lethy =1V;

4. for | =1 to k+1 let h; = C(h;.;, M));

5. Output hy1.

Thuat todn hash bao gom cac vong ham bim & trén nhu mot mat ma khéi. Mai
vong lay mot dau vao co kich thudc cb dinh, dién hinh 12 mot su két hop cac khéi tin
nhian méi nhat va dau ra 1a vong cudi cing. Qua trinh nay duoc l3p lai bao nhiéu vong
nhu vay s& bam hét toan bo tin nhian. So do cua thuit toan bam duoc miéu ta trong
minh hoa sau day.

Message Message
Block 1 Block n
Seed Value Seed Value Seed Value Seed Value

Hinh 2.7: M6 hinh thudt toan bam

2.4.3 Ham bam SHA ( secure hash algorithm)

SHA hay thuat toan bam bao mat la mot ho nhirng thuét toan bam mat méa do vién
tiéu chuan va cong nghé Québc gia (NIST) cong bd thudc tidu chuan xa ly thong tin
Lién Bang Hoa Ky (FIPS)[6,8,9]. Hién tai cd ba thuat toan SHA1, SHA2, SHA3 duogc
dinh nghia.

Duéi day cac thuat todn bam SHA

- SHA1

- SHA?2

+ SHA -224
+ SHA -256
+ SHA -384
+ SHA -512
- SHAS
+ SHA3 - 224
+ SHA3 — 256
+ SHA3 - 384
+ SHA3 - 512
2.4.3.1. SHA1 & SHA?2

Déi véi SHA 1 va SHA — 256, thong diép mé rong duoc phan tich thanh N khéi
512 bits M®, M@, ..., M™. Do d6 512 bits cua khéi dir liéu dau vao cé thé dugc thé
hién bing 16 tir 32 — bits, Mo" chwra 32 bits dau cua khdi thong diép i, M;® chua 32
bits ké tiép...
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Dbi voi SHA 384, SHA — 512 thong diép mé rong dugc phan tich thanh N khoi
1024 bits M®, M@, MM Do d6 1024 bits cua khdi dit liu ban diu vao cé thé dugc
thé hién bang 16 tir 64 bits, M, chira 64 bit dau cua khéi thong diép i, M,? chia 64
bits ké tiép... My chua 64 bits cudi cuing.

Truéc khi thuc hién bam, voi mdi thuat toan bam an toan, gia tri bim ban dau HO®
phai duoc thiét lap. Kich thudc va sb luong tir trong H® tly thude vao kich thude
thong diép rut gon.

Céc cap thuat toan SHA — 224 va SHA — 256; SHA — 384 va SHA — 512 c6 cac
thao tac thyc hién gidng nhau, chi khac nhau vé sé luong bits két qua cia thong diep
rit gon. Noi cach khac, SHA -224 st dung 224 bits dau tién trong két qua thong diép
rat gon sau khi ap dung thuat todn SHA — 256. Tuong ty SHA — 384 va SHA — 512 st
dung 384 bits/512 bits dau tién trong két qua thong diép rut gon.

Khung thudt toan chung cua cac thugt toAn SHA

Trong cac ham bam SHA, chiing ta can sir dung thao tac quay phai mét tir, ky hiéu
la ROTR, va thao tac dich phai mot tur, ky hiéu SHR.

Khung thuat toan chung cho cac ham bam SHA

Fori=1toN
Fort=0 to15
Wt = Mt(i)
End for

Fort =16 to scheduleRound
Wt = O‘l(Wt -2 ) + Wt'7 + G(m ‘15) + Wt -16

End for

a=Hq(i-1)

b = Hy(i-1)

c = Hy(i-1)

d = Ha(i-1)

e =H,Y
f=HY
g=Hg"Y
h=H,"
fort=0to 63

T,=h+Y,(e) + Ch(e,f,g) + Ki + W,
T, = X10(a) + Maj(a,b,c)

h=g
g=f
f=e
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e=d+T;
d=c
c=b
b=a
a=T+T,
end for
Ho = a + H,™Y
H,0= b + H,(D
H,® = ¢ + H,0
Hy® = d + HaD
H,® = e + H,0D
He® = f + H0D
He® = g + Hg
H,® = h + H,D

End for

MJi thuat toan ¢ bang hang s6 phan bé thong diép twong tng. Kich thudc bang
hang sb thong diép cia SHA — 224 va SHA -256 1a 64 bits, kich thuéc bang hing sé
thong diép cua SHA- 384 va SHA — 512 la 80 bits.

Cdac ham dwotc sir dung

SHA1
ch(xy,z) =xny) P (xnz) 0<t<19
JParity(X,y,z) =x Py Dz 20<t <39
fe(x,y,2) = Maj(x,y,z) = (xNy) ® xnz)®(y nz) 40<t <59
Parity(x,y,z) =x @y Dz 60 <t <79

SHA -224 va SHA -256, sur dung cac ham sau:
Ch(x,y,z2)=(x Ny)Q (—~x Nz
Maj(x,y,z) =(x Ny)® (xNnz)® (ynz)

Z (x) = ROTR? (x) ® ROTR®(x) ® ROTR?(x)
0

Z (x) = ROTR® (x) ® ROTR(x) ® ROTR?>(x)

8, (x) = ROTR? (x) ® ROTR (x) ® SHR3(x)
8, (x) = ROTRY (x) ® ROTR™ (x) ® SHRY(x)
SHA -384 va SHA -512, chung ta stir dung cac ham sau:
Ch(x,y,z2)=(x Ny) Q (-~x Nz)
Maj(x,y,z) =(x Ny)® (xNnz)® (ynz)
Z (x) = ROTR?® (x) ® ROTR*(x) ® ROTR?(x)

0

Z (x) = ROTR™ (x) ® ROTR™®(x) ® ROTR™.(x)
1
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8o (x) = ROTR! (x) ® ROTR® (x) ® SHR(x)
8, (x) = ROTR (x) ® ROTR®! (x) ® SHR®(x)

Sy khac biét chinh cua cac thuat toan 1a sb lwong bits bao mat cua dit liéu dwgc
bam diéu ndy anh huéng truc tiép dén chiéu dai cua thong diép rat gon. Khi mot thuat
toan bam duoc sir dung két hop véi thuat toan khac doi hoi phai cho két qua sb luong
bits twong (ng.

Vi du, néu mot thong diép duoc ky véi thuat toan chix ky dién tir cung cip 128 bits
thi thuat toan chir ky doé co thé doi hoi st dung mét thuat toan bim an toan cung cip
128 bits nhu SHA — 256.

Bang 2.1: Bang so sanh giira ham bam SHA1 va cac ho ham bam SHA 2

Kich thuéc (bit)

Thuat toan , Thong diep (;)o?qzivr]i:tﬁ?tr;)

Thong di¢p Khoi Tu , i '

rut gon

SHA 1 < 2% 512 32 160 80
SHA -224 < 2% 512 32 224 112
SHA — 256 < 2% 512 32 256 128
SHA — 384 <2+ 1024 64 384 192
SHA -512 < 218 1024 64 512 256

2.4.3.2. Ham bam SHA3

Trong thang 11 nam 2007 Vién Tiéu Chuan va Cong nghé Qudc gia My (NIST) da
mé& mot cude thi dé phat trién thuat toan ham “bam” mai thay cho SHA2. Cac thuat
toan bam mai s€ duoc goi la Secure Hash Alorithm — 3 (SHA3) [10,11,12,13]. C6 56
trong d6 64 mau thiét ké da tham gia cudc thi SHA3, 51 mau dé trinh da lot qua vong
1 va vao ngay 01 thang 11 nam 2008, 14 miu da lot vao vong 2. Chung két thiét ké
SHA -3 d4 duoc cong bd vao ngay 09 thang 12 nam 2010. Cac thuat toan cudi cling
dugc coi nhu mot ung ctr vién thay thé cho SHA -3 lad BLAKE, Grostl, JH, Keccak
va Skein. Céc tiéu chi lya chon bao gom viéc thuc thi trong ca phan mém va phan
ctng, dung lwong thuc hién phan cing, phan @ng véi nhitng nguy co tan cong tét nhat
va du khac biét vai cac tng vién Khéc.

Trong thang 10 nim 2012, Vién Tiéu Chuan va cong nghé (NIST) dd chon cac
thuat toan Keccack nhu 1a tiéu chuan mai SHA — 3. Ham bam duoc thiét ké boi Guido
Bertoni, Joan Daemen, Michael Peeters va Gilles van Assche. Cac hoan vi co ban
Keccak tao diéu kién cho viéc ma rong cac chirc ning ma hoa hoan vi dua trén hoéan vi
bd sung.

Thuat toan SHA -3 bao gom:

- Bon dang ham bam mat ma la: SHA3-224, SHA3-256, SHA3-384, SHA3-512.
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- Hai dang ham bam ma& rong la: SHAKE-128, SHAKE- 256.
1. Trang thai Keccak
Trong phan nay, cac hoan vi Keccak — p duoc xac dinh véi hai tham sé:

- Do dai cb dinh cua chudi hoan vi duoc goi 1a chiéu rong caa hoan vi
-S4 1an Iap lai caa mot chuyén doi dugc goi 1a mot vong.

SHA3 12 t6 hop cac ham sponge duogc dic trung boi hai tham s, toc do r bits va
cuong do an toan c. Téng, r+c xac dinh dg rong cia ham bam SHA3. Phép hoan vi
duoc sir dung trong viéc xay dung Sponge va gidi han gia ti cuc dai la 1600.

Chiéu rong duoc biéu thi bai b va sé vong duogc biéu thi bai n,. Cac Keccak — p

hoan vi véi s6 vong la n, va chiéu rong b dugc ky hiéu Keccak — p[b n,].

MJ3i ham nén Keccak 1a duy nhat bao gdm 24 dang vién dan va mdi vong duoc
chia thanh nam buéc la: 8(A4), Rho (p) va Pi (), Chi(X), lota(i) (sé tuong iing véi 5

thugt toén sé trinh bay bén dudi)

Keccak—p, ky hiéu bai Keccak — f[b], trong b € {25,50, 100, 200,400,800,1600}
la mién cua phép hoan vi. Mién cia phép hoéan vi ciing 1a mién cua trang thai trong
viéc xay dung sponge. Dic ta nay chta hai s6 lién quan dén b: b/25 va log,(b/25), ki

hiéu bai w va [,

Bang 1.2: Keccak — p hoan vi chiéu réng va céac so liéu lién quan.

B 25 50 100 200 400 800 1600
w 1 2 4 8 16 32 64
l 0 1 2 3 4 5 6

a. Thanh phan ciia mang trang thai ham bim SHA3

Trang thai: mang 5 x 5 x 2' bits vao trong d6 | dao dong tir 0 dén 6. Trong d6

2' bits 12 (1, 2, 4, 8, 16, 32 hoic 64). (b = 25.2")
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Hinh 2.8 Qui wdc dat tén cho cdc trang thdi ciua keccak —p
b. Chuyén dang chudi thanh dang mang cac trang thai

Cho S biéu thi mot chudi b- bits trang thai dai dién cac trang thai cho
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Keccak-p[b, n;] phép hoan vi. Mang trang thai twong wng biéu thi 1a ma tran A
dugc dinh nghia nhu sau:

Véoi bo (X,y,2) sao cho 0 <x <50<y <5wva0 <z <w;cd 24 vong nen
(core) cua SHA 3 va mdi vong gom 5 budc Theta (0), Rho (p), Pi (n), Chi (y) va Iota

(i)

A[0,0,0] = s[0]
A[0,0,1] = S[1]
A[0,0,2] = S[2]

A[0,0,61] = S[61]
A[0,0,62] = S[62]
A[0,0,63] = S[63]
Va
A[0,1,0] = S[320]
A[0,1,1] = S[321]
A[0,1,2] = S[322]
A[0,1,61] = S[381]
A[0,1,62] = S[382]
A[0,1,63] = S[383]
Va
A[0,2,0] = S[640]
A[0,2,1] = S[641]
A[0,2,63] = S[703]

A[1,0,0] = S[64]
A[1,0,1] = S[65]
A[1,0,2] = S[66]

A[1,o,61] = S[125]
A[0,0,62] = S[126]
A[0,0,63] = S[127]

A[1,1,0] = S[384]
A[1,1,1] = S[385]
A[1,1,2] = S[386]

A[1,1,61] = S[445]
A[1,1,62] = S[446]
A[1,1,63] = S[447]

A[1,2,0] = S[704]
A[1,2,1] = S[705]
A[1,2,63] = S[767]

A[4,0,0]= S[256]
A[4,0,1] = S[257]
A[4,0,2] = S[258]

A[4,o,61] = [317]
A[4,0,62]= S[318]
A[4,0,63]= S[319]

A[4,1,0] = S[576]
A[4,1,1] = S[577]
A[4,1,2] = S[578]

A[4,1,61]:. [637]
A[4,1,62]= S[638]
A[4,1,63]= S[639]

A[4,2,0]= S[896]
A[4,2,1]= S[897]
A[4,2,63]= S[959]

c. Chuyén mang trang thai thanh dang chudi

A la mang trang thai, S biéu dién chudi tuong tmg duoc xay dung tir lanes va
planes cia mang A. D6i vai mdi cap sé nguyén (i, j)sao cho 0 <i <5va0<j <
5, xac dinh chudi Lane(i,j) nhu sau:

Lane(i,j) = AlLj, O]l ALL j, 1T [l ALLj, 2]II. .|| AlL,j, w — 2] || ALL, j,w — 1]

Vi du: b =1600 véi w = 64

Lane (0,0) = A[0,0,0] || A[0,0,1] || A[0,0,2] [ ... || A[0,0,62] || A[0,0,63]
Lane (0,1) = A[1,0,0] || A[1,0,1] || A[1,0,2] || ... || A[L,0,63] || A[1,0,63]
Lane (2,0) = A[2,0,0] || A[2,0,1] || A[2,0,2] | ... | A[2,0,62] || A[2,0,63]

V6i s6 nguyén jsao cho 0 < j < 5, xac dinh chudi Plane(j).
Plane(j)= Lane(0, j) || Lane(1, j) || Lane(2, j) || Lane(3, j) || Lane(4, j)
Thi
S = Plane(0) || Plane(1) || Plane(2) || Plane(3) || Plane(4).
Vidu: b=1600,w=64
30



S= A[0,0,0] || A[0,0,17 ]I A[0,0,2] || ... [| A[0,0,62] || A[0,0,63]

I ALL,0,0] [| A[1,0,1] || A[1,0,2] |

| A[2,0,0] | A[2,0,1] | A[2,0,2] |} ...
1 A[3,0,0] [| A[3,0,1] [| A[3,0,2] |} ...
| A[4,0,0] [| A[4,0,1] | A[4,0,2] ]} ...

|| A[0,1,0] || A[O,1,1] || A[O0,1,2]]] ...
|| A[1,1,0] || A[1,1,1] || A[1,1,2] || ...
|| A[2,1,0] || A[2,1,1] || A[2,1,2] ]| ...
|| A[3,1,0] || A[3,1,1] || A[3,1,2] || ...
|| A[4,1,0] || A[4,1,1] || A[4,1,2]]] ...

|| A[0,4,0] || A[0,4,1] || A[0,4,2] ]| ...
|| A[1,4,0] || A[1,4,1]]| A[1,4,2]] ...
| A[2,4,0] || A[2,4,1] || A[2,4,2] ]| ...
| A[3,4,0] || A[3,4,1] ]| A[3.4,2] ] ...
|| A[4,4,0] || A[4,4,1] || A[4,4,2] ] ...

a) Pic ta thuat toan theta 6(4)
Thuat toan 1: 6(4)

Inphut:

State mang A

Output:

State mang A’

Céc budc:

| A[1,0,62] || A[1,0,63]
| A[2,0,62] || A[2,0,63]
| A[3,0,62] || A[3,0,63]
| A[4,0,62] || A[4,0,63]

| A[0,1,62] || A[0,1,63]
| A[1,1,62] || A[1,1,63]
| A[2,1,62] || A[2,1,63]
| A[3,1,62] || A[3,1,63]
| A[4,1,62] || A[4,1,63]

|| A[0,4,62] || A[0,4,63]
|| A[1,4,62] || A[1,4,63]
| A[2,4,62] || A[2,4,63]
|| A[3,4,62] || A[3,4,63]
|| A[4,4,62] || A[4,4,63]

2. Pic ta thuit toan chuyén trang thai caa Keccak —p[b,n,]

1. Pbi voi tat ca cac cap (x,z) saocho 0 < x <5va0 <z<w
Clx,z] = A[x,0,z] @ Alx,1,2z] @ A[x,2,z] Q A[x,3,z] Q Alx, 4, z].
2. Bdi véi tat ca cac cap (x,z)sa0cho 0 < x <5va0 <z<w
D[x,z] = C[(x — 1)mod 5,z] @ C[(x + 1)mod 5, (z — 1)mod w].

3. Ddi voi toa do (x,y,z)saocho 0 < x <50<y<50<z<w
A'lx,y,z] = alx,y,z] @ D[x, z].

Hiéu qua cua 0 1a @& XOR céc bits trang thai chan 1& voi nhau gitra hai cot trong
mang. Dac biét vai ma tran A[Xo,Yo 2] toa do cia x 1a (X -1) mod 5, véi cung toa do z,
trong khi toa d6 x cua mét cot khac la (xo +1) mod 5, vai z — (zo — 1) mod w. Hinh

minh hoa bén dudi cta 0 , 3 ki hiéu tong, XOR tong cua tt ca céc bit trong cot
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Hinh 2.9: Minh hoa ciia 6 dp dung cho mét bits don.

b) Piac ta thuat toan 2 Rho p(A)
Input:
State mang A
Output:
State mang A’
Cac buac:
1. V6iV Zsaocho 0 <z <w,A'[0,0,2] = A[0,0, 7]
2. (x,y) = (1,0).
3. Cho t chay tur {0,..,23}
a. Voi Vzsaocho0<z<w, A'[x,y,2z] = Alx,y, (z

b. (X,y) = (y,(2x+3y) mod 5)
4. Quay lai A’'.

Hiéu tng cua p dé xoay céc bit cia mdi Lane theo chiéu dai 1a mot khoang chénh
“called the offset” ngoai ra né con phu thudc toa d6 cb dinh x va y cua lane. Béi voi
mdi bit trong lane toa d6 z duoc sira ddi bang khoang chénh “offset”, lane chia thanh
cac modulo.

(t+1)(t+2)
- T) mod w.

Bang 2.1: offset cia p

X = X=4 x =0 x=1 X =
y=2 | 153 231 3 10 171
y=11] 55 276 36 300 6
y=0 ] 28 91 0 1 190
y=4 1 120 78 210 66 253
y=31 21 136 105 45 15

Mot minh hoa cta p cho treong hop w=8 (hinh dudi). Qui udc dan nhan cho toa do
X va y trong hinh 3.8, tuong ttrng vai cac hang va cot trong bang 3. Vi du: Lane A[0,0]
duoc mé ta gitra bang va lane A[2,3] dugc mo ta & dudi cung hau hét bén phai bang.

T

Hinh 2.10: Hinh minh hoa cua p voi b = 200
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D6i véi mbi lane trong hinh 2.11, ddu chAm den chi ra cic toa d6 z bits 12 0 va
khdi hinh md chi ra vi tri cua bits sau khi thuc hién p. Cac bits khac cua lane bing
khoang chénh “offset”. Vi du, khoang chénh cho lane A[1,0] Ia 1, Nén bits cudi cung
cua z 1a 7 khi dich chuyén sang vi tri phia truéc ma phdi hop véi z 13 0. Do d6, cac
“offset” ¢ thé duoc giam kich thudc xudng 1a module.

c) Pacta thuat toan pi (w)

Thuat toan 3: w (A)

Input:

State mang A.

Output:

State mang A’

Cac buoc:

1.voiVv (Xy,z)saocho0 <x<5val0<z<w

A'lx,y,z] = [(x + 3y)mod 5, x, y].

2. Quay lai A’.

Hiéu ¢ng cua 7 1a sap dat lai vi tri cua lane, dugc minh hoa bang lat cat hinh 2.8
Qui udc cho nhéan toa d6 minh hoa & hinh 2.10. Vi du, c4c bits toa 40 x=y =0 dugc
mo ta ¢ gitra slice.

- > -* L
= T S
2 ol - le
. | | L ]
- - g
» | -, - -
- ™ .| - |
@) @ - )
- - I = [
e [ ¥ -

Hinh 2.11: Minh hoa mét lat cdt cia

d) Thuat toan 4 Chi(X);

Input:

State mang A.

Output:

State mang A'.

Cac buoc:

1.V6iv (xy,z)soacho0 <x<50<y<5va0<z<w

Alx,y,z] = Alx,y,z] ® ((A[(x + 1)mod 5,y,z] ® 1). A[(x + 2)mod 5,y, Z]).

2. Quay lai A’

O budc 1 dau cham bén phai 1a phép nhan sé nguyén, trong duong véi biéu thirc
boolean “AND”.

Hiéu ung cua X 1a ¢& XOR ting bits véi ham phi tuyén tinh “non —linear” cua hai
bits khac dugc minh hoa trong hinh 2.12 dudi day.
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Hinh 2.12: Minh hoa mé hinh thugt todn Chi(X)
e) Thuat toan 5 (lota): j(A,i;)
Input
State mang A
Round index i,.
Output:

State mang A'.

Cac buoc:
1. For all triples(x,y,z) sa0 cho 0 < x <5 0<y<5va0<z<w, A[x,y,2z] =
Alx,y, z].
2. Let RC =0%.
3. For j from 0 to | RC[2! — 1] = rc(j +7iy).
4. Forallzsaocho 0 <z <w, A'[0,0,z] = A'[0,0,z] ® RC|[z].
5. Return A’.
Hiéu &ng cua thuat toan j 1a dé sira doi mot sb bits caa lane (0,0) theo chi muc tron,
24 lane khong bi anh huong bai i.
3. Xay dwng Sponge.
Xay dung sponge 1a mot khuan kho dé xac dinh cac ham dang nhi phan véi do dai
dau ra tly y. Viéc xay dung sir dung ba thanh phan sau:
- Ham co ban vé chudi c6 chiéu dai ¢6 dinh, ki higu la f.
- Mot tham bién tc do, ki hiéu lar.
- Mot quy tac chém/thém, ki hiéu la pad.
Xay dung sponge dugc minh hoa trong hinh 2.13.

NI =
v 4
(pad } ! (|| ¢
- Y Y Y - Y
b 4 i v b4 :
T 8] == T
f f f R f
c (8] E
~— N~ ~— ~— ~— ~—
absorbing : squeezing
sponge

Hinh 2.13: Xay dung sponge: Z=SPONGE[f,pad,r](M,d).
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Ham f anh xa mot chudi cé chiéu dai c¢b dinh, ki higu b, dén chudi c6 chiéu dai
tuong tu. Ty 18 r 12 s6 nguyén duong nhé hon so v&i d6 rong b. Dung luong ki hiéu la
C, b- r s6 nguyén duong. Do d6 r +c = b.

Qui tic dém “pad” nghia 1a chudi c6 d6 dai thich hop dé gin cac chudi f. Cho x la
s6 nguyén duong (trong Iy thuyét sé) va m sé nguyén khong am (trong ly thuyét tdp
hop). Bém dau ra pad(x,m) 1a chudi c6 cac thudc tinh m+len(pad(x,m)) 1a mét boi sé
cua x. Trong viéc xay dung sponge x=r va m = len(N), sao cho chudi dém dau vao co
thé duoc phan chia thanh mot chudi céc r —bits.

Thudt toan: SPONGE[f,pad,r](N,d)

Input:

String N,

Nonnegative integer d.

Output:

String Z sao cho len(Z) = d.

Cac budc:

1. Let P =N || pad(r,len(N)).
Let n = len(P)/r.
Letc = b-r.
Let PO,..., Pn-1 1a chudi duy nhat c6 d dai rsao choP=P0 || ... || Pn-1.
Let S=0b.
ForifromOton-1,letS = f(S ® (P ;| 09).
Let Z chudi rong.
Let Z= Z || ztruncr(S).

© o N o gk~ WD

if d < | Z|; return Truncd(Z); else continue.
10. Let S=£(S), ti€p tuc v&i budce 8.
Dac ta cua Keccak]c]

Keccak 1a gia dinh cua ham sponge véi cac hoan vi Keccak — p[b, 12 + 21] céng
v6i ham co ban trong pad10*1 va quy tic dém. Keccak nay dwoc biéu dién bang bt
ky tham s tdc d6 r va dung luong ¢ sao cho r +c thudc {25,50,100,200,400,800,1600}

Vi du b=1600

KECCAK[c] = SPONGE[KECCAK = p[1600,24], pad10 * 1,1600 — c].

Cho chudi bits d¢au vao 1a N va chiéu dai dau ra 1a d:

KECCAK[c](N,d) = SPONGE[KECCAK - p[1600,24], pad10 * 1,1600 — c](N, d)
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Bang 3.2: So sanh gitra SHAL, SHA2 va SHA3

Security Strengths in Bits
Output
Function Size Collision | Preimage 2nd Preimage
SHA1 160 <80 160 160 - L(M)
min(224,256 -
SHA-224 224 12 224 L(M)
SHA-512/224 224 112 224 224
SHA-256 256 128 256 256-L(M)
SHA-512/256 256 128 256 256
SHA-384 384 192 384 384
SHA-512 512 256 512 512-L(M)
SHA3-224 224 112 224 224
SHA3-256 256 128 256 256
SHA3-384 384 192 384 384
SHA3-512 512 256 512 512
> min(d, 256)
SHAKE128 d min(d/2,128) min(d/2,128)
= min(d, 128)
SHAKE256 d min(d/2,256) min(d/2,256)
Bdng so sanh kich thwoc bam cua SHAL, SH2, SHA3
SHA1 SHA2 SHA3
224 256 384 512 224 256 | 384 | 512
Digest size 160 224 256 384 512 224 256 | 384 | 512
Message size | 2% -1 | 2%-1 | 2%-1 [ 2.1 | 281 o % % ©
Block size 512 512 512 1024 1024 | 1152 | 1088 | 832 | 576
Word size 32 32 32 64 64 64 64 64 64
No of rounds 80 64 64 80 80 24 24 24 24
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Vi du bam cia cac ham SHA

Ham biam Dix liéu bam Két qua bim
SHA1 = ech705fa6achal2ab59he790065631981ee63cfe
= 0238d556a16ad2bd1ehf8f1211477c099achb4d4d6a34
SHA2 —224 feaeeeOedc2
=d27h8767bc2f8d69e9645¢15¢89bb91d193286c0a08841c1
SHAZ -256 1bdc4bbc239f5e51
SHAZ2 =4152763b108e423f4ee9c8dc30e6f9b7c8c549016c0f1fofac
SHA2 — 384 . 43b9d5e6bf2259e5f2c2e3b4d9bc341f15f97f70b300d5a
=
(an =4697e3ed5¢c53a21334984072d559a6¢38e3648038b82a96e
SHA2 - 512 % 24281a7e11fade87a83c99b2eef58f0c80f460a8332bbb79aaa
) d2392519¢507f0baee2144c4c5e42
@)
g’ =88-96-0D-03-20-7A-F9-31-CD-0C-7B-4E-C3-93-42-AE-
SHA3 - 224 Q | 74-6D-B7-31-17-99-81-B9-90-07-84-72
Z
@ =95-D0-AC-A4-27-6A-B2-76-EE-9E-88-8F-A2-3A-63-
SHAS3 -256 g AA-46-D6-9E-86-40-43-B0-19-FF-4E-5C-70-57-E2-84-A1
SHA3 “ED-BC-79-A7-C5-3C-CD-57-89-80-25-F2-9F-1D-84-38-
D3-62-AF-8C-4C-CC-FF-08-CA-B8-FC-3E-36-89-1C-F3-
SHA3 - 384 D0-88-7E-B0-D7-75-B7-46-BC-00-EF-C7-51-C7-8B-52
=13-2E-73-5C-99-BD-A6-4A-1B-47-62-06-49-47-44-1B-
D4-E4-A8-01-02-89-7C-A7-82-9B-A7-1B-8F-5A-D4-36-
SHAS - 512 16-BE-B8-18-F1-A0-14-BA-83-36-5A-4B-1B-36-9A-7A-
C4-82-DA-2C-FB-8C-78-1F-2F-33-28-5F-DB-5E-16-13

- Tu nhimg nam 2005, SHA1 di dugc chitng minh 1a kha yéu. Vao nam 2013, nha
nghién citu cru Marc Stevens da xuat ban mot bai bao chiing minh vé Iy thuyét da
tim ra mot dung do cua SHA-1. Tuy nhién dé tim bang ching cac dung do thi dén
2 ndm sau c&c nha nghién cttu Google méi 6 thé tim ra duoc phuong phap tao cac
dung d6. Céc cudc tan cdng va cham xuat hién khi cing mét gia tri ham bam dugc
tao ra cho hai thong diép khac nhau. Piéu nay c6 thé dugc khai thac dé gia mao
chir ky dién tr, cho phép nhiing ké tin cong pha v cac cdng cu lién lac duoc ma

hoa bang SHA 1.

- Thuat giai SHA 2 1a ké nhiém SHA1 c6 nhiéu d6 dai bits, phd bién nhat 1a
256/512 bits. Tuy nhién vi thuat toan SHA2 twong tu thuat toan SHAL nén co thé
c6 cac cudc tn cdng bat ngd, hién tai SHA2 van 1a ham bim an toan.
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- Thuat todn SHA 3 bao gdm bén ham bim SHA3 -224, SHA3-256, SHA3-384,
SHA3-512 va hai ham mé rong SHAKE128 va SHAKE256. SHA3 duoc thiét ké
c6 hiéu qua cao vé phan cang nhung twong ddi cham so véi phan mém. Va ham
bam SHA3 c6 thé duoc thuc hién trén chip ma khong can nhiéu mach bd sung.
Trong quéa trinh phan tich Keccak, cac nha thiét ké da dua vao mot loat cac gia
phap co ban va sau sic. Trong d6 ké dén 1a cdu tric Sponege. Bén canh ciu tric
Sponge cac tac gia con thuc hién céc bién phap nhu bd sung khéa mat vao dau vao
cua keccak bién né thanh ma xéac thuc thong diép, bd sung khda mat vao vector
khoi dau cong khai va dua vao ché do gama co do dai tiy y bién cau trdc Sponge
thanh ma dong. Keccak coi tiéu chuan can va du cho tinh an toan la su khong phan
biét dugc cua ham hash véi Ramdom Oracle. Ramdom Oracle la mét ham 1y twéng
mo ta cdng viéc ctia may véi bo nhd vo han dap tng moi yéu cau dua ra mot sb
ngiu nhién 1y twong. Boi vay, Keccak ¢ nhiéu vu diém vuot troi so véi cac ham
bam khac.

Thuc té, viéc ap dung rong rai thuat toan SHA3 s& thyuc hién sau vai nim. Uu tién
I6n hon cho hau hét cac doanh nghiép/co quan chuyén tir SHA1 sang SHA2. Theo quy
dinh tai thong tu 06 ctia bo TT&TT, thoi gian téi, cdc nha cung cap dich vu chang
thuc chir ky sé s& phai chuyén sang sir dung ham bam SHA2, thay cho ham bim
SHA1 dang sir dung va hét han str dung sau ngay 1.1.2017.

2.5. CAC PHUONG PHAP PAM BAO TiNH TOAN VEN BANG MA XAC THUC

2.5.1 Xac thyce thong di€p
M4 x4c thuc théng diép 1a mot doan ma cho phép xac dinh ngudn gdc cua dir liéu,

thuyét phuc voi nguoi ding 1a dit liéu nay chua bi sira doi hodc gia mao. Pay 1a 1a mot

co ché quan trong dé duy tri tinh toan ven va khong thé tir chdi dix liéu.

2.5.2 Phan loai ma xac thue

Véi cac giao thirc truc tuyén, ma xéac thuc théng bao mat ma (cryptographic
Message Authentication Code —MAC) Ia rat quan trong va c6 tinh chat nhu bat buoc
dé dam bao tinh xac thuc giira cac bén tham gia giao dich[13]

Muc dich ctia ham MAC 1a dam bao dé hai (hay nhiéu) bén tham gia giao dich khi
cd chung khoa bi mat cé thé giao dich véi nhau, kém theo kha ning c6 thé phat hién
duogc thay dbi cua thong béo trong qué trinh van chuyén, nham tranh cac tan cong lam
thay doi thong bao.

Thuat todn MAC duya trén théng bao dau vao va khda mat dé tao ra thé MAC
(MAC tag). Thong diép va MAC tag duogc gui tdi nguoi nhan, nguoi nhan tinh lai gia
tri MAC tag va so sanh n6 vdi gia tri thé MAC nhan dugc. Néu hai gié tri thé MAC
tring nhau thi coi nhu thong diép chinh xac, nguoc lai thong diép coi 1a di bj thay dbi.
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Ddi voi ké tan cong gia mao thong diép, n6 phai pha duoc ham MAC, viéc nay kho
tuong duong vai viéc pha khda bao vé thong diép. Trén thuc té, cac giao thirc thuong
chia théng diép dai 1am nhiéu doan nho va chung dugc xac thuc doc 1ap véi nhau, dan
dén phét sinh tan cong lip (replay attack). Do vay khi thiét ké giao thirc c6 sir dung
MAC can rat than trong.

Dé gilp cac nha phat trién ang dung tich hgp MAC vao san pham khac nhau, vién
tiéu chuan va cong nghé quéc gia caa My (NIST) dua ra hai chuan vé ham MAC. Tiéu
chudn thiz nhdt 1a ma xac thuee théng diép sir dung ham mét chiéu c6 khda HMAC
(Keyd-Hash Messasge Authentication Code). Chuan ndy mé ta phuong phéap an toan
chuyén ham mot chiéu khang va cham hash thanh ham MAC. Chudn thit hai NIST dwa
ra la ma xac thuc thong diép ma hoa (Cipher Message Authentication Code- CMAC).
Khong gibng HMAC, CMAC sir dung ma khéi dé thuc hién chirc ning MAC, né rét
phu hop véi cac tng dung bo nhd han ché chi da dé dung cho ma hoa dix liéu.

Muc dich cia ham MAC khéc véi ham mét chiéu hash, n6 bao dam xac thuc théng
diép chir khdng phai toan ven thong diép, tuy nhién ca hai dua trén nguyén ly rat
chung. Trong ca hai truong hop chung ta déu tim cach xac dinh tinh chinh xéc, cu thé
hon 13 sy todn ven cua thong diép. T4t nhién muc tiéu cua xac thuc 1a tim céch tra lai
tinh ban dau cua thong diép.

Vi du néu ta sir dung SHA dé tom lugc théng diép dé c6 160 bits X va gui cho
ngudi khac thi ngudi do chi c6 thé xac dinh duge xem thong diép d6 1a gitr nguyén
nhu ban dau hay khong? Bang cach tinh gia tri tom lugc va so sanh ching véi nhau,
nhung cach nay khong thé xac dinh duoc ai tao thong diép do. Gia tri tém lugc khéng
cung cap théng tin nay. Gia su trong giao dich ca hai déu dung chung khoa K, néu ta
gui théng diép va thé MAC véi khoa K, thi ngudi nhan co thé kiém tra dé xac dinh 1a
thong diép co guri tir ban hay khong bang cach kiém tra the MAC.

2.5.3 Ma xac thuc thong diép ma héa (CMAC — CBC MAC)

CMAC dugc lay tir dy thao ma xéc thuc théng bao mot khda (One-Key Message
Authentication Code — OMAC). N6 dya trén ma xac thuc théng bao ché do ma CBC
ba khda (three-key cipher block chaining MAC). MAC ma hda nguyén thuy cta NIST
la CBC — MAC. Trong d6 ngudi guri chi can chon khoa doc 1ap véi khda ma va sir
dung ma theo ché do CBC. Ngudi gui bo qua moi ban ma giita, chi quan tim dén ban
ma cubi cung la thé MAC. Khoa ding cho CBC — MAC khéng triing véi khéa ma caa
ban ro, khi d6 MAC la an toan.
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Mg M2

M3
OFC
N & E
Encrypt
tg

Hinh 2.14: So d6 CBC — MAC (nguyén thiiy)
Nhu vay néu thong béo co thé chia thanh cac khéi c6 do dai bang nhau (bang do
dai cua khoi khda) thi chi can ding mét khoa. Khi thong bao gom cac khéi co do dai
khac nhau (d6 dai khdi cudi nho hon d6 dai cac khéi trudce do).

Ko
—

\ 4

tg

Hinh 2.15: so d6 OMAC théng bdo véi cdc khoi cé cing do dai

K3
tg

Hinh 2.16: So' do OMAC théng bdo véi cdc khoi cudi ngan hon cdc khoi triede

Dé khic phuc, nguoi ta dwa ra XCBC va st dung 3 khéa. Khoa dau tién sir dung dé
ma héa dir liéu & ché d6 CBC —MAC. Hai khoa co lai dugc &p dung cho khéi véi phép
hoic loai trir (XOR), bat ké khéi cudi co cuing do dai véi cac khéi trude do hay khong?
Déi vai XCBC, ba khoa phai doc 1ap véi nhau.
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2.5.3.1 An toan CMAC
Dé thuan tién, cac khoa duoc tao ra phu thudc vao nhau, Diéu nay phai tra gia I1a
néu ké tan cong biét dugc mot khoa, né cd thé tim ra khoa kia. Tan cong ddi véi ham
MAC la céc tan cong truc tuyén. Vi tat ca dit liéu can xac thuc, ké tan cong khong d&
gi truy van téi thiét bi, nhung né c6 thé biét duoc dir liéu nao dua vao MAC. Trén thuc
té ké tan cong cd rat it thoi gian dé thuc hién gia mao ma khong bi phat hién, xac xuat
thue hién thanh cong su gia mao rat nhé. Vi du néu sir dung ma khéi AES (d6 dai khdi
n =128 bits), c6 thé sir dung CMAC dé xac thuc 243 khdi (1024 terabyte) méi thay doi
khéa ma van dam bao xac xuit géi nho hon 2™*°. Trong trudng hop ma héa, tin cong la
offline (hoat dong doc 1ap, khdng truc tuyén). Ké tan cong co thé lap lai cc tinh toan
(thir giai ma vai khoa ngau nhién) khong can c6 su tham gia cua ddi tuong bi tan cong.
Nhu vay d6i véi ma hoa sé bits khoa can 16n hon nhiéu.
2.5.3.2 Khéi tao, md ta cai dit CMAC
Khéi tao
CMAC nhan khoa mat K 1a dau vao caa qua trinh khoi tao. N6 st dung khoa dé
sinh hai khoa b sung K; va K.
Pau vao
K: Secret key
Paura
K4, Ky: Khéa CMAC bo sung
1. L = EncryptK(0) (* Ham ma khdi, véi khoa K, khéi vao 12 0 *)
2. 1f MSB(L) = 0, then K1 = L << 1
else K1 = (L << 1) XOR Rb
3. If MSB(K1) = 0, then K2 = K1 << 1
else K2 = (K1 << 1) XORRb
4. Return Ky,

Céc phép toan thyc hién trén xau 64 hay 128 bits tly thudc vao do dai khdi duoc
st dung trong ma khéi. Gia tri Rb phu thudc vao do dai khoi. N6 1a 0x87 khi khéi l1a
128 bits va 0x1B khi khdi 1a 64 bits. L 1a két qua mé hoa cua xau toan zero véi khoa
la K. C6 K; va K,, ching ta tao dugc MAC. K, va K, phai dugc gitr bi mat nhu khoa
ma.

Cai dat CMAC

Pau vao

K: khoa bi mat ; Ky,Ky: khéa CMAC bé sung
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M: thdng béo; L: sb bit cua thong bao
Tlen: d6 dai thiét ké cua thé MAC w: s6 bit/block
Pau ra
T: thé¢ MAC
1. Néu L =0, cho n= 1, nguoc lai n = ceil(L/w)
2. Ky hiéu M{,M,,Ms,... M, biéu dién cac khéi cua théng béo
3.NéuL>0vaL modw =0 thi
Mn: Mn XOR K;
4. Néu L = 0 hoiac L mod w > 0 thi
Gén vao mot bit 1’ va sau d6 mot s6 lugng cac bit <0” dé khéi cudi du w bit
Mn := Mn XOR K,
5.Co =0
6. Choitu 1tai nthuc hién
Ci = EncryptK(Ci-1 XOR M;)
7. T=MSBTlen(Cn) (* Lay Tlen bits trai nhat cua xau Cn)
8. Return T
Céc gia tri Ci nhan dugc nhu 13 ban ma cua théng b&o. Tuy nhién khong thé st
dung né nhu ban mé cua thong bao dugc vi khong cd can cur chirng minh tinh an toan
cta nd doi v6i CMAC. Ban rd can dwoc ma hda véi khoa khac dé dam bao tinh an
toan cia CMAC.
Nhin chung téc 6 cia CMAC phu thudc vao tde do ma hoa, véi su téi vu hoa ham
tinh toén, c6 thé sir dung phép toan XOR ddi véi tir thay thé byte.
Mong muédn c6 mot MAC dua trén ham bam
- Céac ham bam nhanh hon ma khdi d6i xang.
- Mai ham bam c6 thé ap dung mot cach rong rai
Bam bao gdm mat khoa (key) cling voi thong diép
KeyedHash = Hash(key| Message)
‘ |' O

H | s

Hinh 2.17: Bam nhiéu lan
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2.5.4 M4 xac thwe thong diép sir dung ham mét chiéu

Tuong ty CRC (Cyclic Redundancy Check), ham bam chi c6 thé phat hién cac 15i
ngau nhién bi nhidu trong qué trinh truyén. Hashed MAC két hop MAC va ham bam
dé ting cudng an toan cho ham bam.

Ham bam mat ma H, va khda bi mat K

bac diém:

« Dung ham bam nguyén mau.

« Cho phép thay thé d& dang ham bam duoc nhung vao trong truong hop cac ham
bam nhanh hon hoac nhiéu bao mat dugc tim ra hoac yéu cau.

- Dung va quan ly cac khdéa mot cach dé dang.

KMAC sir dung ham hash mét chiéu c6 khda mat va dua né thanh thuat todn ma
xac thyc thong bao. Dudi day trinh bay cac ung dung hash dé tao MAC.

HMAC thuong duoc thiét ké dua tréen NMAC (Nested MAC), sir dung ham gia
ngau nhién — PRF (pseudo random function) dé tao ham MAC véi gigi han an toan
ching minh dugc.

tag = hash(key1 || hash(key?2 || message))

PRF ¢ day c6 dang Hash(key2||message). NMAC yéu cau 2 khoa, mét cho hash
trong (inner) mot cho hash ngoai (outer), hai khoa doc 1ap véi nhau. HMAC dya trén
NMAC véi sy khac biét 1a hai khda phu thudc tuyén tinh, chi yéu cau ham PRF 1 an
toan, khdng yéu cau n6 khang va cham dbi véi mot sé ham hash, nhung n6 can chong
dugc tin cong phuong sai.

2.5.4.1 Thiét ké HMAC

Ban ddu HMAC duoc thiét ké dé sir dung véi SHAL, trén thyc té c6 thé sir dung né
an toan vagi cac ham hash an toan

khac. HMAC sinh hai khéa tu mot Khoa Thong diép
khoa mat duy nhat
bang cach XOR hai hiang sé Su 0k iPad

v6i nd. Néu khoa 1on hon kich
thude khdi nén, thi khéa trudc hét

XOR Hash
phai duoc hash, dau ra cua no coi
nhu 1a khéa mat. Khda mat duoc iPad
gan thém cac byte zero dam bao la
d6 dai cia nd bang do dai khdi XoR Hash
nén. Khoa duoc sao thanh hai ban,
ban thir nhat duoc XOR véi 0x36 T
tao khda ngoai (outer), ban thi hai
XOR véi 0x5C tao khda trong (inner) Hinh 2.18: So do6 khoi HMAC
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Xau gdom cac byte 0x36 goi 1a opad, xau gdm cac byte 0x5C 14 ipad. Khoa phai
dugc bo sung thém (padded) dé c6 do dai bang d6 dai cua khdi nén dé cé thé thyc hién
hash cé khoda (keyed hash) thay cho hash théng qua viéc tao trang thai hash khoi tao
phu thudc khoa. HMAC twong duong véi viéc lay trang thai khai tao hash mét céch
ngau nhién trén khoa bi mat
2.5.4.2. Thujt toan

Dau vao

K: khoa bi mat Message: thdng b&o ching ta can tinh gia tri MAC cho no.
W: do dai khdi nén Tlen: do dai thé MAC theo thiét ké
Pau ra
Tag: thé MAC
1. if length(K) > w then
K = hash(K)
2. Lam day K bdi zeros cho dén khi no c6 d6 dai dung w bytes
3. Tag = hash((opad XOR K) || hash((ipad XOR K) || message)).
4. Tag lay Tlen bytes bang cach chi giir Tlen bytes dau tién.
5. Return Tag.

HMAC khdng qué phirc tap, trong thiét ké né sir dung hash nhu 1a ham PRF, diém
han ché caa no 1a khong song song dugc thuat toan, trong so do thuat toan chi co thé
tinh hash cua (opad XOR K) khi tinh hash trong.

2.5.5 Ung dung ham MAC trén thyec té

MAC duoc thiét ké dé dam bao xéac thuc giira cac bén trong kénh lién lac, gitp viéc
giri va nhan thong diép dugc xac thuc véi nhau va kha ning bi ké tan cong gia mao la
rat thap. Tuy vay dé st dung chdng an toan, hiéu qua mot sd van dé sau day can dic
biét luu y. Trén thuc t&, MAC duoc trién khai sir dung trong céc giao thicc SSL va
TLS trén internet.

Ngay nay, MAC duoc st dung rong rai va phé bién trong nhiéu tng dung yéu cau
bao mat cao, phong tranh nhitng tin céng vé gia mao, stra d6i thong diép.
2.5.5.1 Chong tan cong lap

Trao doi thong tin, cac goi dit lidu dugc chia thanh cac khdi do vay tin cong lap rat
dé xay ra. Khi da bi tan cong cac goi lap van giit nguyén va viéc giai ma van binh
thudng nén diéu nguy hiém 1a khdng d& phét hién duoc su tin cong. C6 hai giai phap
co ban dé chéng tin cong lap 1a sir dung tem thoi gian va con dém. N6 gan goi tin vao
ngit canh (context), cho phép nguoi nhan xac dinh duoc vi tri goi tin trong ludng dir
ligu.
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Swr sung Tem thai gian

Muc dich ctua st dung tem thoi gian 1a dam bao cho théng b&o cé hiéu luc chi
trong khoang thoi gian nao d6. Vi du hé thong chi cho phép goi dir liéu c6 hiéu luc
trong 30 gidy tir khi tem thoi gian dugc dan vao. Tuy vay, tir goc do an toan, that kho
dat tem thoi gian du nho dé tranh tan cong lap. Vi du ta dat cira s6 hiéu lyc 1a 5 phat
thi ké tan cong dé dang thuc hién tin cdng lip trong 5 phat. Nhung néu dit cira s6 hiéu
luc 14 3 gidy, thi c6 kho khin 13 trong khoang thoi gian d6 chua chic da truyén duoc
g6i dir liéu. Mat khac van dé dong bo thoi gian gitra cac nat caa hé thong 1a twong dbi
va 6 thé khi d6 hé thdng ndi chung khong sir dung dugc.

Sir dung con dém

Con dém 14 giai phap 1y twong chéng tin cong lap. O mac nén tang can giai quyét
cau hoi gia tri tiép theo cua con dém 1a gi? Vi du ta luu trang thai thanh ghi dich phan
hoi tuyén tinh — LFSR (Linear Feedback Shift Register) trong mot goi va hy vong
trang théi tiép theo ciia LFSR dugc diém (clocked) & gai tiép theo. Néu trang thai cua
LFSR khéng dung, ta c6 thé coi la khong nhan dugc dung goi dir lieu. Mot cach tiép
can don gian ma thuan tién 1a s dung gié tri con dém 1a sb tu nhién. Chi can gia tri
con dém khéng lp lai trong cing mot phién lién lac. Gia tri con dém duoc thoéa thuan
gitra hai bén khdng can phai ngiu nhién, va ciing khong can duy nhat néu kndéa MAC
méi duoc sir dung trong phién. Khi mdi g6i gui di gia tri con dém duoc ting 18n, ban
than gia tri con dém duoc chtra trong thdng béo ¢ phan dau vao ham MAC. Tuc la
tMAC sé& 1a ¢6 gia tri con dém va vin ban ma. C6 thé ma hoa ca gia tri con dém,
nhung diéu d6 khong quan trong vi do an toan ting 1én 1a “khong dang ké”. Nguoi
nhan kiém tra gia tri con dém trudc khi tién hanh bat ky dong tac khac nao. Néu gia tri
con dém nho hon hoic bang gia tri con dém gdi mai nhat, thi d6 1a goi lap. Kich thuéc
ctia con dém ¢6 ¢c& 16n nhat bang kich thudc goi dir liéu can gi.

2552 Sirdung MAC

Viéc sir dung ham MAC khdng nén qua lam dung trong cac wng dung yéu cau bao
mat, it nhat khéng str dung n6 nhur ham hash hay ham ma hoa

Mot cdu hoi dat ra la nén st dung CMAC hay HMAC? Dung CMAC hay
HMAC phai dua trén van dé ma ta can giai quyét. CMAC 13 hop ly néu ta da c6 co so
mi héa dam bao. Chiing ta c6 thé sir dung lai chinh ma chuong trinh hay thiét bi phan
cting d6 dé thyc hién xac thuc. CMAC dua trén ma khdi nhung véi dau vao nho (so
v6i hash) va dau ra ngin gon, thoi gian tré cho tinh toan nho. Vi du véi thong diép
ngin khoang 16 hay 32 byte, CMAC sir dung AES cho két qua nhanh, it tr& hon
HMAC. HMAC thing thé khi 4p dung cho théng diép kich thude 16n. Hash xur ly di
lieu véi s6 vong/byte it hon ma héa. Hash ciing thuong tao ra dit liéu thé MAC dai
theo yéu cau cy thé. Nhung HMAC yéu cau cai dat ham hash.
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2.5.5.3 Tha tw thuc hién ma hoa va MAC

Thi ty caa ma hda va MAC, néi chung khdng anh huong dén yéu cau vé do an
toan, nhung né ciing c6 sy khéac biét nho. Quan trong nhat 1a khéa ma va khéa MAC
khong c6 lién hé voi nhau. Pon gian nhat 12 sir dung ham tao giita khoa phai tach biét
khoa danh cho ma héa va khoa danh cho MAC.

- Ma hoa truéc, MAC sau

O ché d6 nay ma hoa ban 3 trude sau d6 MAC ban mi (clng véi con dém hay tem
thoi gian). Vi ma hoa la anh xa mot cach ngau nhién hoan toan ban rd (doi hoi lua
chon IV “Initial Vector” thich hop) théng bao ngau nhién. Nhu vay MAC khong 16
thong tin vé ban 3, va ngudi nhan khdng can phai giai ma dé tir chdi goi dix liéu
khong hop I¢.

- MAC truéc, ma hoa sau

O day trudc tién ta MAC ban rd (clng véi con dém hozc tem thoi gian) va sau d6
ma ban rd. Pau vao cia MAC khéng phai ngiu nhién va phan 16n thuat toan MAC (it
nhat 124 CMAC va HMAC) khong st dung vecto khoi tao 1V(Initial Vector), do vay
dau ra cia MAC ciing khong ngau nhién (néu ching ta khdng st dung chéng tan cong
lip). Nhu vay chung ta dua cho ké tin cong ban ma va thé MAC cua ban rd. Néu ban
1d khong ddi, ban ma cd thé thay doi (do lya chon IV tét), nhung thé MAC van nhu
cii. Tuy nhién thuong ta cd tem thoi gian hoac con dém la mot phan dau vao ham
MAC. Va vi MAC la PRF, nén nd chdng duoc tan cdng ngay ca khi ban rd khong doi.
Tt nhat 12 4p dung ma hoa d6i vai ca the MAC cung nhu ban 18, nhu vay gid tri thé
MAC khong bi ké tan cong tiép can. Han ché ¢ day 1a nguoi nhan phai giai ma dé so
sanh th¢ MAC.

2.6 CHU KY SO

Céac co sd toan hoc, cac hé ma hoa khoa bi mdt, khéa cong khai, mét s6 ma hoa
khéa céng khai, ham bam SHA va md xdc thye da trinh bay trén 1a nén tang cho viéc
stz dung chir ky sé vao viéc bao mdt, xac thuc thong tin. Pd cé rat nhiéu thudt toan
chiz ky sé khac nhau, ludgn van nay gidi thiéu thudt toan chiz ky sé théng dung RSA.
2.6.1 Chir ky dién tir

Chiz ky s6 1a mot co ché xac thuc cho phép nguoi tao théng tin ding khoa riéng caa
minh dé xir ly khéi théng tin theo mot thuat toan nao d6 gitp nguoi nhan thong tin
kiém chtrng duoc tinh toan ven vé noi dung va ngudn goc thong tin.

Mot trong nhiing tng dung cua k¥ thuat ma hoa khoa cong khai la chi ky so. Chir
ky s6 duoc phét trién va ang dung rong réi hién nay dua trén mot sé thuat toan nhu
RSA, DSA, ElGamal, Elliptic ...1a co sé quan trong dé hinh thanh ha tang khoa cong
khai cho phép ngudi st dung mang cdng cong internet dé trao d6i dir liéu va tim mot
cach an toan, théng qua viéc sir dung mot cap khoa cong khai va bi mat duoc cip phat.
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Chi ky dién tir (electronic signature) duoc tao lap dudi dang tir, chit, s6, ky hiéu,
am thanh hoic céc hinh thic khac bang phuong tién s, gan lién hodc két hop mot
cach logic voi thong diép s6, c6 kha ning xac nhin ngudi ky thong diép dit lidu da ky.
Chit ky dién tir ciing giéng nhu chit viét tay, tic 1a chir ky dién tir duge dung dé xac
nhan 10i hira hay cam két cua nguoi ndo d6 va sau d6 khong thé chbi bo duoc. Chit ky
dién tar khong doi hoi phai sir dung gidy muc ma né gin dic diém nhan dang cua
ngudi ky vao cam két nao d6. Nhu vay, chit ky dién tir s& chung thuc duoc dinh danh
nguoi gui va bao vé su toan ven dir liéu.

Chir ky dién twr dugc st dung trong cac co quan nha nudce khi giri/nhan Email va
truyén tai van ban dang sb trén mang internet. Xuat phat tir thuc té, chir ky dién tir can
dam bao cac chure nang: xac dinh duoc nguoi chu cta mot dir liéu nao dé va xac thuc
dit liéu d6 c6 bi thay d6i hay khdng?

Chir ky dién tr bao gdm ba thanh phan: thuat toan tao ra khoa, ham tao chir ky va
ham kiém tra chir ky. Ham tao ra chit ky 1 ham tinh toan chit ky trén co so khoa mat
va dir liéu can ky. Ham kiém tra chit ky 14 ham kiém tra xem chir ky da cho c6 dung
véi khoa cong khai khdng? Khoa nay moi nguoi c6 quyén truy cap cho nén moi ngudi
déu c6 thé kiém tra dugc chit ky.

2.6.2 Chir ky sb ‘ ,

Chir ky so “digital signature” la mot dang chir ky dién tir duoc tao ra bang su bién
d6i mot thong diép co sir dung hé mat ma khoa cong khai, theo d6 nguoi co thong diép
ban dau va khoa cong khai ctia nguoi ky co thé xac thuc duogc chit ky s6 vira ky

Chir ky ciia mot ngudi trén tai liéu thuong dat ¢ cudi van ban dé xac nhan nguon
gdc hay trach nhiém cua ngudi ky 18n tai liéu d6.Vai tai lidu da dugc “sé hoa” néu chir
ky dit & cudi van ban thi viéc sao chép “chit ky s6” 1a d& dang va khéng thé phan biét
ban goc véi ban sao vi chit ky s6 1a céc s6 0,1. Vi vay mét chir sé dat o cudi “tai liéu s6”
khong thé chiu trach nhiém déi véi toan bo noi dung van ban, ma chir ky s phai duogc
ky trén tirng bit cua dir liéu d6. Nhitng chit ky s ciing khong thé ky trén bat ky tai liéu
nao véi do dai tuy v, vi nhu vay chit ky s6 s& c6 do dai rat I6n. Véi tai lidu dai thi ky
trén van ban dai dién ctia nd. Van ban dai dién cia tai liéu duoc tao ra bdi ham bam.

Véi chir ky thong thuong thi nd 1a mot phan cua tai liéu, nhung chir ky sé khéng
gan theo kiéu vat 1y vao thong diép. Di voi chit ky théng thuong ngudi ta kiém tra
bang cach so sanh véi chit ky dang nhung nhu vy ciing khong phai 12 an toan, né cé
thé gia mao. Poi véi chit ky s, ngudi ta c6 thé kiém tra thong qua thuat toan kiém tra
cong khai. Bai vi chit ky sé 1a mot chudi sé lién quan dén thong diép va do vay khi
thong diép thay doi thi chit ky sb ciing thay ddi, chinh vi vay chir ky sé dam bao tinh
toan ven cua thong diép, chir ky sé khdng thé st dung lai va ciing khong thé gia mao
dugc. Hai thugc tinh khong thé 1am gia dugc va xac thuc khéng chdi bo caa nguoi ky
chir ky s6 1a nguyén tic dé dam bao an toan cho cac hé théng sir dung chir ky sé trong
truyén tai thdng tin va dir liéu qua mang
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Pinh nghia: [5]So d6 chir ky bao gom cac thanh phan sau

1. Khong gian ban ré6 M.

2. Khdng gian chit ky S.

3. Khéng gian khoa K dé tao nén chit ky, khong gian khoa K’ dé kiém tra chit ky.

4. Thuat toan hiéu qua dé tao nén khoa Gen: N » K x K', & day K va K’ tuong

ung vaoi khdng gian khoa mat va khéa céng khai

5. Thuat toan tao chit ky Sign: M X K — S.

6. Thuat toan kiém tra chit ky Verfy: M x K x K' = {True, False}.

Péi véi bt ky khoa tao chit ky sk € K va bét ky ban tin m € M chit ky birc dién

duoc ky hiéu:

s « Signg,(m).

Dbi voi bat ky khoa mat cua chit ky k € K, twong tng véi khoa cong khai dé kiém
tra chit ky sk € K’, bat ky ban tin m € M va chit ky s € S can thda man diéu kién
sau:

Ding, néu s = Sig (M)
Ver (M, s) =
Sai, néu s= Sig (M)

Mot bién phap dé ky Ia chia tai liéu ra thanh cac doan nhé va sau d6 ky 1én ting
doan va ghép lai. Nhitng phuong phap c6 nhuoc diém la chix ky 16n, tha hai 1a ky
cham vi ham ky 13 cac ham mii, tha ba 1a chit ky c6 thé bj dao loan cac vi tri khong
dam bao tinh nguyén ven cua tai liéu. Chinh vi diéu d6 ma khi ky thong diép thi chiing
ta ky 1én gi& tri ham bam.Vi gia tri dau ra ham bam luon cho chiéu dai 14 xac dinh.
Chirc nang cua chiv ky dién ti:

Xac thue dwgc nguon gac tai liéu: thy thudc vao ting ban tin ma c6 thé thém cac

thong tin nhan dang, nhu tén tac gia, nhan thoi gian,. ..

Tinh toan ven dir ligu: vi khi c6 mot sy thay do6i bat ky vo tinh hay c6 y Ién buc

dién thi gia tri ham hash s& bi thay d6i va két qua kiém tra btic dién s& khong dung.
Chang tir chai bize dién: vi chi c6 cha cua birc dién mai c6 khoa mat dé ky bire dién.
Cac chikc ning tin céng doi Véi chir ky dign tii:

1. Toi pham c6 thé gia mao chir ky tuong tng véi van ban di chon.

2. Toi pham thir chon bure dién twong ng véi chit ky da cho.

3. Toi pham c6 thé an trom khoa mat va cé thé ky bat ky mot bie dién nao né

muén gidng nhu chu cua khda mat.

4. Tbi pham c6 thé gid mao dng cha ky mot bre dién nao do.

5. To6i pham c6 thé d6i khda cong khai bai khoa cua minh.
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2.6.3 Cach tao chir ky s6
2.6.3.1 Quy trinh tao chir ky sé
Dung giai thuat bam dé tom luoc thong diép can truyén di, két qua ta dugc mot

message digest (MD), st dung khoa bi mat nguoi giri dé ma hoa thong diép thu dugc.

Thong diép dit lieu

dugc ky s6
Thong diép di liu T
-
Thong diép DL va chir
v ky s6
g
A
Ham
bam Khoa bi mat

Ban tom luoc

Chit ky

Hinh 2.19: Qui trinh tao chir ky

2.6.3.2 Quy trinh kiém tra chir ky

Dung public key cua nguoi gui dé giai ma chit ky s6 cua thong diép.

Dung giai thuat SHA bam thong diép dinh kem.

So séanh két qua thu dugc & trén, néu thay tring nhau ta két luan thong diép nay
khong bi thay doi trong qua trinh truyén va thong diép nay la cia ngudi giri.

So do

Il Théng digp dit

Khaa cong khai ligu dwoe oy 56

G
nal md dwroc?

Khéng ding ngudd git

a, hi o 56 Thong digp ditligu |

Gmtin

Ban tém
lrge

Nt dung thing diép
toan ven

N§t dung thong
diép bi thay déi

Hinh 2.20: Qui trinh kiém tra chit ky sé
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Chir ky sb (digital signature) duoc tao ra bang su bién doi mot thong diép sir dung
hé thdng mat ma cong khai, theo d6 ngudi c6 thong diép dit liéu ban dau va khda cong
khai cua ngudi ky c6 thé xac dinh duoc.

2.6.3.3 Thuat toan chit ky s6

Viéc ding ma xac thuc chi ¢d thé bao vé hai thuc thé tham gia trong phién giao

dich

d6i v6i sy xam pham cua thuc thé thtr 3, tuy nhién chua thé bao vé gitra hai thuc
thé véi nhau. Vi du: gia st A gui cho B mot théng diép da duoc xac thuc theo mé hinh
str dung ma xac thuc théng diép (MAC), A c6 thé tao ra mot thong diep khéac va tinh
toan MAC dua vao key share gitta A va B, luc nay A n6i thong diép ma A tao ra la do
B gui, B khong c6 kha niang chitng minh diéu nay la sai.

Giai phap dé giai quyét van dé nay la chit ky sé. Chit ky s6 c¢6 kha ning:

Xéac minh ngudi Ky va thoi diém ky.
Xé&c minh noi dung thong diép tai thoi diém ky.
C6 thé xac minh boi thuc thé khéc giai quyét viéc tranh cai caa hai thuc thé nay.
Co hai ky thuat tao chir ky:
Ky truc tiép (Direct Digital Signature): Hai thuc thé tham gia truyén théng tin
truc tiép ky trén thong diép, doi hoi dich phai biét public key cia nguon dé xu
ly trong qué trinh xac minh. Chit ky s6 nay c6 thé 1a viéc ma hoa ca thong diép
véi private key hay viéc ma hoa hash code cua thong diép véi khoa riéng. Van
dé bao mat khoa riéng trong k¥ thuat ky truc tiép.
Ky qua trong tai:
+ Truong hop 1: st dung ky thuat mat ma déi xang, trong tai co thé xem noi
dung théng tin.
X - A:
M + E([IDy + H(M), Kxa
A ->Y:
E([IDy + E(M,Kyy)], Kay) + T], Kxa
+ Truong hop 2: sir dung mé ddi xang, trong tai khong thé xem noi dung thong tin.
X - A:
IDy + E(M,Kyy) + E([IDy + H (E(M,Kyy) )], Kxa
A -Y:
E([IDy + E(M, Kyy)|, Kay) + E(IDy + H (E(M,Kyy)) + T, Kxa
+ Truong hop 3: sir dung ma bat di xang, trong tai khéng thé xem néi dung
thong tin.
X - A:
IDy + E([IDx + E(E(M,PR,),PU,)], PR,
A-Y:
E +E(E(M,PRy),PUy) + T],KRa
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M6 hinh chir ky sb ciing gibng mé hinh ma hoa cong khai do vay thuat toan RSA
c6 thé ap dung dé xay dung chit ky sd.
Yéu cau chir ky sé:
- Chir ky phai dua vao thong diép duoc ky.
- Chtra thdng tin duy nhat cia ngudi giri dé tranh gia mao.
- D& nhan dién va xac nhan chit ky sé.
- Kho khan gia mao chir ky.

Dé cd thé st dung chit ky s6 ta can sir dung mot ham bam dé rit gon thong diép
¢ chiéu dai bat ky thanh mot gi4 tri bam co6 kich thudc ¢d dinh. Gia tri ndy c6 thé
duoc kiém chung tinh toan ven thong tin.

Dic diém cia chir ky so:
- Tinh x&c thuc: bao dam nguoi ky la ngudi tao ra no.
- Tinh an toan: Khéong thé gia chix ky sé néu nhu khong biét thdng tin bi mat tao
chir ky.
- Khong thé dung lai: mot chir ky sé6 khdng thé ding cho mat tai liéu khéc.
- Tinh hiéu qua: ky va xac minh nhanh chéng dé dang.

2.6.4 So @b chir ky s6 RSA

Tao khoa: ‘ ’
Qua trinh tao khoa cho so do chir ky RSA giong nhu qué trinh hinh thanh khoéa cua

hé mat RSA, tirc 13: ngudi giri chon cip sé nguyén té da 1on p va q, véi N = p.g. Chon
s6 nguyén b thoa man UCLN( b, (N)) = 1.Ngudi gui di xac dinh s6 nguyén d thoa
man phuong trinh bd = 1 (mod @(N)). S6 d Ia khoa mat ctia ngudi gui.
Tao chir ky
Dé tao ra chit ky sb cua birc diéh m € Zj; ngudi guri tao ra sd
S = Signg (m) « m% (mod N).

Tham tra chix ky:

bé tham tra chir ky S, nguoi nhan kiém chung bang tha tuc
Verifywp(m,s) = true,néu nhum = s® (mod N)

Qua trinh tao chit ky va tham tra chit ky giéng voi qua trinh ma va giai ma, khac 1a
qué trinh tao chit ky 1a dung khoa mat con qua trinh tham tra thi dung khoéa cong khai.
2.6.4.1 Pp an toan cia so dd chir ky s6 RSA

Bai toan cin ban bao dam do an toan cua So dd chix ky RSA

Téch sé nguyén n thanh tich cua 2 s6 nguyén té: n = p*q. Vi néu giai dugc bai toan

nay thi co thé tinh dugc khda mat a tir khéa cong khai b va phan tir cdng khai n.

Nguoi gui G giri tai liéu x cing chit ky y dén nguoi nhan N, ¢6 2 cach xu ly.

> Ky trwoc, Ma hoa sau:
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G ky truéc vao x bang chit ky y, sau d6 ma hoa X vay nhan dugc z. G giri z cho N.
Nhén duoc z, N giai ma z dé duoc X, y. Tiép theo kiém tra chit ky y ding hay sai.

» Ma hoa trwéc, Ky sau:

G ma hoa trudc X bang u, sau d6 ky vao u bang chix ky v. G giri (u, v) cho N. N
Nhan duoc (u, v), N giai ma u duoc x. Tiép theo kiém tra chit ky v ding hay sai.
Gia s H ldy trom duoc thong tin trén duong truyén tir G dén N.

Trong trudng hop ky triéc, mé hod sau H lay duoc z. Trong truong hop ma hoa
trueéce, ky sau H lay duoc (u,v).

Dé tan cong x trong hai trudng hop, H déu phai giai ma thong tin liy duoc.

Pé tan cong vao chi ky, thay bang chit ky (gia mao), thi xay ra diéu gi?

4+ Truong hop ky triéc, ma hod sau dé tan cong chit ky y, H phai giai ma z moi
nhan duoc v.

4+ Truong hop md hod truéc, ky sau dé tan coéng chix ky v, H d san cd v, H chi
viéc thay v bang v’. H thay chit ky v trén u, bang chit ky cua H 1a v°, gui (u,v’)
dén N. Khi nhan dugc v’, N kiém thir thay sai, gui phan hoi lai G. G c6 thé
chirng minh chit ky do 1a gia mao. G gui chit ky dung v cho N, nhung qua trinh
truyén tin s& bi cham lai.
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CHUONG 3: UNG DUNG CHU KY PIEN TU PAM BAO TINH TOAN VEN DU
LIEU TRONG TRUONG HQC

3.1. Thue trang quy trinh ra dé thi va bao mat thong tin dé thi cac trwong PH -
Chb.
a) Quy trinh bién soan, duyét, quan Iy, sao in va si dung dé thi

Quy trinh bién soan, duyét, quan ly, sao in va sir dung dé thi dugc thuc hién nhu sau:

1. Bién soan dé thi va d4p an hodc huéng din chim (goi chung 13 dép 4n);

2. Duyét dé thi va ban giao cho phong Khao thi va Kiém dinh chét lwong gido duc
(KT&KDCLGD);

3. Sao in dé thi va quan ly dé thi;

4. Ban giao dé thi cho ban coi thi;

5. Sir dyung d¢ thi.

b)  Bién soan dé thi va ddp dn

1. Gido vién dugc phan cong soan dé thi, dap an (chinh thic va dy phong), nop cho
truong bo mon kiém tra noi dung, thé thire dé thi ding quy dinh va ky duyét.

2. Khi bién soan can cha y cac diém sau dy:

- St dung may tinh dé bién soan can khéa ma. Khi sao in, chup xong phai kiém
tra lai va hay ngay ban thao va ban in thir, in hong, in thira,...(néu khdng can
leeu).

- Pé thi phai ghi 16 duoc hay khong duoc st dung tai liéu, tir dién,...;

- Bai lam cua thi sinh duoc thyc hién trén gidy thi hodc phiéu tra 15i do cén bo
coi thi phat cho thi sinh. Khong c6 bat cr phan nao lam truc tiép trén dé thi.
Nhitng dé thi c6 ca phan tric nghiém va tu luan Gido vién thuc hién theo mau
phiéu tra 15i trac nghiém va tu luan. Nhitng dé thi c6 yéu cau tra loi khac véi
phiéu tra 1oi thi Gido vién thiét ké phiéu tra 15i cho phi hop yéu ciu caa dé.

- Pong gbi dé thi phai ghi day du c4c thdng tin bén ngoai tii dung dé thi va niém
phong can mat

- Giao vién giao d@ thi, dap an (chinh thuc va dy phong) mot lan cho Thu ky
khoa cham nhat 1a mot ngay sau khi két thdc mén day trén 16p theo thoi khoa
biéu.

- Nhitng mén c6 thi sinh thi lan 2 thi c6 thé sir dung dé du phong.

- Khi giao d¢ thi, dap an phai c6 ky giao véi nguoi ¢ trach nhiém nhan dé thi va
phai ghi rd s6 lwong dé thi, dap an, thoi gian giao. Riéng dé thi hoic dé kiém tra
moén Nghe cua cac 16p Cao dang, ching chi Anh van va thuc hanh Tin hoc phai
chép trén dia CD.

- Dbi véi céc 16p lien két dao tao: Thuc hién tir khoan 2 dén khoan 5 cua Biéu 2.
Riéng dé va dap an kiém tra ching chi c6 Quyét dinh phan cong cua Hiéu

truong.
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) Duyét dé thi va ban giao cho phong KT&KPCLGD

- Ngudi ¢6 trach nhiém duyét dé phai xem k¥ noi dung, thé thic cua dé thi co
dam bao yéu cau khong, néu cé chinh stra thi phai trao d6i voi ngudi bién soan
dé thi dé hoan thién theo quy dinh.

- Dé thi di duoc duyét, phai niém phong lai theo ché d¢o6 bao mat va cé ky xac
nhan cia Truong DH, Cb

- Thu ky cac khoa giao dé thi cho Phong KT&KDCLGD dung thoi gian quy
dinh, (trudc ngay thi dau tién cua ky thi it nhat 01 tuan). Riéng ddi véi dé thi
cac lop Pai hoc ngoai chinh quy thi thu ky phong Pao tao phai nop trudc ngay
thi dau tién cua ky thi it nhat 02 ngay theo lich thi, khong tinh cac ngay nghi, 12,
tét. C6 ky so bién ban theo ddi giao, nhan dé thi.

d) Sao in dé thiva qudn Iy dé thi
Viéc sao, in dé thi do bo phan sao in dé thuc hién. Bo phan sao in dé thi thuc hién
quy trinh sao in dé theo Noi quy phong sao in dé thi.
Nguoi tryc tiép sao in dé thi 1a nhimg nguoi khéng c6 ngudi than (vo, chong,
con, anh, chi, em ruét) du thi.
Trudc khi sao in, Truong phong KT&KDCLGD phéan cong cu thé can bo, nhan
vién thuc hién sao in dé cho ting dot thi, budi thi, mdn thi, sé luong dé can
dugc nhan ban (c6 s6 bién ban).
Dé thi duoc phép mé niém phong dé thuc hién viéc sao in khi cd mit du 2 thanh
vién trong bo phan sao in dé thi; khi mo dé thi phai 1am bién ban tong hop ghi
lai hién trang bao mat cua ting dé thi va cac hién twong bat thuong khac (néu
co).
Dé thi phai dugc danh may va in tha rd rang, chinh xéac, sach, dep, dang quy
cach. Néu do so xuat khi ra dé. Nhitng dé thi in mo, khong rd chir hoic 15 viét
tay hay can tiét kiém gidy in, bo phan sao in dé thi c6 thé danh may lai, khi duoc
sur chap thuan cua Truong phong KT&KDCLGD hoic Chu tich Hbi ddng kiém
tra thuc hién viéc xda file trén may vi tinh sau khi c6 ban in dat yéu cau. Bé sao
in duoc che phan tén va chir ky ciia nguoi ra dé. Céc gidy to danh may hoic in
hong dé thi khong duoc cho vao sot rac ma phai thuc hién ché do niém phong va
duoc bao quan nhu dé thi.
Khi in xong d¢ thi, can bo sao in dong goi ting tai dung dé thi va phai ghi day
du cac thong tin bén ngoai tii dung dé thi, thuc hién ché do niém phong tdi
dung dé thi va duoc bao quan nhu dé thi chua sao in, c6 chit ky niém phong cua
hai can b sao in. Can bo sao in dé thi phai ky tén va ghi rd ho tén vao bién ban
sao in dé thi.
Nguoi dong goi dé thi phai 1am dung quy cach thi tuc, bao dam dung sé luong
dé thi, ding mén thi ghi & phong bi d& thi, du sé lwong dé thi cho ting diém thi,
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phong thi, khong c6 to trang, to hong va ghi ddy du thong tin in trén tai dung dé
thi.

- May vi tinh, may in, may photo khéng dugc mang ra khoi phong sao in dé thi.

- Tai dung dé thi 1am bang gidy du kin, tdi, duoc déan chat, khong bong mép, dong
dau niém phong va c6 chit ky cua hai can b sao in dé.

- Pé thi duoc bao quan theo ché do quan ly tai liéu mat, khéng duoc phép mang
ra khoi co quan, phong lam viée, dé thi phai duoc cat gitt vao ta, hom hoic két
c6 khoa an toan.

- Riéng dé kiém tra chung chi Anh van - Tin hoc, thuc hién sao in theo phan cong
cua Chu tich Hoi déng kiém tra c6 dan nhan niém phong va chit ky cua can bo
sao in trén nhan niém phong.

e) Ban giao dé thi cho Ban coi thi

Bo6 phan sao in dé thi quan Iy, bao mat dé thi dén khi giao cho phong Pao tao (co
bién ban giao, nhan chi tiét). Phong Pao tao bao mat dé thi cho dén khi giao cho Ban
coi thi vao dau céac budi thi.

f)  Sir dung dé thi

Ban coi thi quan ly, bao mat dé thi cho dén khi giao cho cén bo coi thi trudc mdi
budi thi.

Cén bo coi thi quan ly, bao mat dé thi va giao cho thi sinh theo quy dinh coi thi.

Khi dé thi trao dén tay can bo coi thi, thi nhiém vu bao mat do cén bo coi thi chiu
trach nhiém. Dé thi dugc mo dé phat cho thi sinh theo dung sb luong, thoi gian qui
dinh cua mdi ky thi, néu phat hién c6 gi sai s6t trong khi thi thi can bo coi thi phan anh
ngay voi Hoi ddng kiém tra hodc Ban chi dao thi hét mon dé kip thoi giai quyét.

g) Piéu khodn thi hanh

Moi bo phan, ca nhan khi duoc giao nhiém vu lién quan dén dé thi phai tuan tha
thue hién nhiém vu theo qui dinh nay va thuc hién nghiém tic ché d6 bao mat cho dén
khi dé thi di duoc sir dung xong.

3.2. Yéu cau giai phap quan ly dé thi theo phwong phap hié¢n dai.

Trong mét truong hoc ¢6 thé co rat nhiéu cac loai @& thi, néu khong co cach xir ly hiéu
qua va khoa hoc thi s& rat kho trong cong tac quan 1y, luu trix va tim kiém sau nay. Tir md
hinh quan ly néu trén, gidp ta thay dugc viéc xir 1y dé thi phan I6n trén gidy to 1am mat
nhiéu thoi gian va cong sic. Do d6 ngoai nhirng cach sap xép, luu trix truyén théng nhu
Iwu s6, phan loai, Iuu kho thi viéc 4p dung mot phan mém quan 1y dé& thi 1 can thiét & thoi
diém hién nay. Ap dung phan mém y&u cau giai quyét cac van dé:

- Pam bdo dé thi dugc xir Iy chinh xéc, dung thoi han, an toan va hi¢u qua. Viéc
luu trir cong van va tim kiém nhanh chéng va thuén tién .

- Nang cao hi¢u qua xur ly dé thi va lap ho so cong viéc.
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- Trao d6i thong tin, tiép nhan ¥ kién chi dao tir cap trén mot cach kip thoi dé thuc
hién tot nhiém vu duoc giao.

- Tiét kiém thoi gian, cong sire, chi phi khi quan 1y, luu trit va tim kiém dé thi.

- Viéc quan ly dé thi thong qua mot phan mém, giai phap quan ly dé thi chuyén
dung duoc cho 1a phuong phép tdi uu nhat hién nay, vi né vira mang lai hiéu qua
cao trong cong tac quan 1y dé thi va ciing nhu pht hop voi xu thé d6i méi cong
tac quan ly truong hoc thong minh.

3.3. Qua trinh ky va xac thwe ky s

3.3.1. Tao va trao doi khoa

Hé théng sinh 2 khéa cho 2 qué trinh mad héa K,(e,n) va xac thuc thong diép
Kr(d,n). Chon 2 s6 nguyén t6 p & q du 16n, “hai nguyén t6 nay phai giir bi mat”. Tuy
nhién, khi cong khai cac khoa dung dé ma héa lai nay sinh vin dé mot ngudi nao do
gia danh sir dung dé ma héa céac théng béo gui dén bén nhan 1am ho khong thé phén
biét dugc thdng béo d6 hop 18 hay khdng. Co mot phuong phap giai quyét van dé nay
ma dién hinh 13 co ché chix ky so.

- Tinh module n

- Sinh khoa e

- Tinh khoa d

Chon2s6 NT pvagq

|

Tinhn=p g

A

Tinhom) =(p-1D(@-1) \
" Khoa cong khai K, = (e,n) l
Chon 1<e <@(n) > C =M°modn
A Khoéa bi mat Kg = (d,n)
Tinhd = e~ mod B(n) > M = C° mod
=C®modn

Hinh 3.1: M6 hinh tinh 2 khoa
Céc thanh phan cia chwong trinh:
1. Thong diép ban dau: P
2. Khoa bi mat Ky dung trong qué trinh giai hoa
3. Khéa cong khai K, dung trong qué trinh ma hoa.
4. Ban ma C va duoc trao doi thong qua wdng truyén tin
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Thong diép M Thong diép toan ven

Khéa cong khai A
v \4
Ham bam Mihoa | Thong
diép
l sai
Gid tri bsm T B = ——
Giatri | )| Gt |
mihéa | 1 :Z 21 Giatri bam Gidtri bam
0 g . | ho :
R Truyen 7'}
A 4 N : tin
| Chaky | i o
M3 héa w dgiente |- ] Chirky |- N
o v . «t dién tir Giai ma Ham b3m
B OnO0000C ::1: A
........................... A
Khéa bi mat A
| Giaima
L —»| cipkhéaB o
Cap khoa A »
Khéa cong khai A
‘ Khéa bi mat B

Hinh 3.2 M6 hinh quy trinh tao chit ky va tham dinh chir ky

3.3.2. Qua trinh tao chir ky sé

Gia sit A mudn giri mot thong diép dién tir bi mat cho B va gia st A di c6 duogc

khoa cong cong cua B.

S6 hoa thong diép:

Budc 1: Dir liéu ban dau str dung ham bam dé nén di liéu thanh “gia tri bam” dé
truyén di.

Str dung khoa private key (khoa bi mat) cia ngudi gai dé ma hoa “gia tri bam” thu
duoc & budc 1. Két qua thu duoc goi la chir ky dién tir caa thong diép ban dau.
Budc 2: Dir liéu ban dau cung véi khoéa cong khai caa nguoi gui dé ma hoa thu
duoc “gid tri ma hoa”.

Budéc 3: Gop “chit ky dién ta” thu dugc budc 1 vao “gia tri ma héa” thu dugc budc
2. Cong viéc nay goi la “ky nhan” vao dit liéu. Moi su phat hién trong giai doan
Kiém tra.

Thong diép da duoc Ky tao va lwu chit Ky s6. Chon nit “luu chit ky vao file” dé
thuc hién viéc luu chir ky. Noi dung file duoc luu bao gdm: “ndi dung chi ky,
module n va khoa e”.

3.3.3. Qua trinh xac thuc chir ky

Dit liéu da duoc ky nhan dén B tach 1am hai phan 1a: “chir ky dién t” va “gia tri
mi hoa” dé xu ly riéng.
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Budc 1: Str dung khoa cong khai cua A giai ma “chir ky dién ta” thu duogc “gia tri
bam”.
Budc 2: Sir dung khoa bi mat B dé giai ma “gia tri ma hoa”, sau d6 sir dung ham
bam dé tinh toan chudi dai dién thu duoc “gia tri bam”.
Budc 3: So sanh hai “gia tri bam” cua bude 1 va bude 2 trén xem thong diép co
toan ven hay khong.

= Néu toan ven, nguoi nhan B chap nhan thong diép. Chir ky thanh cong

= Néu khdng toan ven, ngudi nhan B ¢6 thé bo qua thong diép

3.4. Chwong trinh demo

3.4.1. Gidi thiéu chwong trinh
Chuong trinh xay dung gém 2 modul chinh:

# Demo thuat toan bam SHA3 (SHA3- 224; SHA3 — 256; SHA3 -384; SHA3- 512)
# Demo chir ky s6 1én dé thi

Céch str dung chuong trinh :

Ky lén dé thi : nguoi giri can 1am cac bude sau dé ky 1én dé thi

Budc 1: Mé chuong trinh 1én ta nhin thay 1a form thong tin chuong trinh tng dung
gom céc thdng tin vé dé bai, tén gido vién, tén nguoi thyc hién va ngay thang nim
xay dung chuong trinh .

Budc 2: Chuyén sang tab chuong trinh chinh — k¥ va xac nhan dé ky 1én dé thi ta
lam mat sd thao tac sau :

- Load file dé thi (*.doc ) can ky bang cach nhan vao nat —Browse. Noi dung dé
thi duogc hién thi trong textbox —Noi dung file.

- Nhan nit tao khoa hoic load key tir file ¢ sin trong may tinh

- Nhan botton —Ky nhén dé tao chit ky dién ta, chit ky nay duoc gan vao cudi noi
dung dé thi. Luu lai dé thi nay dé gui di.

Budc 3: Giri di dé thi da ky nhan va public key cho nguoi nhan

XAac thuc chiz ky: Nguoi nhan sau khi nhan duoc dé thi da ky, dé xéac thuc can lam

cac budc sau:

Budc 1: Mé chuong trinh va Load file dé thi d3 ky nhan I1én bang nhan botton —

Browse.

Budc 2: Load public key ma da nhan duogc tir nguoi gui.

Budc 3: Xac thuc bing cach nhan botton - Kiém tra. Néu dé thi va chit ky ding cua

ngudi gui thi s& hién thdng béo noi dung dé thi khong bi thay ddi va chix ky chinh

Xac la cua nguoi gui.
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3.4.3. Hinh anh Demo chit ky sé ap dung trong quan 1y dé thi
Dé Thi:

PE KIEM TRA HQC KY 2
MON: HOA HQC 9

PE SO 04 Thoi gian: 45 phut

Truong THCS L& Loi

I/ Trac nghiém : Khoanh tron chir cai dau cau dap an ding
Cau 1 :Day chat nao sau ddy thudc oxit bazo
A/ Ca0,S0,, BaO; B/ CaO, BaO,Na,0;
C/ C0O,,Si0y; D/K,0,Na,0,S0,
Cau 2 :Trong cé4c cap chat sau, cap chat nao déu duoc dung dé diéu ché oxi trong
phong thi nghiém:
A/ CuSQy,, HgO; B/K,SO,, KMnOy,;

C/ H,0, KCIOg; D/ KCIO3, KMnO,
Cau 3: Dung dich 1am cho quy tim chuyén thanh mau xanh:
A/ NaCl:; B/H,SO, ; C/NaOH ; D/CuSO,
Cau 4: 25gam dung dich dwong nong dé 10% co chira mét lwong dwong 1a:
Al 1,29 B/ 2,5¢ C/ 1,59 D/ 3,59
Cau 5: Cong thirc hod hoc cua mudi Canxidihidrophotphat 1a
A/ Ca(H,POy),, B/ CaH,PO,,
C/ Ca(HPO,),, D/Ca,HPO,

Cau 6: O 25°C ctr 204g duong hoa tan hét vao 100g nudc tao thanh dd bdo hoa .
Do tan cua duong ¢ 25°C la:
A/ 408g ; B/ 204g; C/100g; D/102g.
A. Tao khoa K
- Chon 2 sé nguyén tb dua 16n
- tinh dugc khoa cong khai va khoa bi mat

Tén 481 NGHIEN CUU CAC PHUGNG PHAR BAM BAD TINH TOAN VEM DO LIEY TRONG TRUGHNG HOC THOMG MINH
Tao khda | Ky di thi Xdc thuic chil iy Huding ddm chung Demo thust lodn
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B. Thi tuc ky vin ban:
1. Tai van ban

501 Dioc Crypto : CAUsers\DELL\DesktoptVs 2013\DE THIdoc » a - o ® | = | 5 |
Tén d% tai: NGHIEN CL CAC PHUGNG PHAF BIAM BAO TINH TOAN VEN D LIEU TRONG TRUGNG HOC THONG MINH
[ Tao khoa | Ky d& thi | Xac thuc chi ky | Hudng dén chung | Demo thuattoan|
Ky
B PE SO 04  [PE KIEM TRA HQC KY 2 MON: HOA HQC 9 Théi gian: 45 jphiit Truong
THCS Lé Lgi
I/ Tric nghiém : Khoanh tron chit cii d4u ciu dap an ding
Chu 1 :Diy chit nio sau ddy thude oxit baza
A/ Ca0.50n, BaO; B/ Ca0, BaONaxO;
C/ C01.8i0n; D/K20.Na20.503 <
Banbam
Chir ky
[ Tai VB ] [ Ki ] [ Luu chii ky l l Thodt l

Tén d# tai: NGHIEN CUU CAC PHUGNG PHAP DAM BAO TINH TOAN VEN DU LIEU TRONG TRUGNG HOC THONG MINH

=}

Taokhoa | Ky d& thi

| Xéc thye chil ky | Hudng dan chung | Demo thusttosn|

Ky
T DE SO 04 | PE KIEM TRA HOC KY 2 MON: HOA HOC 9 Thai gian: 45 phit Trudmg *
THCS Lé Loi
I Tric nghiém : Khoanh tron chir cai dau cdu dap an ding
Céu 1 :Day chat nao - — — 5
Y Théng bio ===
A/ Ca0,502, BaO;
C/ COLSIO:: @ Ky thanh cong.Théi gian thyc hién : 4,996 gidy. L
Ban bam B701271FFC30F47F 15FCEC) |
3
Chii ky 8148208 4977303 46: 54634990 4263285 1512319
4877303 4263285 6923826 58 409754 5788186 4977303 2909784
5788186 4634990 4432022 2909784 4263285 4263285 1512319 2909784 6114043 2604367 148208 4634990 5788186 1759400
208681 8148208 1512319 4263285 2309784 2909784 208681 4482022 5788186 1512319 4286965 2604367 2909784 8148208
[ T4iVB l [ Ky ] [ Luiu chil kj l l Thost

3. Luu chir ky.

# Doc Crypto : CA\Users\DELL\DesktopVs 2013\DF THidoc [=l@] ]
i Save As B e b L R =T
OO?\ L b V523 b = [ [ search vs 2013 p|
Organize New folder @
9 Favorites * Name Date modified Type thot Elﬂll 45 bhﬁt "['mfmg il
B Desktop .. DEMO_SHA3 4/16/20179:05 PM  File folder E
4 Downloads 1. UltralSO Premium Edition 9.1.2 Build 2465 4/16/2017 317 PM  File folder
Tl RecentPlaces  |=| = Chukyl 5/1/20171001 AM  Text Document
4 Libraries
B Documents
J’ Music
[E] Pictures -
8 videos s
1% Computer v 4 m 3l
— | 4634990 4263285 1512319
File name | chifky 2 6734 5783186 4977303 2909784
Save astype: ICM‘ ki) b 4634990 5788186 1759400
1§65 2604367 2909784 8148208
4 Hide Folders
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C. Xac thuc chir ky
1. Tai van ban

2. Tai chit ky

47 Dac Crypto : CAUsers\DELL\Desktopt¥s 2013\DE THLdoc L= B
Tén dé {3 NGHIEN COU CAC FHUGNG PHAF BAM EAD TINH TOAN VEN DU LIEU TRONG TRUGNG HOC THONG MINH
Xde thiic ehil ky | Huidng dén chung | Demo thudttodn |
Xdécnhan
[PE SO 04  [PE KIEM TRA HOC KY 2 MON: HOA HOC 9 Thai gian: 45 phit Trudm,
THCS Lé Lo
Chon d& thi - n N PR S PO -
I/ Trac nghiém : Khoanh tron chit cai dau cdu dap an ding
Céu 1 :Diy chit nio sau diy thude oxit bazo
A/ Ca0,802, BaO; B/ Ca0O, BaO.NaxO;
Chii ky xac nhan
Nndp xécnhan B 4303 N 8241907
Taive I I Taichi ky l l Xac nhan ] l Thoat l
& Doc Crypto : Ci\Users\DELL\Deskiop\VS 2013\DE THidoc (=88] = |
a2l Open R e e L ) e
OO&\ J» VS2013 » o Search VS 2013 2]
Organize » New folder > A @
I Favorites o MNeme Date modified Type [hoi gian: 45 phit Trwdmg *
M Desktop || DEMO_SHA3 4/16/2017905PM  File folder i
& Downloads 1/ UltralSO Premium Edition 9.1.2 Build 2465~ 4/16/2017 317 PM File folder
2 Recent Places ) Chukyl 571/200710:01 AM  Text Document
‘ | chirkj2 571/201710:12 AM  Text Document
7 Libraries
@ Documents
Aﬁ Music i
[] Pictures
E Videos i
el Computer
& wing ()
= SETUP (D7) ~ ] i ] D
File name:  chir iy 2
= at
"5 Doc Crypto: CAUsers\DELI\Desktop\VS 2013\chi ky 2.ba =] B

Tén &8 tai: NGHIEN CUU CAC PHUGNG PHAP DAM BAQ TINH TOAN VEN DU LIEU TRONG TRUGNG HOC THONG MINH

Ky d& thi | Xac thuc chl ky ‘ Hudng dén chung | Dema muélma’nl

Xac nhan

PE SO0 04 |PE KIEM TRA HOC KY 2 MON: HOA HQC 9 Thi gian: 45 phat Trudmg “

THCS Lé Loi =
Chon d& thi . . e
1/ Triic nghiém : Khoanh tron chir cai dau cdu dap én ding
Cau 1 :Diy chat nao sau ddy thudc oxit bazo

A/ Ca0,50;, BaO; B/ Ca0, BaO.Nax0;

(6148208 4377303 4634990 6323626 4462022 4377303 6923626 4263285 4263285 5755106 4286965 4634990 4263265 1512319
 |s977303 4263285 6923626 5816151 4263285 5768186 3617502 5788186 5816181 4482022 2909784 5788186 4977303 2909784
ChiTkyxac nhan 5756156 4634990 4482022 2909784 4263285 4263285 1512319 2909784 6114043 2604367 8145208 4634390 5788186 1753400
208681 8148208 1512319 4263285 2909764 2909784 208681 4462022 5765186 1512319 4286965 2604367 290978+ 8146208
208681 5788186 1512319 2909784 4482022 3617502 3617502 2604367

Nhgp xacnhdn  E 4393 N g241507

TaiVB l [ Tai chil ky l l Xac nhan ] [ Thodt ]

L9
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3. Xac nhan chir ky

85 Doc Crypto - C\Users\DELL\DesktoptVS 2013\chir kj 2t =]

‘Tén d& tai: NGHIEN CUU CAC PHUGNG PHAP BAM BAO TINH TOAN VEN DU LIEU TRONG TRUGNG HOC THONG MINH

Tao khoa | Ky de thi| Xc thiic chiiky | Hudng dén chung | Demo thuattoan|

Xacnhan
PE SO 04 | PE KIEM TRA HQC KY 2 MON: HOA HQC 9 Thai gian: 45 phiit Trudng
THCS Lé Lot c
Chon d& thi - n . T .
I/ Trac nghiém : Khoanh tron chit cdi dau ciu dap dn ding
Céu 1 :Day chét nao sau day thude oxit bazo
A/ Ca0,801, BaO; B/ Ca0, BaO.NaO;
8148208 4977303 4634990 6923826 4452022 4977303 6923826 4263285 4263285 5783186 4286965 4634990 4263285 1512319
.. |4977303 4263285 6923826 5816181 4263285 5788136 3617, 909784 5788136 4977303 2909784
Chilkyxée nhan  ¢753185 4634990 4482022 2009764 4263285 4263285 151 Théng bio N 15005 4634000 572876 1759400
208681 8148208 1512319 4263285 2909784 2909784 20868 965 2604367 2909784 8148208
208681 5788186 1512319 2909784 4482022 3617502 36175
Yéc thuc Chit ky ding
Nngp xdcnhgn B 4303 N s241907
l T&iVB l l Tai chil kj ] [ Xéc nhan ] I Thost ]
z X H ~ 4 A 4 - - o H
4. Bao loi khi chir ky khong dung/ hoac van ban sai.
o B8 %

5] Doc Crypto : C:A\Users\DELL\Desktop\VS 2013\chir ky 2.6t =

Tén g2t NGHIEN CU CAC PHUGNG PHAP DAM BAD TINH TOAN VEN DU LIEU TRONG TRUGNG HOC THONG MINH

| Taokhéa K & hi| Xéc thic chiky | Hudng dénchung | Demo thdtiodn|

Xacnhdn

Chon d& thi

Chil ky xAc nhan

Nhap xéc nhan

|PES004 | DE KIEM TRA HOCKY 2 MON: HOA HQC 8 Thot gian: 45 phit Trudmg *
THCS L& Lot 2

U Trie nghiém : Khoanh tron chit céi dan céu dép an diing
Ciu 1 :Diy chat ndo sau ddy thude oxit bazo

A/ Ca0,80, BaO; B/ Ca0, BaO,Na0;

8148208 4977303 4634990 6923826 4482022 4977303 6923826 4263285 4263285 5788186 4286965 4634990 4263285 1512319
4977303 4263285 6923526 5816181 4263285 5788186 3617502 5788186 5816181 4482022 2909784 5788186 4977303 2009784
5788136 4634990 4482022 2909784 4263285 - = u‘ 186 1769400
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KET LUAN

1. Cac két qua dat dwoc:

Dé dam bao tinh toan ven dir liéu 13 bai toan 16n trong trudng hoc néi chung va
truong hoc thong minh noi riéng. Viéc su dung rong réi van ban, tai liéu dién tu cung
V6i cac dac diém cua n6 nhu: d€ dang thay doi ndi dung thong tin trong tai lieu ma
khong dé lai dau vet, van d€ xac dinh ngudi gui van ban dién tu v.v... da dan den sy
can thict phai tim giai phap cho cac van de trén. Luén vén néu ra mot so bi¢én phap de
dam bao tinh toan ven cua van ban dién to nhu: Ther nhat, dam bﬁo toan ven dir liéu
bang thuat toan bam SHA; thi hai, dam bao toan ven‘dﬁ: liéu béng mot s6 phuong
phap ma xac thuc; Thiz ba, dam bao toan ven dir liéu bang chir ky s6. Viéc ung dung
chit ky s6 vao co quan truong hoc s€ giup qua trinh luan chuyén vén ban dugc nhanh
chong, chinh xac, kip thoi, khong choi bo, qua trinh xu ly va trién khai cong viéc
khong bi gian doan, giam thi€u thoi gian giai quyet cong viéc.

a. Ly thuyeét:

- Pé dam bao toan ven dir liéu cho cac co quan nha nuée, truong hoc, cac doanh
nghigp,... luan van da nghién ctru cac phuong phap toan ven dir li¢u nhu:

+ Nghién cttu cac ho ham bam mat ma SHA (SHA1,SHA2,SHA3). Trong d6
nghién cru ham bam SHA3 — Keccak do nhdém cac nha mat ma ngudi Bi dung dau 1a
Daemen (nguoi dong tac gia cua thuat toan AES) thiét ké. Keccak c6 sé vong lap 1a 18
vong va kich thudc trang thai thay doi lan luot la 25, 50, 100, 200, 400, 800, 1600.

Nhom thiét ké Keccak dd dua vao cdu tric Sponge, bén canh cau trdc Sponge
nhom tac gia con thuc hién cac bién phap nhu bod sung khda mat vao dau vao cua
keccak bién né thanh ma xéc thyc thdng béo.

SHA3 bao gém bén ham bam SHA3 — 224, SHA3-256, SHA3-384, SHA3-512 va
hai ham mao rong SHAKE128 va SHAKE?256.

+Nghién ctu cac phuong phap dam bao tinh toan ven bang ma xac thuc. C6 hai
dang chuan ma NIST dua ra “ma x4c thuc thong diép sir dung ham mot chiéu cé khoa
HMAC” va “ mi xéc thuc thong diép ma héa”. Ung dung MAC 1a dam bao tinh xéac
thuc gitta cac bén trong kénh lién lac c6 thé gui va nhan thong diép duoc xac thuc véi
nhau va kha ning bi ké tan cong gia mao la rat thap.

+ Nghién ciu vé chit ky s6 ¢6 nhiéu loai so d6 chit ky s6 khac nhau, trong luan vian
nay tdi sir dung so do chit ky théng dung 1a RSA. Chir ky s6 chic ning 1a xac thuc
dugc ngudn géc tai liéu, tinh toan ven di liéu va tinh chong tir chdi buc thong diép.

b. Thyc nghi¢m:

- Chuong trinh x4y dung gém 2 modul chinh: “demo thuét toan SHA3 va demo
chir ky s6”.

+ Demo céc thuat toan bam SHA3 (SHA3-224, SHA3-256, SHA3-384, SHA3-
512)

+ Demo chit ky s6 1én dé thi.

2. Hwéng nghién ciiu tiép theo

Hoc vién s& phat trién ung dung cac phuong phap mat ma vao cac thuit toan méi
va dam bao an toan dir liéu ndi chung toan ven di liéu noi riéng.
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