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TOM TAT

Tom tat: Cung véi su phét trién cua tinh toan khip noi, cac hé thong van vat két ndi (Internet
of Things — IoT) ngay cang thu hat duoc sy quan tdm cua cac chuyén gia ciing nhu cac nha
g dung. Van dé an ninh an toan thdng tin trong cac hé théng 10T véi cac thiét bi nho gon,
nang luc tinh toan thap, tro thanh mot chu dé ndng hién nay. Véi kha nang tinh toan nhanh, an
toan va chi phi thuc hién thap, mat ma nhe, tiéu biéu 1a mat ma dong, 1a sy lya chon tbi wu
cho nhiing thiét bi chuyén dung cua loT. Luan vin nghién ctu kha nang tng dung, diéu kién
ap dung ciing nhu yéu cAu ciia mot sb giai thuat mat ma nhe, dé& xuét phuong an st dung mat
ma dong trong mat ma nhe phl hop Vi ting 16p bai toan cu thé. i vao thuc nghiém luan vin
dé xuat sir dung ma héa dau cudi voi mat ma dong Grain trong mat ma nhe va ma xac thuc
thdng b&o véi ham bam nhe Keccak trén thiét bi Raspberry Pi dé thu thap, diéu khién nhiét
do, ¢6 am, ctra ra vao trong mot ngdi nha — tién dé cho nhitng nghién ciu vé bao mat trong
mo hinh smart home nai riéng va cac moé hinh 10T noi chung.

Tir khoa: van vdt két ndi, mdt ma dong, Grain, mdt ma nhe, ma xac thuc théng bao, ma hoa
dau cuéi, ham bam Keccak.



LOI CAM ON

Toi xin chan thanh cam on Khoa Cong nghé thong tin, Truong Pai hoc Cong
nghé da tao diéu kién, méi trudong thuan lgi cho hoc vién trong qua trinh hoc tap,
nghién cuu va hoan thanh luan van thac si.

Véi 10ng biét on sdu sic nhat, ti xin giri dén tién si Lé Phé Do, Truong Dai hoc
Cong nghé, PHQG Ha Nai, cuing tién si Phung Van On, Vin phong Chinh pha da tan
tam hudng dan toi qua tirng budi hoc trén Iép ciing nhu cac budi néi chuyén, thao luan
vé dé tai nghién ciu. Néu khdng c6 su dinh huéng, nhitng 16i day bao cua thay thi luan
van nay cua toi rat khé co thé hoan thién duoc. Mét l1an nira, t6i xin chan thanh cam on
thay.

T6i xin bay t6 1ong kinh trong va biét on sau sic toi gia dinh va cac thay, cd
trong Truong Dai hoc Cong nghé, PHQG Ha Noi, cac anh chi trong nhdm Nghién ctu
KH & CN Mat M3 UET-CRYPT, Trudng Pai hoc Cong nghé - PHQG HN va ban Do
Cong Thanh — hoc vién cao hoc Truong Pai hoc Céng nghé khéa K23, nhirng nguoi
da day dd, gitip d& tdi trong sudt qua trinh hoc tap va thuc hién luan vian nay.

Budc dau di vao thyc té, tim hiéu vé linh vuc chuyén sau trong An toan thong
tin, kién thac caa tdi con han ché va con nhiéu bd ngd. Do vay, khdng tranh khoi
nhitng thiéu sot trong luan van. T6i rit mong nhan dugc nhiing y kién dong gép quy
bau cua thay ¢ va cac ban dé hoan thién luan vin hon nira.

Toi xin chan thanh cam on.



LOI CAM DPOAN

T6i xin cam doan cac két qua dat dwoc trong luan vin nay do téi thuc hién duéi
su hudng dan cua Tién si Lé Phé D6 va Tién si Phung Vin On.

Tat ca cac tham khao tir nhitng nghién ciru lién quan déu dugc trich dan ngudn
gb6c mot cach rd rang tir danh muc tai liéu tham khao trong luan vian. Luan van khéng
sao chép tai liéu, cdng trinh nghién ctu cia ngudi khac ma khong chi rd vé mit tai liu
tham khao. Cac két qua thyc té cua luan van déu dugc tién hanh thuc nghiém.

Néu phat hién c6 bat ky su gian 1an ndo, tdi xin hoan toan chiju trach nhiém truéc
hoi dong, ciing nhu két qua luan van tét nghiép caa minh.

Ha Nogi, ngay thang nam

Hoc vién thuc hién

Lé Thi Len
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DANH MUC TU VIET TAT

Ky hiéu

Dang day du

loT

Internet of Things — Van vat két néi — Mét kich ban cua thé
gidi, khi ma mdi dd vat, con nguodi dugc cung cidp mot dinh
danh cua riéng minh, va tit ca cd kha ning truyén tai, trao doi
thong tin, dir liéu qua mot mang duy nhat ma khdng can dén su
tuong tac tryc tiép giita nguoi voi ngudi, hay ngudi Véi may
tinh

NIST

(National Institute of Standards and Technology) Vién tiéu
chuan va Cong nghé cia My

RFID

Radio Frequency ldentification — Hé théng nhan dang bang tan
s6 cuia song vo tuyén

SHT11

Cam bién do nhiét 46 va do am. Pay la dong cam bién (SHT10,
SHT11, SHT15, SHT75) chuyén dung, c6 6 chinh xac cao. NO
dugc st dung rong dai trong cong nghiép va dan dung.

HTML5

Mot chuan mai va la thé hé tiép theo caa ngbn ngit danh dau
siéu van ban - HyperText Markup Language explained (goi tat
[a HTML)

NFSR

Nonlinear feedback shift register — Thanh ghi dich hdi phi
tuyén — mot thanh ghi dich hoi véi bit dau vao 1a mot ham phi
tuyén tinh cua trang thai trudc d6 cia no.

Ti+1(bo, by, by, .., by_1) = 17(by, by, ..., f (bo, by, by, .., by 1))

LFSR

Linear feedback shift register — Thanh ghi dich hoi tuyén tinh —
mot thanh ghi dich hdi véi bit dau vao 1a mot ham tuyén tinh
cua trang thai trude d6 cua nd. Ham tuyén tinh duoc ding pho
bién nhit 1a XOR.

MAC

(Message authentication code) Ma xac thuc théng bao

HMAC

(Hash Messasge Authentication Code) Ma xac thuc théng béo
st dung ham bam

CMAC

(Cipher Message Authentication Code) Ma xac thuc thong bao
dua trén ma hda

GE

(Gate equivalence) Cong twong duong - mot don vi do luong
cho phép xac dinh d6 phuc tap doc 1ap vé cong nghé san xuat
cuia cc mach dién tur ki thuat s6
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MO PAU
1. Co sé khoa hoc va thyc tién caa dé tai:

Cung véi sy phat trién theo ham sb mii cua cudc cach mang cong nghiép lan thir
4, van dé an ninh an toan thong tin ngdy cang dwoc quan tdm va tré thanh mot trong
nhitng wu tién hang dau trong nghién ctru ciing nhu @ng dung. Bé dam bao sy an toan,
bi mat cho thong tin, da sé cac thiét bj théng tin hién nay di trang bi nhiing phuong
phap phong ngtra, bao vé hiéu qua. Tiéu biéu nhu cac phuong phap mi héa truyén
théng duoc trién khai phd bién trén cac thiét bi c6 cau hinh cao. Tuy nhién, véi nhiing
thiét bi nho, kich thudc, niang lwong va kha ning tinh toan han ché, viéc sir dung cac
ma hoa truyén théng 1a khong kha thi, can c6 mét giai thuat khac phu hop hon. DBay
chinh 14 viing d4t vang cho mat ma nhe phét trién.

Ty tirng Yéu cau bao mat cu thé cua ting thiét bi ma ching ta co thé ap dung
cac giai thuat ma hoa khac nhau dé c6 thé can dbi giira ba tiéu chi quan trong cua mat
ma nhe: d an toan, hiéu suat va gia thanh. Luan vin nghién ctu kha niang tng dung,
diéu kién ap dung ciing nhu yéu cau caa mot sé giai thuat ma hoa nhe cu thé, dé xuat
phuong an st dung mat ma nhe, tiéu biéu 13 mat ma dong pht hop cho nhiing thiét bi
nho gon, ning lyuc tinh toan thap, nhat 1a trong moéi truong Internet of Thing (1oT).

Mot trong nhitng thiét bi nho gon ¢6 kha ning tinh toan thap nhung lai c6 vai trd
quan trong trong nhiéu hé théng IoT d6 1a Raspberry Pi [Phu luc A]. Raspberry Pi la
moét vi may tinh duoc phat trién boi Raspberry Pi Foundation tai Anh. Phan cing
Raspberry Pi c6 nhiéu ciu hinh khac nhau, dung lwong bd nhé va cac thiét bi ngoai vi
khé&c nhau tuy ting phién ban. Hién nay, Raspberry Pi dang duoc s dung mét cach
rong rai trong cac ung dung loT. Theo danh gia tir cac nha nghién ctu, Raspberry Pi la
mot nén tang phan ctiing quan trong dé thuc nghiém ciing nhu wng dung cho cac dy an
loT.

Véi céc thiét bi 10T nay, c6 mot vai mdi nguy hiém can dugc quan tam nhu van
dé bao mat. Van dé bao mat trong mot hé théng 10T tiéu biéu hién nay nhu smart
home ciing cé nhiéu tang, nhiéu mirc d9. Ké tan cong cd thé danh cap thong tin ciing
nhu chiém quyén diéu khién dbi véi cac sensor bang viéc can thiép truc tiép vao
duong truyén vat ly gitra cac sensor véi cac thiét bi thu nhan, phan tich, diéu khién dit
licu nhu Raspberry Pi. Mot cach tan cong khéc, ké tin cong co thé tim céch truy cap
truc tiép vao thiét bi may chu, ra 1énh gia diéu khién cac thiét bi cam bién, cac dd
dung, vat dung trong nha. Viéc giao tiép giira c4c thiét bi gitra Raspberry va client side
(dién thoai di dong, may tinh bang, laptop...) s¢ khong con la an toan khi mét ai do
xam nhap vao hé thong va lay duogc céc dir liéu trén duong truyén ding cho muyc dich
xau. O mirc cao hon mét chit, ké tan céng cd thé chiém quyén kiém soat client side dé
truc tiép diéu khién hé thong smart home. Trong pham vi nghién ctu, luan vin chi tap
trung vao bai toan an toan thdng tin trong qué trinh giao tiép giira thiét bi Raspberry Pi
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Véi céc client side. Luan van nghién ctru va dé xuat st dung ma hoéa dau cudi véi mat
ma dong trong mat ma nhe va ma xac thuc thong bao trén thiét bi Raspberry Pi dé thu
thap, diéu khién nhiét do, 6 am, ctra ra vao trong mot ngdi nha — tién dé cho nhing
nghién cttu vé bao mat trong md hinh smart home noéi riéng va cac md hinh 10T noi
chung.
2. N@i dung ciia dé tai va cac vin dé can giai quyét
2.1. Hwéng nghién ciru:

— Nghién ciru mat ma nhe, mat ma dong trong mat ma nhe.

— Kha nang ing dung mat ma dong trong mat ma nhe trong loT.

— Pé xuat xay dung kénh truyén tin an toan bang phuong phap ma héa dau cudi
su dung ky thuat ma héa dong Grain va xac thuc théng bado véi ham bam
Keccak trén Raspberry PI dé diéu khién nhiét do, do am, ctra ra vao trong mot
ngoi nha.

— Panh gia hiéu qua cta viéc st dung mat md@ dong trong mat ma nhe trén
Raspberry so v&i mot so giai thuat ma hoa khac.

2.2. Noi dung nghién cwu:
Ngoai phan m¢ dau va két luan, noi dung caa luan van duoc trinh bay trong ba
chuong:

Chuwong 1: Gigi thiéu tong quan vé mat ma nhe, mat ma dong trong mat ma nhe,
mot s6 khéi niém quan trong, tim hiéu mét sé hé mat ma dong trong mat ma nhe phd
bién hién nay va loi ich ciing nhu van dé gap phai khi ung dung mat ma dong trong
mat ma nhe trong thuc té ma tiéu biéu loT.

Chuwong 2: Nghién ctru va danh gia vé mot ho hé mat ma dong tiéu biéu trong
mat ma nhe — Grain va kha nang irng dung mat ma dong nhe Grain trong loT.

Chuong 3: Thyc nghiém ap dung ma hoa dau cudi voi mat ma Grain va mé xac
thue thong bao véi ham bam nhe Keccak trong viéc st dung thiét bi Rasberry dé thu
thap dix liéu tir cam bién SHT11 dung dé do nhiét do, do am cua phong lam viéc; qua
do tra lai thong tin cho ngudi dung thdng qua giao dién Web HTMLS5. Ngudi dung co
thé diéu khién céc thiét bi trong phong dé thay doi nhiét o, d6 am. Dong thoi danh gia
hiéu qua cua viéc su dung mat ma dong trong mat ma nhe trén Raspberry so véi mot
s6 giai thuat ma hoa khéc.



3. Kétqua dat dwoc

Sau 6 thang nghién cau, vé ly thuyét, luan vian da nghién ciru, danh gia duge do
an toan, hiéu suat str dung cua hé mat ma Grain ndi riéng va hé mat ma dong trong mat
ma nhe n6i chung trong méi trudng 1oT. Vé thuc nghiém, luan van di xay dung thanh
cdng kénh truyén tin an toan bang phuong phap ma hoa dau cudi st dung ki thuat ma
hoa dong Grain va xac thuc thdng bao véi ham bam Keccak trén Raspberry PI dé diéu
khién nhiét do, do am, cira ra vao trong mot ngdi nha. Tt d6 c6 nhitng sb liéu thuc té
danh gia hiéu qua, do an toan ciia mat ma dong nhe Grain so véi mot s6 hé mat ma nhe
khac.



4
Chwong1. MAT MA DONG TRONG MAT MA NHE
1.1.  Téng quan vé mat ma nhe
1.1.1. M@t s6 khai niém co ban
1.1.1.1. Hé mat ma
Hé mat ma [17]: 1a mot hé bao gom 5 thanh phan (P, C, K, E, D) thoa méan céc tinh
chat sau:

e P (Plaintext) la tap hop hitu han cac ban r6 cd thé.

e C (Ciphertext) 1a tap hop hitu han cac ban ma c6 thé.
e K (Key) la tap hop cac ban khoa cd thé.

e E (Encrytion) I tap hop cac qui tic ma hoa co thé.

e D (Decrytion) la tap hop céc qui tic giai ma co thé.

EK(P) =Cva DK(C) =P

Ban ro At 1A Ban méa At 4 Ban ro
| Thuat toan | Thuattoan

Ma hoa Giai ma

Hinh 1-1: So'd6 hé mat ma
Nhitng yéu cau déi véi hé mat ma [18]
e Pj tin cdy: bang viéc sir dung cac ki thuat ma hda khac nhau, hé mat gitp che
giau théng tin, dam bao su bi mat cho cac théng béo va dir liéu dugc luu trir.

e Tinh toan ven: cung cip co ché dam bao théng bao khdng bi thay ddi trong qué
trinh truyen nhan.
e Tinh khong thé chai bé: c6 thé cung cap mot cach xac nhan rang tai liéu da dén
tur ai d6 ngay ca khi ho ¢o6 gang tir choi no.
e Tinh x&c thuc: xac thuc ngudn géc cia mot thdng béo va cua nguoi dang ding
nhap mot hé thong.
Ta c6 thé phan hé mat ma thanh hai loai dwa vao khéa:

e Hé mat ma khoa d6i xing (Symmetric cryptosystem): 1a mot hé mat ma kha 1au
doi véi khod ma hoé c6 thé tinh ra dugc khod gigi ma, hoic khod ma hoa va
khod giai ma 1a giong nhau. Vi hé mat ma khoa doi xting, ngudi gui va nguoi
nhan phai thoéa thuan khéa bi mat trudce khi thuc hién ma hda. B6 an toan cua
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thuat todn nay phu thudc vao khoa. Néu khoa bi mat b tiét 1 thi bat ky ai ciing

Ban ma

Giai ma

c6 thé giai ma thdng béo trong hé théng ma hoa.

Hinh 1-2: M& hod vdi hé mdt ma khéa déi ximg

e Hé mat ma bat déi xing (Asymmetric cryptosystem): Diffie va Hellman da phat
minh ra hé ma hoa cong khai hay hé ma hod phi doi xing tir nhitng nam 1970.
Hé ma hoa cong khai khéac biét so voi hé mat ma d6i xing ¢ khéa ma hoa va
khéa giai ma. Khoa méa hoa (khoa cong khai) hoan toan khac véi khoa gidi ma
(khoa bi mat). bac biét, ké tan cong khong thé tinh toan duoc khda giai ma ké
ca khi biét khda ma hoa. Khda ma hoa co thé cong khai. Bat Ky ai ciling c0 thé
st dung khoa cong khai dé ma hoa thong bao, nhung chi ngudi c6 khoa bi mat
thi méi c6 kha nang giai ma dugc thong diép. Khoa cong khai va ban ma déu co
thé giri trén mot kénh truyén khong an toan ma khéng lam mat do an toan cua

hé mat.

Khoa méa I Khoa giai I

Hinh 1-3: M4 hod vdi hé mdt ma bdt ddi xing
1.1.1.2. Khai niém mat ma nhe

Hién nay, chua c6 mot to chirc ndo dua ra khai niém chinh xac hay dinh luong cu
thé vé mat ma nhe. Vi vay c6 rat nhiéu phién ban dé dinh nghia mat ma nhe. Mot trong
s6 d6 1a tiéu chuan I1SO/IEC 29192-1 [1] d4 dua ra khai niém co ban vé mat ma nhe
trong phan tong quan cua tiéu chuan. Mat ma nhe 1a mat ma duoc dung cho muc dich
bao mat, xac thuc, nhan dang va trao d6i khoa; phi hop cai dit cho nhitng méi truong
tai nguyén han ché. Trong 1SO / IEC 29192, tinh chit nhe dugc md ta dya trén nén
tang cai dat. Trong trién khai phan cang, dién tich chip va ning luong tiéu thu Ia
nhitng bién phap quan trong dé danh gia tinh nhe cua hé mat. Trong trién khai phan
mém thi kich thudc ma nguédn, kich thuéc RAM lai 14 tiéu chi cho mot hé mat dugc
coi la nhe.
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1.1.2.  Qua trinh hinh thanh va phat trién cia mat ma nhe

Mat ma nhe di dugc nhiéu nha nghién ctu tim hiéu tir rat lau, nhung mai dén
cach day 13 nam mdi c0 su ra doi va ap dung chinh thic caa nhitng giai thuat mat ma
nhe dau tién: Grain va Trivium (2005), Present, DESL, DESXL (2007), KATAN
(2009) va Sprout (2015) ... Ngay cang nhiéu thuat todn ma hoa nhe dugc ra doi Voi
nhiéu @ng dung hiru ich [30].

20
18
164
147 Stream Ciphers
12 M Hash Functions
104 l B SP-based HF
8 SP-based AE
Auth. Ciphers
o BC-based AE
41 M Block Ciphers
ol N WS
04
1996-1997 2000-2001 2004-2005 2008-2009 2012-2013 2016-2017
1994-1995 1998-1999 2002-2003 2006-2007 2010-2011 2014-2015

Hinh 1-4: S¢ lirong mdt ma nhe diroc phét trién béi cac nha khoa hoc

Bén canh d6 mang ludi van vat két ndi ciing chira dung nhiéu yéu diém — co hoi
cho nhiing ké tan céng thuc hién nhitng hanh dong xau. Nhat 1a trong nhiing tng dung
yéu cau do an toan cao nhu cac tng dung quan su, ngan hang hay tu dong héa. Ngoai
nhitng tin cong vao duong truyén vat ly, tinh toan khiap noi con bi de doa béi nhiing
cudc tan cong chiém quyén kiém soat, tan cong lay dir liéu trén dudng truyeén, ...
Chinh vi thé trong hé théng tinh toan khip noi, d6 an toan caa hé mat can duoc quan
tam xem xet.

1.1.3.  Nguyén ly thiét ké thuat toan mat ma nhe

Nguyén ly thiét ké cac thuat toan mat ma nhe 12 mot bai toan chua co 10i giai
chinh xéc cho céc thiét bi co tai nguyén han ché. Mat ma nhe can dap tng duoc yéu
cau “nhe” trong cai dit nhung mat khac n6 van phai dam bao mic d6 an toan can thiét
cho ung dung/phan ctiing. Nguoi thiét ké mat ma nhe phai thoa hiép, can déi giira ba
tiéu chi: do an toan, hiéu suat va chi phi cai dat (Hinh 1-5).

256 bit 48 vong

D6 dai khoa Sé vong

Hinh 1-5: Ba nguyén ly thiét ké thudt toan mdt ma nhe



.

Do an toan: Khi thiét ké bat ky mot hé mat nao, didu dau tién nguoi thiét ké can
quan tam 1a do an toan cua hé mat. Do an toan co thé coi 1a mot yéu té séng con cua
mot hé mat. Voi mat mé nhe, nguoi thiét ké can thiét ké mot hé mat “da an toan” trong
diéu kién cho phép vé chi phi va hiéu qua cai dat. Di nhién d6 an toan cua mat ma nhe
chi dat dén mot ngudng an toan chap nhan dugc nao d6 trong mot diéu kién cu thé.

Hiéu qua cai dat, thuong dugc danh gia qua cac do do tai nguyén duoc st dung
boi thuat toan nhu: dién tich bé mat, sé chu ky xung nhip, thoi gian thuc thi, théng
lwong, ngudn cung cap, nang luong, dién tich... Yéu cau nay lién quan mat thiét dén
chi phi cai dat, hiéu suat va kha niang tinh toan trén duong truyén. B do cho tinh hiéu
qua caa phan cang chinh bang ty Ié thong lwong va dién tich sir dung cua hé mat ma
do (Bang 1-1)

Bdng 1-1: Hiéu qud phdan cimg ciia mét sé gidi thugt mdt ma nhe

‘o ‘o Chu ky xung | Thong lwgng | Xir ly bién
Ma phap >0 tilts >0 b:[S nhip trén mot | & 100MHz logic tich
khoa | kho Khéi (Kbps) | (um) | (GEs)
M4 khéi
Present 80 64 32 200 0.18 1570
Hight 128 64 34 188 0.18 3048
mCrypton | 96 64 13 492 0.13 2681
Ma dong
Trivium 80 1 1 100 0.13 2599
Grain 80 1 1 100 0.13 1294

Gia thanh caa thuat todn: Thong thuong cdc hé mat ma nhe thuong duoc ap
dung trén mot sb lwong 16n cac thiét bi nhu hé théng loT. Chinh vi vay gia thanh cua
thuat toan ciing dong y nghia quan trong trong viéc trién khai.

Mot hé mat tot can phai can bang gitta gia thanh, hiéu suat va do an toan. Tuy
nhién viéc can bang ca 3 yéu té nay 1a mot bai toan kho. TUy ting diéu kién, yéu cau
cu thé, ngudi thiét ké cd thé can dbi nén wu tién khia canh nao hon. Vi du nhu khi thyc
hién cai dat bang phan cting ¢ hiéu suat cao thi thuong dan toi cac yéu cau cao vé
dién tich, gia thanh cao. Mat khéc, khi thiét ké cac hé ma wu tién d6 an toan trén mot
thiét bi c6 phan cang thap thi hiéu suat cé thé s& rat thap.



1.1.4. Cé&c mat ma nhe nguyén thiy

Theo nghién ciu cua ECRYPT?, mat ma nhe ciing c6 4 loai mat ma nguyén thuay
tuong tu VSi 4 loai cua mat ma truyén théng. Do 1a ma khdi, ma dong, ma xac thyuc
thong bao va ham bam. Qua cac hoi nghi ECRYPT di dé cap dén nhiéu hé mat nhu:

e Ma khdi: HIGHT, KATAN/KTANTAN, DESL/DESX/DESXL, PRESENT,
PRINTciHER, SEA, XTEA, LBlock, ...

e Madong: Grain, MICKER, TRIVIUM, F-FCSR-H, WG-7

e Ma xac thuc thdng bao: SQUASH

e Ham bam: MAME, H-PRESENT / DM-PRESENT, Keccak, PHOTON,
QUARK hay Spongent ...

N,

Ham bam Ma xac thuc
(Hash function) théng bao

Hinh 1-6: Cac nguyén thiy mdt mé nhe

Bang dudi mo ta mot s6 thdng sd/ dac diém ciing nhu vu, nhuoc diém va tng
dung ciia mot sé hé mat ma nhe nguyén thuy da dugc ECRYPT dé cap.

LERCYPT la mot mang ludi nghién ciu v& mat ma ndi tiéng & Chau Au va duoc IST (Information
Societies Technology) tai trg tir nam 2004. Muc tiéu cia n6 1a tang cuong su hop tac cia cac nha
nghién ctru Chdu Au vé an ninh thong tin, dac biét 1a trong k¥ thuat mat ma va k¥ thuat so.



Loai mat . g2 Key Block /
HE mat ma Nguwoi thiet ke

Pic diém Ung dun
manhe | T8 (bits) | IV (bits) Jc die 9 dung

-32vong la , .
%P Trién khai trén cac

thiét bi han ché nhu
RFID hay céc thiét
bi phé bién khip noi

- Str dung phép toan don gian nhu

HIGHT 128 64 XOR, mod 28 va dich bits

- C6 thé thuc hién véi 3048 cong,
cong ngh¢ 0.25 um

-Kién traic cua KATAN /
KTANTAN rat don gian. Ban rd

Chrstophe de Canniere, dugc Iuu bdi 2 thanh ghi. Trong

KATAN / . 32/48/ . . C .
Orr  Dunkelman  va 80 moi vong, mot so bit duoc lay ra
KTANTAN _ _ 64 , .
Miroslav Knezevic va dua vao ham phi tuyén
M4 khoi Boolean, va LFRS 8 bits dé mi
hoa.
DES, DESL, - 16 vong lap
DESX and 56 /184 64 - DES sur dung lap lai mot S-box
DESXL (6*4 bits) 8 lan
- CAu triic SPN vaéi 31 vong
- Mbi vong thyc hién phép cong
XOR dé dua vao khéa vong
PRESENT 80/128 64

- Tang phi tuyén sir dung mot S-box
4 bits duy nhat dugc ap dung 16
lan song song trong mdi vong
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- PRINTcipHer 48 stir dung 48 bits | Str dung trong mach
khda bi mat va cong thém 32 bits | tich hop in an
PRINTcIpHER 48 / 96 ) ] o L
duoc sinh ra tr thuat toAn mé hoa | (Integrated circuit —
sur dung 16 S-box 3 bits IC-printing)
SEA _ . . . |phan mém trong bo
F.-X. Standaert, G. Piret, - Thiet ke cuia SEA dya trén métso | ., . ., o
Scalable 48196/ ) ) . | dieu khien, thé thong
i N. Gershenfeld, J.-J. 8 phép toan co ban: XOR, thay the, | . o
Encryption _ 144 , o b minh hodc b vi xu
) Quisquater dich trai, dao bit, cong mod 2 i
Algorithm ly
David Wheeler va Roger . .
XTEA 128 64 - Sur dung 64 vong lap
Needham
. o, i Ap dung trong céac
_ _ - NO sir dyng mot cau truc Feistel | N N
Wenling Wu and Lei o a . L nén tang phan mem
LBlock 80 64 bien thé véi 32 vong lap st dung 8 L .
Zhang ) nhu vi dicu khién 8
S-box 4 bits :
bits
. - Ma dong dong bo
Martin  Hell, Thomas Ag g " .
. . ...164/80/ - Dua trén LFSR va NFSR Ung dung su dung
Grain Johansson va  Willi 64 /96 o aa .
L 128 - CO the¢ trién khai song song WLAN, RFID/WSN
Meier nam 2004 . \
- Uu viét cho phan citng nhe
Ma dong . - MICKEY 2.0 c6 kich thudc mach N
Steve Babbage va . . .. .| St dung cho nén
0-80/ 0- la 3,188 GE, hoat dong toi da voi . .
MICKEY v2 | Matthew Dodd nam | 80/128 s o tang phan cang vai
128 tan s6 454,5 MHz, va thong luong | . N
2005 tai nguyén gidi han
454,5 Mbps
Trivium Christophe De Canniere 80 80 - Str dyng 3 thanh ghi LFSR véi
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and Bart Preneel

thanh ghi dau tién st dung cac “S-
box” (1x1) dé tao ra cac bit cua
keystream, sau d6 ADD véi hai
LFSR con lai

Thierry Berger, Francois

- Chu ky cua thuat toan la log(n) —n

Mat ma dong dau

F-FCSR-H Arnault, and Cédric | 80/ 128 | 80/128 .2 3 gae ) tién sir dung céac
la tong chicu dai thanh ghi
Lauradoux component FCSR
Y. Luo, Q. Chai, G. ) o | Ung dung trong thé
. Q o - Thuat todn ma hda dong dua trén g u‘g N g ff
WG-7 Gong va X. Lai nam 80 81 i RFID va dién thoai
WG Stream Cipher ,
2010 di dong
Hirotaka Yoshida, Dai
Watanabe, Katsuyuki - Cac thao tac légic don gian va S-
Okeya, Jun Kitahara, box da dem lai hiéu qua phan cang | Ung dung yéu cau
MAME ) 96 256 . . .
Hongjun  Wu, Ozgul cho MAME: chi can 8,1 Kgates | phan cung han ché
Kucuk, Bart Preneel nam cho cong nghé 0,18 um
. 2007
Ham
Str dung trong nhiing
bam H-PRESENT / . , N . .
-Ham nén sa¢ duyng m& Kkhoi |ung dung yéu cau
DM- Poschmann, Alex 80/128 . S
PRESENT ham mot chieu va 64
PRESENT :
bits bao mat
Guido Bertoni, Joan - V6i hiéu suét cao va stc dé khang
Keccak Daemen, Michaél Peeters 256 tét, Keccak di duoc Vién Tiéu

and Gilles Van Assche

chuan va Céng nghé (NIST) chon
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nhu mét tieu chuan mai caa SHA-
3 vao thang 10/2012

- Mot cach hoan vi ngau nhién dua

Jian  Guo, Thomas trén AES, str dung 12 lan lap cho
PHOTON Peyrin, and  Axel mdi chudi sy bién ddi thuc hién
Poschmann trén mot hinh vubng Nibbles (4
bits)
Jean-Philippe Aumasson, 136/ | Mot hoan vi phan cang P-Sponge | M& xac thuc thdng
Luca Henzen, Willi s dung md hoéa KTANTAN va | b4do (MAC), sinh sb
QUARK _ _ 176/ . e a . A <
Meier, Maria Naya- 256 KATAN cung véi phan cang theo | gia ngau nhién, ma
Plasencia dinh hudng cua ma dong Grain hoa dong...
) - Ho cac ham bam nhe
Bogdanov, A., Knezevic, 88/128 . . ) o
- Linh hoat vé marc d6 tuan tu va toc
M., Leander, G., Toz, D., /160 / . . )
Spongent dg, 1a mot ham bam vaéi footprint
Varici, K., & 224/ he nhit t hin cime d
nho nhat tron an cung dugc
Verbauwhede 256 AO ‘L ,g pA’ g e
cong bo tur trudc dén nay
Ma xéac . : X e A
thuc Adi  Shamir  (RFID - Str dung ham tuyeén tinh dya trén
u
thén SQUASH Security Workshop thuat todn ma hoéa khoéa cong khai
ong 2007) Rabin
béo

Nhitng béo cao lién quan téi thuat todn mat ma déi xang nhe ciing da duoc trinh bay trong hoi nghi ECRYPT 2011 nhu: Ma khdi
(PUFFIN, PUFFIN2, LBlock, Piccolo, TWINE) va Ham bam (SPONGENT).
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1.1.5.  Ung dung mat ma nhe trong loT

Céc thuat todn mat ma nhe ra doi va phat trién nham dap @ng mot nhu cau cu thé
ciia mot thiét bi hay mot 1op bai todn ndo d6. Ching phd hop véi nhiing tng dung,
thiét bi c6 cau hinh nhé gon, téc do xir Iy nhanh va nhiéu phép tinh trong mot khoang
thoi gian cb dinh, yéu cau bao mat khéng qué cao. Bang dudi md ta mot sé thong sb
ciia mot sé hé mat ma nhe trong qua trinh trién khai.

Bdng 1-2: M4t sé théng sé ciia mét sé hé mdt mé nhe trong trién khai

Hé mat GE Throughput 100KHz (Kbit/s) | Logic (um)
AES 2400 56.6 0.13
DES 2309 44.4 0.18
DESL 1848 44.4 0.18
DESXL 2168 44.4 0.18
PRESENT 1570 200 0.18
KATANG4 1054 25.1 0.13
Grain 1294 100 0.13
Trivium 2599 100 0.13
Sprout 813 100 0.18

Ta c6 thé thay, hé mat ma dong trong mat ma nhe c6 thé thiét ké nho gon, yéu
cau phan cimg it hon va toc ¢6 nhanh hon hé mat ma khi.

Véi nhirng thiét ké riéng cua minh, mat ma nhe dem lai nhiéu loi ich dic trung

nhu:

— Y&u cau nguon tai nguyén thap, nang luong tiéu thu nho, phi hop véi nhiing
trang thiét bi cau hinh nho. Vi céc giai phéap trong mat ma nhe déu hudng
dén viéc cai dat gon nhe trén nhitng thiét bi co ning lyc tinh todn thap hay
tai nguyén han ché.

— Gié thanh ré. Mat ma nhe thuong duoc tng dung trong nhitng thiét bj co
tinh tham nhap khap noi, can phai trién khai hang loat trén hang trim, hang
nghin, tham chi hang ti thiét bi. Chinh vi thé viéc giam gia thanh cua cong

nghé sir dung duoc quan tAm hang dau.

— Hoat dong rat nhanh, thuc hién day da va hiéu qua chirc ning cta no.
Bén canh nhitng loi ich rat thuc té, mat ma nhe con chaa dung nhiéu hiém hoa va

kho khan trong qua trinh ap dung.

— Do an toan cia mat ma nhe khong cao nhu nhitng mat ma théng thuong
khéac, vi nd phai can dbi gitra hai yéu t6 la tinh an toan va tinh gon nhe. Vé
co ban mat ma nhe khong phu hop véi nhitng ang dung yéu cau do an toan
cao nhu cac trng dung quan su, tai chinh, ...
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— Cé&c mat ma nhe chi xtr Iy dugc mot luong thdng tin nho, khong cé bang
thong cao. Ban than mat ma nhe duoc thiét ké chii yéu khéng phai cho phan
mém ma dé ap dung, nhing vao céc phan cang. Vi lugng thdng tin can
truyén trén ddy khong nhiéu.

— Kho khin trong viéc toi wu hoa cac thuat toan mat méa nhe hién cd. Ban than
cac hé mat ma nhe da mat rat nhiéu stc dé khang trong khi tai nguyén duoc
st dung 1a han ché. Diéu nay l1am cham dang ké viéc phat trién mot thuat
toan trong mat ma nhe.

Tat ca nhitng diéu nay lam cho viéc st dung mat ma nhe trong thuc hanh cé
chuyén mon cao 1a kha kho khan. Tuy tirng nhu cau cua tng dung ciing nhu phan cang
ma quyét dinh c6 nén lya chon sir dung mat ma nhe cho van dé d¢am bao an toan cua
hé théng hay khéng.

1.2. Mat ma dong trong mat ma nhe

1.2.1. Khainiém

Néu xét theo sb bit xir Iy, mat ma khoa ddi xang c6 hai loai 12 ma dong (stream
cipher) va ma khéi (block cipher). Ma khéi 1am viéc bang cach chia khéi di liéu can
ma héa thanh nhitng khdi c6 do dai nhat dinh va xt ly (ma hoa/giai ma) trén cac khoi
dir liéu nay. Yéu cau caa ma khéi 1a phai biét truée kich thuéc ban rd. Tuy nhién
khéng phai dit liéu cin ma hoa nao ciing rd rang, teong minh ngay tir dau, ma thuong
khong biét trude kich thuéc hoac bién thién theo thoi gian. Mat ma dong hoat dong
Véi dit liéu dau vao duoc ma hoa ting bit mot c6 thé dap g duoc sy bién thién theo
thoi gian trén nhitng khéi ban rd (plaintext) riéng biét.

Mat ma dong thyuc su phét trién tir nhitng ndm 1960 vdi rat nhiéu t6 chuc sir dung
nhu cac quan doi, ngoai giao, cac to chirc gian diép, cac doanh nghiép, vién thong...
M4 dong ngay cang tré 18n phd bién nhat 1 khi nhitng thiét bi ma hoa dién tir ban dan
bat dau xuét hién véi dung lwong bo nhé thip. Nhat 13 véi toc do phét trién cua loT
nhu ngdy nay, theo dy doan ctia SICCO thi dén nam 2020 c6 thé co dén 50 ty thiét bi
tham gia vao Internet. Ngoai may tinh, cac thiét bi c6 cau hinh cao thi con cé rat nhiéu
thiét bi chi c6 chip xir Iy han ché nhu ti lanh, diéu hoa, may giit...

So véi céc thuat toan ma héa dong khac, cac thuat toan méd hoa dong nhe danh
dugc wu thé vé& sy don gian trong trién khai. Theo thuc nghiém cua Good, T., &
Benaissa, M [17], RC4 can 50000 GE va c6 thong lwong 10 Gbps; Snow 3G cén
11000 GE, 1.72 Gbps; A5/1 can 700 GE; trong khi cc thuat toan ma hoa nhe tiéu biéu
nhu Grain 80 chi can dén 1294 GE dé dat thong lwong 725 Mbps, hay Trivium x64 chi
can dén 4921 GE dé c6 thong luong 22300 Mbps.
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Bang 1-3: Két qud trién khai cac thugdt toan ma héa nhe trén phdn ciing (1) [17]

8z | ¢ I 8 3
A ma §S = Q% &« _ 9o =
et o E| 82| z |5Eg fzuw eis E3E
¥ | £| 32| @ |Z0& <Z20/383|FaE3
Grain80 80 1 312 1 724.6 1294 2.22 109.45
Grain80, x4 80 4 81 4 649.4 1678 3.24 126.59
Grain80, x8 80 8 41 8 632.9 2191 4.63 150.66
Grain80, x16 80 16 21 16 617.3 3239 7.40 200.53
Trivium 80 1 1333 1 358.4 2599 3.84 181.18
Trivium, x4 80 4 36 5 413.2 2660 4.04 184.83
Trivium, X8 80 8 170 8 359.7 2801 4.45 199.59
Trivium, x16 80 16 87 16 408.2 3185 5.84 231.23
Trivium, x32 80 32 45 32 350.9 3787 7.50 282.55
Trivium, x64 80 64 24 64 348.4 4921 10.68 374.19
F-FCSR-H 80 8 225 8 392.2 4760 7.97 269.27
Grainl28 128 |1 513 1 925.9 1857 2.70 167.73
Grain128, x4 128 |4 129 4 584.8 2129 3.81 183.37
Grain128, x8 128 |8 65 8 581.4 2489 4.90 205.12
Grainl28, x16 | 128 | 16 33 16 540.5 3189 6.88 254.64
Grain128, x32 | 128 | 32 17 32 452.5 4617 11.44 344.74
Mickey128 128 |1 417 1 413.2 5039 8.14 310.73
Phelix, ¥2 md 256 | 32 51 16 88.1 13159 23.90 928.85
Phelix, 1 md 256 | 32 34 32 63.0 15032 27.60 1432.37
Sosemaunk 256 | 32 255 32 188.3 18819 33.55 812.47
Salsa20, 1h 256 | 32 533 0.994 |121.9 12126 19.36 708.46
Salsa20, 4h 256 | 32 100 5.28 155.0 12914 22.34 883.94
Salsa20, 16h 256 | 32 40 13.84 |54.4 16394 | 31.43 2368.98
Salsa20, 32h 256 | 32 30 18.96 |35.2 18626 35.06 3375.28
AES[7]* 128 | 32 50 2.37 131.2 5398 - -
AES[17]* 128 |8 1016 0.124 | 80.0 3400 - -
Tot Thap | Thap | Cao Thap | Thdp | Thdp
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Bdng 1-4: Két qud trién khai cac thugt toan ma héa nhe trén phdan ciing (2)

Théng E;_I:]gg Ning V}‘Jhg thf)'i Thoéng Er?rl;gg
Hé mat lwong | tinh lq’qng/ glaRn san lq?'ng . / Dién tich-

(Mbps) | toan | DIt o pham dil‘-t’)” / tich | rhai gian

(UW) (pJd/bit) | (um“=us) | (kbps/um?) (nJ-um?)

Grain80 725 7,772 110.73 9.26 108.00 72.0
Grain80, x4 2,778 8,659 |3.08 3.13 319.33 26.8
Grain80, x8 5,063 9,247 |1.83 2.24 445.78 20.7
Grain80, x16 9,877 11929 [1.21 1.70 588.27 20.3
Trivium 355 6,360 |17.74 37.58 26.61 239.1
Trivium, x4 1,653 7,475 | 4.52 8.34 119.88 62.3
Trivium, x8 2,878 7,024 244 5.05 198.16 354
Trivium, x16 6,531 9,205 |141 2.53 395.57 23.3
Trivium, x32 11,228 | 9,658 |0.86 1.75 571.88 16.9
Trivium, x64 23,300 | 12,677 | 0.57 1.14 874.14 14.5
F-FCSR-H 3,137 10,255 | 3.27 7.87 127.13 80.7
Grainl128 926 15,283 | 16.51 10.39 96.20 158.9
Grainl28, x4 2,339 10,505 |4.49 4.72 211.98 49.6
Grainl128, x8 4,651 11,646 | 2.50 2.77 360.52 32.3
Grainl28, x16 | 8,648 13,399 | 155 1.91 523.10 25.6
Grainl128, x32 | 14,480 | 15,093 |1.04 1.65 604.92 24.9
Mickey128 413 12,512 | 30.28 63.21 15.82 790.9
Phelix, ¥2 md 1,410 7,997 |5.67 48.39 20.66 387.0
Phelix, 1 md 2,016 8,879 [4.40 38.65 25.88 343.2
Sosemaunk 6,026 14,702 | 2.44 16.19 61.77 238.0
Salsa20, 1h 121 8,423 |69.47 518.50 1.93 4367.3
Salsa20, 4h 818 13,380 | 16.35 81.80 12.22 1094.6
Salsa20, 16h 753 12,756 | 16.93 112.82 8.86 1439.2
Salsa20, 32h 668 11,801 | 17.67 144.56 6.92 1705.9
AES[7]* 311 - - 90.12 11.10 -
AES[17]* 10 - - 1776.33 0.56 -
Tot Cao Thap | Thdp | Thap Cao Thap
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1.2.2. Cé&c thuat toan dac trung

1.2.2.1. H¢ mat ChaCha

ChaCha la mot bién thé caa hé mat ma dong Salsa202 — mot hé mat ¢ tée do
nhanh hon ca AES. ChaCha duoc phét trién bai Daniel J. Bernstein (University of
[llinois at Chicago, USA) nam 2008 (SASC 2008). ChaCha20 véi 20 vong da duoc
chuan héa trong IETF RFC 7539. ChaCha sir dung 256 bits khoa, mot bo dém khoi tao
32 bits va vector khai tao 96 bits. Ngoai khoa bi mat va IV, né con nhan mot hang sé
128 bits va b dém khdi 32 bits dé xuat ra mot s6 gia ngau nhién 512 bits. Trong mdi
vong lap, ChaCha sir dung 4 phép cong, 4 phép XOR va 4 phép dich bit dé cap nhat
trang thai tir 32 bits khai tao.

a+= b;d"= a;d <<<= 16;
c+=d; b"=c; b <<<= 12;
a+= b;d"= a;d <<<= 8§;
c+=d; b "=c; b <<= 7;

Theo danh gia tai eBASC? (tinh dén thang 6 nam 2016), thuat toan dat duoc 1,2
chu ky / byte trén bo vi xtr Iy Intel Core i5. Ngoai ra, theo danh gia cia Fair Evaluation
of Lightweight Cryptographic Systems (FELICS)* (tinh dén thang 6 nim 2016), thuat
toan yéu cau 144 chu ky dé khai tao bo vi xtr [y ARM Cortex-M3 va c6 théng luong 1a
54,3 chu ky / byte. Tinh dén nam 2016, chwa c6 két qua thoa hiép an ninh nao cua
ChaCha20 duoc tim ra. Aumasson va cong su da chirng minh dugc réng 7 trong s 20
vong caa ChaCha20 c6 thé bj tin cdng bang tin cong khac biét hiéu qua hon 14 tim
kiém toan dién. Cac phan tich khac boi Shi va Maitra cling nham cai thién hiéu qua
cau Aumasson nhung s6 luong cac vong co thé tin cong ciing chi giéi han & mic 7.

Mat ma nay chu yéu duoc st dung két hop véi mot mé xac thyc tin nhan, Poly-
1305, dé phuc vu nhu 1a mot ma héa xéac thuc. Ma hda ChaCha duogc sir dung dé bao
vé céac kénh truyén théng (https) cho cac dich vu dugc cung cap bai Google [3].

1.2.2.2. H¢ mat EO

EO 1a mot hé mat ma dong nhe duoc sir dung rong réi, nhat 1a trong cac giao thuc
Bluetooth. N6 tao ra mot chudi s gia ngau nhién dé XOR véi dit liéu tao ra ban ma.
Do dai khoa cuia cac phién ban EO ¢ thé khac nhau nhung ludn ludn 1a boi s cua 2,
thuong 1a 128 bit. Tai mdi lan lap, EO tao ra mot bit bang cach st dung 4 thanh ghi
dich chuyén c6 d6 dai khac nhau (25, 31, 33, 39 bits) va hai trang thai khai tao d6 dai

2 Salsa20 1a mot ho cac hé mat mi dong dugc mo ta chi tiét trong “The Salsa20 family of stream ciphers” cua
Bernstein, D.J (2005). eSTREAM submission

3 ebacs: Ecrypt benchmarking of cryptographic systems. http://bench.cr.yp.to/ results-stream.html.

4 Felics stream ciphers brief results. https://www.cryptolux.org/index.php/FELICS _
Stream_Ciphers_Brief Results
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2 bits. Tai mdi tick, cac thanh ghi duoc dich chuyén va hai trang thai duoc cap nhat
VGi trang thai hién tai, trang thai trudc 1am céc gid tri trong thanh ghi thay d6i. Bon
bits dugc tach ra tir cac thanh ghi, cong lai véi nhau. Thuat toan XOR téng hop gia tri
trong thanh ghi 2 bit. Bit du tién cua két qua 1a dau ra cho viéc ma hoa.

D43 c6 nhitng cudc tan cdng va EO tuy nhién hiéu qua khdng cao va van chua thuc
hién dugc trong thuc té vi can mot sé lugng 16n keystream.

1.2.2.3. Hé¢ mat FCSR-based Stream-Ciphers

Mat ma dong dau tién s dung cac component FCSR (Feedback with Carry Shift
Register) duoc gigi thiéu trong eSTREAM thang 01/2009 [8]. Tuy nhién sau su pha
ma cua Hell va Johansson [13], cac nha thiét ké sau d6 da tai xuat ban thuat toan nay
V6i sy thay doi dang ké ciu trdc cua FCSR. Hién tai FCSR la mét thanh ghi dich
chuyén phan hdi (Feedback Shift Register) c6 do dai b bits. Trong m&i mot vong, mdi
6 co thé thay ddi gia tri theo hai cach:

e Néu n6 khéng nhan duoc phan hoi (m, trén hinh bén phai) thi noi dung cua
né tai thoi diém t + 1 12 ngi dung cia 6 trude d6 (m,) trong thoi diém t.

e Néu né nhan duoc théng tin phan hdi, n6 s& duoc “cong” thém b bits. Bit cd
trong s6 nho 1a gia tri méi cua 6 do tai thoi diém t + 1, bit c6 trong s cao
dugc Iuu trir trong 6 mang thdng tin phan hoi.

2= 3
(<2 3}
L 2] B 2] B
ma e s FH e e *[j of 1110 H
I
{5 2)

Hinh 1-7: Vi du vé FCSR

Trong [13] céc tac gia da chirng minh chu ky cua thuat todn nay la log(n), trong
d6 n 1a tong chiéu dai cua thanh ghi. Diéu d6 c6 nghia 1a FCSR gidng nhu ap dung mot
hoan vi trang thai noi bo cua nd, do d6 khong co entropy bi mat. Tuy nhién, c6 thé xay
ra va cham dang ké trong chu ky dau cua giai thuat. Do ciing 1a tién dé cho cudc tan
cong GLUON.

1.2.2.4. H¢ mat F-FCSR-H v3

F-FCSR-H v3 ciing 1a hé ma hoa dong gidng FCSR-based Stream-Ciphers. Tuy
nhién cac FCSR duoc sir dung trong F-FCSR-H v3 ¢6 1 bit trong mdi 8, 82 phan hoi
va 8 bits duoc loc tai mdi 1an. Hé mat nay yéu cau 80 bits khda va 80 bits V.
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1.2.2.5. H¢ mat F-FCSR-16 v3

Tuong tu nhu F-FCSR-H v3, cac FCSR dugc sir dung trong F-FCSR-16 v3 ¢c6 1
bits trong mdi 6, 130 phan hdi va 16 bits duoc loc tai mdi 1an. Hé mat ndy yéu cau 128
bits khda va 128 bits V.

1.2.2.6. H¢ mat Grain

Grain ¢6 mat trong danh muc ciia eSTREAM, dua trén hai FSR khac nhau cé anh
huong xung nhip theo cach khong tuyén tinh va mot ham két hop phi tuyén dé tao ra
keystream tir noi dung caa FSR. Grain phi hop cho viéc trién khai véi phan cing nhe.
NG c6 thé dat dugc mac do song song nhat dinh, va trién khai cho cac ung dung thuc
té. Noi dung cu thé cua Grain s& dugc trinh bay trong phan tiép theo.

1.2.2.7. H& mat MICKEY v2

MICKEY  (Mutual  Irregular
Clocking KEYstream generator) duoc
xay dung dua trén 2 thanh ghi LFSR
khong ddng bo bai Steve Babbage va
Matthew Dodd. MICKEY dugc cong
bd lan dau tién tai eSTREAM nim
2005. Thuat toan duoc thiét ké st dung

Controls R
feedback

Register R

Controls S
feedback

. . ] i | — Register S —
cho cac nén tang phan ctng véi tai
nguyén gidi han va la mét trong ba hé Keystream bit
mat duoc Chép nhan trong eSTREAM. Hinh 1-8: Kién tric cia MICKEY

MICKEY la mot giai thuat hoan toan

mién phi v&i nguoi sir dung. N6 can mot khoa 80 bits, mot vector khai tao do dai tir 0
dén 80 bits va mot keystream c6 chiéu dai ti da 1a 2° bit. MICKEY 2.0 c6 kich thuéc
mach 1a 3,188 GE, hoat dong t6i da véi tan s6 454,5 MHz, va thong luong 454,5
Mbps.

1.2.2.8. H¢ mat SNOW 3G

SNOW 3G la mot hé mat mé dong nhe sir dung 128 bits khoa, 128 bits 1V, la mét
ban cap nhat caa SNOW va SNOW 2.0. SNOW 3G dugc dua trén thanh ghi LFSR vai
16 6, mdi 6 ¢ chiéu dai 8 bits va mot may trang thai hitu han (Finite State Machine -
FSM). Cac LFSR dugc cap nhat bang cach su dung sb hoc hitu han dé tinh toan cac 6
phan hoi.
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Hinh 1-9: Kién tric cia SNOW 3G

SNOW 3G la mot thuat todn nén tang trong 3GPP, tng dung rong rai cho viéc
bao mat dir liéu trén dién thoai di dong. Pac biét SNOW 3G con gop mat trong viéc
dam bao an toan dir liéu caa cong nghé 4G/LTE hién nay.

1.2.2.9. Hé mat Trivium

Dé thu hep khoang cach vé sy hiéu biét ly
thuyét gitra mat ma khéi va mat ma dong, cac tac
gia (Christophe De Canni‘ere, Bart Preneel
(Katholieke Universiteit Leuven)) da xay dung
mot hé mat co su két hop gitra mat ma khdi va mat
ma dong, d6 1a Trivium. Trivium st dung 3 thanh
ghi LFSR voi thanh ghi dau tién sir dung cac “S-
box” (1x1) dé tao ra cac bit cua keystream, sau do
ADD véi hai LFSR con lai. Thuat todn nay co
kich thudc khoa va kich thude 1V la 80 bits, kich
thudc trang thai khoi tao 1a 288 bits. Nhung cac Hinh 1-10: Thiét ké cua Trivium
tac gia ciing cung cdp mot phién ban yéu hon chi
st dung 2 thanh ghi LFSR la Bivium.

Trivium c6 mét thiét ké doc dao véi ba thanh ghi dich hdi phi tuyén c6 chiéu dai
khac nhau. Dya trén cac hoat dong bitwise, c6 murc d6 song song cao, hé mat mé dong
nay c6 tinh ning thuc thi trén phan ctiing nhe va téc d6 cao trong viéc trién khai phan
mém. Tuy nhién, nd khdng thich hop cho xi ly dit liéu ngan vi thoi gian khoi tao dai.

1.2.3.  Trién vong cia mat ma dong trong mat ma nhe trong loT

Ngay nay, mat ma dong trong mat ma nhe da co6 mat trén céc thiét bi dién thoai di
dong, cac thiét bi nhing hay trén cac wng dung yéu cau phan cing nho gon, ning
lwong it. Vi du nhu trong cac giao thic Bluetooth, truyén théng 3GPP, 4G/LTE hay
cac kénh truyén thdng https cho cac dich vu dugc cung cap boi Google.
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Céc ky thuat ma héa dong nhe nén dugc st dung trong IoT vi 2 1y do sau day
[27]:

e Hiéu qua cua viéc trao doi thong tin. Pé c6 thé sir dung ma hoa dau cudi
trong 10T, mdi node déu can phai thuc hién mot thuat toan ma hoa khoa
d6i xtng. Poi vai cac thiét bi nho, viéc han ché tiéu thy ning lwong cho
hoat dong ma hoa can duge dam bao, viéc tng dung ma hoa dong trong
mat ma nhe cho phép tiéu thu ning lugng thap & cac thiét bi dau cubi.

e Kha ning tng dung cho cac thiét bi céng suat thap. Viéc thuc thi cac hé
mat m& dong nhe 1a don gian so v&i cAc mat ma thong thuong va né mao ra
kha ning c6 thé két ndi véi cac thiét bi mang cong sut nho.

Nhitng thuat toan khoa cong khai di va dang duoc tng dung rat nhiéu trong thuc
té nhung dé &p dung né trong nhiing thiét bi nhing, thiét bi hoat dong véi céng suat
nho... thi hoan toan khéng phu hop. Nhiing trudng hop nay can ap dung mat ma nhe,
nhat 12 mat ma dong dé dem lai hiéu qua cao vé ning luong tiéu thu, cong suat va do
an toan.
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Chwong 2. HQ GRAIN

2.1. Lich s

Grain la hé¢ mat ma dong dugc dang trén eSTREAM® bai Martin Hell, Thomas
Johansson va Willi Meier nim 2004 v&i phién ban dau tién Grain v0 [21]. Sau d6 hé
mat nay tiép tuc duoc phat trién thanh Grain v1 [12] — 1a mot trong bay du an dugc
eSTREAM dua vao cic danh muc dau tu tir 09/09/2008. Cung véi Grain vl 1a mot
phién ban mat ma vaéi khda bi mat 128 bits — Grain-128 [12] ciing dugc ap dung rong
rai hién nay. Bai nghién cau nay chu yéu tap trung phan tich hé ma nguyén thay Grain
v0, Grain v1, Grain-128 va mot phién ban xac thuc Grain-128a cling nhitng cudc tan
cdng da duogc thuc hién trén cac hé mé nay.

2.2. M0 ta Grain
2.2.1. GrainV0

Thuat todn nguyén thuy Grain dé xuat mot dinh hudng mat ma dong bit ddng bo.
Trong mot hé ma hoa dong dong bo, cac khda dong s& duoc tao mot cach doc 1ap tir
ban rd. Thiét ké cua thuat toan nay duoc dua trén hai thanh ghi dich chuyén, mot thanh
ghi dich hdi tuyén tinh (LFSR - linear feedback shift register) va mot thanh ghi phan
hoi phi tuyén (NFSR - nonlinear feedback shift register). Hai thanh ghi nay cung Vi
mot ham dau ra tao ra ba khi chinh cho thuat todn ma héa Grain. LESR d¢am bao chu
ky tdi thiéu cho keystream va ciing tao ra su can bang cho dau ra. NFSR cuing véi chirc
nang phi tuyén ciing dem lai su phi tuyén cho mat ma. Pau vao cho NFSR duoc két
hop cling dau ra cua LESR dé can bang trang thai cua NFSR. Vi vay ching ta str dung
ky hiéu NFSR mac du ban chat cua diéu nay thuc ra 1a mot bo loc. Ca hai thanh ghi
dich chuyén déu cé kich thudc 80 bit. Kich thudc khoa la 80 bits va kich thudc IV
duoc xac dinh 1a 64 bits. Mat ma duogc thiét ké sao cho khong c6 cudc tan céng nao
nhanh hon viéc tim kiém vét can, vi vay cudc tan cdng tét nhat can phai c6 do phirc
tap tinh toan khéng thap hon dang ké so vai 2.

Noi dung ctia LFSR duoc biéu dién bang s;, S;11, ..., Si4+79 Va noi dung caa NFSR
dugc mo ta bang by, biy1, s bit7o-
Da thirc nguyén thary bac 80 caa bo ghi dich hdi tuyén tinh LFSR, f(x) dugc dinh
nghia la:
fo(x) =14+ x4+ x22+ x*2 4+ x°7 + x°7 + x8°

Loai bd nhitng phan c6 thé mo ho, ching ta st dung mot phién ban cip nhat cua
LFSR nhu sau:

Si+80 = Si+62 T Si+51 T Siy38 T Sit23 T Siy13 +S;

5 eSTREAM la mot dy 4n dé “xac dinh thuat todn ma héa dong méi phii hop dé &p dung rong rai”, duoc td chac
bai EU ECRYPT (European Network of Excellence in Cryptology).
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Ham cua b ghi dich hdi phi tuyén (NFSR) duoc dinh nghia nhu sau:

go(x) =1+ x18 + x20 + x28 + x35 + x*3 + x4 + x52 + x5% + x6 + x71 + x80 4 x17x20
4 3547 65,71 4 320,28,35 | 147,552,509 4 117,35,52,71
+ x20x28x4—3x47 + x17x20x59x65 + x17x20x28x35x43 + x47x52x59x65x71

+ x28x35x4—3x47x52x59

Mot 1an nita, chdng ta tiép tuc loai bé nhitng mo hd dé dugc ham cap nhat nhu
Ssau.
bitgo = Si + birez2 + bireo + bixsz + bizas + bix37 + biy33 + biyog + biyo1 + biy1a + biyo
+ b; + bire3biveo + bivzzbivzz + biyisbivo + biyeobissabitas
+ biy33bis28bis21 + biyesbirasbiraghive + bireobivsabivazbisss
+ biye3biveobir21bir1s + Diresbireobivs2bivasbivsy
+ biy33bis28bis21biv15bivo + biysabitashivzzbiyzzbisoghison

g(x) f(x)

NFSR 4—&—% LFSR ]

h(x)

——® S

Hinh 2-1: Kién triic cia Grain

Noi dung cuia hai thanh ghi dugc thay doi trang thai cuia ma hoéa. Tur 5 bién dau

vao, qua ham logic h(x) dugc can bang véi mot dau ra caa ham phi tuyén NFSR.
ho(X) = x1 + X4 + XoX3 + X2X3 + X3X4 + XgX1X5 + XoX3X3 + XgX3Xs + X1 XXs + X3X3X,
Trong dé xo, xy, Xy, X3, X4 trong NG VO CAC Vi tri ;43 Siv25, Sivaer Sivenr bires. DAU ra
cua ham nay sé la
2% = by + ho(Sis3, Siv25, Sivaer Si+oar bive3)

Tan cong Grain VO

Mot cudc tin cdng khac biét véi Grain VO [22] di duoc Khazaei, Hasanzadeh va
Kiaei sir dung cac khai niém xap xi mach tuan tu tuyén tinh — mot phuong phan dugc
dua ra boi Golic. Cudc tan cong nay doi hoi mot giai doan tién xir 1y dé tinh cac boi s6
ciia mot da thirc nguyén thity bac 80 va yéu cau thoi gian va do phic tap tinh toan la
0(2*°). Cudc tan cdng phan biét nay cé thé phan biét chudi dau ra cua Grain tir mot
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dang ngau nhién hoan toan véi do phtc tap 0(26%4). Cudc tan cong thir hai [20] duoc
trinh bay bai Barbein, Gilbert va Maximov, d6 1a cudc tan cong phuc hdi chong lai
Grain V0. Trong cudc tin cong nay, trude tién phuong phap xap Xi tuyén tinh duoc st
dung dé lay dugc cac bit LFSR va sir dung céc bit nay dé khdi phuc lai trang thai ban
dau cua NFSR va hiéu biét vé khda. Cudc tan cong nay doi hoi 238 khoa dong va do
phtic tap tinh toan 12 0(243) dé phuc hdi chia khéa. Dé ngin chin cac cudc tin cong
va tang cuong an ninh, cac nha thiét ké cua Grain da dé xuat mét thiét ké méi Grain
V1 va gui n6 cho eSTREAM.

2.2.2. GrainV1

Tuong ty nhu Grain v0, Grain v1 cling stit dung k = 80 va s6 bits cua dau ra 13
| = 64. Thiét ké cua Grain V1 ciing twong tu nhu Grain VO véi hai thanh ghi LFSR
va NFSR 80 bits va trang thai khoi tao 160 bits. Thong tin phan hoi tuyén tinh cua
LFSR duoc giir lai gibng nhu Grain VO nhung thong tin phan hoi phi tuyén va cap
nhat cua NFSR c6 stra d6i mot chat dé khac phuc diém yéu cua Grain V0.
g1(X) =14 x18 4+ x20 4 x28 4 x35 4+ x*3 + x*7 + x52 + x5 + x5° + x71 4 x80 4 x17x20

+ x43x47 + x65x71 + x20x28x35 + x4—7x52x59 + x17x35x52x71
+ x20 28.,.43.,.47 + x17 20.,.59,.65 + x17 20,.28,.35,.43 + x47x52x59x65x71

X“"XX X" XT°X X" XTTXTTX

+ x28x35x43x52x59

Ham cap nhat cuia NFSR dugc dinh nghia boi

biygo = Si + b; + bivo + bip14 + biva1 + Diyag + Diyzz + biyzy + Diyys + bigsy
+ biveo + Dive2 + bivobiy1s + biy33bivsy + biveobites
+ biy21biv28bir33 + bivasbiysabiveo + bivisbir21biveobives
+ Diy33biv37Dirs2Div60 + Divobivagbirashites
+ Dirobiv1sbir21Div28bir33 + Diva7bivasbivsabiveoDives
+ Dit21Di428bi133Di437Di145Diy 52

Cac bit dau ra cua Grain v1 duoc dinh nghia khac voi Grain vO:

1 _ E
Z7p = br+i + hi(Sit3, Sit25: Siva6r Sitear Dite3)
€A

Trong d6 A, = {1,2,4,10, 31,43, 56}.
Tan cong Grain V1

Canniere, Kucuk va Preneel [14] d3 tin cong thanh cong vao Grain V1 bang cach
sir dung diém yéu cua thuat toan khoi tao. Cudc tan céng nay khai thac tinh truot cua
Grain V1 dem lai su giong nhau trong khoi tao va quy trinh tao ra khda dong. Nhiing
ké tan cong di tuyén bd c6 thé giam do phuc tap tan cong bang mot nira cudc tan cong
tim kiém vét can. Lee va cong su [15] 43 mé rong va dé xuat mot cudc tin cong tinh vi
bang cach khai thac ciing mot diém yéu lién quan dén Grain V1. Cudc tan céng nay la
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cudc tan cdng khdi phuc khoéa, c6 thé khdi phuc khoéa véi 222,59 IV duoc lua chon,
226,29 bits khoa va 222,90 phép tinh.

Grain V1 van con nhiéu 16 hong nhu cudc tan cong Dynamic Cube c6 thé khoi
phuc 80 bits khoa néu sé vong kheoi tao giam xudng 100 véi dd phuc tap tinh toén 1a
248. Chinh vi vay céc nha thiét ké Grain di tiép tuc nghién ctru va dua ra mot phién
ban manh mé, an toan hon — Grain-128.

2.2.3. Grain 128

Thuat toan Grain-128 c¢6 dau vao k = 128 vadaural = 96. Hai thanh ghi déu
c6 d6 dai 128 bits. Ham ctia LFSR dugc dinh nghia nhu sau:

flog(X) =1+ x32+ x7 + x°8 + x%0 + x121 4 4128
Pau ra cua ham LFSR s& la:
Si+128 = Si T Siy7 T Sit38 T Sit70 T Sits1 T Sitoe
Ham cta NFSR duoc dinh nghia nhu sau:

4 x69x101 4 188,80 4 110,111 | 115,117
Pau ra ciia ham NFSR sé 1a
biy128 = Si + bi + bit26 + bivse + Divor + bivos + biv3bive7 + biv11biv13 + Diy17biv1s
+ bit27biv59 + biyaobivag + Dive1Dives + Diveshirga
B0 loC: hy,5(X) = xgxq + XpX3 + X4Xs + XeX7 + XX, Xg
Voi  cac  gia  tri xy,..,xg twong Gng Vvéi cac  vi o tri
bit12, Si+ss Si+13 Si+20s Ditos, Sitazs Site60 Si+79) Sitos-

DPau ra cua Grain-128 ség Ia:

+ hy28(bis12) Sitsr Si+13s Si+200 Ditoss Si+a2, Si+60s Si+79» Si+95)
Trong d6 A,,5 = {2,15,36,45,64,73,89}.
Tan cong Grain-128

Vi thiét ké kha tuong tu Grain V1, Grain-128 ciing c¢6 thé bi tan cong boi nhiing
phuong phép twong ty Grain V1. Phuong phap Dynamic Cube attack c6 thé khoi phuc
day da khoa trong thoi gian thuc khi sé vong khai tao giam xubng con 207. Néu s6
vong dugc giam dén 250, thi d6 phuc tap tinh todn cta cudc tin cong nay sé giam con
228 50 véi tan cong tim kiém vét can.
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2.2.4. Grain-128a

Trong nghién ciu maéi day [29], Martin Agren, Martin Hell, Thomas Johansson,
va Willi Meier da dé& xuat mot phién ban mai cua Grain-128. D6 1a Grain-128a mét
phién ban duoc bd sung thém chirc ning xac thuc va sy cai thién vé hiéu ning mot
cach rd rét. Bong thoi Grain-128a c6 st dung cac ham phi tuyén khac nhau dé ting
cudng sy chdng lai cAc cudc tin cong da biét truée day 1én Grain-128.

Grain-128a bao gom co ché tao ra ludng dau ra truéc va mot co ché phy, tly
chon dé xac thuc. Vé co ban Grain-128a kha giéng vai Grain-128, sir dung chung ham
LFSR, khac nhau & ham NFSR.

ngS(X) =14+ X32 + x37 + x72 + x102 + X128 + x44x60 + x61x125 + x63x67
+ x69x101 + x88x80 + x110x111 + x115x117 + x46x50x58

+ x1°3x104x106 + x33x35x36x40

Dau ra cua ham NFSR nay sé la

bit128 = Si+ b + biy26 + birse + biyor + biroe + bivsbirer + biv11biv13
+ biy17biv18 + biy27bivso + biyaobitag + bive1bives + bivegbitsa
+ biyggbito2bivo3biros + bita2biy24bivas + biy70biv7sbivs2

BO oC: hy55(X) = XoX1 + XpX3 + X4Xs + XgX7 + XoX4Xg

Tién dau ra:

Yi = z brti + Soz4; + hypg(x)

i€A128

Trong d6 A,,5 = {2,15,36,45, 64,73, 89}.
Khi d6, dau ra ctia Grain-128a s& 13 z; = V41

Ching ta chon dau ra 12 bit thir hai cia mat ma sau khi b qua 64 bits dau tién. 64
bits dau tién cung phan con lai s& duoc str dung cho viéc xéac thuc. Gia sir chling ta c6
mot thong diép vai do dai L dugce dinh nghia boi cac bit my, ...,m;_;. Patm; = 1.
Cha y rang my, 1a padding, diéu nay rat quan trong vai an ninh cta viéc xac thuc vi no
dam bao rang m va m||0 1a hai thé khac nhau. Pé cung cip chung thuc, hai thanh ghi
32 bits dugc st dung, mot thanh ghi duoc goi la “accumulator” va mot thanh ghi la
“shift register”. Noi dung cua thanh ghi “accumulator” tai thoi diém i dugc dinh nghia
boi af,..,a’'. Noi dung cua thanh ghi “shift register” duwgc dinh nghia boi

1;, ..., T31. Thanh ghi “accumulator” dwoc khoi tao thong qua r; = y;,0 <i < 31 va
thanh ghi “shift register” duoc khoi tao bsi a = V324, 0 < j < 31. Hai thanh ghi nay

~ 1A R paa _ N r , .
s¢ lan duoc thay doi boi 17435 = Veaszier VA a;,, = a; +m;1yy; VOIi 0 < j <31 va
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0 <i < L. Két qua cia “accumalator” al,,, ..., a3}, 1a thé duoc s dung cho chang
thue. Taviét t; = al,,,0 < i < 31. Hinh duéi md ta co ché xac thuc cua Grain-128a.
Dé dam bao viéc sir dung cac thé ngan hon, ta co thé sir dung thé w bits thdng

qua tl(W) = t32—W+i’0 S l S w — 1

Accumulator

Shift register ;y64+2i+1

Hinh 2-2: Co ché xac thyrc ciia Grain-128a

So sanh viéc trién khai ma khong c6 xac thuc trong viéc tao ra 1 bit cho mdi
clock tinh toan, Grain-128a thé hién su linh hoat va an ninh ndi troi hon so véi Grain-
128. Grain-128 yéu cau 2133 cong tuong dwong dé thuc hién thiét ké co ban tao ra 1
bit khoa dong véi mdi clock. Trong khi d6 Grain-128a cd thé tao ra 2 bits cho mdi
clock véi s6 lugng cong twong dwong 1a 2243 (ting 5%). Mat khac Grain-128 duoc
khai tao trong 256 clocks, nhung Grain-128a (& ché do 2x) c6 thé tao ra khéa dong chi
sau (256 + 64) / 2 = 160 clocks. C6 thé ndi Grain-128a dit hon Grain-128 mét chut
nhung dem lai bao mat tot hon va cung cap kha ning xéac thuc.

Tdn cong Grain-128a

Trong Grain-128a, 64 bits dau tién khdng thé bi ké tan cong truy cap néu bat ché
d6 xac thuc. Banik, Maitra va Sarkar dé& xuat mot tan cong khac biét 16i [6] nham vao
muc tié 13 MAC thay vi khoa dong thong thuong. Cudc tin cong nay yéu cau 211 15i
va 212 thé hé ciia MAC dé truy cap vao khda. Mot cudc tan cong thir hai duge dé xuat
boi Ding va Guan [4] doi hoi 2°° lra chon IV va 2193613 bits khoa dé phuc hdi 128
bits khoa véi do phurc tap tinh toan la 296-322,

2.2.5. Taokhoa

Truéc khi tao ra bat ky khda dong nao, hé ma hda can khoi tao khoa va gia tri 1V.
Khéa s¢ c0 k bits k;,0 < i < k— 1 va céc bit cua gia tri IV dugc xac dinh boi [V, 0 <
i<l-1.

Dé khai tao khoa, dau tién ta sa dung NFSR voi khéab; = k;,0 <i<k—-1,
tiép tuc str dung 64 bits dau tién cua LFSR vai gid tri IV las; =IV,0 <i<1-1.
Cac bits con ai cia LFSR dugc xac dinh bois; = 1,1 <i < k— 1. Tiép theo, thuat
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toan mi hoa duoc thuc hién 2k lan nhung khong sinh dau ra trong bt ky 1an chay nao,
thay vao d6 ham dau ra s& dua két qua tro lai va XOR voi dau vao caa ca LFSR va
NFSR.

g(x) f(x)

|
NFSR D LFSR £

h(x)
——(D 1S

Hinh 2-3: Qua trinh tgo khéa cua Grain
2.3. Nguyén ly thiét ké

2.3.1. Tiéu chuan thiét ké

Thiét ké cua giai thuat nay duoc chon 1a don gian nhat dé c6 thé thuc hién trén
phan ctng. C4c yéu cau bao mat twong duong véi mirc do tinh toan 1a 28, Bé dap ung
yéu cau nay, giai thuat can xay dung hé mat ma véi bo nhé 160 bits. Viéc thuc hién
160 bits trong bo nhé cua phan cang 1a mét gisi han duéi cho su phirc tap tinh toén.
Dé phat trién mot thiét ké phan ctiing nho, chlng ta phai tap trung vao viéc giam thiéu
c4c chirc ning duoc st dung ddi véi bd nhé ndy. Céc chire nang duoc sir dung phai du
nho dé c6 thé tiét kiém dugc Gates nhung van phai du Ién dé dam bao duoc d6 an ninh
cao. Ta biét ring mot LFSR véi da thirc phan hdi nguyén thuy mic d ¢d thé cho ra dau
ra véi chu ky 29 — 1. Trong thuat toan nay, LFSR ¢ kich thudc 80 bits va da thic phan
hoi 1a nguyén thiy nén no dam bao xac suat trung lip cua LFSR 1a 1 — 280 hay chu ky
la 28 — 1. Vi thuat todn nay st dung NFSR véi dau vao duoc két hop véi dau ra cua
LFSR nén chu ky tring l3p con phu thudc vao khoa IV duoc st dung. Viéc két hop
dau vao cua NFSR véi dau ra cia LFSR dam bao su can bang cho trang thai cua
NFSR. Grain c6 chirc ning loc kha nho chi vai 5 bién sé va phi tuyén 12. Tuy nhién su
lo sg v& an ninh & ddy duoc bu ddp mét phan bai thuc té 1a mot trong cac dau vao
duogc lay tir NFSR. Cac bits dau vao lay tir NFSR sé& phu thudc phi tuyén vao cac bits
trang thai khac, ké ca tir NFSR 1an tir LFSR. Chirc ning loc nhé ciing duoc bu dap
bang céch them 7 bits tuyén tinh tir NFSR tai c4c vi tri thich hop dé tao thanh dau ra.

Trong giai doan khéi tao, muc tiéu quan trong la Iy dugc noi dung caa thanh ghi
thay doi trudc khi khoa chay duoc tao ra. S6 luong lan thuc hién khai tao chinh 13 su
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can bang gitta an ninh va tbc ¢6. Néu mot mat ma duoc khai tao lai thudng xuyén voi
mot 1V méi thi viéc khai tao bi that c¢d chai 1a kho tranh khoi. Truéc khi khai tao
LFSR chira IV va 16 bits khac. Déi véi viéc khai tao ra 2 1V khac nhau (khac nhau chi
bang 1 bit) xac suit d¢ mot bit dang ky thay d6i 13 nhu nhau cho ca 2 khai tao 1a gan
0.5 sau 2k lan thyc hién khoi tao. Cudi cing khong co diém yéu nao dugc chén vao
bai nha thiét ké.
2.3.2. Toc dp thuc hién

Ca hai thanh ghi dugc thay d6i déu dan nén thuat toan nay sé sinh ra 1 bit sau
mdi lan thuc hién. Ta c6 thé tang tbc do cua thuat todn bang cach danh di chi phi
phan cang nhiéu hon nita. Piéu nay c6 thé dé dang duogc thuc hién chi vai viéc thuc
hién céc chtrc niang phan hoi, f(x), g(x) va ham ra nhiéu lan hon nita. Bé don gian hoa
viéc thyc hién, 15 bits cudi cing cua thanh ghi dich chuyén, s;, 1 + 1 <i<k-—1va
b;, 1 + 1 <i <k— 1khéng dugc str dung cho cac chirc ning phan hoi hay dau vao
cho ham loc. Biéu nay cho phép ting toc do 1én dén k/4 1an néu phan cing dap tmg du
nhu cau. Mot vi du vé viéc ting tdc do gap ddi dugc thé hién trong hinh dudi day. Cac
thanh ghi can duoc cai dat sao cho mdi bit sé& thay doi t buéc thay vi mot nhu luc trudc
dé tang tdc d6 Ién t 1an. Bang cac tang toc d6 k/4 lan thi sau mdi clock, thuat toan s&
tao ra k/4 bits. Trong quéa trinh khoi tao, mat ma dwoc thuc hién 2k 1an nén kha ning
tang toc d6 bi gidi han boi <= k/4 va phai bi chia hét bai 2k. Nhu vay sé lwong lan lap
dugc st dung trong viéc khoi tao khi do s€ la 2k/t. Vi bo loc va cac chirc nang phan
hdi nho nén viée tang tbe do nhu vay 1 kha thi, c6 thé thuc hién trong thuc té.

W W
: )

L)
¥y LA
NFSR ‘ LFSR

1!'“’“’#

L h(x)

Hinh 2-4: Thudt toan Grain Véi téc dé ting gdp doi
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2.3.3.  Phuc tap phan ciing

Trong [10] va [11], cac nha nghién ctru cling da dua ra nhitng chi dan thuc té vé
tinh phtrc tap va nhimng tinh ning quan trong khéc c6 thé thuc hién ¢ phan cting cua
Grain duya trén kién tric FPGA tiéu chuan véi hai ho ALTERA MAX Il va ALTERA
Cyclone. Hai hé théng nay cho phép thuc hién mat ma véi toc do cao hon va nd ciing
cho phép thuc hién mat ma Grain vai téc do ting 16 1an so véi ban dau, tic 1a véi t =
16.

S6 cong cho mdi chirc ning phu thude va do phic tap va tinh ning thyc hién.
Cac két qua dua ra khong phai la hang s6 tu nhién ma phu thudc vao viéc thyc hién
trén mot chip thuc té. Vai s6 cong 1a 8 cho mot flip flop, ching ta cé thé thay su khac
nhau caa viéc trién khai Grain voi mdi chiic nang va véi mdi phan cang khac nhau qua
2 bang mo ta duoi day.

Bdng 2-1: Sé cong ciia Grain ddi Véi C&c chike ning khdc nhau

Chirc nang S6 cong
D flip flop 8
NAND?2 1
NAND3 1.5
NAND4 2
NAND5 2.5
NANDG6 3
XOR2 2.5
MUX3 5

Bdng 2-2: Sé cang va toc dé cia Grain vdi cac gid tri t kha nhau

¢ S6 céng Toc d6 (Mb/s)

MAX 3000A MAX II Cyclone
1 1450 49 200 282
2 1637 98.4 422 576
4 2010 196 632 872
8 2756 - 1184 1736
16 4248 - 2128 3136

2.4. M@t sb cai tién hé mat Grain

Tding toc théng lwong nho cdng nghé lirong tir

Viéc sir dung cdng nghé automata di dong lwong tar (QCA)® cho viéc thiét ké cac
mach logic da cho thiy ting toc do truyén dit liéu 1én dén 2 THz. Trong cong nghé

6 Cong nghé di dong luong tir 1a mot linh vuc mai ciia vat ly k§ thuat, cho phép chuyén tiép mot sé tinh ning cua
co hoc lugng tir, cho phép giai quyét cac van dé phuc tap mot cach nhanh hon nhiéu lan phuong phap théng
thuong
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QCA, cac mach dugc thiét ké dé c6 mot kich thude dac biét siéu nhé ciing nhu tidu thy
dién niang cuc thap. Grain-128 la mot trong nhitng mat ma dong tét nhat trong danh
sach cudi cung cua dy an eSTREAM. Trong nghién ctu [2], Reza Sabbaghi-
Nadooshan, Zahra Shahosseini va Davood Rezaeipour di thiét ké va mé phong cac
khdi chinh cua thuat toan nay bao gom ca cong XOR, diang ky thay d6i hdi quy tuyén
tinh (LFSR) va NLFSR (nonlinear-feedback feedback record) sir dung céng nghé
QCA. Thiét ké cua cac khi nay st dung md phong QCA Designer duoc dua ra va cac
yéu té chinh nhu dién tich, d6 phuc tap va do tré duoc wdc tinh. Hon nita, phan mém
ModelSim duoc sir dung dé mé phong md hinh HDLQ cua Thuat toan mat ma dong
hat Grad-128 QCA. Két qua cho thiy cac théng sé chinh cua hat Grain-128 duogc dé
xuat nhu dién tich va thong luong ciing dugc cai thién.
2.5. Phén tich Grain
2.5.1. Sosanh cac phién ban trong ho Grain

Trong phan nay, luan vin dua ra nhitng so sanh céac thong sé thiét ké khac nhau
cho céc thanh vién cuaa ho Grain. Trong Bang 2-3 chiing ta c6 thé thay su khéac nhau vé
do¢ dai khoa, kich thudc 1V va padding str dung trong céc thanh vién cua Grain.

Bdng 2-3: D¢ dai khoda va IV cua he Grain

Hé mat Chiéu dai khoa Kich thwéc 1V Padding véi IV
Grain VO 80 64 FFFF
Grain V1 80 64 FFFF
Grain-128 128 96 FFFFFFFF
Grain-128a 128 96 FFFFFFFE

Chi c6 phién ban cudi cung cua ho Grain — Grain-128a c6 padding duoc hoan
thién bai viéc ngoai trir bit bén phai cua LFSR, thay bai gia tri 0 dé tranh cudc tan
cong dong bo hoéa duoc dé xuat boi Kucuk. Trong tat ca cac phién ban khac padding
duoc thuc hién vai tit ca céc bit.

Bang 2-4 m6 ta nhirng cap nhat caa cac hé mat trong ho Grain véi hai thanh ghi
LFSR va NFSR

Bang 2-4: Ham cdp nhdt cia ho Grain

A Cap nhat ciaa

LESR Cap nhat caa NFSR
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biygo = Si + birez + bireo + bixsz + bizas + birsy
+ biy33 + biyag + biy21 + biv1a + biyo
+ b; + biye3biveo + Divr37biv3z
+ biy15biro + bireobirsabiyas

+ bit33bit28Dis21

Si+80 + biye3bitasbit2gbite

= Sitez T Sits1 + bi+eoDi+s2Di+37Div33
Grain VO T Sivzs T Siv23 + bi+63bireoDi+21Dit1s

t Sit13 S + bive3bireoDits2bivasbivzr

+ bit33bir28bir21Dir15Divo
+ biys2bivasbiv37bivssbiyaghison

birgo = Si+ bi + biyg+ biy1a + biyzq + biyog
+ bit33 + biy37 + biyas + biysy
+ biteo + bivez + Disobisis
+ bit33bit37 + biyeoDises

_ i”i(_) +s + biy21biv28Dir33 + Divasbiysabiveo
Grain V1 + Si:;zz_l_ 5:2531 + biy15bit21bire0Dites
+ Si1s +5; + bit33bi+37Di+52Div60
+ Diyobit28bitashies
+ biyobir15biy21bit28biy33
+ biy37bivasbirs2biveobites
+ biy21bi128Di133Di437Di1 45Dy 57
Si+128 biy128 = Si + b + biy26 + bivse + bivor + biyos
_ =S5; t Sit7 * Siy3s + bi3bire7 + biv11biv13 + biy17bis1s
Grain-128 | Si+70 T Si+s1 + biy27bivs9 + Ditaobisas
+ Si496 + bive1bires + bireghitga
biy128 = Si + bi + biy26 + Dirse + biyor + Diyoes
+ biy3bive7 + biv11biy13
Siatrs + biy17biv18 + bir27biyso
Grain- =8, + S;47 + Sisas + bi+ao0bivas + Dire1bives
128a + Sit70 + Sivs1 + bitegbi+sa
+ Sito6 + bitggbirozbivozbitos

+ bit22Dis24biy25

+ biy70bit78birs2

Bang 2-5 so sanh sb luong céng khac nhau cua cac thanh vién trong ho Grain va
phan anh su phic tap vé phan cting cua thiét ké.
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Bdng 2-5: Sé cang cua he Grain khi thyc hién véi phan ciing

S6 cong

S6 cong

S6 cong cho

Tong so

HEémat cho LFSR | cho NFSR | ham dau ra cong
Grain VO 640 640 NA 1435
Grain V1 640 640 NA 1450
Grain-128 1024 1024 35.5 2133
Grain-128a khong xac thuc | 1024 1024 35.5 2145.5
Grain-128a c6 xac thuc 1024 1024 35.5 2769.5

Vi thiét ké cua Grain VO va Grain V1 tuong ty nhau nén tong sé cong dém ciing
tuong ty nhau. Grain 128a khong xac thuc chi doi hoi nhiéu hon 12.5 cong so Véi
Grain-128. Piéu d6 c6 nghia 1a Grain-128a co thé sir dung hiéu qua ma khong xac thuc
VGi su phuc tap phan cing twong duong Grain-128 ma dem lai d6 an toan cao hon.
Grain-128a véi tinh xac thyc doi hoi nhiéu hon khoang 30% sb cong, nghia 1a nod
khong yéu cau qua nhiéu phan cang b sung cho qué trinh xéc thyc.

Trong Bang 2-6 so sanh cac thanh vién ciia ho Grain trén co so thoi gian thiét 1ap
khoa, thoi gian thiét 1ap 1V va téc d6 ma hda. Cac téc d6 ma hoa nay dugc do bang cac
bo xu ly Pentium 4 2.80 Ghz cho hai loai di liéu, mot cho cac ludng dai va mét cho
cac ludng dir liéu ngan duéi 40 bytes.

Bdng 2-6: Hiéu sudt ciia ho Grain

Toc d6 ma hoa
Ha mat Thai gian Thai gian
€ ma P P A
¢ M4 AL 1A . AL 1A \ Luong 40
thiet 1ap khoa | thiet lap IV Ludng dai g
bytes

Grain VO 29.27 73408.44 3729.79 5545.83
Grain V1 31.14 1498.23 57.31 102.95
Grain-128 38.89 1098.61 31.16 70.30

C0 thé thay Grain-128 c6 su vuot troi vé toe do tinh toan, va hiéu qua phan ciing
cao nhat trong ho Grain.
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2.5.2. So sanh Grain véi mat sé6 hé ma hoéa nhe khac

Khi thiét ké mot hé mat ma, nguoi thiét ké can phai tap trung vao mot sé diém
dic biét cua giai thuat. Khong thé thuc hién maot thiét ké hoan hao, dap tmg duoc tat ca
c4c mong mudn cua mot hé mat ma nhu dap tmg dugc tat ca cac do dai ban rd, tat ca
cac ung dung, tat ca cac han ché vé bd nho... Grain duoc thiét ké cho mot phan cang
rat nho, str dung it cong nhat cé thé trong khi van dap Gmg dugc an ninh cao. Hé mat
nay duoc sir dung trong méi trudng c6 cong dém, dién nang tiéu thy, bd nhé can thiét
la rat nho. Ngoai ra Grain van c6 thé duoc sir dung trong phan mém néi chung néu
thuc hién tang toc do cho nd. Nhung viéc so sanh hiéu suat cua Grain trong cac tng
dung phan mém 1a khong c6 ¥ nghia. Luan vin chi so sanh hiéu suat cua Grain véi mot
s6 giai thuat khac trong viéc ang dung vao phan cang.

Thuat toan nay cho phép thuc hién song song 16 ma héa khac nhau, cho phép
trién khai nhanh hon, véi chi phi sir dung it hon nhung dem lai hiéu qua cao hon. Tinh
hiéu qua cua phan cang 1a ty Ié thong luong véi dién tich sir dung trong thuat toén.
Nhin vao bang thdng ké dudi, ta c6 thé thay thuat toan Grain c6 tinh hiéu qua phan
cing cao hon Trivium (77.28 > 38.48).

o « .. | Chukyxung | Thong lwong | Xi ly o
So bit | So bit ) ) Dién tich
Hé mat ] ‘. nhip trén ¢ 100 MHz logic
khoa | khoi N (GEs)
mot khoi (Kbps) (um)
M3 khoi
PRESENT | 80 64 32 200 0,18 1.570
HIGHT 128 64 34 188 0,25 3.048
mCrypton | 96 64 13 492 0,13 2.681
Ma dong
Trivium 80 1 1 100 0,13 2.599
Grain 80 1 1 100 0,13 1.294

Vi kich thude khoa 1a 80 bits va kich thudc 1V 12 64 bits, cac cudc tan cdng vao
hé ma nay dé tim kiém chia khoa day du can c6 yéu cau phuc tap tinh toan khéng thap
hon 289,

Trong phién ban gbc v0, tac gia khiang dinh: “Grain cung ciAp mét bao mat cao
hon so véi mot sé thuat toan ma hoa ciing duoc biét dén khéc, du dinh s& dugc sir
dung trong cac ung dung phan cang. Vi du nhu trong ma héa cua EO duoc su dung
trong Bluetoot va A5/1 st dung trog GSM. So véi EO va A5/1, Grain cung cap sy bao
mat cao hon trong khi yéu cau mot phan cang nho hon”. Vi du mét cudc tan cong
chéng lai EO [24] doi hoi sy phuc tap tinh toan cua 24° va 23° khung hinh do dai 2745
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bits. Tuy nhién dé xac dinh 80 bits ciia khda Grain, can dén su phic tap tinh toan 24
va 238 bits khoa dong trong cudc tan cong phuc hoi khda [1].

Trong phién ban sira d6i Grain v1, chirc nang loc nho, chi can 5 bién va 12 phi
tuyén nhung van dat dugc hiéu qua cao nho sy bu dap bai mot trong cac yéu té dau
vao (7 bits tuyén tinh) duoc lay tir NFSR.

So véi cac thuat toan ma hoa dong nhe khac, Grain ciing ¢6 wu thé hon trong
thong luong, hiéu suit st dung, phd hop véi cac ung dung st dung WLAN,
RFID/WSN. Thuc nghiém cua Good, T., & Benaissa, M [17] di chi rd diéu nay.

ASIC results for maximum throughput

{riviu
) <>grain 128x32
X320 © CorlgIE o hvie
. {grainXs
tiumX 164 .
o
triviu o Sgraint 28x4
FFCSR-HO  sirivumia g
10° rain )
~ Sgraini2a
E Improving
B Performance &Sosemaunk
=
2
=
o
g OphelixFR
2 $phelixHR
% OMickey128
g . Osalsa2ihd
T
$salsa20hi16
$salsa20ha2
salsa20n i
103 1 . (-] 1 2
10 10 10 10

Enengy per processed bit, pd/bit

Hinh 2-5: Luu liwong t6i da ciia cdc mdt ma dong nhe véi thiét ké 0.13 um Standard Cell CMOS
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ASIC results for 10Mbps throughput

10
| Improving
Performance
{grain
£ grainX4
“ g & orain128
i < grainXg & grain128X4
I & grain128x8 "
rainX16 & trivumyg O tivium Strivum
ridumx 168 < orain128x16
I O tridum¥32
I Oy rain1 28332 of FCSRH
¢ phelixHR & salsa20h4 salsa20h10
Ophelhr $salsazihis
“ : ! * L_pfosemaunk | o salsa20hdz | M
: - 10

Energy per processed bit, pNbit

Hinh 2-6: Hiéu sudt ciia cac gidi thugt mdt ma dong nhe doi véi mang Wireless-LAN 10Mbps

ASIC results for 100kHz clock

10
& salsa20ht
1’ & Sos emaurnk
Crtrivum
& Mickey 128
G ealsa20hg
) $F-FCSRH salsaZ0h1B
grain12ag R— 9" salsazonaz
& phelixHR
& phelixFR
'k Gomin & triviumXg
O triviumx16
O trivium 32
& iviumxs4
$rgraing ¢ grain128x32
£ grainX1 Improving
Performance
10°L L .
10 10 10

Area, Equiv. NAND gates

Hinh 2-7: Hiéu sudt cho ¢#ng dung RFID / WSN cdp thdp déng ho 100kHz
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. ; | Uu tién sir dung mat ma tir géc do phan cirng
Ungdung | Kich thuéc khéa — -
U'u tién nhat U'u tién thw hai
WLAN 80 Grain va Trivium F-FCSR-H
RFID/WSN 80 Grain va Trivium -
WLAN 128 Grainl128 Mickey128
RFID/WSN 128 Grainl128 -
WLAN 256 Sosemanuk va Phelix Salsa20

Trong trién khai co ban, Grain c6 tbc d6 1 bit / 1 clock. Thong thuong tée do cua
tir duoc dinh hudng ma héa thuong cao hon téc d6 1 word / 1 clock. Grain duoc tap
trung phat trién dé tng dung cho phan citng nhé va diéu nay ciing duoc bu dap bai kha
nang tang tbc do voi chi phi phan cang nhiéu hon. Biéu ndy cho phép nha cung cap c6
thé Iya chon téc do bao mat véi kha ning phan cang co thé co dé dem lai hiéu qua cao
nhat trong thyc té trién khai.

2.5.3. Piém yéu

Ciing nhu nhitng hé ma hoa khac, ho Grain ciing chtra dung nhiing 16 hong nguy
hiém. Luan van da tim hiéu mot s6 phwong phap tan cdng vao Grain. Tuy nhién khi ap
dung vao mot hé thong yéu cau tinh nho gon thi d6 an toan cé thé can nhac ¢ mot muc
do “du’” nao do.

Tén cong dai sé

CAc cudc tin cong dai s6 1én mat ma dong dd nhan duoc nhiéu chi y gan day bai
ching c6 thé mang lai hiéu qua cao néu nha thiét ké khong can than. Bo loc cia mot
may khai tao chi sir dung mot LFSR va ham Boolean phi tuyén h(x) cé thé rat dé bi
tan cong dai s6. Tuy nhién trong Grain, mot NFSR duoc st dung dé dwa tinh phi tuyén
vao ham h(x). Giai phuong trinh cho trang thai 256 bits ban dau khd c6 thé thyuc hién
duoc vai cap nhat phi tuyén cia NFSR. Do dai s6 cua bit dau ra thé hién & cac bit
trang thai dau vao sé& I6n, va thay doi theo thoi gian. Piéu nay gitip danh bai bat ky
cudc tan cong dai s6 ndo vao mat ma.

Phwong phdp tén cong tinh toan gia tri Key-1V yéu

Cac phién ban Grain sir dung thanh ghi dich héi tuyén tinh khéng chi dé dam bao
tinh thong ké ma con cé nhitng rang budc thap hon cho qua trinh tao keystream.
Nhung day ciing chinh 1a diéu yéu cua thuat toan nay - Key — IV. Thuét toan sir dung
két hop thanh ghi dich héi tuyén tinh va thanh ghi phan hdi phi tuyén lam dau vao cho
qua trinh ma hoa. Tuy nhién, néu tit ca cic gia tri ban dau cua LFSR déu bang 0 thi
chi con lai NFSR 1a khéi duy nhét c6 tac dung ma hoa. Piéu nay chinh 1a mot diém
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yéu, trinh ty mot keystream tao ra boi NFSR rat dé bi tan cong qua cac phuwong phap
thong dung nhu x4p xi tuyén tinh, chu ky ngan. Chinh vi thé néu cip khoa va IV duoc
tao ra tir LFSR v&i cé4c gia tri khoi tao déu bang 0 thi cap khoa — IV nay 1a mot cap
khoa — IV yéu. Trong thuc té, cac nha thiét ké cb gang sir dung k-1 bit 1 lam dau vao
cho LFSR trudc khi khai tao khda. Tuy nhién sau qué trinh phan tich ma, ta nhan ra
rang, sau 2k 1an chay, trang thai cia LFSR c6 thé tré vé 0.

Chung ta lay Grain v1 1am vi du dé tim ra diém yéu cua céc thuat toan Grain nay.
Theo dinh nghia ta ¢6 LFSR duoc biéu dién bang S, = (s;, S;41, --.) Siz79) V& NFSR
dugc md ta bang B, = (b;, biy1, -, bizsg). Goi G va F 1a ham chuyén d6i: B, =
G(B,) va S;4; = F(S,). Khi d6, qua trinh khoi tao khoa c6 thé coi la qua trinh chuyén
d6i tir By va S, thanh By VA S;60. Mot cap Key-1V yéu khi S = (0,0, ...,0). Duéi
day 1a thuat toan dé tinh toan ra duoc gia tri Key-1V yéu.

1. Khéi tao S;¢0 = (0,0, ...,0). Va chon B;, Ngau nhién.
2. Lapturt=159dént =0
a) Tinhz{ = ZieAl beyi + hi(St43, St425) St+46r St+64r Det63)
b) Tinhs, =z + Seig0 + St462 + Seas1 + Seizg + 5t+23+5t+1§)
c) Tinh b, = zt + bgy,t + s, + P(B;). Trong d6 P(B,) la biéu thic cua 79
bien by, ..., bii7o ’
3. Vé6ij =64,...,79,néu S; = 1 thi dung lai, néu khdng quay lai budc 1

Thuc hién thuat toan ndy khoang 22° lan, ching ta c6 thé tim ra duoc 16 cip

Key-1V yéu. Tuong ty Véi thuat toan Grain VO va Grain-128 chling ta c6 bang sau:

Version Grain vi) Grain vl
Key |0x6£22a2aT0elc363b62af Oxf57e3bBecaebb3dcE83d
IV Ox44b604a4dddT9ebd 0x97652a7f1a112415
Bign |0xc2ced7db3189a9ad94bs 0xd99%eababb8d0129212c7
Sigo  |0x00000000000000000000 0x00000000000000000000
Version Grain-128
Key 0xfd6af0ff0ad9bdad7037b81ef1bBccll
IV 0x014d3e274f8d3528ddad4310
Biso OxclbclcOBTa79bb33f9018d42304df 2eT44
Sieo 0x00000000000000000000000000000000

Hinh 2-8: Piém yéu cua gi trj IV trong Grain
Vé6i phuong phap nay Walsh tim ra 284/254/2% key — IV yéu trong tong s6
1441214412224 Key — |V va dé tim ra duoc cac key — IV yéu can 2126/2442/286 hits khoa
dong va 2158/2475/21042 phép tinh cho mdi Grain v0, Grain v1 va Grain-128.
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Phuwong phdp tdn cong khoi phuc Key-1V

Phuong phap tan cong khoi phuc Key — IV ciing 1a mot trong cic phuong phap
tan cong thuong dugc ap dung cho Grain. Véi viéc str dung cac phuong phap Grobner,
XL Zhuang-Zi dé giai quyét bai toan NP-kho trong qua trinh tim Key-IV, nguoi ta c6
thé phén tich dai s6 va tim ra duoc mot so bit ciia khoa khi da biét truéc mot sb bit.
Dué6i ddy 1a phan tich dai s6 cta cac phién ban Grain do Haina Zhang va Xiaoyun
Wang dua ra [9].

Version |Unknown|Degree|Degree|No. of bits|No. of bits|Time to find|Keystream
bits |of g(x)|of h(z)| guessed |recovered | solution bits used
Grain vl 160 G 3 23 7 0.204 =zec 150
Grain-128 256 2 3 192 4 0.906 sec 100
Version |Unknown|Degree|Degree|No. of bits|No. of bits|Time to find|Keystream
bits |of g(x)|of h(x)| guessed |recovered | solution bits used
Grain v1 &0 G 1 3 T 0.204 zec 150
Grain-128 128 2 0 6 fid 0.906 sec 100

Vi phuong phap nay, hai nha khoa hoc da co thé khdi phuc cac khoa bi mat 150
bits trong khoang 2 giay cho Grain v0, Grain v1 va tim ra chia khéa cua Grain-128 vai
khoang 100 bits sau 2°38 phép tinh.

Dynamic Cube Attacks

Méi day ciing c6 mot phuong phap tin cong mai do Itai Dinur and Adi Shamir
dé xuat dé phéa v& cau tric cua Grain-128: Dynamic Cube Attacks [7]. Khac vai cac
phuong phap truyén thdng, tim ra chia khéa bang céch giai hé phuong trinh tuyén tinh
V6i c4c bit quan trong, phuong phap niy tim ra khoa bi mat bing cach khai thac cac
két qua thu duoc tir cube tester. Cugc tan cong khdi dong nay cé thé tao ra dugc cac
dai dién mat ma yéu, co thé tranh dugc cac phuong phap chdng lai tan cong trude ddy.
Cudc tan cong dau tién cua Itai Dinur and Adi Shamir chay trong thuc té c6 thé khoi
phuc toan bo 128 bits cua Grain khi s6 lwgng vong khai tao cia Grain-128 giam xudng
207. Cudc tan cong thir hai c¢d thé pha v& Grain-128 sau 250 vong thuc hién va nhanh
hon phuong phap tim kiém vét can khoang 228 lan.

Mgt sé phwong phdp tin cong khac

Ngoai nhiing phuong phap trén, viéc tin cong vao hé mat Grain con Ia niém dam
mé cuaa nhiéu nha nghién ciu. Véi phuong phap tan cong bang dai s6 dién hinh vao
mat ma dong, ké thdm ma c6 thé do ra duoc dau ra cua ham NFSR va LFSR. Hay cudc
tan céng Time/Memory/Data Tradeoff c6 thé pha ma Grain véi do phic tap tinh toan
12 0(220)...
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Chuwong 3. MA HOA GRAIN TREN THIET BI RASPBERRY
3.1. MO ta bai toan
Nha théng minh — Smart home 12 mét ngdi nha duoc trang bi hé théng tu dong
diéu khién dén chiéu sang, nhiét do, ti vi, ta lanh, an ninh, rém cua, cira ra vao ...
nham 1am cho cudc séng tién nghi, an toan hon dong thdi gop phan sir dung hop ly cac
ngudn tai nguyén. Mot trong nhirng tng dung co ban cia nha théng minh 1a mot hé
théng diéu khién nhiét dd phu hop véi nhu cau sir dung, chiang han nhu dwa canh bao
khi nhiét d6 vuot ngudng nao d6 va diéu chinh diéu hoa nhiét d6 pha hop. Luan vin
sir dung thiét bj Raspberry dé thu thap dit liéu tir cam bién SHT11 dung dé do nhiét do,
d6 am, trang thai ctra ra vao caa ngbi nha, phong lam viéc; qua d6 tra lai thong tin cho
nguoi dung théng qua giao dién Web HTMLS5. Bong thoi cho phép ngudi dung gui
thong tin diéu khién céc thiét bi nhu diéu hoa, may tao d6 am, cira ra vao vé Raspberry
dé phd hop véi nhu cau sir dung. Trong gigi han nghién cau, luan van chi tap trung
nghién ctu vé:
e Tao mot giao dién web hién thi dir liéu bang ngén ngir HTML, Javascript,
Jquery co ban.
e Thiét lap web server (NodeJS) trén Raspberry Pi.
e Sir dung ngdn ngir C dé viét driver cho thiét bi, sau do6 build dudi dang
node modules dé c6 thé sir dung dugc trong NodelJS.
e Thong tin diéu khién nhan duoc tir ngudi dung dugc md phong gia lap
thong qua hé thong dén LED két ndi dén Raspberry.
e Dir liéu trao d6i duoc ma hoa bang Grain, xac thuc bang Keccak.

Hoat dong caa hé théng:

e Thu thap dit liéu 3 kénh: nhiét do, do am, trang thai cta ra vao.

e Hién thi dit liéu trén nén Web HTMLS.

e Thoi gian cap nhat dit liéu 1a mdi 3 giay.

e Cho phép nguoi dung giri thong tin diéu khién vé thiét bi Rasberry.

e K&t ndi mang wifi & ché do online va offline ding mang LAN néi bo.
3.2. Giai quyét bai toan

Luén van tng dung ma hoa dau cudi Encrypt-and-MAC vai hé mat Grain-128 va

ham bam Keccak dé giai quyét bai toan. Noi dung thuc nghiém di sau vao hai thanh
phan cét 16i: ma hda dau cudi véi hé mat ma dong trong mat ma nhe Grain nham dam
bao dd tin cay va ma xac thuc thong bao véi ham bam Keccak nham dam bao tinh xac
thuc cho thong diép.
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3.1.1. M3 héa dau cudi

M3 hoa dau cudi (End-to-end encryption — E2EE) 1a phuwong phap ma héa cho
phép chi ngudi nhan méi biét duoc thong tin duoc gui 1 gi, ngay ca cac nha cung cip
dich vu ciing khong thé truy cap vao. Ma hoa dau cudi thudng dugce coi 13 an toan hon,
boi vi né 1am giam sé luong cua cac bén (ké ca nha cung cap dich vu) cé thé co thé
can thiép hoic pha v& cac ma hoa dé lay duoc thdng tin. Hién nay co rat nhiéu nha
cung cap dich vy tin nhin da ap dung phuong phap ma hoa dau cudi vao nhing ung
dung di dong cia minh nhim dam bao théng tin trao doi cua nha st dung, do la
What’sApp, Facebook Messenger, Google Allo, Viber, ...

Hau hét cac giao thirc ma hoa dau cudi déu can co thém co ché xac thuc dé ngin
chin cac cudc tin cong MITM (Man in The Middle), dong thoi dam bao cho dit liéu
khong bi gia mao bai tin tic, dam bao tinh toan ven caa dir liéu. Vi du, nguoi ta c6 thé
dira vao cac co quan chting nhan hay mot mang ludi cd thé tin tuéng duoc, hoic tao ra
cac bang ma mat ma (dau van tay) dua trén khoa cong khai cua nguoi ding hoic céc
khoé bi mat dung chung cho muc dich xéac thuc. Mot phuong phap khac 1a st dung két
hop m& xac thuc thdng bao cing véi ma hoa dau cudi véi muc dich dam bao an toan
cho dir liéu va xac thuc cha thé cua dit liéu. Luan vin ciing nghién ctu su két hop nay
Vvé6i thuat toan str dung trong ma hoa dau cudi 1a ma dong nhe Grain va ky thuat caa ma
x&c thyc thong béo 1a dung HMAC véi ham bam nhe dang dugce danh gia cao hién nay
Keccak.

3.1.2. Ma xac thuc théng bao
3.1.2.1. Khéi niém va muc dich sir dung

M4 xac thuc thong béo 1a mot doan ma cho phép xac dinh nguon gbc cua dir liéu,
thuyét phuc voi nguoi ding 1 dit lidu nay chua bi sira d6i hoac gia mao. Pay 1a mot
co ché quan trong dé duy tri tinh toan ven va khong thé tir chdi dir liéu.

MAC gilp cac bén giao dich ¢ thé giao dich v&i nhau dong thoi co thé phat hién
dugc thay d6i ciia théng bao trong qué trinh van chuyén. Chi can cac bén thoa thuan
khoa bi mat dung chung. Pau ra cia MAC chinh la thé MAC (MAC tag) dugc tinh
toan dya trén thong bao dau vao va khoa bi mat. Thong bao va thé MAC dugc gui téi
nguoi nhan, nguoi nhan tinh gia tri MAC’ tir thdng bao nhan duoc va so sanh hai gia
tri MAC va MAC’ vé&i nhau. Néu hai gia tri th¢ MAC nay giéng nhau thi théng béo Ia
chinh xéac, nguoc lai thong bao da bi thay do6i, can phai c6 nhiing thao tac canh béo,
hay ngirng két ndi cho phi hop.
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3.1.2.2. Phan loai

Vién tiéu chuan va cong nghé quéc gia
cua My (NIST) da dé ra hai chuan vé ham
MAC nhim gilp cac nha phat trién thuan
tién khi ung dung MAC vao céc san pham
khac nhau.

Ma x&c thuc théng bdo ma hoa (Cipher
Message Authentication Code - CMAC).
CMAC dya trén ma khdi dé thuc hién chic
ning xac thuc. CMAC rat phl hop véi cac
rng dung bd nhd han ché chi da dé dung cho
méa hoda dir liéu. Nguyén thuy cua CMAC la
CBC-MAC (Hinh 3.1). Tuy nhién thiét ké
cua CMAC kho c6 thé thuc hién song song
hoa nén hiéu ning cia CMAC chi yéu phu
thuoc vao su téi wu hoa cua thuat toan su
dung.

M& xac thuc théng bao sir dung ham
mot chiéu (Key-Hash Messasge
Authentication Code — HMAC). HMAC ban
chat 1a mot ham mét chiéu khang va cham
hash. HMAC ban dau dugc dé nghi sir dung
v6i SHA-1. Nhung sau nhitng 156 hong bao
mat cia SHA-1, HMAC da c6 nhiing chuyén
bién véi viec ap dung cac ham hash khac, vi

du nhu Keccak s& duoc trinh bay trong phan

tiép theo.
3.1.2.3. Thir tw thuc hién m& hoa va MACs

MI

M2

Hinh 3-1: So-d6 CBC-MAC [32]

Khoa

Gn(rypt

M3

Encrypt

Tag

Thong bao

@b

iPad

I

xor }—.( Hash >

oPad

-

}{ Hesh )

Hinh 3-2: So d6 HMAC [32]
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Mic di tha ty cia ma hda va MAC khéng anh huong dén do an toan, nhung
cling dem lai nhitng su khéc biét co ban vé hiéu qua. C6 nhiéu cach dé két hop ma hoa
va MAC nhu: M3 hoéa truéc — MAC sau, MAC trudéc — M@ hda sau hay MAC va Ma
héa ddng thoi. DU 14 thuc hién theo tha tu nao thi quan trong nhét van 1a khéa ma va
khéa MAC khong c6 lién hé véi nhau. Dé thyuc hién didu ndy nguoi thiét ké can su
dung hai ham tao khoa tach biét danh cho khéa mé héa va khéa MAC. Luéan vin ciing
nghién ctu st dung MAC véi ham bam Keccak trong qué trinh xac thuc thong diép.
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3.1.3. Ham bam Keccak
3.1.3.1. Ham bam

Ham bam la mot ham anh xa dir liéu kich thudc tay y thanh dir liéu c6 kich thuéce
cb dinh. Céc gia tri dwgc tra vé& bai mot ham bam duoc goi 12 gia tri bam, mi bam, tiéu
chi, hodc don gian 13 bam. Ban d¢au ham bam ra doi nham phat hién nhing sai st phat
sinh khi truyén/nhan di liéu do 15i cua thiét bi hay cia duong truyén. Cang phat trién,
ham bam cang mang nhiéu chirc ning hon nira, nhat 1a d6i véi ham bam mat ma
(cryptography hash function). Nhitng ham bam ndy phat trién tir mot hé mat nao do.
Ngoai cac chic nang ctia ham bam thong thuong, ham bam mat ma con théa man cac
y8U Cau sau:

e L& ham mat chiéu: c6 thé tinh toan gia tri bam h tir thong diép M nhung
khong thé tim ra mot thong diép tir gia tri bam cua no, ngoai viéc thir tat ca
cac thong diép co thé.

e Kha ning khang xung dot loai mot: Khi biét trude thong bao M1, khong thé
tim dugc thdng bao M2 ¢o cung gié tri bam vai M1,

e Kha ning khang xung dot loai hai: Khong thé tim thiy hai thong diép M1 va
M2 khac nhau c6 cung gia tri bam.

Nho nhitng dac tinh vuot troi cia minh ham bam mat ma dugc tng dung kha
rong réi, vi du nhu trong chir ky s, ma xac thuc thong bao, hd tro kiém tra mat khau,
xéac thuc thong diép trong cac kénh truyén tin, cac giao thirc két ndi an toan trén web,
... Ngoai ra ham biam con c6 mat trong cac kién tric an ninh cua hé diéu hanh may
tinh. C6 thé néi, ham bam c6 mit & bat ky noi nao c6 nhu cau bao vé théng tin du 1a
may tinh hay mang giao tiép [5].
3.1.3.2. Ham bam nhe Keccak
Lich si

Nam 2007, NIST t6 chirc cudc thi chon thuat toan cho chuian ham bam cua qudc
té, sau nhirng tan cong thanh cong 1én ham bam SHA-1 va SHA-2. Pén nim 2012,
nhom cac nha mat ma nguoi Bi dimg dau 12 Daemen di danh chién thang voi ham bam
Keccak. Keccak duoc chon 1am thuat toan cho chuan ham bam SHA-3.

Thuat toan

Chac nang co ban cua Keccak la mot hoan vi dugc chon tir bo bay hoan vi
Keccak—f , ky hiégu boéi  Keccak — f[b] , trong d6 bE
{25,50,100, 200,400,800, 1600} 12 mién cia phép hoan vi. Mién cua phép hoan vi
cling 12 mién cua trang thai trong viéc xay dung sponge. Trang thai dugc td chirc thanh
moét mang 5x5 véi chiéu dai w bits, trong d6 w € {1,2,4,8,16,32, 64}, (b = 25w).
Gia mé cua Keccak|r, c, d] dugc dua ra trong thuat toan sau:
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Keccak|[r,c,d](M){
Initialization and padding:
S[x,y] =0, V(x,y) in (0...4,0...4)
P =M 110x0111 byte(d) ll byte(r / 8) 11 0x01 11 0x00 Il ... Il 0x00
Absorbing phase:
V block P, in P
S[x, y]=S[x, y1® P[x+5y], V(x,y)suchthat(x+5y)<(r/w)
S = Keccak — f[r+c](S)
Squeezing phase:
Z = empty string
while output is requested
Z=ZIS[x,y] V(x,y) such that (x+5y) < (r/w)
S = Keccak — f[r+c](S)
return Z

}

Viéc trién khai nhanh chéng va song song cua Keccak duoc trinh bay trong [19,
20]. Kich thudc caa module phu thudc vao su lua chon do rong b cua hoan vi Keccak-
f[b]. Trong dé xuat caa SHA-3, do rong nay duoc chon 1a 1600. Trong thuc hién song
song hoan toan, diéu ndy tuong @ng véi sé cong tdi thiéu l1a 1600 flip-flops, 1600
inverters, 1600 AND va 4864 cong XOR. Bang 3-1 liét ké sé cong twong @ng cho viéc
trién khai hoan toan song song cua Keccakf [1600] va mot vai tng vién SHA-3 khéc.

Bdang 3-1: So sanh Keccak vdi mét vai ung vién cua SHA-3

Thuat toan Vung (KGE)
BLAKE-32 45.64
CubeHash16/32-h 58.87
Fugue-256 46.25
Grostl-256 58.40
Hamsi-256 58.66
JH-256 58.83
Keccak-256 56.32
Lufa-224/256 44,97
Shabal-256 54.19
SHAVvite-3 57.39
Skein-256-256 58.61

Nhu duoc thay tir bang, s6 céng cho mot thuc hién song song day du cua Keccak
vuot qué con sé chap nhan dugc cho mot ham bam nhe.
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Kién tric Keccak tuan tu

Kién tric Keccak sir dung lgi thé cua qua trinh xtr Iy hang loat. Di liéu duoc xtr
ly theo 1an (1/25 cta toan bo trang). Mdi vong lap dang ky s6 24-0 dé luu trit cc trang
thai noi bo. Bon ding ky tong (bén phai véi sé da diang ky 1a 4-0) luu trit tong cua
hang. Cac khéi hoat dong dé thuc hién timg budc cua mot vong Keccak 12 0, 7, y va
module. T4t ca cac module ndy (ngoai trir ) hoat dong trén mot lan don gian, giam sd
cong két hop mot cach hiéu qua. Module 7 dugc thuc hién song song trén tat ca 25 lan.

Inp —
Out =
1@}: state registers r:@:;: ¥ registers ¢ @ ‘j p temp registers : step blocks
- W m———
Hinh 3-3: Kién tric Keccak noi tiep
1** input 2" input message
block half half half block half half half digest
abscrpt,ign round round round abscrpl:ion round round round squeezing
A A A A A A A
0; B+p Tﬂ+x+1+ﬁi] LI | O+p T THPHH0, B+p T :'r+1+1+91J DO [ 0+p T n+x+1+BiJ
N v " g R
0" half 1°* round n*" round 15% round n™® round

round
Hinh 3-4: Cac vong xir ly di lidu Keccak tudn tu

Toan b qua trinh xa ly dir
liéu trong mdi nira vong duoc giai
thich bang Hinh 3-4 mot phién ban

0-Step

State Registers .
¥Y-Registers

) 5587858584 8:8281 8, L I o
tinh chinh cua Keccak, 6 day c6 3 0,0 <
lan. Trong qua trinh thuc hién, tac . {55 , E e
14 A ¥ N1 1 0,1 > 2 1 0 2 Zo
gia [}1] ap dung cung thoi gian Tl si1o i onse
véi cau trac duong 5x5 thuc té. 21-—>10210 2o
0,2—[%2 10210 00 1 zound
) o7 1,2—[%0 2 10 2 1 2 E11 ¢
Panh gia Keccak [31] 22 >1021002 22 |
>z 10210 o
Trong qué trinh phén tich t_ﬁ_‘:k_"'_‘l 021 T
, \ A P ~ 10210 2 2
Keccak, cac nha phan tich da cho ‘;. 210]21 0 %0 |
M ) A A 021021 1 i Oandp
rang l§eccak be}o gom nhl?u cau 510021 06]2 o (O
tric ndi tréi. Dau tién I3 cau tric oz 202279 2 1 s
Sponge. Khac véi cac ham bim 1021002 ) z2
<z102102TD

khéc, Keccak khong st dung ham 0

nén cho cac khéi diu vao ma st *"E

dung mét PRP (pseudorandom
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permutation) khdng khéa — mét hoan vi khong thé doan truéc duoc. Ngoai ra, cac nha
thiét ké con bién Keccak thanh ma xac thuc thong bao khi thém khoa bi mat cho dau
vao thong béo. Mot cach phat trién khac khi dua khoa bi mat vao vector khai tao va
thue hién ché d6 gamma véi d6 dai tuy y, da bién cau tric Keccak tré thanh ma dong.
Bai vay, Keccak c6 nhidu wu diém vuot troi so véi cac ham bam khéc:

e Keccak c6 sb vong lip 1a 18 vong va kich thuéc trang thai thay doi tir 25,
50, 100, 200, 400, 800 dén 1600.

e Keccak c6 kha nang thyc hién trén ca 2 nén tang 32 bits va 64 bits.

Trong [11], tAc gia da thuc hién ca hai viéc trién khai song song va trién khai
hang loat (sir dung kién tric duoc dé xuat) cua Keccak cho chiéu rong 1a 8 bits (I = 3),
16 bits (I = 4) va 64 bits (1 = 6) Bén Keccak-f [200], Keccak-f [400] va Keccak-f 1600,
tuong tng trén mot cdng nghé CMOS ky thuat s6 0.13pm tiéu chuan.

Céc cong tuong ung tinh, gia tri thong luong va dién ning tiéu hao duoc liét ké
trong. Ngoai ra, chldng t6i so sanh cac (ng cir vién nhe caa chung tdi voi MAME, mot
ham bam duoc thiét ké dic biét cho cac ung dung trong luong nhe va mot thuc hién
SHA-1.

Hash Data Input Cycles T/putat Power

output path data per 100 KHz Area  Efficiency

(KGE) (bps/GE) SO

size  size size block (Kbps) (WW/MHz)
Parallel Keceak-f[1600] 256 64 1088 24 4533 47.63 95.40 315.1
Parallel Keccak-f[400] 128 16 144 20 720 10.56 68.18 78.1
Parallel Keccak-1{200] 64 8 72 18 400 4.9 81.63 27.6
Serial Keccak-f]1600] 256 64 1088 1200 90.66 20.79 4.36 44.9
Serial Keccak-f]800] 128 32 544 1100 4945 13.00 3.80 28.2
(estimate)
Serial Keccak-f]400] 128 16 144 1000 14.4 5.09 2.83 11.5
Serial Keccak-f]200] 64 8 72 900 8 2.52 3.17 5.6
Hinh 3-5: So sanh hiéu sudt ciia Keccak trién khai song song va ndi tiép
Hash T/put at .
P Area Efficiency
output 100 KHz (KGE) (bps/GE)
size (Kbps) Pt

SHA-1 [5] 160 148.8 5.53 26.91
MAME [7] 256 146.7 8.1 18.10
Serialized Keccak-f[400] 128 14.4 5.09 2.83
Serialized Keccak-f{200] 64 8 2.52 3.17

Hinh 3-6: So sanh hiéu sudt giia Keccak, MAME va SHA-1

3.1.4. Tao va trao ddi khoa

Trong mét hé théng E2EE, céc khda ma hoa chi dugc biét dén véi cac bén giao
tiép. Pé dat dugc muc tiéu nay, cac hé thong E2EE cd thé ma héa dit liéu bang cach sir
dung chudi ky hiéu duoc siap xép tir trude goi 1a bi mat chia sé trude (Pre-shared secret
- PGP) hoic khda dung mot 1an xuat phét tir bi mat chia sé trude d6 (DUKPT). Hoic
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mét cach khac 1a thuong lwong mot khda bi mat tai chd bang cach st dung trao doi
khéa Diffie-Hellman (OTR — Off-The-Record Message).

Trao doi khoa Diffie—Hellman (D-H) 1a mot phuong phap trao d6i khda mat ma
an toan trén mot kénh cong cong va 1a mét trong nhirng giao thic khoa cong khai dau
tién duoc Ralph Merkle dé xuat va dat tén theo Whitfield Diffie va Martin Hellman.
Phuong phép trao dbi khoa nay cho phép bén giri va bén nhan cing thiét 1ap mot khoa
bi mat trén mot kénh khong an toan. Khoéa nay cé thé dugc sir dung cho mot hé mat ma
khoa ddi xtng tiép theo.

M6 ta giao thuc

e Thiét lap khoa
o Alice va Bob sir dung chung mot module p va mét phan ta sinh g caa
nhom cyclic hiru han G (p va g 1a nguyén té cung nhau).
Alice chon mot sé bi mat a va giri A = g2 mod p cho Bob.
Bob chon mét s6 bi mat b va giri B = g° mod p cho Alice.
Alice tinh s = (B)? mod p.
Bob tinh s = (A)® mod p

O O O O

Ca Alice va Bob déu c6 cling gia tri s bai theo module p:
A" mod p = g? mod p = g mod p = B2 mod p.

Ap dung cho thiét bi Raspberry, dé hé thong dat duoc sy an toan téi da, can sinh
2 khéa cho 2 qué trinh chinh ma héa Ke va xac thuc thong diép Km ngay tir khi client
két nbi dén server. Cac khda nay can dugc giita bi mat trong suét qua trinh truyén tin
va chi duoc sir dung trong mot phién két ndi cua client va server. Sau khi mat két noi
giita client va server, khoa chung nay s& mat hiéu lyc. Ung dung st dung Trao doi
khoa Diffie—Hellman dé thyc hién tao va trao doi khda chung trong qua trinh ma hoa
dau cudi.
3.1.5. M6 hinh ma héa va xac thuc

Ung dung st dung Grain-128 dé thuc hién ma héa tin hiéu/ théng diép dong thoi
st dung ham bam Keccak dé xac thyc. Bén phia nhan, ngudi nhan sé st dung khoa
chung da duoc théng nhat tir trude dé giai ma dong thoi so sanh véi két qua tra vé tir
ham bam Keccak cho ban rd sau khi giai ma dé kiém tra tinh toan ven dit liéu. Hinh 3-7
mo ta mé hinh ma hoa va xac thuc duoc st dung trong luan van.


https://vi.wikipedia.org/wiki/Nh%C3%B3m_cyclic
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Hinh 3-7: M6 hinh ma héa va xac thyc
Ma hoéa xac thuc
Dau vao caa qué trinh xac thuc ma héa bao gom 4 thanh phan:

e Khoa bi mat Ke dung trong mé& hoa dir liéu.
e Khoa bi mat Kn dung trong xac thuc thong diép.
e Dit liéu can ma hda P: Trong noi dung cua bao cao thi co thé hicu day la
dit liéu truyén tir thiét bi Raspberry dén nguoi ding.
e Pau ra duy nhat: Ban ma C va duoc trao doi thong qua dudng tuyen tin.
Qua trinh ma hda xac thuc dién ra nhu sau:
1. Thong diép sé dugc ma hoa trudc tién dua trén ma dong Grain vai Ke tao ra
ban ma C.
2. Tinh toan MAC cua ban rd bang ham bim Keccak (HMAC) véi khoa K.
Guri ca C va M trén kénh truyén tin
Giai ma xac thuc
DPau vao cua ma hoa xéac thuc gdbm 4 phan duoc dinh nghia nhu trén: Ke, Km, M
va C va dau ra duy nhét hoic 1a ban rd (¢ day hiéu la thdng tin thu thap duoc tir thiét bi
Raspberry) hoic 1a FAIL trong truong hop mot trong s6 cac dau vao khong tin cay.
Quia trinh giai m& xac thuc dién ra nhu sau:
1. TachCvaM.
2. Giai mé ban rd P tir ban m& M.
3. Tinh toan lai gia tri M’ 1a MAC cua ban rd nhan dugc.
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4. So séanh gia trj 2 gia tri MAC dé xem thong diép cd toan ven khong. Néu toan
ven, ngudi dung co thé chap nhan thong diép va nguoc lai, nguoi dung cé thé
bo qua thong diép.

0 Server Side Client Side

v 1. Thu thap
| SXactyo] oo
‘ Gidima™ | 559

2. Graln
100
001
le. Hién thi
. 1l Pidu 10 Xacthuc
1 o 199 e

Hinh 3-8: Qua trinh thyc hién
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3.3. Moi trwong va dir ligu thuc nghiém
3.3.1. Mai trwong lap trinh
e MOoi truong lap trinh
o Chip: Intel Core i5 CPU 2.40 GHz
o Ram: 8.00 GB
o Heé diéu hanh: Microsoft Windows 7 64 bits
e (CoOng cu lap trinh: Visual Studio 2012
e Ngon ngir:
o Server: nodejs, C
o Client: HTMLS5, javascript, JQuery
3.3.2. Moi treong thuc nghiém
e Raspberry Model B
o RAM: 512 MB
o SoC: 700 MHz
o Hé diéu hanh: Raspbian cai trén thé MicroSD 1GB
e SHT11 (Xem phu luc B) — Cam bién nhiét d6 va do am.
e COng tic tir gia lap cira ra vao Door Sensor
e He¢ thdng dén LED
3.3.3. Thiét lap phan cing
Cdam bién nhiét dp va dé dm véi SHT11
SHT11 14 bo cam bién nhiét ¢6 va do am cua hang Sensirion véi d6 chinh xac
kha cao. Cac cam bién tich hop céc bd phan cam bién cong véi xt Iy tin hiéu trén mot
may in chan nho va cung cap dau ra s6 day du. Mot bo cam bién dién dung duy nhat
duoc sir dung dé do d6 am twong ddi trong khi nhiét d6 dugc do bang mét cam bién
khoang cach bang. Cong nghé CMOSens 4p dung dam bao do tin cay cao va do 6n
dinh lau dai. Ca hai bo cam bién dugc két ndi lién mach vai bo chuyén dodi ky thuat s6
tuong tu 14 bits va mach ndi tiép. Piéu nay dan dén chat luong tin hiéu vuot troi, thoi
gian dap ung nhanh va khéng nhay cam véi nhiéu bén ngoai (EMC). Bang dudi day
cho thay cac diac diém k¥ thuat cia cam bién SHT11.

Bdng 3-2: Pdc diém kj thugt ciia SHT11

Pic tinh Mo ta
Mau SHT11
Nguon cung cap 2.4-5.5V DC
Tin hiéu dau ra Tin hiéu s6 véi 2 day giao dién

Pham vi hoat dong Po am 0-100%RH; Nhiét do -40~125 Celsius
Do chinh xac Do am +-3%RH (Max +-5%RH):; Nhiét do +-




51

0.4Celsius (Max 2.5 Celsius)

D6 phan giai 6 am | 0.4 - 0.05% cua 8 — 12 bits

Do phan giai nhiét @6 | 0.04 — 0.01 Celsius cua 12 — 14 bits

Kich thuéc M6 hinh nho 14*18*5.5mm; MG hinh 16n
22*28*5mm

Pin | Name Comment NG
GND |Ground NC
DATA |[Serial Data, bidirectional NC
SCK |Serial Clock, input only NC
VDD |Source Voltage Ne

NC| NC [Must be left unconnected

Hinh 3-9: Thiét ké cua SHT11

Raspberry Pi 2

GPIO

3.3

R1 R2
4.7k I 4.7k GND 1
GPIO 17 DATA 2
GPIO 18 sck 3
vDD 4

SHT11

c1
| 100nF

GND

Hinh 3-10: Két ngi ciia SHT11 va Raspberry

Nhu hinh trén, chan dit liéu cia SHT11 duoc ndi véi chan GPIO 17 va chan SCK
duoc ndi voi GPIO 18. Luan van st dung hai dién tré: R1 va R2 cho dién tré kéo 18n’.
Str dung dién tré kéo dé dam bao rang tin hiéu (SCK va DATA) s& 1a muc logic hop
ly: mac logic cao hoic thap. Cac dién tré khoang 4700 Q. Luan van cling st dung mot
tu dién vé 100nF cho bd loc tiéng 6n tai VDD pin.

7Pién tro kéo 1én 1a mot dién tro dugc dung khi thiét ké cac mach dién tir 16gic. N6 ¢6 mot dau dugc ndi voi
nguon dién ap duong (thuong la Veec hoac Vdd) va dau con lai dugc noi véi tin hiéu 16i vao/ra cia mot mach

I16gic chtc nang.
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Cong tdc tir gid ld@p cika ra vao

Pé phat hién mo / déng cira, luan van st dung mot chuyén doi tir. Bo chuyén doi
tir s& két ndi voi Raspberry Pi 2 théng qua GPIO 25 nhu thé hién trong hinh bén dudi.

Raspberry Pi 2

3.3v

Magnetic R5 4.7K
switch

~ GPIO 25

[q)]
=
o

GPIO

Hinh 3-11: Két néi gisa cong tdc tir (magnetic switch) gid ldp cira ra vao va Raspberry

Luan vin st dung dién trd R_5 cho GPIO 25, nhung dién tré nay da duoc cai san
trong Raspberry Pi 2. Vi vay, luan van chi can cau hinh dién tré ndy bang phan mém.
Khi bat OFF, GPIO 25 dugc ndi véi mat dat. Vi vay, dién thé & muac thap hay dit liéu
1a 0. Khi bat ON, GPIO 25 duoc két néi voi V_CC. Vi vay, dién thé & muc cao hay dir
liéu doc vao la 1.

Thiét Igp hé thong dén LED

Luan van sir dung dén LED dé mé phong céc tin hiéu diéu khién tir phia Client.
Luan vin st dung thu vién wiringPi dé diéu khién cac dén LED. Hinh duéi mé ta chan
GPIO két ndi tir Raspberry dén cac dén LED.

Raspberry Pi 2

GPIO No
green LED
se—1
22 13308 ="
et
23 13308 =" 1
yellow LED
7
24 33082 1

red LED J_

Hinh 3-12: Két ngi giiza Raspberry va hé théng den LED
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3.4. Ung dung ma héa dau cudi va ma xac thwc trong giai quyét bai toan

Server Side

Raspbian

Nodejs

Client side (Web browser)

ServerApp WebK
ebkit

Socket server |«

A\ 4

Socket handle (JS)

A
System time Web server
GUI
L
Devices driver (NodelS add-on) |« WiringPi

A

Raspberry Pi 2 Model B - GPIO

A

Peripheral devices

Hinh 3-13: Mb hinh #ng dung

Qua trinh thyc hién bao gom:

© N o A

9.

System timer dinh ky lay dit liéu tir cam bién SHT11 théng qua driver.

Dir liéu cua cam bién duoc ma hoéa bang phwong phap ma héa dong nhe
Grain va thém ma xéc thuc thdng béo bing Keccak.

Server s& truyén dir liéu duoc ma hda xudng cho client thong qua thu vién
socket.io.

Client lay théng diép tir server théng qua thu vién socket.io.

Client xac thuc va giai ma thong diép trén.

Client hién thi dir liéu Ién trén man hinh, néu 13i thong bao cho nguoi dung.
Nguoi dung thao tac diéu khién céc thiét bj thong qua GUI.

Client ma hoa thong diép bang Grain-128 va thém ma xac thuc Keccak cho
né roi giri dén Server qua socket.io.

Server giai ma va xac thuc thong diép trén.

10. Server gui tin hiéu diéu khién dén cac devices két ndi d¢én nd. Trong luan

van nay chi dirng lai & viéc md phong viéc giri tin hiéu bang cac dén LED.
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e Ting nhiét d6 diéu hoa hién thi dén LED do.
e Giam nhiét d diéu hoa hién thi dén LED xanh.
e Mo ctra hién thi dén LED vang.
e Dong cira tat dén LED vang.
3.5. Kich ban thuc nghiém
3.5.1. Raspberry liy dix liéu tir cac sensor va giri dén client
Budc 1: Rasperry dinh ky ldy lan luot cac tin hiéu (nhiét d6, d6 am, trang thai
ctra ra vao) tir Sensor qua cac chan GPIO (3 gidy / 1 lan). Cac tin hiéu nay duoc
chuyén dén ServerApp qua WiringPi.
Budc 2: Server thém cac dinh danh, thiét 1ap dinh dang cho céc tin hiéu.
Dinh dang di liéu: [Pinh danh][Chiéu dai thong diép][Théng tin]
e [Dinh danh]: Binh danh cua thong diép (1 byte)
o TEMP_MESS: thong tin vé nhiét do
o HUMI_MESS: thong tin vé do am
o DOOR_MESS: thdng tin vé trang thai cira
e [Chiéu dai thong diép]: Chiéu dai cua phan [Thong tin] (2 bytes)
e [Thong tin]: Noi dung théng tin vé nhiét do, do am hay trang théi cira.
Sau d6 4p dung ma hoa Grain cho cé4c tin hiéu nhan duoc lan luot theo thir tu:
nhiét do, do am, trang thai ctra ra vao. Két qua 1a 3 chudi ban ma.

Budc 3: Server ap dung ham bam Keccak dé them MAC cho 3 chudi ban ma.

Khéa sir dung cho qua trinh ma héa va MAC da duoc khoi tao va thoa thuan
truéc gitra Server va Client (Xem kich ban trao d6i khda muyc 3.5.3).

Budc 4: Server str dung socket.io dé gui dit liéu dén Client.
Buac 5: Client nhan théng tin, giai ma Grain duoc ban ro.

Budéc 6: Client thyc hién MAC véi ban 16 => Dau ra 1a ban MAC’. Client so
sanh MAC va MAC’ dé kiém tra tinh xac thuc cua thdng tin nhan dugc. Néu MAC =
MAC’ thi hién thi thdng tin 1én giao dién. Néu nguoc lai, MAC # MAC’ thi hién thi
thong béo 15i cho ngudi ding va dirng két néi.

3.5.2. Client giri thong tin diéu khién dén Server
Budc 1: Ngudi ding nhan cac nat diéu khién trén giao dién:
e Tang/ giam nhiét do
e Ting/ giam do am
e Dong/ mo cira ra vao
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Budc 2: ClientApp thém dinh danh va thiét lap dinh dang cho thong tin diéu
khién. Sau d6 ap dung ma hoa Grain cho thong diép dé duoc ban ma. Binh dang di
liéu cua Client ciing twong ty nhu bén Server, chi khac ¢ phan dinh danh cho dit liéu,
st dung 3 loai dinh danh sau:

e TEMP_MESS_CTRL: diéu khién nhiét do
e HUMI_MESS _CTRL: diéu khién vé d6 am
e DOOR_MESS CTRL: diéu khién vé trang thai ctra
Buéc 3: Client thém MAC cho ban ma.
Budc 4: Client giri thong diép da ma hoa va thém MAC dén Server.

Budéc 5: Server thuc hién giai ma Grain thu duoc ban rd. Server thuc hién MAC
trén ban rd d6 thu duoc MAC’. Server so sanh MAC va MAC’. Néu MAC = MAC’ thi
hién thi thong tin dén LED. Néu nguoc lai, MAC # MAC’ thi hién thi thong béo 10i
trén bang diéu khién va dung két néi.

3.5.3. Tao va trao ddi khoa giira Server va Client

Bugc 1: Khi Client két néi dén Server, Server st dung ham
createDiffieHellman() va generateKeys() ciia thu vién crypto® dé tao khoa cong khai.

Budc 2: Server lay céac thdng tin vé module p va g bang céch sir dung getPrime()
va getGenerator().
Budc 3: Server giri p, g va khoa cong khai dén Client.

Buac 4: Client nhan duoc p, g, va khdéa cong khai cua Server. Client tinh todn
khoa cong khai va giri dén cho Server. Pong thoi Client tinh toan khoa bi mat chung

cua Client va Server va luu lai session.

Budc 5: Server nhan duogc khoa cong khai cuaa Client. Server tinh toan khéa bi
mat ding chung va luu gitr khda nay cho 1 session Client lién két véi Server.

Khi Client ngat két ndi véi Server, Server tu dong x6a toan bo nhitng thong tin
luu trir cia Client va sé thiét 1ap khoa maéi khi Client két néi lai véi Server.

Viéc tao va trao ddi khoa duoc thuc hién 2 1an cho khéa cua hé mat Grain va
khoa cia MAC véi ham bam Keccak. Ca Server va Client déu luu trir 2 khda nay cho
c4c 1an ma hoa va xac thuc trong mot phién giao dich.

¢ Thu vién crypto la mot thu vién thong dung cua nodejs, hd trg nguoi lap trinh cac chire ning co ban
khi lam vé mat ma nhu: tao va trao doi khoa, ham bam, HMAC véi SHA256, tao chit ky,... Tai liéu vé
thu vién crypto cé thé xem tai https://nodejs.org/api/crypto.html
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3.6. Két qua thu dwoc

Server Raspberry thu nhan théng tin tir cac sensor (sensor do d6 am, sensor do
nhiét do, cam bién dong ma cira), truyén théng tin va hién thj do thi trén client

Hinh 3-14: Hinh anh thyc té ciia Raspberry Pi ciing cac cam bién va dén LED
Giao dién chinh cua client

SMART PANEL

Temperature TEMPERATURE CHART E
Tue Jun 20 2017 5:41:01 PM
OC T
30
°C
25
Control Temperature
20
R
05:36 05:37 0538 05:39 05:40 05:41 05:42 05:43
temperature-01: 27.24 temperature-02: 28.24
Humidity HUMIDITY CHART E
_ Tue Jun 20 2017 5:41:01 PM
0/0 654
60
%
| 55 -
Control Humidity 504
e
) 05:36 05:37 0538 05:39 05:40 05:41 05:42 05:43
humidity-01: 54.36 humidity-02: 55.36

Hinh 3-15: Giao dién chinh cua client
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Khi nhan thay nhiét do/do am thap/cao ngudi ding c6 thé thuc hién lénh diéu
khién giri dén cac thiét bi dé ting nhiét d6/ddo am. Hay khi muén déng/mé cira ngudi
dung ciing c6 thé giri cac lénh diéu khién dén bo phan diéu khién cua cua ra vao.
Trong thiét bi giGi han, luan van chi md phong céc Iénh diéu khién nay bang cach hién
thi mau cua dén LED.

e Tang nhiét do

SMART PANEL Home  About

Temperature TEMPERATURE CHART B
Tue Jun 20 2017 5:44:01 PM
°C

30+

°C

254

Control Temperature
20

Increase Decrease

0

0536 0537 0538 0533 0540 0541 0542 0543 0544
temperature-01: 27.31 temperature-02: 28.31

Hinh 3-16: Man hinh tang nhiét do

Thong tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED do.

Hinh 3-17: Gid ldp Raspberry diéu khién tang nhiét d¢ qua dén LED do
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e Giam nhiét do

SMART PANEL Home About

Temperature TEMPERATURE CHART |'A_‘F
Tue Jun 20 2017 5:46:06 PM
DC b
30
OC .
25

Control Temperature

204

05:46 0547 05:48 05:49 0550 0551 0552 0553
temperature-01: 27.24 temperature-02: 28.24

Hinh 3-18: Man hinh giagm nhiét o

Thong tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED xanh.

Hinh 3-19: Gid ldp Raspberry diéu khién giam nhiét d¢ qua dén LED xanh
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Door

Contrel Door

Open

DOOR CHART

=

Tue Jun 20 2017 5.49:18 PM

15

30

45

30

I 05:49 5
doorstatus-01: 1

Hinh 3-20: Man hinh m¢ cia

Thong tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED vang.

3.7. Danh gia

Hinh 3-21: Gid ldp Raspberry diéu khién mé cira qua dén LED vang

3.7.1. Panh gia an toan

e An toan: Viéc thuc hién ma hda Grain dem lai sy an toan bao mat cho dix liéu

trén kénh truyén. Pay ciing chinh 1a myc dich chinh caa luan van.
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e Xéc thyc: Viéc ung dung ky thuat HMAC tai cac diém cudi khién cho tin
nhin khdng bi gia mao, thay d6i trén duong truyén. Piéu nay ciing duoc coi b
thé han ché kiéu tin cong Man-in-the-Middle attacks.

e Backdoors: Viéc ma héa sir dung mat ma ddi xang han ché duoc viéc nha
cung cap dich vy c6 thé mé cira hau nham thu thap thong tin nguoi dung.

Tuy viéc xay dung kénh truyén tin an toan trén ciing tiém an mot s6 rui ro:

e Do st dung hé ma hoa khoa ddi xang nén phai giit khéa bi mat chung trong
suét qué trinh truyén dir liéu.

e MOJ hinh chua du stc dé c6 thé ngan chian hoan toan kiéu tin cong Manin-the-
Middle ma chi 1a han ché kha nang thuc hién no.

3.7.2. Panh gia hiéu nang

Téc d6 thuc hién ma héa dau cudi va xac thuc trén thiét bi Raspberry tuong doi
nhanh, dam bao tinh thoi gian thuc cia qua trinh truyén nhan dix lidu giira thiét bi
Raspberry véi cac clients. Hiéu nang cua luan van dugc do dac va lay gid tri trung binh
sau 20 lan thyc nghiém.

Thoi gian thyc hién ma hda (ms)

76
74
72
70
68
66
64
62
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Hinh 3-22: Hiéu nang thuc hiégn ma héa

Thoi gian thuc hién giai ma (ms)
74

73
72
71
70
69
68

67
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Hinh 3-23: Hiéu nang thuc hién giai ma
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3.7.3. So sanh véi cac giai thuat khac wng dung trén Raspberry

Luan vin ciing da ap dung mot s6 giai thuat ma hoa khac trén thiét bi Raspberry
dé thuc nghiém hiéu qua cai dit ciing nhu danh gia hiéu nang cta hé mat Grain so véi
mot s6 hé mat ma dong va ma khéi khac. Bang dudi day mo ta hiéu qua cai dat, hiéu
nang cua cac thuat toan ma luan van da ap dung (véi cing mot mé hinh ma hoa dau
cudi va ma xac thuc théng bao véi ham bam Keccak)

. . R . Thoi gian thuc hién
) Kich | Kich | Théong lwong | Thaoi gian thuc . L
Thuat ) o chu trinh ma hoa
) thwoc | thwoc | 100KHz hién ma hoa /| _, o
toan . L dau cuoi va xac thuc
khéa | IV (Kb/s) * giai ma (ms) * . ) ’
thdong bao (ms) *
Grain vl 80 80 101.2 105.3 225.5
Grain-128 | 128 96 109.4 71.5 169.7
Trivium 80 80 102.2 86.9 183.5
AES 256 55.6 75.1 171.2
KATANG64 | 64 25.2 96.7 197.4

* Gia trj trung binh sau 20 lan thyc hién mdi thugt todn véi di liéu ngan

CO6 thé thay, Grain 1a mot hé mat ma nhe c6 wu diém vuot troi vé viée cai dat

cling nhu sir dyung trong céc thiét bi yéu cau nang lwong nho, chi phi thap.
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KET LUAN VA HUONG PHAT TRIEN

1. Kétqua dat dwoc
1.1. Ly thuyét

Mat ma nhe dem lai do an toan phu hop vai mot giai phap cai dat gon nhe cho
cac thiét bi chuyén dung, 1a sy can bang giira do an toan, tinh hiéu qua va giéa thanh.
Mat ma dong trong mat ma nhe duoc dénh gia cao vé tinh nho gon, dé dang trong cai
dit, toc d6 nhanh, do an toan cao hon cac giai thuat ma hoa khac. Véi viéc nghién cau
téng quan vé mat ma nhe ciing cac thuat toan dic trung cua mat ma dong trong mat ma
nhe nhu ChaCha, EO, FCSR..., luan vin di dua ra nhitng dénh gia vé vu diém vuot troi
cua mat ma dong trong mat ma nhe so véi cac giai thuat mat ma nhe khac. D6 chinh la
tién dé cho kha nang ung dung cua mat ma dong trong mat ma nhe cho cac hé thong
van vat két ndi 10T hién nay.

bi sau nghién ctru ho mat mad dong Grain trong mat ma nhe - mét trong nhitng ho
mat ma dau tién caa mat ma dong nhe, 3 phién ban Grain VO, Grain V1 va Grain 128
ciing mot phién ban nang cao Grain-128a cho phép trién khai nhanh hon, véi chi phi
thuc hién it hon nhung dem lai hiéu qua cao hon vé thong luong, dién tich str dung so
véi mot s6 hé mat ma dong va khdi nhe khéac. bac biét 12 Grain-128a, khéng nhiing
dem lai hiéu qua vé bao mat ma con hd tro tinh ning xac thyc. Grain ph hop véi céc
ing dung phan ctng, c6 kha niang cung cap bao mat cao hon trong khi yéu cau phan
ctng nho hon, ¢ uu thé hon trong thong luong, hiéu suat sir dung, phu hop véi céc
ng dung st dung WLAN, RFID/WSN.

Ngoai mat ma dong trong mat ma nhe, luan van con nghién cttu vé mot nhanh
khac trong mat ma nhe la m& xac thuc théng bao véi ham bam Keccak — day cling 1a
ham bam d4 duoc st dung trong phan thuc nghiém. Keccak phu hop véi ca trién khai
ndi tiép va trién khai song song, c6 wu diém vuot troi ca vé tée do l1an do an toan so
V&i cac ham bam trudc day dugc st dung nhu SHA-1, MAME, ...

1.2. Thuwc nghiém

Dua trén nhitng nghién cau vé ly thuyét, luan van @ng dung ma hoa dau cudi voi
mat md dong Grain trong mat mé nhe cung ma xac thuc théng bao HMAC — Keccak
cho thiét bi Raspberry trong diéu khién mot vai thong s6 ciia smart home. Luan van sir
dung thiét bi Raspberry Pi dé thu thap dit liéu tir cac cam bién SHT11 dé do nhiét do,
d6 am, trang thai ctra ra vao caa ngdi nha, phong l1am viéc; qua do tra lai théng tin cho
ngudi ding thdng qua giao dién Web HTML 5. Bong thoi cho phép ngudi ding gui
thong tin diéu khién céc thiét bi nhu diéu hoa, may tao d6 am, ctra ra vao vé Raspberry
dé phu hop véi nhu cau sir dung duéi sy md phong qua hé théng dén LED két nbi dén
Raspberry. Dir liéu duwoc ma hoa bang mat ma Grain va gan chudi MAC bén trong
Raspberry trudc khi dugc gui di. Chi nguoi ding cudi thuc sy méi ¢é thé giai ma va
xac thuc dugc dit lieu nhan duoc nay. Céc lénh diéu khién tir phia nguoi dung ciing
dugc thuc hién quy trinh ma hoa va xac thuc twong ty dé dam bao d6 an toan cua
thong tin.
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Két qua thuc nghiém da ching minh tinh dung din, kha ning ¢ng dung, wu diém
vuot troi cia mat ma dong trong cac hé thong trén méi trudng van vat két ndi. Pay
cling 1a tién dé cho nhitng nghién ctu, tng dung vé bao mat trong mé hinh smart home
noi riéng va mo hinh 10T noi chung.

2. Huwoéng phat trién

Trong twong lai, luan vin s& tiép tuc nghién cau ¢ng dung nhitng hé mat ma nhe
khac cho cac thiét bi chuyén dung cta IoT dé c6 thé dwa ra nhitng danh gia chinh xac
nhat vé kha ning st dung cling nhu ¢ng dung ciia mat ma nhe trong IoT. Pong thoi
nghién ciru va phat trién hé ma hoa dau cudi véi Grain va Keccak nay vao ung dung
smart home mot cach hoan thién nhit dé c6 thé dua vao thuc té doi séng.
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PHU LUC
A. RASPBERRY Pi
A.l. Raspberry la gi?

Raspberry Pi ban chit 1a mét vi mdy tinh kich ¢& nhu iPhone va chay HDH
Linux. Pugc phat trién boi Raspberry Pi Foundation — 13 t6 chte phi loi nhuén véi tiéu
chi xay dyng hé théng c6 thé tiy bién tiiy nhu cdu nguoi str dung.

Raspberry Pi Viét Nam

Bo mach Raspberry bén canh Iphone 4

Raspberry Pi san xuat boi 3 OEM: Sony, Qsida, Egoman. Va duoc phan phdi
chinh boi Element14, RS Components va Egoman.

Mic du dbi twong hudng téi ban dau ctia Raspberry Pi 1a nhitng sinh vién, nhung
Pi dd duoc sy quan tAm tir nhiéu ddi twong khac nhau. Pic tinh ctua Raspberry Pi xay
dung xoay quanh b xir i SoC Broadcom BCM2835 (1a chip xir i mobile manh m€ c6
kich thudc nho hay duge ding trong dién thoai di dong) bao gom CPU, GPU, bo xur li
am thanh /video, va nhiéu tinh nang khac.

Raspberry Pi khdng thé thay thé hoan toan hé théng dé ban hoic may xach tay.
Mic du khong thé chay Windows trén d6 nhung Raspberry vin cé thé chay bang
Linux v&i cac tién ich nhu Iudt web va mot vai nhiém vu khac. Raspberry Pi 1la mét
thiét bi da nang dang ngac nhién voi nhiéu phan ctng c6 gia thanh ré nhung rat hoan
hao cho nhiing hé théng dién tir, tiéu biéu nhu dy an DIY thiét 1ap hé thong tinh toan
cho nhiing bai hoc trai nghiém lap trinh ...


http://raspberrypi.vn/tin-tuc/raspberry-pi-la-gi-gioi-thieu-ve-raspberry-pi-261.pi/attachment/raspberrypi
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A.2. Phin cirng

RASPBERRY Pl MODEL B

RCAVIDEO AUDIO  LEDS USB

Raspberry Pi Vigt Nam

So d6 cdu tao Raspberry Pi

Raspberry Pi c6 hai phién ban, Model A va Model B. Model B nhu hinh trén thong
dung hon ca. Model B bao gdm nhiing phan cimg va nhitng cong giao dién

o SoC 700MHz véi 512MB RAM.

« 1 cong HDMI cho diu ra am thanh / video sd.

« 1 cong video RCA cho dau ra video Analog.

« Jack Headphone Stereo 3.5mm cho du ra 4m thanh Analog.

« 02 cong USB.

« 01 dau doc thé nhé SD dé tai hé diéu hanh.

« 01 cong Ethernet LAN.

o 01 giao dién GPIO (General Purpose Input/Output).

Model A ciing gan twong ty nhu Model B nhung c6 su khéac biét nhu sau
« 1cong USB
« Khong c6 cong Ethernet vi thé ngudi dung phai thém Adapter USB Wi-Fi hoic
Ethernet néu can két ndi mang.
o 256MB RAM.


http://raspberrypi.vn/tin-tuc/raspberry-pi-la-gi-gioi-thieu-ve-raspberry-pi-261.pi/attachment/raspimodelb
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A.3. H¢ diéu hanh va phian mém
V& co ban Raspberry Pi c6 kha nhiéu OS linux chay duwoc ngoai trir Ubuntu (do

CPU ARMV6). Mot sb Distributions Linux (nhung) chay trén Raspberry Pi nhu
Raspbian, Pidora, openSUSE, OpenWRT, OpenELEC....

A.4. Uu nhuoe diém caa Raspbery
Mot s6 wu nhuoc diém cia Raspberry Pi.
Uu diém:

o Gidré.

e Nho gon.

o Siéu tiét ki¢m dién.

e GPU manh.

« Phuc vu cho nhiéu muc dich.

o Kha nang hoat dong lién tuc 24/7.
Nhuwoe diém:

« CPU céu hinh thap.

« Lan 100.

« Khong co tich hop WiFi (c6 thé mua USB WiFi vé gin vo).

e Y¢éu cau phai c6 kién thirc co ban vé Linux, dién tur.

A5. Thong sé k¥ thuét cia thiét bi Raspberry dwoc thwe nghiém trong luin vin

Thanh phan Pic ta
System-on-a-Chip Broadcom BCM2836
(CPU + GPU. SDRAM is a separate chip stacked on top)
CPU 900MHz quad-core ARM Cortex-A7
GPU Broadcom Video Core 1V, OpenGL ES 2.0,

OpenVG 1080p30 H.264 high-profile encode/decode)

Memory (SDRAM) 1024 MB

Power ratings 650 mA, (3.0 W)

Power source 5V (DC) via Micro USB type B or GPIO header
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SHT11 la cam bién nhiét d6 va d6 4m. NO ra doi sau va duoc st dung thay thé
cho dong SHT1x & nhitng noi khong can do chinh x4c cao vé nhiét d6 va do am.

Raspberry Pi 2

GPIO

il R2
GPIO 17 DATA 2
GPIO 18 sk 3 SHT11
vpo 4
100k
GND

Két néi Raspberry Pi 2 véi SHTI 1

C. TIEU CHUAN CUA MAT MA NHE

MJdi thuat toan lai c6 mot wu / nhuoc diém riéng, phu hop véi timg trudng hop,

yéu cau cy thé cua tirng bai toan. Bang dudi day mo ta mot so tiéu chuan va thu vién

cua tirng hé mat ma trong timg trudng hop cu thé, tranh sy chong chéo trong sir dung.

Tiéu chuan va thu vién lién quan dén mdt ma nhe®

Loai Tén HE mat / Thw vién
29167 AES-128, PRESENT-80, Grain-128A
29192-2 PRESENT, CLEFIA
29192-3 Enocoro, Trivium
ISO/IEC
29192-5 PHOTON, Lesamnta-LW, Spongent
18033-3 AES, MISTY1, HIGHT
18033-4 SNOW 2.0
FIPS 185 (USA) Skipjack
) FIPS 197 (USA) AES
Regoinal
NESSIE (EU) AES, MISTY1

eSTREAM portfolio (EU)

Grain, Trivium, Salsa20, MICKEY

9 Ngudn: Alex Biryukov and Léo Perrin, “State of the Art in Lightweight Symmetric Cryptography”




71

GOST R  34.12-2015
. Magma
(Russia)
GSM A5/1, A5/2, A5/3 (KASUMI)
3G SNOW 3G, ZUC, AES, KASUMI
Bluetooth smart EO, AES
WEP RC4
Protocols
WPA RC4
WPA2 AES
Lora Alliance AES
IEEE 802.15.4 (Zigbee) AES
Tinysec Skipjack (CBC), (RC5)
Minisec Skipjack (OCB)
Embedded Lib. . AES, RC4, XTEA, Blowfish, 3-DES,
mbedTLS (ciphers) i
Camellia
mbedTLS (hash function) | MD5, SHA-1. SHA-256, SHA-512

C.1. Tiéu chuan ma héa ISO/IEC

T chuc tiéu chuan quédc té (The International Organization for Standards — 1SO)
va Uy ban ky thuat dién quéc té (The International Electrotechnical Commission —
IEC) c6 nhiém vy ban hanh va duy tri c&c tiéu chuan vé thdng tin va cong nghé truyén
thong. Tinh dén thoi diém hién tai, c6 ba tiéu chuan cua ho dic biét phi hop véi mat
m& nhe. PAu tién 1a tiéu chuan ISO/IEC 29167: Cong nghé thong tin — Ky thuat nhan
dién va thu thap di liéu ty dong, trong phan 10, 11 va 13. Cu thé 1a mat ma d6i xang
nén duoc sir dung trong “air interface communications” (giao tiép khong gian), trong
cac thé RFID. Céc phan nay duoc md ta cu thé trong AES-128, PRESENT-80 va
Grain-128A.

Mot tiéu chuan khac co lién quan mat thiét dén mat ma nhe 1a tiéu chuan
ISO/IEC 29192 véi mét loat cac tiéu chuan vé ma khéi nhu PRESENT, CLEFIA, ma
dong nhu Trivium, Enocoro hay ham bam PHOTON, Spongent va Lesamnta-LW.
Dué6i day 1a mot vai tiéu chuan cua mot hé mat ma nhe duge dé cap trong ISO/IEC
29192

e Sy an toan cua co ché ma héa. Bao mat 80 bits dugc xem 1a sic manh an ninh
t6i thiéu cho mot hé mat ma nhe. Tuy nhién, tiéu chuan ciing dé nghi rang it
nhat phai &p dung bao mat 112 bits cho cac hé théng yéu cau bao mat trong
thoi gian dai.

e Y&u cau khi trién khai phan ctng. Vi dy nhu ving chip duoc sir dung cho co
ché ma hoa, su tiéu thu niang luong. ..
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e Y&u cau khi trién khai phan mém. bac biét vé code size, kich thuéc RAM

e Su truong thanh cua co ché ma hoa

e Tong quat cac thugc tinh nhe dugc yéu cau cho mot hé mat. Vi du nhu trong
luong nhe trong mot khoang cho phép.

C.2. Tiéu chuin mi héa khu vue

Tai USA, céc tiéu chuan ma hoa dugc xu 1y bai Vién Tiéu chuan va Céng nghé
Quéc gia (NIST). Té chire nay hién dang lam viéc hudng téi mét tiéu chuan vé mat ma
hoc nhe. Y dinh cua ho 1a théa thuan mot sé cdu hinh twong tng véi cac thuat toan
khac nhau, cac trudng hop sir dung va khé khin. Sau d6, co thé céc thuat toan khac
nhau s& dugc chuan hoa dé str dung trong mdi cau hinh nay.

O chau Au, du an Nessie dd chon mot sé6 mat ma khéi bao gom AES va MISTY1.
Sy that bai cua né dé tim mat ma dong tét dan dén cudc canh tranh eSTREAM. Cudbi
cuing, mot danh muc cac mat ma dong duoc xuat ban. N6 dugc chia thanh hai cau
hinh, mot phan mém dinh huéng va mot phan cimg theo dinh huéng. Mot vai hé mat
mé& dong co thé duoc coi 1a nhe: Trivium, Grain, Mickey va Salsa20.

Cudi cung, tiéu chuan méi nhat cia Nga vé mat ma khéi chira mat ma khéi 64
bits Magma.

C.3. Giao thirc truyén thong

Mot s6 giao thire truyén théng chi dinh mot vai hé mat ma c6 yéu cau nhe. Vi du
nhu dién thoai di dong khong can hé mat manh mé& nhu may tinh. Mang GSM va 3G
xir ly truyén thong trén dién thoai di dong yéu cau can c6 ma hda A5/1, A5/2 hay
AS5/3...

Céc két ndi wifi dugc bao mat bang céach sir dung WPA hoic WPA2. Mt s6 giao
thirc gan ddy duoc dé xuat dé két ndi cac thiét bi 10T khong day véi céc thiét bi khac.
Mot trong nhitng dé xuat nay 1a AES. Diéu nay ciing dung voi IEEE 802.15.4, dugc st
dung trong Zigbee.

C.4. Thw vién dinh hwéng IoT

Chung ta hiy xem xét hai thu vién danh cho cac thiét bi nhung. Dau tién la

Tinysec duoc s dung trong ngan xép lién quan dén an ninh cua hét diéu hanh

TinyOS. N6 sir dung Skipjack & ché ¢6 CBC.

Thir hai 13 thu vién minisec cling dung cho thiét bj nhing nhung khong phuc vu
TinyOS. Thu vién ndy bao gom mot s thuat todn ma hda AES, RC4, XTEA,
Blowfish... ciing nhu mot s6 ham bam MD5, SHA-1, SHA-256 va SHA-512.
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D. MANGUON

Muc nay chi miéu ta ma nguon cua thuat toan cét 16i duoc st dung trong chuwong
3—Grain-128.

D.1. Grainl28.c

#include "ecrypt-sync.h"

void ECRYPT_init(void){}
/*
* Function: grain_keystream
*
* Description:
* Generates a new bit and updates the internal state of the cipher.
*/

u8 grain_keystream( ECRYPT_ctx* ctx )

{
us i, NBit, LBit, outbit;

/* Calculate feedback and output bits */
// Output of Grain-128
outbit = ctx->NFSR[2]"ctx->NFSR[15]*ctx->NFSR[36]~ctx->NFSR[45]"
ctx->NFSR[64]~ctx->NFSR[ 73] ctx->NFSR[89]~ctx->LFSR[93]*
(ctx->NFSR[12]&ctx->LFSR[8])~(ctx->LFSR[13]&ctx->LFSR[20])"
(ctx->NFSR[95]&ctx->LFSR[42])"(ctx->LFSR[6@]&ctx->LFSR[79])"
(ctx->NFSR[12]&ctx->NFSR[95]&ctx->LFSR[95]);
/* Output of NFSR function
b_(i+128)= s_i+b_i+b_(i+26)+b_(i+56)+b_(i+91)
+b_(i+96)+b_(i+3) b_(i+67)+b_(i+11) b_(i+13)
+b_(i+17) b_(i+18)+b_(i+27) b_(i+59)
+b_(i+40) b_(i+48)+b_(i+61) b_(i+65)
+b_(i+68) b_(i+84)
*/
NBit=ctx->LFSR[@]~ctx->NFSR[@]~ctx->NFSR[26]~ctx->NFSR[56]~ctx->NFSR[91] ctx-
>NFSR[96]~
(ctx->NFSR[3]&ctx->NFSR[67])~(ctx->NFSR[11]&ctx->NFSR[13])"
(ctx->NFSR[17]&ctx->NFSR[18])~(ctx->NFSR[27]&ctx->NFSR[59])*
(ctx->NFSR[40]&ctx->NFSR[48])~(ctx->NFSR[61]&ctx->NFSR[65])"
(ctx->NFSR[68]&ctx->NFSR[84]);

// Output of LFSR function

// s_(i+128)=s_i+s_(i+7)+s_(i+38)+s_(i+70)+s_(i+81)+s_(i+96)

LBit=ctx->LFSR[@] ctx->LFSR[7] ctx->LFSR[38] ctx->LFSR[70] ctx->LFSR[81] ctx-
>LFSR[96];

/* Update registers */
for (i = 1; i < (ctx->keysize); ++i)
{
ctx->NFSR[i-1]
ctx->LFSR[i-1]

ctx->NFSR[i];
ctx->LFSR[1i];

}

ctx->NFSR[ (ctx->keysize)-1]
ctx->LFSR[(ctx->keysize)-1]

NBit;
LBit;

return outbit;

/* Functions for the ECRYPT API */
/*

* @param: ctx
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* keysize Key size in bits
* ivsize IV size in bits

*/

void ECRYPT_keysetup( ECRYPT_ctx* ctx, const u8* key, u32 keysize, u32 ivsize )

{
ctx->p_key = key;
ctx->keysize = keysize;
ctx->ivsize = ivsize;

}

/*
Function: ECRYPT_ivsetup

Description
Load the key and perform initial clockings.

Assumptions
The key is 16 bytes and the IV is 12 bytes. The

registers are loaded in the following way:

NFSR[@]

1sb of key[@]

NFSR[7] msb of key[@]
NFSR[120] = 1lsb of key[16]

NFSR[127] = msb of key[16]
LFSR[@] = 1lsb of IV[Q]

LFSR[7] = msb of IV[Q]

LFSR[88] = 1sb of IV[12]

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

LFSR[95]

msb of IV[12]
*/
void ECRYPT ivsetup ( ECRYPT ctx* ctx, const u8* iv )
{
u32 i, j;
u8 outbit;
/* Load registers */
for (i = @; i <(ctx->ivsize)/8; ++1i)

{
for (j =0; j < 8; ++3)
{
ctx->NFSR[i*8 + j] = ((ctx->p_key[i] >> j) & 1);
ctx->LFSR[1i*8 + j] = ((iv[i] >> j) & 1);
}
}
for (i = (ctx->ivsize)/8; i < (ctx->keysize)/8; ++i)
{
for (j = 0; j < 8; ++J)
{
ctx->NFSR[i*8 + j] = ((ctx->p_key[i] >> j) & 1);
ctx->LFSR[i*8 + j] = 1;
}
}

/* Do initial clockings */

for (i = 0; i < 256; ++1)

{
outbit = grain_keystream(ctx);
ctx->LFSR[127] ~= outbit;
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ctx->NFSR[127] ~= outbit;

Function: ECRYPT_keystream_bytes

Synopsis
Generate keystream in bytes.

Assumptions
Bits are generated in order z0,z1,z2,...
The bits are stored in a byte in order:

= z0
&;B of keystream[@] = z7
i;é of keystream[1] = z8

= z15

*
*

*

*

*

*

*

*

*

* 1sb of keystream[Q]
*

*

*

k

* PEIEY

* msb of keystream[1]
*k

*

*

void ECRYPT_keystream_bytes( ECRYPT ctx* ctx, u8* keystream, u32 msglen )
{
u32 i, j;
for (i = @0; i < msglen; ++1i)
{
keystream[i] = @;
for (j = 0; j < 8; ++j)
{

}

keystream[i] |= (grain_keystream(ctx) << j);

}

/*

* Function: ECRYPT_encrypt_bytes

*

* Synopsis

* Generate ciphertext bytes from plaintext bytes.

*/
void ECRYPT_encrypt_bytes( ECRYPT ctx* ctx, const u8* plaintext, u8* ciphertext, u32
msglen )
{
u32 i, j;
ug k = 0;
for (1 = @; i < msglen; ++1i)
{
k = 0;
for (j = 0; J < 8; ++J)
{
k |= (grain_keystream(ctx) << j);
}
ciphertext[i] = plaintext[i]*k;
}
}
/*
* Function: ECRYPT_decrypt_bytes
*
* Synopsis
*

Generate plaintext bytes from ciphertext bytes.
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*/
void ECRYPT_decrypt_bytes( ECRYPT ctx* ctx, const u8* ciphertext, u8* plaintext, u32
msglen )
{
u32 i, j;
ug8 k = 0;
for (i = 0; i <msglen; ++i)
{
k = 0;
for (j =0; j < 8; ++3)
k |= (grain_keystream(ctx)<<j);
plaintext[i] = ciphertext[i]"k;
}
}

D.2. ecrypt-sync.c
#include "ecrypt-sync.h"

#ifdef ECRYPT_USES_DEFAULT_ALL_IN_ONE

/*
* Default implementation of all-in-one encryption/decryption of
* (short) packets.
*/

void ECRYPT_encrypt_packet(
ECRYPT ctx* ctx,
const u8* iv,
const u8* plaintext,
u8* ciphertext,
u32 msglen)

{

// Setup IV

ECRYPT_ivsetup(ctx, iv);

// Encrypt for list bytes

ECRYPT_encrypt_bytes(ctx, plaintext, ciphertext, msglen);
}

void ECRYPT_decrypt_packet(
ECRYPT_ctx* ctx,
const u8* iv,
const u8* ciphertext,
u8* plaintext,
u32 msglen)

{

// Setup IV

ECRYPT_ivsetup(ctx, iv);

// Decrypt for list bytes

ECRYPT_decrypt_bytes(ctx, ciphertext, plaintext, msglen);
}
#endif

e e

D.3. Vi du két qua ma héa va giai ma véi Grain-128
Vi du qud trinh tao khda dong
Key: 000000000000000000000000
IV : 000000000000
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Keystream: f09b7bf7d7f6bbc2de2ffc73ac21397f
Vi du qué trinh ma hoa va giai ma
Key: 012345678%abcdef123456789%abcdef(
IV : 0123456789%abcdefl2345678
Keystream : afbbbabfa8de896b4b9cbacatf/cdfbfd

Plaintext : 012345678%abcdef012345678%abcdef
Ciphertext: ae%96ffd8217544844abf2fad7e6f3612

CAUsers\PhaleBL\Desktop\Warmle\Luan van\Lightweight\Grain\Grain_128\Deb... — =

ON © T : P

= &
= &=

= =
=

=
=

=
=

Vi du vé Grain
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Hoc ham, hoc vi: Tién si
Co quan cong tac: Pho Cuc truong Cuc Cong nghé thong tin — Bo Cong an
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Y KIEN NHAN XET

1. Tinh cdp thiét, tinh thoi sw, y nghia khoa hoc va thiee tién cia dé tai ludn van

Trong xu thé phat trién manh mé cua cdch mang cong nghiép 1an thu 4, cac thiét
bi két ndi internet, s& gia tang vadi tde do vii bao (dén nam 2020 sé ¢6 hon 50 Ly thiét bj
két noi ) da dat bai toan dam bao cac két ndi duge an ninh va an toan cua céc thiét bi d6
dudi mot goc do mai, doi héi can phai ¢ cac hé mat vira ¢6 do mét can thiét nhung vira
tiéu ton it nang luong, bd nhd va cac cong logic. Dav 1a diéu kién dé cac hé mét ma nhe,
g61n ma khdi hang nhe, md dong hang nhe va cac ma xac thuc hang nhe dugc quan tdm [

nghién ctru va phat trién manh mé trong thoi gian gin day. fis /

mat trong mét ma nhe, mat ma dong va kha ning (mg dung sau d6 dé xuét xdy dung mot

kénh truyén tin an toan bang phwong phap ma hoa diu cudi sir dung ma dong Grain va
thtr nghiém, danh gia- theo ngudi nhan xét 1 ¢o y nghia thoi su, ¢d y nghia thuec tién.

2. Su khéng trimg Idp cua dé tai nghién ciiu so véi cde cong trinh khoa hoc, ludn
van da cong bo ¢ trong va ngoai miede; tinh trung thire, o rang va ddy du trong trich dan
tai liéu tham khao

Luan van cia Hoc vién Lé Thi Len cing huéng véi nhiéu nghién ctru da co
nhung hoc vién c6 cac két qua nghién ciru riéng nén khong trung 1ap hoan toan véi cac
cong trinh da cong bé trude.

3. Suw phit hop giita tén dé tai véi ngi dung nghién citu ciing nhir véi chuyén
nganh va md sé dao tao

Tén dé tai phu hop véi ndi dung nghién ciru va phit hgp v6i chuyén nganh va ma
56 dao tao. Viée nghién ctru mét ma dong trong mat ma hang nhe dé tmg dung xay dung

hé théng truyén tin an toan 1a ndi dung cua chuyén nganh hé théng thong tin.
1



4. Dé tin cdy va tinh hién dai ciia phwong phdp nghién civu da si dung dé hoan thanh
ugn van

Hoc vién st dung phuong phéap tong hop tai lidu, nghién ciru thuat toan, dé xut
md hinh va 14p trinh thir nghiép, danh gia so sanh voi cac két qua da co - 1a phuong phap
nghién ctru pht hop, hién dai dugc cac nha khoa hoc stir dung.

5. Két qud nghién citu méi cua tdc gia, dong gép méi cho sw phdt trién chuyén nganh,
dong g6p méi phuc vu san xudt, kinh té, xa héi, an ninh, quoc phong va doi song. Gid tri
va dé tin cdy ciia nhitng két qua nghién ciru

- Tac gia da tim hiéu tng quan vé mat ma hang nhe trong do di sau vao hé mét
ma dong tiéu biéu 1a Grain va kha nang ing dung Grain trong cac thiét bi [oT.

- S dung mat ma Grain va mé xac thyc thong bdo véi ham bam nhe Keccak
trong st dung thiét bi Rasberry dé thu thap dit liéu tir cam bién SHT11 va so sanh véi cac
thut toan ma héa khac; ing dung vao kénh truyén tin an toan.

Cac két qua trong luan van la xac thuc. ¢ do tin cay.

6. Nhdn xét vé néi dung, bé cuc va hinh thirc ciia ludn van
Luan vin dugc két ciu hop ly. bd cuc logic.
Tuy nhién trong phén thuc nghiém nén mo ta rd hon kich ban thir nghiém.

7. Cdc y kién nhdn xét khdc (vé kha nang viét bdo, phdt trién san pham, hodc

dinh hudng nghién ciru tiép theo, ...) XN
N
Luan van da dugc ddng bédo dugc dang nhung mue d6 dong gop cua tacigid

h

trong bai bdo d6 chua dugc lam rd.
8. Két lugn chung 2/

Luan vin vé co ban dap (mg yéu cdu ctia mot ludn van thac si. Ban tom tit hi
van phan anh trung thuc ndi dung co ban cua luan van. Toi dé nghi cho hoc vién bao vé

ludn vén truge HOi dong cham ludn van dé nhéan hoc vi Thac si.

(W]



CONG HOA XA HOI CHU NGHIA VIET NAM
Doc lap - Tu do - Hanh phic

BAN NHAN XET PHAN BIEN LUAN VAN THAC SI

Ho va tén can bd phan bién: Nguyén Truong Thing
Hoc ham, hoc vi: Tién sy
Chuyén nganh: Cong nghé phan mém

Co quan cong tac:  Vién Cong nghé Thong tin — Vién Han lam Khoa hoc va Cong nghé
Viét Nam

Ho va tén hoc vién cao hoc: Lé Thi Len
Tén dé tai ludn van: M4t ma dong trong mat ma nhe va trién vong trong loT

Chuyén nganh: Hé théng thong tin Ma sb: 60 48 01 04

Y KIEN NHAN XET
1. Tinh cép thiét, tinh thoi sw, y nghia khoa hoc va thwe tién céia dé tai ludin vin

V6i su phat trién cia CNTT gan day trong CMCN 4.0 v6i nén tang két néi la Internet of
Things (IoT), van d€ dam bao an toan dir li€u/an ninh mang doi vdi cac hé thong nay rat quan
trong. Trong khi nhiing hé thong PC, server sir dung chip da dung cta Intel, AMD c6 cong
nang tinh toén cao thi cac thi€t bi cam bi€n loT bi han ché v€ ndng lyc tinh todn, by nhé clung
v6i thoi han pin cua thiét bi. Kéo theo do 1a nhiing giai phap mat ma AES, DES... khong phu
hgp. Van dé nay trd nén cap thit gan day va giai phép la nhiirng hé mat ma nhe (light-weight).
Luan an nay di sdu vao hé mat méd hang nhe (streaming) Grain va cai dat thir nghiém trén
Single-Board-Computer (SCB) v6i chip Raspberry Pi. Nhu da néi ¢ trén, SCB khong c6 cong
ndng tinh todn manh nhung gia ré, pht hop yéu cau tinh toan cho cac hé cam bi€n, nhang...
nén hoan toan la lya chon phu hgp.
Luan an cé y nghia thuc tién, c6 tinh thoi su nhung tinh khoa hoc chua rd rang. Ban than nén
tang khoa hoc cuia hé¢ mat ma nhe noi chung, Grain cting chua di sdu phén tich ma chi ¢ muc
gi6i thi€u. Phan cai dat thir nghiém khong cho thay rd viéc hé mat ma nhe nay c6 duogc tich
hop vao SCB chtra b cam bién cling nhu ¢ hé thong quan ly trung tam hay khong?

2. Su khéng trung Lip ciia dé tai nghién ciru
IoT va nhiing giai phap bao dam an toan thong tin trén do 1a linh vuc méi 6 Viét Nam khoang
2-3 nam gan day, su tich hop cua nhi€u cong nghé. Luén van dirng ¢ muae md hinh tong quan
nén khdng c6 su trung lap v€ mét khoa hoc va thir nghiém.

3. Su phu hop giira tén dé tai voi ndi dung nghién ciru

Tén dé tai va ndi dung twong ddi phui hop — tap trung vao diém chinh sau:
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- Mat ma nhe va loai mat ma dong (Chuong 1) khoang 20 trang;

- Ho méit ma dong Grain (Chuong 2) khoang 20 trang;

- Cai dat thu nghiém mot SCB dua trén chip Raspberry Pi trong Chuong 3 véi khoang
25 trang;

4. Két qua nghién ciru méi ciia tac gia

- Khéng ¢ két qua mai vé mat ly thuyét va khoa hoc. O ddy chi la gi6i thiéu tong qua
ly thuy€t hé mat ma nhe va su dung ho Grain (thi€u so sanh, co s& lua chon giira cac
loai hé nhe);

5. Nhin xét vé ndi dung, bo cuc va hinh thirc cita ludn van

- Hinh thirc luan van tuong ddi rd rang, phan bé hop ly giita cac chuong. Tuy nhién cin
di sau hon vao chi tiét ky thuat;

- Danh sach tai liéu tham khao khong dung chuan. Vi du: khong theo thir tw ABC (phén
tiéng Anh can theo thir tu cua ho). Viéc trich dan céc tai lidu ciing rit so sai so voi
danh sach c6 trong tai liéu tham khao, cu thé nhiéu doan giéi thiéu trong Chuong 1-2
khong c6 trich dan;

6. Cacy kién nhan xét khac

- Cén lam rd phan cai dat su dung cong cu c6 sin hay tu phat trién, uu nhuoc diém cia
né. Ngudi nhan xét khong rd phan Grain duoc tich hop trén SCB nhu thé nao? Tuong
tu nhu vay tai hé quan ly trung tdm va co ché truyén dan tir thiét b t6i trung tdm thong
qua kénh truyén véi giao thirc nao, c6 E2EE khong;

7. Kétluan chung

Chét luong khoa hoc cta ludn van c6 tinh hé théng. Luan van c6 nhiéu y nghia budc dau vé
mang noéng bong, lién nganh hién nay la IoT va hé mat ma nhe cung thuc nghiém véi giai
phap SCB/Raspberry.

Luan van c6 thé dua ra bao vé trude hoi ddng: Ddng y.
Ha Noi, ngay 28 thang 11 nam 2017
XAC NHAN CUA CO QUAN CAN BOQ PHAN BIEN

Nguyén Trudng Théng



DAIHOC QudicC GIA HA NOI CQNG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HOC CONG NGHE Poc lap - T do - Hanh phiic

Ha Ng¢i, ngay 13 thang 12 nam 2017

BAN XAC NHAN PA SUA CHUA CAC THIEU SOT CUA LUAN VAN

Trudng Dai hoc Cong nghé (PHCN) da cé Quyét dinh s6 1140/QD-DT
ngdy 23 thang 11 ndm 2017 vé viéc thanh lap Hoi dong chdm luan van Thac si
cho hoc vién Lé Thi Len, sinh ngay 21/08/1993, tai Bic Ninh, chuyén nganh
Hé théng thong tin, nganh Hé théng théng tin.

Ngay 02 thang 12 nam 2017, Truéng PHCN di t6 chirc cho hoc vién bao
v€ ludn véan Thac si truéc Hoi dong cham (c6 bién ban kém theo). Theo Quyét
nghi cua Hoi déng chim luén van Thac si, hoc vién phai bo sung va sua chira
cac diém sau déy trudc khi ndp quyén luan vin cudi cing cho Nha truong dé
hoan thién hd so sau bao vé:

1. Str dung van phong phu hgp véi ludn van nghién ciru.

2. Kich ban thir nghiém can dugc néu rd.

3. MO ta chi tiét thiét ké phan cing cua thuc nghiém.

4. Chinh stra b cuc chuong 2.

Ngay 13 thang 12 nam 2017, hoc vién da ndp ban luin van cé chinh stra.
Chung t61 nhéan théy rﬁng ndi dung, hinh thirc ctia luin van va tém tit luin van
da duoc sira chita, bd sung theo cic diém trén cua Quyét nghi.

Dé nghi Trudng Pai hoc Cong nghé, Pai hoc Qudc gia Ha Néi cho phép
hoc vién dugc lam cac thi tuc khéc dé duogc cong nhan va cip bang Thac si.

Xin tran trong cam on!

XAC NHAN CUA THANH VIEN HQI PONG/HQI PONG
PE NGHI HQC VIEN SUA CHUA LUAN VAN
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PAT HOC QUOC GIA HA NOI CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG DAL HQC CONG NGHE Doc lap - Tw do - Hanh phiic

Sé: As/O /QD-DT
Ha Noi, ngayZ 2 thang 4 néim 2017

QUYET PINH

V& vige thanh 1ap Hdi dong chim luin vin thac si

HIEU TRU'O’N G
TRUONG PAI HQC CONG NGHE

Cin cr Quy dinh vé& Té chirc va hoat dong cua céc don vi thanh vién va don vi true thude
Dai hoc Quoc gia Ha N§i ban hanh theo quyét dinh 56 3568/QP-PHQGHN ngay 08/10/2014 cua
Gidm dbc Pai hoc Qubc gia Ha Noi;

C#n et Quy dinh vé T4 chirc va hoat dong ctia Truong DH Cong nghé ban hanh kém theo
Quyét dinh sb 520/QD-DHCN ngay 19/7/2016 cua Hiéu truong Truong DH Cong nghé;

Can cir Quy ché Pao tao thac s tai Pai hoc Quoc gia Ha Noi, ban hanh theo Quyét dinh
s6 4668/QD- BHQGHN ngay 10/12/2014 cia Gidm dbe Ba1 hoc Qudc gia Ha Noi ;

C#n cir Quyét dinh céng nhén hoc vién cao hoc sb 1005/QDP-CTSV ngay 27/12/2015 cta
Hiéu truong Trudng Dai hoc Cong nghg;

C#n et Cong vin sb 153/CNTT-DT ngay 31/1 0/2017 va Cong van so 169/CNTT-DT ngay
21/11/2017 cia Chit nhiém Khoa Céng nghé théng tin vé vige dé xuét hoi ddng chdm luan vin;

Xét dé nghi ciia Trudng phong Dao tao,

QUYET PINH:

Pitu 1. Thanh lap Hoi dbng chAm luén van thac si ciia hoc vién L& Thi Len,

sinh ngay 21/08/1993 tai Bac Niinh 14 hoc vién cao hoc khoa 22,

Nganh: Hé théng thong tin

Chuyén nganh: Hé théng thong tin Ma sb: 60480104

Tén @& tai ludn vin: Mat ma dong trong mét ma nhe va trién vong trong IoT.
Can bd hudng dr:}n TS. Lé Phé D6 (CBHD chinh)

TS. Phing Vin On (CBHD phuy)

Danh séch céc thanh vién Hai ddng kém theo quyét dinh nay.

Pidu 2. Cht nhidm Khoa Céng nghé thong tin ¢6 nhiém vu td chirc dé hoc vién bao vé luén
vin thac si trude Hoi dong theo ding Quy ché Do tao thac st & Pai hoc Qudc gia Ha Noi va céc
quy dinh hién hanh khac. Hgi ddng t giai thé sau khi hoan thanh nhiém vu.

Piéu 3. Truong phong Hanh chinh — Quan tri, Trudng phong Dao tao, Chu nhiém Khoa
Cong nghé thong tin, cdc Thu trudng don vi 6 lién quan, cac thanh vién Hoi ddng va hoc vién Lé
Thi Len chiu trach nhiém thi hanh quyét dinh nay, é’_

Noinhin: c‘; TRUCKG
- Nhu Diéu 3; 'e( VAl HQE! )
-Luu: VT, BT, CHI1. ‘\ CONG NGHE |
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DATHQC QUOC GIA HA NOI CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HOC CONG NGHE Péc 1ap - Tw do - Hanh phic

DANH SACH HQI PONG CHAM LUAN VAN THAC N
(theo Quyét dinh s6: At0/OD-DT ngay 2% thing g ynim 2017
cua Hiéu truéng Truong Dai hoc Cong nghé)

STT Hg va tén Co quan cong tac Trach nhiém
trong Hoi ddng
PGS. TS. Nguyén Ngoc Héa | Truong DH Céng ngh¢, PHQGHN Chu tich
2 | TS. Trén Trong Hiéu Truomg DH Céng nghé, PHQGHN | Thuky
3 | TS. Nguyén Ngoc Cuong Bo Cong an Phan bién 1
4 | TS. Nguyén Trudng Théng Eﬁ“&g%;gﬁ ;?;‘ﬁntm ViénHan | o0 bign 2
5 | TS. Nguyén Tué Trudng BPH Cong nghé, PHQGHN Uy vién

Hoi déng gom c6 05 thanh vién.,.
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