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MO PAU
1. Co sé khoa hoc va thyc tién caa dé tai:

Do su phét trién cua Tinh toan khip noi (ubiquitous computing) ngudi ta can
nhitng thuat toan nhe dé ¢ thé cai dit trong cac thiét bi Tham nhap khip noi (pervasive
devices) véi kich thudc nho, bd vi diéu khién hoac vi xi Iy ¢6 kha ning tinh toan han
ché, phuc vu cho nhitng bai toan chuyén dung. Vi thé ma mat ma nhe (lightweight
cryptograhy) véi cac thuat toan cé kha nang tinh toan nhanh, an toan va chi phi thuc
hién thap ra doi va ngay cang phat trién.

TUy tirng yu cau bao mat cua thiét bi, ciing nhu kha nang dap (ng cua chiing ma
ching ta cd thé &p dung céc giai thuat ma hoa khac nhau dé co thé can ddi gitra ba tiéu
chi quan trong cia mat ma nhe: do an toan, hiéu suat va gia thanh. Luan van nghién ctu
kha nang (ng dung, diéu kién ap dung ciing nhu yéu cau cua mot sb giai thuat ma hoa
nhe cu thé, d& xuat phuong an str dung mat ma nhe, tiéu biéu 1a mat ma dong phu hop
cho nhitng thiét bi nho gon, ning lyc tinh todn thap, nhat 1a trong mai trudng Internet of
Thing (l1oT).

Véi céc thiét bi 10T nay, c6 mot vai mdi nguy hiém va canh b4o ma ching ta can
nhan thie rd, nhu 13 vin dé bao mat. Trong pham vi nghién ctu, luan vian chi tap trung
vao bai toan an toan théng tin trong qué trinh giao tiép giita thiét bi Raspberry Pi véi
cac client side. Luan vin nghién ctru va dé xuat st dung ma héa dau cudi véi mat ma
dong trong mat ma nhe va ma xac thuc théng bao trén thiét bi Raspberry Pi dé thu thap,
diéu khién nhiét d6, do am, cira ra vao trong mot ngdi nha — tién dé cho nhitng nghién
ctru vé bao mat trong md hinh smart home néi riéng va cac mé hinh loT néi chung.

2. N@i dung ciia dé tai va cac van dé can giai quyét
2.1. Hwéng nghién cau:

— Nghién ciru mat ma nhe, mat ma dong trong mat ma nhe.

— Kha nang ing dung mat ma dong trong mat ma nhe trong loT.

— D& xuét xay dung kénh truyén tin an toan bang phuong phap ma hoa dau cubi sir
dung k¥ thuat md hoa dong Grain va xac thuc thong bdo vai ham bam Keccak
trén Raspberry PI dé diéu khién nhiét do, 6 am, cira ra vao trong mot ngdi nha.

— Danh gia hiéu qua cta viéc st dung mat md@ dong trong mat ma nhe trén
Raspberry so vai cac giai thuat ma hoa khéc.

2.2. N§i dung nghién cau:

Ngoai phan m¢d dau va két luan, noi dung cua luan vin duoc trinh bay trong 4
chuong:

Chuwong 1: Giéi thiéu tong quan vé mat ma nhe, mat ma dong trong mat méa nhe,
mét s6 khai niém quan trong va loi ich ciing nhu van dé gip phai khi tng dung mat ma
dong trong mat ma nhe trong thuc té ma tiéu biéu la trong 1oT.



Chuwong 2: Tim hiéu mot s6 hé mat ma dong nhe phé bién hién nay.

Chuwong 3: Nghién ciru va danh gia vé mot hé mat ma dong tiéu biéu trong mat
ma nhe — Grain va kha nang ing dung mat ma dong nhe Grain trong loT.

Chuwong 4: Thuc nghiém ap dung ma hoa dau cudi véi mat ma Grain va ma xéac
thuc thong b4o véi ham bam nhe Keccak trong viéc st dung thiét bi Rasberry dé thu
thap dit liéu tir cam bién SHT11 dung dé do nhiét do, d6 4m cua phong 1am viéc; qua d6
tra lai thdng tin cho nguoi dung théng qua giao dién Web HTMLS. Ngudi ding c6 thé
diéu khién cac thiét bi trong phong dé thay doi nhiét do, d6 am. Pdng thoi déanh gid hiéu
qua cua Vviéc sir dung mat mé nhe trén Raspberry so véi cac giai thuat méa hoa khac.

3. Kétqua dat dwoc

Sau 6 thang nghién ctiu, vé ly thuyét, luan van di nghién ctru, danh gia duoc do an
toan, hiéu suat sir dung cua hé mat ma Grain néi riéng va hé mat ma dong trong mat ma
nhe ndi chung trong méi truong l1oT. Vé thuc nghiém, luan van da xay dung thanh céng
kénh truyén tin an toan bang phuong phap ma hoa dau cudi st dung ky thuat ma hoa
dong Grain va xéac thuc thdng bao voi ham bam Keccak trén Raspberry PI dé diéu khién
nhiét 4o, d6 am, cira ra vao trong mot ngdi nha. Tir d6 c6 nhitng s lidu thuc té danh gia
hiéu qua, do an toan cua mat ma dong nhe Grain so vai cac hé mat ma nhe khac.



Chuwong 1. MAT MA DONG TRONG MAT MA NHE
1.1. Mat ma nhe

Trong phan tdng quan chung cua tiéu chuan 1ISO/IEC 29192-1 [1] di dua ra khai
niém co ban vé mat ma nhe. Mat ma nhe 1a mot loai mat ma dung cho muc dich bao
mat, x&c thuc, nhan dang va trao d6i khoa; phu hop cai dat cho nhitng méi truong han
ché. Nhiing han ché d6 dya trén cac danh gia vé dién tich chip (chiparea), nang luong
tiéu thu (energy consumption), kich ¢& ma ngudn chwong trinh (program code size) kich
cd RAM, bang thong (communication bandwidth) va thoi gian thuc thi (execution time).
Trong nhitng trudng hop ndy, st dung céc thuat toan ma khéi nhe 1a phii hop va can
duoc quan tdm nghién cau.

1.1.1. Qua trinh hinh thanh va phat trién cia mat ma nhe

Mat ma nhe da dugc nhiéu nha nghién ciu tim hiéu tir rat 1au, nhung mai dén céch
day 40 nam mai ¢0 su ra doi va ap dung chinh thic caa nhirng giai thuat mat ma nhe
dau tién: DES (1977), AES (1998), Grain va Trivium (2005), Present, DESL, DESXL
(2007), KATAN (2009) va Sprout (2015) ... Ngay cang nhiéu thuat toan ma hda nhe
dugc ra doi véi nhiéu ang dung hitu ich.

1.1.2.  Nguyén ly thiét ké thuat toan mat ma nhe

256 bit 48 vong

Do dai khoa Sé vong

16 vong

Kién tri
Parrallel

Hinh 1-1: Ba nguyén ly thiét ké thugt todn mgt ma nhe
Mot hé mat tét nhat can phai thoa hiép gitta gia thanh, hiéu suit va d6 an toan. Vi
cac ma khoi, do dai khoa 1a sy thoa hiép gitta 6 an toan va gia thanh, trong d6, sé vong
la su can bang giira hiéu suat va do an toan, nhu biéu dién trén hinh 1.3. Tuy nhién, rat
kho dé c6 thé tdi wu hoa ca 3 khia canh trén.



1.1.3. Cé&c nguyén thay mat ma nhe

ECRYPT (European Network of Excellence for Cryptology) 1a mét sang kién
nghién ciu vé mat ma ¢ chau Au, duoc bat ddu vao nam 2004. ECRYPT di gigi thiéu
4 loai nguyén thay mat mé nhe twong tu v4i mat ma truyén théng 1a ma khéi, ma dong,
ham bam va ma xac thuc thdng bao.

Ham bam Mé xac
(Hash thuc théng
bao (MAC)

function)

Hinh 1-2: Cac nguyén thizy mat mé nhe

1.1.4.  Ung dung mat ma nhe trong loT
Hau hét cac thuat todn mat ma nhe déu ra doi va phat trién cho tirng yéu cau cu
thé. Chang pha hop véi nhitng tng dung, thiét bi cd cau hinh nho gon, téc d6 xir ly
nhanh va nhiéu trong mot khoang thoi gian ¢b dinh, yéu cau bao mat khéng quéa cao.
V6i nhitng thiét ké riéng cia minh, mat ma nhe c6 nhitng loi ich dic trung:

— Y@u cau ngudn tai nguyén thap, nang lwong tiéu thu nho, pht hop véi nhitng
trang thiét bj cdu hinh nho. Vi cac giai phap trong mat mé nhe déu hudng dén
viéc cai dat rat gon nhe trén nhitng thiét bi c6 ning luc tinh toan thap.

— Gié thanh ré. Mat ma nhe thudng duoc tng dung trong nhitng thiét b c6 tinh
tham nhap khip noi, dan dén viéc trién khai hang loat, lam giam gia thanh
cua cong nghé duogc su dung.

— Hoat dong rat nhanh, thuc hién day du va hiéu qua cong viéc ma nd can hoan
thanh.



1.2. Mat ma dong trong mat méa nhe

1.2.1. Khai niém

Mat ma dong la mot ky thuat ma hoa thuoc loai ma ddi xing, trong d6 dit lidu dau
vao duoc ma hda ting bit mot. C6 hai loai mat mé khoa dbi xtng 12 ma dong (stream
cipher) va ma khéi (block cipher). Trong d6 nhu ta da biét, ma khéi s& 1am viéc bang
céch chia khéi dir liéu can ma hoa ban dau thanh nhitng khdi dir liéu nhét dinh, nghia 14
phai biét trudc kich thude ciing nhu ban than khéi dir liéu d6. Tuy nhién khong phai dir
liéu cAn ma héa nao ciing rd rang, tudng minh ngay tir dau, ma thuong khong biét trude
kich thuéc, tham chi bién thién theo thoi gian (time-varying). Ma dong hoat dong véi
bién doi cua no bién thién theo thoi gian trén nhitng khéi ban rd (plaintext) riéng biét.

1.2.2.  Trién vong ciia mat ma dong trong mat ma nhe trong loT
Céc ky thuat ma hdéa dong nhe nén duoc sur dung trong IoT vi 2 1y do sau day [14]:

e Hiéu qua cua viéc trao doi thong tin. Pé c6 thé sir dung ma hoa dau cudi
trong 10T, mdi node déu can phai thuc hién mot thuat toan ma hoa khoa doi
xung. Doi vai cac thiét bi nho, viéc han ché tiéu thu niang luong cho hoat
dong ma hoa can duoc dam bao, viéc ung dung ma hoa dong trong mat ma
nhe cho phép tiéu thy ning luong thap & cac thiét bi dau cudi.

e Kha nang tng dung cho cac thiét bi cong suat thap. Viéc thuc thi cac hé mat
ma dong nhe 1a don gian so vai cac mat ma thong thuong va né mé ra kha
nang c6 thé két ndi véi cac thiét bi mang cong suat nho.



Chuwong 2. MQT SO HE MAT MA DONG TRONG MAT MA NHE
PHO BIEN HIEN NAY

21. A51

A5/1 di duoc sir dung trong GSM subt hon 2 thap ky. Sy sang tao ra A5/1 dén nay
van con duoc gitt bi mat. Tuy nhién A5/1 da duoc thiét ké lai bai Briceno, Golberg, va

Wagner vao nam 1999.
2.2. ChaCha

ChaCha 12 mét bién thé cua hé mat ma dong Salsa20! — mot hé mat co tée dé nhanh
hon ca AES. ChaCha duoc phat trién bai Daniel J. Bernstein (University of Illinois at
Chicago, USA) nim 2008 (SASC 2008). ChaCha20 véi 20 vong di dugc chuan hoa
trong IETF RFC 7539. ChaCha st dung 256 bits khoa, mot bo dém khai tao 32 bits va
vector khai tao 96 bits.

23. EO

EO 12 mot hé mat ma dong nhe duoc st dung rong réi, nhat 1a trong cac giao thirc
Bluetooth. N6 tao ra mot chudi sé gia ngau nhién dé XOR vai dit liéu tao ra ban ma. Do
dai khoa cua cac phién ban EO cd thé khac nhau nhung ludn luén 12 boi s6 cua 2, thuong
la 128 bit.
2.4. FCSR-based Stream-Ciphers

Mat ma dong dau tién s dung cac component FCSR (Feedback with Carry Shift
Register) duoc gidi thiéu trong eSTREAM thang 01/2009 [15]. Tuy nhién sau sy pha
ma ciia Hell va Johansson [16], cac nha thiét ké sau d6 da tai xuat ban thuat toan nay
véi su thay d6i dang ké cau triic cua FCSR. Hién tai FCSR 1a mét thanh ghi dich chuyén
phan hoi (Feedback Shift Register) c6 do dai b bits.

2.5. F-FCSR-Hv3
F-FCSR-H v3 ciing 1a hé¢ ma hoa dong gidng FCSR-based Stream-Ciphers. Tuy

nhién cac FCSR duoc sir dung trong F-FCSR-H v3 ¢6 1 bit trong mdi 6, 82 phan hoi va
8 bits duoc loc tai mdi lan. Hé mat nay yéu cau 80 bits khda va 80 bits V.

2.6. F-FCSR-16v3

Tuong tu nhu F-FCSR-H v3, cac FCSR dugc sir dung trong F-FCSR-16 v3 ¢c6 1
bits trong mdi 6, 130 phan hdi va 16 bits duoc loc tai mdi 1an. Hé mat nay yéu cau 128
bits khda va 128 bits IV.

1 Salsa20 1a mot ho cac hé mat mi dong dugc mo ta chi tiét trong “The Salsa20 family of stream ciphers” cua
Bernstein, D.J (2005). eSTREAM submission



2.7. Grain

Grain c6 mat trong danh muc ciia eSTREAM, dua trén hai FSR khac nhau cé anh
huong xung nhip theo cach khong tuyén tinh va mot ham két hop phi tuyén dé tao ra
keystream tur noi dung cua FSR

2.8. MICKEY v2

MICKEY (Mutual Irregular Clocking KEY'stream generator) duoc xay dung dua
trén 2 thanh ghi LFSR khong dong bo bai Steve Babbage va Matthew Dodd. MICKEY
duoc cdng bd lan dau tién tai eSTREAM nim 2005.

2.9. SNOW 3G

SNOW 3G la mot hé mat mé dong nhe sir dung 128 bits khoa, 128 bits 1V, la mot
ban cap nhat caa SNOW va SNOW 2.0. SNOW 3G duogc dua trén thanh ghi LFSR véi
16 &, mdi 6 c6 chiéu dai 8 bits va mot may trang thai hitu han (Finite State Machine -
FSM). C4c LFSR duoc cap nhat biang cach st dung sé hoc hitu han dé tinh toan céc 6
phan hoi.

2.10. Trivium

Dé thu hep khoang céch vé sy hiéu biét ly thuyét giita mat ma khéi va mat ma
dong, cac tac gia (Christophe De Canni'ere, Bart Preneel (Katholieke Universiteit
Leuven)) d3 xay dung mot hé mat cé su két hop giita mat ma khdi va mat ma dong, do
la Trivium. Trivium sir dung 3 thanh ghi LFSR véi thanh ghi dau tién sir dung cac “S-
box” (1x1) dé tao ra cac bit cia keystream, sau d6 ADD va&i hai LFSR con lai. Thuat
toan nay cé kich thudc khoa va kich thude IV 1a 80 bits, kich thudc trang thai khai tao
1a 288 bits. Nhung cic tac gia cling cung cap mot phién ban yéu hon chi str dung 2 thanh
ghi LFSR la Bivium.



Chwong 3. HQ GRAIN

3.1. Lichsw

Grain la hé mat ma dong dugc dang trén eSTREAM boi Martin Hell, Thomas
Johansson va Willi Meier nim 2004 véi phién ban dau tién Grain v0 [8]. Sau d6 hé mat
nay tiép tuc duoc phét trién thanh Grain v [7] — 1a mét trong bay du an dugc eSTREAM
dua vao cac danh muc dau tu tir 09/09/2008.

3.2. GrainVo0

Thiét ké cua thuat toan nay duogc dua trén hai thanh ghi dich chuyén, mot thanh
ghi dich héi tuyén tinh (LFSR - linear feedback shift register) va mot thanh ghi phan hdi
phi tuyén (NFSR - nonlinear feedback shift register). Noi dung caa LFSR duoc biéu
dién bang s;, S;+1, - » Si+79 VA NOI dung ctia NFSR duoc md ta bang by, b;y1, ..., bi7o.

Da thic nguyén thiy bac 80 cua bo ghi dich hoi tuyén tinh, f(x) duoc dinh nghia
la: fo(x) = 14 x™8 + x2% + x*2 + x°7 4+ x¢7 + x8°

Phién ban cap nhat cia LFSR: s;,g0 = Siye2 + Sits1 + Sit3s + Sig23 + Siz13 + S;
Ham cua bo ghi dich hoi phi tuyén (NFSR) duoc dinh nghia nhu sau:

go(x) =1+ x18 + x20 + x28 + 235 + x*3 + x*7 + x52 + x5 + x6 + x71 + x80 + x17x20
+ x43x47 + x65x71 + x20x28x35 + x47x52x59 + x17x35x52x71
4 320,28,43,47 4 117,20,59,:65 4 517,20,28,35,43 4 1 47,52,59,65,71

+ x28x35x43x47x52x59

M6t 1an nira, ching ta tiép tuc loai bo nhitng mo hd dé duoc ham cap nhat nhu sau:

biygo = Si + bivez + biveo + birs2 + Diyas + biy3y + biyzz + biyzg + biyz1 + biv1a + bigo
+ b; + biye3biveo + bivz7birzz + bivisbive + biveobiss2bitas
+ biy33bit28biv21 + Divesbivasbiv2gbivo + bireobivsabiszrbiyas
+ biye3bireobir21biv1s + bivesDireobivs2Divasbivar
+ bit33bit28biv21biv15Divo + Diysabivashivzzbivazbivaghitan

g(x) f(x)
R |
NFSR 1)« LFSR
hix) &

0 o

Hinh 3-1: Kién trlc cua Grain



Noi dung cta hai thanh ghi duoc thay ddi trang thai cua ma hoéa. T 5 bién dau
vao, qua ham logic h(x) dugc can bang véi mot dau ra caa ham phi tuyén NFSR.

ho(X) = x1 + X4 + XoX3 + X2X3 + X3X4 + XgX1 X5 + XoX3X3 + XgX3Xs + X1 XXs + X3X3X,
trong dé xo, X1, X, X3, X, twong UNg Vi CAC Vi tri sy, Siv2s, Si+aer Sivear bires. DAU ra cua

ham nay sé la

0 _ E
z7 = bitk +ho(Si+3, Si+25: Sitaer Si+ear Dive3)
keA

Trong d6 A = {1,2,3,10,31,43,56)}.
3.3. GrainVil

Tuong ty nhu Grain v0, Grain v1 cling sir dung k = 80 va s6 bits cua dau ra 13
[ = 64. Ham LFSR f; (x) ciing twong tu nhu f,(x). Ham NFSR g, (x) ciing twong tu
nhu g,(x). Vabo loc h; (x) ciing twong tu nhu hy(x). Tuy nhién cac bit dau ra cua Grain
vl duoc dinh nghia khac véi Grain vO:

zt = 2 br+i + 1 (Siv3, Sit25, Siva6r Sitear Dive3)
ied,
Trong d6 A; = {1,2,4,10,31,43,56}.
3.4. Grain 128

Thuét toan Grain-128 ¢6 dau vao k = 128 va dau ral = 96. Ham cua LFSR
dugc dinh nghia nhu sau: f,g(x) = 14+ x3%2 + x%7 + x°8 + x990 + x121 4 x128

Ham cta NFSR duoc dinh nghia nhu sau:
g128(X) =1 + x32 + x37 + x72 + x102 + x128 + x4-4-x60 + x61x125 + x63x67
+ x63x67 + x69x101 + X88X80 + x110x111 + X115X117
B0 loC: hy,5(X) = xgxq + XpX3 + X4Xs + XeX7 + XgX4Xg
Pau ra:
z'%%; = Z Diti + Soz+i
i€EA128
+ hy28(Dit12, Sivsr Sit13s Si+20 Divos, Sivazs Siv60s Sit79) Sitos)
Trong d6 A,,5 = {2,15,36,45,64,72,89}.
Tao khoa
Pé khai tao khoa, dau tién ta sir dung NFSR vai khoa b; = k;, 0 < i < 79, tiép tuc
sir dung 64 bits dau tién cua LFSR véi giatri IV 1a s; = IV;,0 < i < 63. Céc bits con ai
ciia LFSR duoc xac dinh bai s; = 1;,64 < i < 79. Tiép theo, thuat toan ma hoa duoc
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thue hién 160 lan nhung khong sinh dau ra trong bat ky lan chay nao, thay vao d6 ham
dau ra s& dua két qua trd lai va XOR véi dau vao caa ca LFSR va NFSR.

g(x) f(x)

|
NFSR D LFSR ">

h(x)
——(D 1S

Hinh 3-2: Qua trinh tgo khéa cua Grain
3.5. Soséanh Grain véi mét sé hé ma héa nhe khac
Thuat toan nay cho phép thuc hién song song 16 ma hoa khac nhau, cho phép trién
khai nhanh hon, véi chi phi sir dung it hon nhung dem lai hiéu qua cao hon. Tinh hiéu
qua cta phan cing la ty 18 thong lwong véi dién tich sir dung trong thuat toan. Nhin vao
bang thong ké dudi, ta c6 thé thay thuat toan Grain cd tinh hiéu qua phan cing cao hon
Trivium (77.28 > 38.48).
3.6. Piémyéu
Ciing nhu nhitng hé ma hoa khac, ho Grain ciing chtra dung nhiing 156 hong nguy
hiém. Dudi day 1a mot s phuong phap tan cong vao Grain. Tuy nhién khi 4p dung vao
mét hé thdng yéu cau tinh nho gon thi d6 an toan c6 thé can nhic & mot mac d6 “du”
nao do.
- Phuong phép tan cong tinh toan gié tri Key-1V yéu
- Phuong phép tan cong khdi phuc Key-1V
— Dynamic Cube Attacks

11



Chuwong 4. MA HOA GRAIN TREN THIET BI RASPBERRY

4.1. MO ta bai toan

Str dung thiét bj Raspberry dé thu thap di liéu tir cam bién SHT11 dung dé do
nhiét 46, d6 am, trang thai cira ra vao cia ngdi nha, phong l1am viéc; qua do tra lai thdng
tin cho ngudi ding théng qua giao dién Web HTMLS5. Ddng thoi cho phép ngudi ding
guri thong tin diéu khién céc thiét bi nhu diéu hoa, may tao do am, cia ra vao vé
Raspberry dé phi hop véi nhu cau sir dung.
4.2. Giai quyét bai toan

Luan van ang dung ma hoa dau cudi vai Encrypt-then-MAC dé giai quyét bai toan.
Noi dung thuc nghiém di sau vao hai thanh phan cét 18i: ma hoa dau cudi véi hé mat ma
dong trong mat ma nhe Grain nham dam bao do tin cay va ma xac thuc théng bao Véi
ham bam Kaccak nham dam bao tinh xac thuc cho thong diép.

4.2.1. Mai hoéa dau cudi

M3 hoa dau cudi (End-to-end encryption — E2EE) 1a phuong phap ma hoa cho
phép nguoi nhan biét dugc thong tin dugc gui 12 gi, ngay ca cac nha cung cap dich vu
cling khong thé truy cap vao. Vé nguyén tic nd ngan chin nhitng ké trom tiém ning —
bao gom ca nha cung cap dich vy vién thdng, cac nha cung cap dich vu Internet va tham
chi ca nha cung cip dich vu truyén théng — tir viéc truy cap cac khéa mat ma can thiét
dén giai ma cudc hoi thoai.

4.2.2. Ma xé&c thuc thdng bao
4.2.2.1. Khai niém va muc dich sir dung

Tinh toan ven dir liéu
Tinh toan ven di liéu 1a dir liéu hay thong tin khong bi thay doi, mat mat trong

qua trinh Iuu trit hay truyén tai dit liéu. Tinh toan ven dit liéu cho phép cac bén lién quan
x&c minh rang tin nhin da duoc xac thuc
Xac thwe thong diép

M4 xac thuc thong diép 1a mot doan ma cho phép xac dinh ngudn gdc cua dir liéu,
thuyét phuc véi nguoi dung 1a dit liéu nay chua bi sira ddi hoac gia mao. Pay 1a mot co
ché quan trong dé duy tri tinh toan ven va khong thé tir chéi dit lidu
Muc dich sir dung

Véi cac giao thuc truc tuyén (online), ma xac thuc thdng bao mat ma
(cryptographic Message Authentication Code — MAC) la rat quan trong va c6 tinh chat
nhu bit budc dé dam bao tinh xac thyc giita cac bén tham gia giao dich.

12



4.2.3. Ham bam Keccak
Thuat toan

Chtc nang co ban cua Keccak la mot hoan vi dugc chon tir bo bay hoan vi
Keccak—f , ky higu Dboéi  Keccak — f[b] , trong d6 bE
{25,50,100, 200,400,800, 1600} 12 mién caa phép hoan vi. Mién ctua phép hoan vi
cling 12 mién cua trang thai trong viéc xay dung sponge. Trang thai dugc to chirc thanh
mot mang 5x5 vai chiéu dai w bits, trong d6 w € {1, 2, 4,8,16,32,64}, (b = 25w). Gia
ma cua Keccak|r, ¢, d] dugc dua ra trong thuat todn sau:

Keccak[r,c,d](M){
Initialization and padding:
S[x,y] =0, V(x,y) in (0..4,0..4)
P =M 110x0111 byte(d) Il byte(r / 8) 110x01110x00 Il ... I 0x00
Absorbing phase:
V block P, in P
Slx, y]=S[x, y]® P[x+5y], V(x,y) suchthat(x+5y)<(r/w)
S = Keccak — f[r+cl(S)
Squeezing phase:
Z = empty string
while output is requested
Z=ZIS[x,vy], V(x,y) such that (x+5y) <(r/w)
S = Keccak — f[r+c](S)
return Z

}

Panh gia Keccak
Keccak ¢ nhiéu vu diém vuot troi so véi cac ham bam khéac:

e Keccak c6 s6 vong lap 1a 18 vong va kich thudc trang thai thay doi tir 25,
50, 100, 200, 400, 800 dén 1600.

e Keccak c6 kha niang thyuc hién trén ca 2 nén tang 32 bits va 64 bits.
4.2.4. Tao va trao ddi khoa
Trao dbi khoa Diffie—Hellman (D-H)

Giao thirc nay duoc cdng bd dau tién bai Whitfield Diffie va Martin Hellman vao
nam 1976. Ap dung cho thiét bi Raspberry, dé hé thong dat duoc sir an toan téi da, can
sinh 2 khoa cho 2 qua trinh chinh m& hoa Ke va xac thyc thong diép Km ngay tur khi
client két ndi dén server. Cac khoa nay can duoc giita bi mat trong sudt qué trinh truyén
tin va duoc sinh ra mot cach ngau nhién. Ung dung st dung Trao ddi khoa Diffie—
Hellman dé thuc hién tao va trao d6i khoa chung trong qua trinh ma hoa dau cudi.
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4.2.5. M6 hinh ma hoa va xac thuc

1
| |
: 1 :
1 N 1
: ! L :
: M3 hda Grain |« 1 Ban ro !
: : A -
1 1 !
1 : :
1 y)

! < Ly  Gidi m3 Grain MAC , '

! : So sanh X
7y

! v : MAC va MAC’ i

1 R N 1

! Ban md MAC : Ban m3 MAC |

1
: : :
! AN . 1
! \ 4 Truyén tin I
! D liéu m3 hda : > Dt liéu m3 hoa '

1
: | -
1 : :
1
X Bén gui : Bén nhan !
1 1 !

Hinh 4-1: M6 hinh ma héa va xac thyc
Ma hoéa xac thuc
Qua trinh ma hda xac thuc dién ra nhu sau:

1. Théng diép s€ dugc ma hoa trudc tién dua trén ma dong Grain véi Ke tao
ra ban mé C.

2. Tinh toan gia tri M 1a MAC cua ban ma bang ham bam Keccak (HMAC)
vGi khoa K.

3. Gui ca C va M trén kénh truyén tin

Giai ma xac thuc
Quia trinh giai ma xac thuc dién ra nhu sau:

1. Téch Cva M. Vi sau thuat toan bam gia tri bam 13 c6 dinh nén ta co thé tach
riéng 2 phan trén.

2. Gial mé ban rd P tir ban ma M.
Tinh toan lai gia tri M’ 1a MAC cua ban ma nhan dugc.

4. So sénh gié tri 2 gia tri MAC dé xem thong diép co toan ven khong. Néu
toan ven, ngudi ding c6 thé chap nhan thong diép va nguoc lai, ngudi ding
c6 thé bo qua thong diép.
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4.2.6. Ung dung ma héa dau cudi va ma xac thwc trong giai quyét bai toan

Server Side

Raspbian

Nodejs

Client side (Web browser)

ServerApp WebK
ebkit

Socket server |«

A 4

Socket handle (JS)

A
System time Web server
GUI
2
Devices driver (NodelS add-on) [« WiringPi

A

Raspberry Pi 2 Model B - GPIO

A

Peripheral devices

Hinh 4-2: M& hinh #ng dung

Quaé trinh thuc hién bao gom:

1. System timer dinh ky lay di liéu tir cam bién SHT11 théng qua driver.
2. Dit liéu caa cam bién duoc mé hda bang phuwong phap mé héa dong nhe Grain
va thém ma xéc thuc thdng béo bing Keccak.

3. Server s& truyén dir liéu dugc ma hoa xudng cho client théng qua thu vién
socket.io.

© N o O~

Client lay théng diép tir server thong qua thu vién socket.io.

Client xac thuc va giai ma thong diép trén.

Client hién thi dir liéu I&n trén man hinh, néu 13i thong bao cho nguoi dung.
Nguoi ding thao tac diéu khién céc thiét bi thong qua GUI.

Client ma hoa thong diép va thém ma xac thuc cho n6 roi giri dén Server qua

socket.io.
9. Server giai ma va xac thuc thong diép trén.
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10. Server giri tin hiéu diéu khién dén cac devices két nbi d¢én né. Trong luan vin
nay chi dirng lai & viéc mé phong viéc giri tin hiéu bang cac dén LED.
e Ting nhiét do diéu hoa hién thi dén LED do.
Giam nhiét do diéu hoa hién thi dén LED xanh.
e Mo ctra hién thi dén LED vang.

e Dong cira tat dén LED vang.

4.3. Mai trwong va dir liéu thuc nghiém

e Chip: Intel Core i5 CPU 2.40 GHz

e Ram: 8.00 GB
Hé diéu hanh: Microsoft Windows 7 64 bits
Cong cu lap trinh: Visual Studio 2012
Ngon ngit:

o Server: nodejs, C

o Client: HTMLY5, javascript
4.4. Két qua thu dwoc

Server Raspberry thu nhan théng tin tir cac sensor (sensor do d6 am, sensor do
nhiét do, cam bién dong ma cira), truyén théng tin va hién thj do thi trén client

Hinh 4-3: Hinh anh thuc té cia Raspberry Pi ciing cac cam bién va den LED
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Giao dién chinh cua client

SMART PANEL

Temperature TEMPERATURE CHART E’

Tue Jun 20 2017 5:41:01 PM

OC T
30 4

°C

254

Control Temperature

204

05:36 05:37 0538 05:39 05:40 05:41 05:42 05:43
temperature-01: 27.24 temperature-02: 28.24

Humidity HUMIDITY CHART g

Tue Jun 20 2017 5:41:01 PM
0/0 65

60+
%
55 =

Control Humidity 50

- - 47

05:36 05:37 0538 05:39 05:40 05:41 05:42 05:43
humidity-01: 54.36 humidity-02: 55.36

Hinh 4-4: Giao di¢n chinh cua client

Khi nhan thay nhiét d6/d6 am thap/cao ngudi dung cd thé thue hién lénh diéu khién
giri dén céc thiét bi dé tang nhiét d6/dd6 am. Hay khi muén déng/mé cira ngudi ding
cling c6 thé giri céc Iénh diéu khién dén bo phan diéu khién cua cira ra vao. Trong thiét
bi gigi han, luan vin chi md phong céc Iénh diéu khién nay bang céach hién thi mau cua
dén LED.
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e Tang nhi¢t do

SMART PANEL Home  About

Temperature

°C

°C

Control Temperature

Increase Decrease

0

TEMPERATURE CHART |'p_‘b
_ Tue Jun 20 2017 5:44:01 PM
304
25+
204
0536 0537 05:38 0539 0540 0541 05:42 0543 0544
temperature-01: 27.31 temperature-02: 28.31

Hinh 4-5: Man hinh tang nhiét do

Thong tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED do.

Hinh 4-6: Gid ldp Raspberry diéu khién ting nhiét dé qua dén LED dé
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e Giam nhiét do

SMART PANEL Home About

Temperature

°C

°C

Control Temperature

Decrease

TEMPERATURE CHART E

304

25+

204

Tue Jun 20 2017 5:46:06 PM

05:46 0547 05:48 05:49 0550 0551 05:52 0553

temperature-01: 27.24 temperature-02: 28.24

Hinh 4-7: Man hinh gigm nhiét do

Thong tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED xanh.

Hinh 4-8: Gid ldp Raspberry diéu khién giam nhiéz dé qua dén LED xanh

19



e Dobng cura

Door

Contrel Door

Open

DOOR CHART

=

Tue Jun 20 2017 5.49:18 PM

Thong

RE 30 45 0548 5 30 I 05:49 5
doorstatus-01: 1

Hinh 4-9: Man hinh m¢ cia

tin diéu khién duoc hién thi ¢ phia Raspberry thong qua dén LED vang.

4.5.
4.5.1.

Hinh 4-10: Gid ldp Raspberry diéu khién mé cira qua dén LED vang
Panh gia
Danh gia an toan
Ké tan cong diing giita (Man-in-the-Middle attacks. Vi cach thuc tan cong ké

tan cong
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dung gitra, viéc co duoc dir liéu dd ma hoa cling s& mat thoi gian dé giai
mi. Diéu ndy nham han ché duoc viéc thong tin bi 10.

e Xéc thyc: Viéc ung dung ky thuat HMAC tai cac diém cudi khién cho tin
nhin khong bi gia mao, thay doi trén dudng truyén.

e Backdoors: Viéc ma hoa sir dung ma khéi ddi xang han ché duoc viéc nha
cung cap dich vu c6 thé md cira hau nham thu thap théng tin ngudi dung.
Nhu vay dit liéu nguoi ding c6 thé duge dam bao.

4.5.2. DPanh gia hiéu ning

Qua trinh ma hoéa
500
450
400
350
w 300
< 250
E 200
150
100
50

Encryption

1234567 3 910111213141516171819202122232425

Hinh 4-11: Hiéu nang qué trinh ma hoda va gidi ma

4.5.3. So sanh véi cac giai thuat khac &wng dung trén Raspberry

Thoi gian thuc

Thuat Kich | Kich Thong lwgng | Thai gian thuc | hién chu‘ tr‘ln,h

toén. thwoc | thwéc | GE* | 100KHz hién ma hoéa /| ma hoa dau cuoi

khéa | IV (Kb/s) * giaimad (ms)* |va xac thuc

thong bao (ms) *
Grain v1 80 80 1362 101.2 59.3 125.5
Grain-128 | 128 96 1296 109.4 50.2 119.7
Trivium 80 80 2605 102.2 68.9 133.5
AES 256 2478 55.6 51.1 121.2
KATANG64 | 64 1056 25.2 86.7 157.4

* Gia tri trung binh sau 20 lan thyc hién mdi thugt toan

C6 thé thay, Grain 1a mot hé mat ma nhe c6 vu diém vuot troi vé viée cai dit ciing
nhu st dung trong céc thiét bj yéu cau nang luong nho, chi phi thap.
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KET LUAN VA HUONG PHAT TRIEN

1. Kétqua dat dwoc
1.1. Ly thuyét

Véi viéc nghién ctru tong quan vé mat mé nhe cling cac thuat toan dic trung cua
mat ma dong trong mat ma nhe nhu A5/1, ChaCha, EO, FCSR..., luin van da dua ra
nhitng danh gia vé wu diém vuot troi cuia mat ma dong trong mat ma nhe so véi cac giai
thuat mat ma nhe khac. D6 chinh 1a tién dé cho kha ning ung dung cua mat ma dong
trong mat ma nhe cho cac hé théng van vat két néi 10T hién nay.

bi sau nghién ctru ho mat mad dong Grain trong mat ma nhe - mét trong nhirng ho
mat ma dau tién cua mat ma dong nhe, 3 phién ban Grain VO, Grain V1 va Grain 128.
Grain phu hop véi céc ing dung phan cang, cung cap bao mat cao hon trong khi yéu
cau phan cing nho hon, c6 uu thé hon trong thong luong, hiéu suat sir dung, phu hop
véi cac tng dung st dung WLAN, RFID/WSN.

1.2. Thwc nghiém

Dua trén nhitng nghién cau vé ly thuyét, luan vin @ng dung ma hoa dau cudi Voi
mat m& dong Grain trong mat mé nhe cung ma xac thuc thong bao HMAC — Keccak
cho thiét bi Raspberry trong diéu khién mot vai thdng sé ciia smart home. Luan vin st
dung thiét bi Raspberry Pi dé thu thap dit liéu tir cac cam bién SHT11 dé do nhiét do,
d6 am, trang thai ctra ra vao caa ngbi nha, phong l1am viéc; qua do tra lai théng tin cho
ngudi dung théng qua giao dién Web HTML 5. Bong thoi cho phép ngudi dung gii
thong tin diéu khién céc thiét bi nhu diéu hoa, may tao do am, ctra ra vao vé Raspberry
dé phu hop véi nhu cau sir dung duéi sy md phong qua hé thong dén LED két néi dén
Raspberry. Dir liéu duwoc ma hda bang mat md Grain va gan chudi MAC bén trong
Raspberry trudce khi duoc giri di. Chi ngudi dung cudi thuc sy méi cd thé giai ma va xéac
thuc duoc dir liéu nhan duoc ndy. Cac Iénh diéu khién tir phia nguoi dung ciing duoc
thuc hién quy trinh ma héa va xac thuc twong tu dé dam bao d6 an toan cua thdng tin.

Két qua thuc nghiém da chiing minh tinh ding dan, kha nang @ng dung, wu diém
vuot troi cia mat ma dong trong céc hé thong trén mai truong van vat két ndi. Pay ciing
la tién dé cho nhitng nghién cau, tng dung vé bao mat trong md hinh smart home noi
riéng va mé hinh 1oT ndi chung.

2. Huwoéng phat trién

Trong tuong lai, luan van s¢ tiép tuc nghién ctru tng dung nhirng hé mat ma nhe
khac cho cac thiét bi chuyén dung cta IoT dé c6 thé dwa ra nhitng danh gia chinh xac
nhat vé kha niang st dung ciing nhu (g dung ciia mat mé nhe trong IoT. DBdng thoi
nghién ctu va phat trién hé ma hoa dau cudi véi Grain va Keccak nay vao tng dung
smart home mot cach hoan thién nhat dé cé thé dua vao thyc té doi séng.
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