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LOI CAM ON
Thuc hién luin 4n tién si 1a mot thir thach 16n, doi hoi su kién tri va tap
trung cao do. T61 thuc sy hanh phuc véi két qua dat dugc trong dé tai nghién ctru
cua minh. Nhitng két qua dat dugc khong chi 1a nd luc cua ca nhan, ma con co su
hd tro va giup d& cua tip thé gido vién hudng dan, co sé dao tao, don vi cong tc,

dong nghiép va gia dinh. T61 mudn bay té tinh cadm cia minh dén véi ho.

T6i xin bay t6 1ong biét on sau sic téi thdy gido TS. HO Vian Canh, ngudi
d3 c6 nhitng dinh huéng giup t6i thanh cong trong viéc nghién ctru cia minh. Thay
cling da dong vién va chi bao giup t6i vuot qua nhitng kho khin dé t6i hoan thanh
duogc luan an nay. Toi cling xin chan thanh cam on téi thﬁy PGS. TS. Trinh Nhat
Tién, Thay di cho t6i nhirng kién thirc quy bau vé nghién ctru khoa hoc. Nho su chi

bao ctia Thay t6i méi hoan thanh tot luan an.

T6i ciing mubn duoc bay to long biét on dbi véi tap thé cac thay co khoa
Cong nghé thong tin, trudng Pai hoc Cong nghé da giup d& va tao diéu kién cho toi
rat nhiéu trong qua trinh hoc tdp va nghién ctru & khoa; dic biét PGS. TS Ha Quang
Thuy, TS. Nguyén Ngoc Héa va PGS. TS. Pd Ning Toan di cé nhitng 16i khuyén
quy gia trong qué trinh lam NSC va viét luén an nay, cdm on Phong quan 1y Sau dai

hoc vé su ho tro cac thu tuc hoan thanh luan an.

T6i ciing ddc biét cam on tip thé can bo giang vién khoa Cong nghé
Thong tin, ban Giam hi¢u — Truong Pai Hoc Dan Lap Hai Phong da tan tinh gitp
d3, tao diéu kién, hd tro toi trién khai cac y twong nghién ctru trong subt thoi gian
lam luan an.

Nhan dip nay, tdi ciing xin giri 151 cam on siu séc t6i gia dinh, chong con
nguoi than va ban bé da cho toi diém tua viing chic dé toi ¢6 thé hoan thanh khoa
hoc NCS.



TOM TAT

Gi4u thdng tin (Steganography) 1a k¥ thuat gidu thdng tin quan trong vao dbi
tugng dir liéu s6 khac. Phat hién dir liéu sé gidu thong tin (Staganalysis) 1a k¥ thuat
nham phan biét dit liéu sd nao d6 c6 gidu tin hay khong. Linh vuc nay di va dang
thu hit sy quan tdm cua nhiéu nghién ciru trén thé gisi, dic biét trong linh vuc an
ninh, quc phong, thuong mai, ... Phat hién dir liéu sé giau tin cho phép ching ta c6
thé (i) phan loai dir liéu s6 thu nhan duoc dau 1a dir liéu gbe va dir lidu gidu tin (ii)

danh gia dugc muc d6 an toan cia ki thuat gidu da biét nao do.

Trong luan an nay, dua trén nhiing diém con han ché cua k¥ thuat phat hién
anh gidu tin khac hay k¥ thuét gidu tin trong anh nao d6 da biét, luan an tip trung

vao viéc cai tién va dé xuat mot s6 phuwong phap phat hién véi hai 16p k¥ thuét:

- Lop k¥ thuat phat hién mu (blind steganalysis) tng dung trong vi¢c phat hién
tin gidu trén cac bit it quan trong nhét cta diém anh (LSB - Least Significant
Bit). O day luan an da dua ra duoc mot sd cai tién va dé xuét vdi nhitng k¥
thuat cu thé nhu dua trén phan tich dg léch chuan, théng ké XZ mot bac tu do,

phan tich ti 1é xam, udc lugng thong tin gidu bang 1y thuyét tring khap.

- Lop k¥ thuat phat hién c6 rang budc (constraint steganalysis) trng dung trong
nhitng trudng hop ching ta biét trudc k¥ thuat gidu tin trong anh. Dua trén
bbn k¥ thuat gidu tin dién hinh hién nay: HKC, DIH, IWH va RVH, chiing

t61 da dé xuat tuong tng bdn giai phap dé phat hién tin gidu trong anh.

Déi véi ca hai 16p k¥ thuat trén, cac két qua thyc nghiém thu dugc di khang
dinh duoc tinh dang dén cta nhitng k¥ thuat cai tién ciing nhu cic giai phap phat
hién anh gidu tin cta luan an. Két qua budc dau cua luan an sé cho phép mé rong va
phét trién tiép nhimg cong cu, hé théng hd tro phat hién gidu tin trén nhiing loai dir
liéu sb khac, phuc vu bai todn an toan thong tin trong linh vyc an ninh, quéc

phong...
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PHAN MO DAU
1. Tinh cép thiét ciia luan 4n

“Gidu thong tin” (Steganography') 1 k¥ thuat lién lac mat dwa trén hinh
thire gidu thong tin quan trong vao dbi tuong khac. Tir thoi ky ¢6 dai nguoi ta da st
dung phuong phap nay dé lién lac mat cho nhau. Mot vi du ¢b dién hinh vé gidu tin
[76] (485-525 trudc cong nguyén) la cau chuyén cua mdt nguoi tén la Histaizus
mudn gtri théng tin quan trong vé “Ké hoach ung ho cudc ndi day chdng lai dirc vua
Ba tu Xerxes” cho nha nhiép chinh thanh phé Miletus bang cach xam thong tin 1én
da dau nguoi nd I¢ tin cay cua minh, cho dén khi toc moc dai tro lai ong ta cur nguoi
no 1& d6 dén gap nha nhiép chinh. Hay mot phat minh khac cta Pliny T. Elder (23-
79 sau cong nguyén) vé muc “khong mau” chinh 1a sita dong vat, khi muc nay viét
trén gidy dé kho kho phat hién ra, va chi khi gidy d6 duoc ho néng cac vét muc sé
chuyén sang niu. Vao thoi ky phuc hung, nim 1518 Johannes Trithemius viét cubn
sach vé ma hoa “Polygraphia”. Trong cuén sich nay nguoi ta thiy xuat hién dau
tién thuat ngir “Steganographia”, day 1a mot tir ghép bat ngudn tir ngdn ngir Hy lap
steganos nghia 1a bao boc “cover” va graphia nghia 13 bdn viét “writing” [27].

Trai qua nhiéu thoi ky bién dong ciia xa hoi loai nguoi, ngy nay khi ma ky
thuat s6 bung nd, con ngudi ciing “sd hod” linh vuc gidu tin phuc vu cho cudc séng
hién dai. Do tinh uu viét cia cac ky thuat giéu tin la “vo hinh” nén no tré thanh
cong cy hitu ich cho mét s6 t6 chirc trao doi thong tin quan trong trong méi truong
truyén thong cong cong. Vi vdy gidu tin mat phat trién mot cach nhanh chéng va
ngay cang tinh sao hon v6i mot luong 16n coéng trinh gidu tin dugce cong bd thudong
nién (chua ké dén sb k¥ thuat gidu khong cong bd cong khai) nhu théng ké trong
biéu do hinh 1 giai doan tir naim 1992 dén 2007 cua Jessica Fridrich [32].

Gidu tin c6 mot vu diém ma mat ma hoc (Cryptography) con han ché d6 1a
¢6 thé “bao vé dugc ban quyén sb, hay khi giita cac ddi twong lién lac mat v6i nhau

trén cac kénh thong tin céng cong ma it bi nghi ngd”. Ly do vi ban quyén sb d3 ma

! Thuat ngir Steganography dugc tam dich thanh “Gidu tin” va dugc sir dung trong toan bé ludn an nay
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hoa sau khi dugc gidi ma thi kho c6 thé gitr duge ban quyén, hay thong tin mat can
trao doi gitra cac bén, sau khi dugc ma hoda s€ lam cho nguodi khac biét ro 1a cac bén
c6 trao doi thong tin mat nao d6 cho nhau. Giau tin trong dir li¢u da phuong tién

chinh 1a nhitng “bo6 khuyét” cho cac van dé trén cia mat ma hoc.

Number of now soltware stego tooks

Hinh 1. Ky thudt gidu tin cong bé trong giai doan 1992 — 2007[32]

Vé nguyén 1y, gidu tin trong dit liéu video, dir liéu am thanh hay trong dir
liu anh sd khong khac gi nhidu. Tuy nhién, do gidu tin trong anh d& thyc hién hon,
giéu duoc nhiéu thong tin hon, va anh Ia dbi tuong dugc sir dung kha phé bién trén
Internet hién nay, nén k¥ thuat gidu tin trong anh chiém ti 18 nhiéu nhat trong céac

loai dir liéu da phuong tién (hinh 2).

disk space

A o

video (2.8)
other (2.7%)
network (1.3%)

HHinges

Hinh 2. T7 I¢ phirong tién dwoc lya chon dé gidu tin nam 2008 [32]

Vay gidu tin trong anh 1a gi ? Tai sao no lai phat trién nhanh va s6i dong nhu
vy ? Theo [18, 27], gidu thong tin 13 k¥ thudt “nhang” mot luong théng tin vao di

liéu anh s6 sao cho dam bao cac yéu cau sau:
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1/. Khong thé phat hién (undetectability) théng tin gidu trong anh gbc bang

cam nhn cua con nguoi.

2/. Khong thé phéan biét duoc (undistinguishable) ddu 14 anh geva dau 14 anh

cO giau tin bang cam nhan ctia con nguoi.

3/. Luong thong tin gidu 16n nhat co thé (steganographyic capacity) trong
gbc sao cho khong vi pham yéu cau 1/ va yéu cau 2/ néu trén. Ngoai ra, viéc gidu
thong tin trong anh con dem lai kha nang tiét kiém bo nhé va thoi gian truyén tin
dang ké. Vi du: Gia sir mot anh xam 8 — bit ¢ kich ¢& 4x6 cm twong ung voéi
630x945 pixel (twong dwong 595350 pixel). Néu mdi pixel gidu duge mot bit thong
tin, thi 595350 pixel c6 thé gidu lwong thong tin lap ddy 19 trang gidy A4 (trung
binh mdi trang A4 chira duoc 75 ky tu x 50 dong).

Thong tin c6 thé dugc giau trén mién khong gian hodc trén C4c hé so bién doi
cua anh nhu bién doi tan so cosine roi rac, wavelet rdi rac, fourier roi rac hay bién

d6i sai phan (difference image).

K¥ thuat gidu tin trong anh da s6 1a phuong phap gidu trén bit co it y nghia
nhat LSB (Least Significant Bit) ctia diém anh hodc cta cac hé sé bién doi, vi thay
d6i trén bit LSB it anh hudng dén chat luong anh theo kha ning cam nhén cta con
nguoi [16, 17, 19, 50, 51, 53 - 55, 65, 67, 69, 75, 77, 91, 100]. Ngoai ra con c6 mot
s6 phuong phép gidu khac theo cach thic ¢o sy thay doi nho trén anh nhu phuong
phap gidu theo hinh thirc chén nhidu — k§y thuat giau tin SS (Spread Spectrum) [3, 4,
26, 60], phuong phap gidu tin theo hinh thtrc diéu chinh hé sb lugng tr QIM
(Quantization Index Modulation) [5, 23, 42, 65, 79], hay mét s k¥ thuat gidu dic
biét khac: MBNS [101], RCM [25], RVH [45],...

Gidng nhu trong Mat ma hoc, Tham méa (Cryptanalysis) 1a k¥ thuat ddi 1ap
nhung song song ton tai VA phat trién clng véi su phat trién cta ky thuat Mat ma,

nham giai ma cac “ban ma” thu nhan dugc dé€ hi€u ré ndi dung ban dau cua ban ma,
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thi phat hién anh c6 gidu tin (image steganalysis®) 1a k§ thuét d6i 1ap voi ky thuat

gi4u tin nham do tim anh sé nao d6 c¢é giau thong tin hay khdng.

Viéc nghién ctru phat hién anh giau tin ngoai ¥ nghia khoa hoc con ¢6 hai y
nghia thyc tién, d6 1a: Thir nhét, nhim phuc vu déc lwc cho an ninh qudc phong cia
mdi quéc gia; Thr hai, nham ning cip va thuc day su phét trién cua ky thuat gidu
tin trong anh. Chinh vi vdy, & cac nudc, nhit 1 cac nude co nén cong nghiép phat
trién nhu: MY, Anh, Ptic, Israel, Trung Quéc, Han Quéc, Nhat Ban ... da dau tu rat
nhiéu kinh phi cho viéc nghién ctru nay. Tai Viét Nam, cling dd c6 mot s6 co quan
don vi nghién ctru vé gidu tin trong anh va phat hién anh cé giau tin nhu: Tong Cuc
an ninh I — B6 Cong An, Vién Cong Nghé Thong tin — Vién khoa hoc Viét Nam,
truong Pai hoc bach khoa Ha Noi, truong Pai hoc Khoa hoc Tu nhién Thanh phé

Ho6 Chi Minh... nhung van con ro1 rac va chua duge dau tu dung muec.

Véi hai myc dich néu trén dan dén hai hudng nghién ciru khéc nhau : Hudng
thi nhét, c6 ging xay dung thuit toan phat hién mu (blind steganalysis) cho anh ¢
giu tin sir dung k¥ thuat gidu bat ky; Huéng thtr hai, dua vao k¥ thuat gidu tin nao
d6 da biét, c6 thé xay dung dugc thuit todn phat hién phu hop (phét hién c6 rang

budc — constraint steganalysis).

D3 c6 nhiéu cong trinh cong bd nghién ciru trén thé gidi thanh cong theo hai

hudng nay :

- V6i k¥ thuat phat hién mu cho anh c6 gidu tin trén LSB cua mién khong
gian c6 cac cong trinh [31, 38, 84, 95, 102] va mién tan s ¢ cong trinh
[71], k¥ thuat phat hién mu cho anh gidu tin st dung k¥ thuat gidu SS ¢6
cong trinh [83], k¥ thuat gidu QIM c6 c4c cdng trinh [59, 81, 82] hay phat
hién ml cho anh JPEG c6 gidu tin [66].

- V6i ky thuat phat hién c6 rang budc cho anh c6 giau tin sir dung mot sd
k¥ thuat gidu dd biét, nhu cac cong trinh: [36] (tAn cong k¥ thuat gidu
OutGuess), [33] (tin cong k¥ thuat gidu F5), [46] (tAn cong k¥ thuat gidu

2 Thuat ngit image steganalysis dugc tam dich 14 “phét hién anh giu tin”
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HKC), [24] (tin cong k¥ thuat gidu RCM), [14] (tAn cong k¥ thuét gidu
tin MBNS).

Tuy nhién, cac k¥ thuat gidu tin ra doi sau ngdy cang tinh xao hon doi hoi
cac nha phan tich anh c6 gidu tin khong nging tim ra phuong phap phat hién phu
hop bat kip voi xu hudng phat trién ciia ky thuat gidu thong tin. Dac biét véi toc do
phat trién nhanh chéng cua Internet ngdy nay thi nhu cau trao ddi thong tin bang
anh ngay cang 16n manh, do d6 dé dam bao an toan an ninh, qudc phong hay hd trg
nang cap, cai tién k¥ thuat gidu nao d6 an toan hon dang 1a bai toan cap thiét dit ra

cho cac nha nghién ctru trong linh vuc an toan thong tin ¢ nudce ta hién nay.
2. Muc tiéu va pham vi nghién ctru

Tir phan tich néu trén, ludn 4n ndy tap trung nghién ctru ci tién va dé xuat
mot s6 k§ thut phat hién anh c6 gidu tin theo hai huéng chinh:

- Th nhit, dua ra mot sé k§ thudt phat hién mu cho anh cé gidu tin trén

LSB ctia mién khong gian va mién tan sd. Tir viéc khao sat, phan tich k§
thuat gidu LSB va mot sb k¥ thuat phat hién cua tac gia khac luan an dua
ra phuong phap phat hién khac cho két qua phan loai twong duong hoic
t6t hon trong truong hop nao d6 so véi cac k¥ thuat phat hién khac.

- Tht hai, dua ra mot s6 ki thuat phat hién c6 rang budc cho anh cé gidu
tin v6i ki thuat gidu biét trude. Ky thut gidu biét trude thuong 1 trudong
hop riéng cua k¥ thuat gidu LSB, né cho phép gidu voi luong thong tin
gidu thap, vi vay néu quy vé bai toan phat hién ml s& cho két qua phat
hién khéng cao, trong cac trudng hop riéng ndy thudng s& cb ging tim ra
phuong phap phat hién tdi vu hon cac phuong phap phat hién mu.

Pbi tugng anh nghién ctru 1a cac anh dang BITMAP vi hau hét cac anh trong
may tinh, cac anh chup tir may anh k¥ thuét sé hodc cac anh tir cic trang web 13 luu
duédi dang nay (nhu céc dinh dang: jpg, gif, png, tif, psp, bmp, ...), con anh dang
vector (nhu cac dinh dang: pdf, eps, ai, cdr, svg, dwg ,...) khong nam trong pham vi

nghién ctru ctia luan an nay.
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3. Nhirng dong gop cua luin an

Nhing déng gop chinh ctia ludn 4n 1a dua ra ki thuat phat hién anh c6 gidu

tin theo hai bai toan sau:

Bai toan 1: Ky thuat phat hién mu cho anh c6 gidu tin trén LSB ctia mién

khong gian (mién tan s6) vdi cac ky thuat dé xuat sau:

Dé xuit ba k¥ thuat phat hién mu cho anh c6 gidu tin trén LSB cua mién
khong gian bang: phwong phap phén tich d6 léch chuin, phuong phap
théng ké x* mét bac tw do (x,°), phuong phap phan tich ti 1& xam.

bé xuit mot k¥ thuat phat hién mu cho anh giéu tin trén LSB ctia mién
tan s6 bang phan tich ti 1& xam.

Dé xuat phuong phap phat hién mu bang cach wéc luong thong tin gidu

trén LSB ctia mién khong gian dua trén 1y thuyét tring khap.

Bai toan 2: K§¥ thuat phat hién c6 rang budc cho anh co gidu tin st dung k¥

thuat gidu da biét gom:

K§ thuat gidu thuan nghich IWH trén hé sé wavelet.
K§ thuat giau thuan nghich DIH trén hé s6 sai phan.
K§ thuat gidu HKC trén mién khong gian.

K3 thuat gidu RVH véi hai pha ngang doc.

Tién hanh thuc nghiém trén nhimg bo dit liéu c6 s6 lugng anh 16n dé so sanh

k¥ thuat méi dé xudt v6i cac ki thuat khac da biét. Tap anh sir dung dé thir nghiém

gém mot phén anh tai vé tir cac thu vién anh truc tuyén cua truong dai hoc

Washington [103], dai hoc Southern California [107] va mot phan duoc tao ra tir

may anh k¥ thuat s6 va dién thoai di dong.

4. To chirc luan an

Luan an gom ba chuong, moi chuong déu c¢6 phan gidi thiéu va phan két

luan chuong. Chwong 1 giéi thiéu tong quan vé gidu tin trong anh, phat hién anh c6

gi4u tin va cac nghién ctru lién quan. Ngoai ra, chuong niy con néu ra phuong phap

danh gia cac k¥ thuat phat hién anh co gidu tin theo chuin danh gia do chinh xac

(Precision), d6 bao phu (Recall), d6 trung binh diéu hoa (F-measure) va ngudn dit

liéu anh sir dung dé thir nghiém.
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Chuwong 2 d& xuit mot s6 k¥ thuat phat hién mu cho anh c6 gidu tin trén
LSB gdm cac k¥ thuat phat hién: “do 1éch chuén”, “y;?”, “ti 16 xdm” va phat hién
bang phuong phap udc luong thong tin gidu trong sir dung 1y thuyét “trung khép”.
Tir d6 dua ra két qua so sanh giita cac ki thuat dé xuat va mot sé phuong phap phat
hién mu khéc: y? véi n bac tu do cua A. Westfeld [15], LLRT cua K. Sullivan [80]
va k¥ thuat udc lugng: RS cua Jessica Fridrich va cong su [31], DI cua T. Zhang va
X. Ping [102] cho thdy két qua twong duong va hiéu qua hon & mot so trudng hop.

Chuwong 3 dé xuat bon k¥ thuat phat hién c6 rang budc cho anh cé gidu tin
str dung mot s6 k¥ thuat gidu tin da biét: DIH, HKC, IWH va RVH. Céc két qua tht
nghiém cho thay do tin cay ciia k¥ thuat phat hién dé xuat.

Phan cudi cung 12 phan két ludn chung va phu luc.

Phu luc chuong trinh dé moé voi hai moé dun chinh: Mo dun gidu tin va mo
dun phat hién anh gidu tin. Mdi mé dun gdm céc chirc niang phuc vu cac thir nghiém

trong ludn an.
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Chuwong 1. GIAU TIN TRONG ANH, PHAT HIEN ANH CO
GIAU TIN VA CAC NGHIEN CUU LIEN QUAN

Trong chuong nay trinh bay tong quan vé k¥ thuit gidu tin trong anh, cac
phuong phap gidu tin thudng st dung trong thoi gian gan day, k¥ thuat phat hién
anh c6 gidu tin va cac nghién ciru lién quan. Tir d6 dwa ra phuong phap phét hién
anh c6 gidu tin d& xuit trong chuong 2 va 3. Ngoai ra chuong nay con gi6i thiéu
phuong phap thir nghiém, danh gia va ngudn dir liéu anh thir nghiém cho céac k¥

thuat phat hién dé xuét trong cac chuong tiép theo.

1.1. GIAU TIN TRONG ANH VA NGHIEN CUU LIEN QUAN
1.1.1. Khai niém

Gidu tin trong anh (image steganography) 1a k¥ thuat lgi dung mét s thong
tin du thira cua dir liéu anh gdc (cover image) dé gidu (hodc nhing) thong tin vao
d6. K¥ thuat gidu nay phai dam bao chi nguoi gui (gidu) va nguoi nhan (tach) biét
thong tin dd gidu, con nhimg nguoi khac kho ¢6 thé cam nhan duogc su ton tai cla

thong tin da gidu trong anh [18, 27, 32].

Gidu tin trong anh gom hai giai doan: nhung thong tin vao anh gdc va tach
thong tin di gidu. Pé ting cudng d6 an toan cho thong tin dem gidu, thuong thi
trudc khi gidu thong tin ¢ thé dugc ma héa bang ki thuat ma hoa nao d6 [27, 45,
74]. Trong qua trinh tach thong tin, dit lidu gbc co6 thé tham gia hodc khong. Céac ki

thuat gidu tin tt thuong khong can dir liéu gbe dé tach thong tin da giau.

. . Dir liéu c6 chira thdng
Dit liéu goc ¢ .
R tin s
B gidu tin
I - ==
) | ]
| e 2. <A 2.
1 Bien 61 T : y : Bién 6103l X
I - » (tuychon) [--' R N S

. (tuy chon)

Hinh 1.1: So' d6 qua trinh gidu tin trong danh [84].
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Dir liéu c6 chira thong tin

(Stego) s

Thoéng tin M

A 4

B0 tach tin

Bién d6i T
----- » (tuychon) f--

Hinh 1.2: So' do qud trinh tach tin trong dnbh.

Hinh 1.1 va 1.2 1a so dd téng quat cua qua trinh gidu tin va tach tin trong

anh, trong d6 phép bién d6i T va T 1a cac phép bién ddi tan sd cosine, wavelet,

fourier roi rac hodc bién ddi sai phan (image difference). Duéi day 13 tom luge mot

s6 phép bién doi sir dung trong luan 4n nay:

Bién doi cosine roi rac duge thuc hién theo chuin nén anh JPEG, mién
dir liéu pixel cua anh duoc chia thanh cac mién nho (thuong 1a kich c&
8x8 hoic 16x16 pixel) st dung phép bién cosine rdi rac dugc cac hé sb
cosine [43], théng tin thuong dugc gidu vao cac hé s cosine ¢ gia tri
16n nhat hodc nam & mién tan sd gitta nhu cac ki thuét gidu [3, 7, 23, 25,
69, 70, 92, 94, 104].

Bién d6i wavelet r0i rac, st dung phép bién doi wavelet roi rac bién doi
mién dir liéu pixel thanh bdn bang tin méi LL, LH, HL, HH [72, 99]. Cac
gia tri trén bon bang tan ndy goi la cac hé s6 wavelet. Theo nhan dinh cua
nhirng nha gidu tin thi khi c¢6 thay d6i nho cac hé sb wavelet trén hai bang
tan cao LH va HL (mot s6 k¥ thuat gidu sir dung ca bang tan HH) sé it
anh huong dén chit luong truc quan cua anh ban dau nhu cac k¥ thuat
gidu [4, 5, 6, 42, 73, 91, 99]. Con bing tan LL khong hay st dung dé gidu
tin vi n6 chinh 12 noi dung thu nhé cua anh, khi gidu vao bang tan nay sé
anh huong dén chét luong ctia anh ban dau.

Bién d6i sai phan (image difference), gia su dir liéu anh nao do, kich
thudc m x n pixel, dugc biéu dién dudi dang vector X = {x;, 1=0, ..., m -
1,j=0, ...,n- 1}, mién gia tri pixel ctia anh s€ duoc bién doi sang mién

gia tri sai phan dugc vector cac hé s sai phan D ={d;j} trong do d; =
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Xi2j+1 — Xi2j volt 0<1<m-—1,0 SJ <nf2-1 hO?_iC dij = Xij-1— Xij vo1 0 <

i<m-—1,0<j<n-2. Thong tin thuong dugc gidu trén LSB cua cac hé

s6 nay nhu cac ky thuat [48, 49, 52, 53, 90, 97].
1.1.2. Phwong phap gidu tin va nghién ctru lién quan

K§ thuat gidu tin trong anh ra doi dya trén su phat trién vu viét cua k¥ thuat

thuy van s6 (Watermarking), phuwong phép thiy van anh sb dau tién 1a phuong phap
thity van trén LSB ciia anh hay con goi la phwong phéap thay thé LSB (LSB
replacement — LSB hiding) va no ciing tré thanh phuong phap gidu tin dau tién
trong anh [75].

Phuong phap gidu tin trén LSB 1a phuwong phép thay thé céc bit thong tin vao
bit LSB ciia diém anh. Trong mot diém anh ciia anh 8-bit cdp do xam c6 thé biéu
dién dudi dang chudi nhi phan 8 bit (gia sir diém anh P c6 gia tri 236 c6 thé biéu
dién thanh chudi nhi phan 8 bit 1a “111011007) thi 7 bit lién tiép dau tién (1a chudi
bit “1110110”) goi la cac bit MSBs (Most Significant Bit) c6 y nghia quan trong
nhat dbi v6i diém anh, con bit cudi cung (bit “0”) goi 1 bit LSB Vi ¢6 anh huong it
nhat dén sy thé hién ciia diém anh. Do vay, viéc thay doi gia tri cta bit LSB (tir “0”
sang “1” hay tir “1” sang “0”) khong 1am anh huong nhiéu dén chat luong truc quan
cua anh.

K¥ thuat gidu tin trén LSB van con duoc ua chudng cho dén ngay nay ¢ chd
n6 rat don gian va c6 kha nang gidu duoc nhiéu thong tin. Mdi diém anh c6 thé
nhung dugoc mot bit thong tin, do do ti 1€ nhung 16n nhét 13 mot bit théng tin trén
mot diém anh (hay do dai bit thong tin c6 thé nhung bang s6 diém anh cta anh).

Pé don gian, gia sir anh gdc dau vao dé gidu tin 13 anh x4m 8 — bit kich cd m
x n diém anh, dit liéu anh dugc biéu dién dudi dang vector X™" ={x;, i=1, ..., m,
=1, ..., n, X e {0, ..., 255}}. Sau khi gidu chudi bit thong tin B'= {bi,i=1, ...,1,
b; € {0,1}} vao anh bang cach thay thé timng bit b; € B vao timg bit LSB ciia xjj theo

thr tw ndo d6 ta nhan dugce anh c6 gidu tin v6i vector S™" ={s;;, i=1, ..., m, j=1, ...,
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n, sje {0, ..., 255}} tuong tng. Khi d6 LSB cua diém anh dugc gidu tin theo mo ta
nhu hinh 1.3 (gidu trén diém anh c6 gia tri bang 117).

LSB Hiding

X S

mse | O O

1| 1

n—"""'—ﬂ-———’ 1 1

1 1

®) @)

1 1

Image ol le)
LSB 1 —_— - B

Value: 147 z
B=1 —m 117

Hinh 1.3. Minh hoa gidu théng tin trong LSB ciia dnh cap xam 8 - bit [84].

Viéc 4p dung ham gidu va tach thong tin c¢6 thé thuc hién twong tu trén anh
24 - bit mau véi 3 kénh mau R, G, B (mdi kénh 8 — bit), khi d6 viéc gidu tin thuong
thue hién trén kénh mau B (dugc cho 13 it anh hudng dén hé théng cam nhan cia

mat ngudi [27]) nhu qua trinh gidu tin trén anh 8 — bit cap do mau.

Dé dam bao anh sau khi di giu tin bang k§y thuat giau LSB trén mién khong
gian khong bi pha v& bang mot sd phép tan cong hinh hoc nhu xoay, nén, co, gian,
... ngudi ta dé& xuat mot s6 phuong phap gidu cai tién LSB khac trén mién tan sé:
cosine [3, 7, 23, 25, 94, 104], wavelet [91, 99]. M6t s6 khac con gidu trén LSB cua
cac hé sb sai phan [49, 53, 90, 97].

Bit LSB cua diém anh hay cta hé s bién doi duoc chon dé gidu thong tin c6
thé chon theo thir tw tudn tw (Quét raster) (nhu k¥ thuat gidu EzStego [105], Jstego
[104 ], DE [91], ...) hodc theo thir tir ngdu nhién dua trén mot bo chon vi tri gia
ngau nhién PR (Pseudo Random) (nhu k¥ thuat gidu OutGuess [71], F5 [94], Hide
and Seek [69], ...). Ngoai ra con c6 hai truong dic biét gidu trén LSB d6 1a: phuong
phép tang giam LSB, phuong phap dong chan 1.

Phwong phap tang giam LSB (#1 embedding), bit thdng tin s¢ duogc so sanh
v6i bit LSB cua diém anh duge chon (viéc chon diém anh c6 thé 1a tuan tu hodc

ngau nhién theo bo chon PR). Néu bit thong tin cung gia tri voi bit LSB cua diém
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anh can gidu thi mic dinh s& gidu mot bit thong tin vao diém anh nay, nguoc lai
diém anh can gidu s& tang hodc giam di 1 dé LSB cua né dong gia tri voi bit thong
tin. Mot s6 k¥ thuat gidu sir dung phuong phap gidu nay nhu [78, 49]....

Phwong phdp dong chan 16, chia mién khong gian anh ra thanh nhiéu khéi
bang nhau kich thudc k x t, bit thong tin s& duoc gidu vao timg khdi theo quy tic: s6
bit LSB ¢6 gia tri “1” ctia khdi phai déng tinh chén 1é véi bit duoc gidu, tic 1a sb bit
“1” ctia mot khdi LSB 1a 1é néu bit thong tin can gidu 1 “1”, nguoc lai 13 chin néu
bit can gidu 13 “0”. Trong truong hop khong tring hop, ta phai thay dbi gia tri LSB
ctia khdi d6 dé dam bao dong tinh chin 1¢ vé6i bit thong tin. Truong hop dic biét,
néu kich thuéc mdi khdi dung dé gidu tin 1a 1x1, thi né trd thanh trudng hop gidu
thay thé LSB tong quat. Ky thuat giau sir dung phuong phap gidu nay nhu [78], chi

ap dung cho mién khong gian khéng ap dung dugc cho mién tan sb.

C6 thé c6 nhidu phuong phap gidu LSB khac nhau khong tuin theo bdn
phuong phap dd néu ¢ trén, d6 1a cac phwong phéap két hop véi mot trong bon
phuong phép trén (phwong phdp tudn tw, phwong phdp ngdu nhién, phwong phdap
ting gidm, phwong phdp dong chan 1é) cting voi mot sb thao tic ndo d6 nham nang

cao hi¢u qua an toan cho thong tin dugc giau.

Ngoai phuong phéap gidu trén LSB con c6 mot sé phuong phap gidu tin khéac
theo hinh thirc chén nhiéu SS hay diéu chinh hé s6 lwong tir QIM nhu sau:

Ky thudt gidu tin theo hinh thirc chén nhiéu SS: Dit liéu dem gidu s& duogc
diéu bién thanh mét chudi tin hiéu mang thong tin theo mot hé s6 bén viing a, sau
d6 dugc chén vao dir liéu anh gbc. Vi cach thie gidu tin theo kiéu SS da c6 nhiéu
phuong phap duoc dé xuit [3, 4, 26, 27, 32, 60]. Dién hinh nhu phuong phap cua J.
Cox [26], anh géc s& duoc bién doi Cosine va chon ra mét luong hé s6 DCT x, ¢
mién tan sb gitra c6 gia tri 16n nhat bang d6 dai tin hi¢u thong tin can gidu, cac tin
hiéu théng tin dy trong chudi thong tin s& duoc chén vao cac hé sb X, ndy theo mot
trong ba cong thirc sau: S = X¢ + ady, Sk = Xk + (axy) dx = X¢ (1+ady) hoac sk = X
e Theo J.Cox, cac biéu thirc hiéu chinh nay cho phép gidu thong tin bén vimng

trong anh trudc cac tin cong nhidu va mot so phép bién doi hinh hoc.
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Ky thudt gidu tin diéu chinh hé sé lrong tir QIM: 13 mot phwong phap gidu
kha phd bién mic du k¥ thuat gidu hoi phtc tap va kha ning giau thap hon k¥ thuat
gidu LSB, nhung ciing giéng nhu k¥ thuat gidu SS, QIM lam cho thong tin c6 thé
bén virng trudc cac tin cong hinh hoc va nhidu. Gia st coi dit liéu cia anh gdc va
anh c6 gidu tin 13 cac tin hiéu ky hiéu 1an luot 13 {x,} =1 V& {51} n=1, M 12 chudi
thong tin can gidu, khi d6 ta c6 S(X, M)=qu(X). Tin hiéu cta anh c6 gidu tin bao
gdm céac gia trj trong tap lugng tir dau ra, do d6 s& han ché cho trudng hop nén dir
liéu, s& 1am mat thong tin da gidu. Dé co thé cung cip mét tin hiéu anh gidu tin bao
phu tat ca cac gia tri cua tin hi¢u géc, viéc lugng tir sé dugc dich chuyén theo mot
mirc thay d6i nho D bang biéu thire S(X, M) = q(X + D(M)) — D(M) v6i qu 12 ham
luong tir, D 1a ham diéu chinh luong tir. Cé nhiéu phuong phap gidu tin dé xuét theo

hinh thtc gidu nay [5, 23, 42, 65, 79].

Thoi gian gan day do dic thi ciia mot sé linh vuc: y hoc, quan su, nghién
ctru nang lwong hodc hé théng thong tin vé tinh, ... doi hoi yéu cau sau khi tach
thong tin ching ta c6 thé khoi phuc lai anh gdc ban dau. Vi vay k¥ thuat gidu tin
thuan nghich ra doi. Nam 1999, Honsinger va cac cong su dé& xuit ky thuat gidu
thuan nghich dau tién [39], m& ra mot hudng méi trong linh vuc gidu tin. Tiép do
mot loat cac ky thuat gidu tin thuan nghich khac duoc cong b [21, 24, 25, 35, 41,
45, 48, 49, 52, 53, 58, 90, 91, 93, 98, 99]. Sau day gidi thiéu so lwoc mot s6 ki thuat
gidu tiéu biéu.

K¥ thuat mo rong sai phan DE (Difference Expansion) do Tian dua ra (2002)
[90], day 1a k¥ gidu tin dua trén mo rong hé s6 sai phan cua diém anh, dit liéu anh
duogc tinh sai phan theo biéu thire (1.1), thong tin duoc gidu trén LSB cua cac hé sb
sai phan sau khi duoc mé rong. Sau do6 tac gia dé xuét tiép phuong phap mé rong
trén céc hé s6 wavelet dé giau tin [91]. Pén nim 2008, Shaowei Weng va c4c dong
nghiép dua ra k¥ thuat DE cai tién [93] bang cach thém vao ham nén — gién trong
qua trinh gidu tin st dung DE nham giam nhiéu xay ra (theo danh gia bang PSNR)
ctia k¥ thuat gidu thuan nghich DE.
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Nam 2003, Ni va cong su dé xuit k¥ thuat giéu thuan nghich dua trén dich
chuyén biéu dd tan suat goi 1a NSAS [62]. Tiép d6 mot loat cac k¥ thuat gidu thuan
nghich dya phuong phap nay ra doi: ky thuat DIH [49] (2004) (dich chuyén biéu d6
tan sut hé sb sai phan), ky thuat HKC [41] (cai tién k¥ thuat gidu NSAS), k¥ thuat
IWH [99] (2006) (dya trén dich chuyén biéu d6 tan suit hé s6 wavelet nguyén), k¥
thuat RL (2008) [98] 14 k§ thuat gidu thuin cho anh nhi phan dya trén dich chuyén

tan suat cua cac loat den trong anh.

Mot sb k¥ thuat giéu thuan nghich khac khong dua trén biéu d6 tan suét nhu:
K§ thuat gidu MBNS (Multiple-Base Notational System) [101]: dir liéu can gidu
dugc chuyén doi thanh cac hé s6 nho hon theo phuong phép phan tich nhén tir thanh
da thuc, cac diém anh s& dugc diéu chinh dé luu trir cac hé s6 nay; k¥ thuat gidu
RCM dua trén hiéu chinh LSB cua anh theo ban dd mau twong phan [25]; K thuat
gidu hai pha ngang doc RVH [45], chudi théng tin gidu M duoc chia thanh hai
chudi con béng nhau M; va M,, sau d6 duoc giéu lan luot vao hai pha: Pha giéu
ngang, thuc hién giéu trén cac cot 1é cua ma tran anh; Pha giéu doc, thuc hién giéu
trén cac hang chin ctia ma tran anh.

1.1.3. Phwong phap danh gia dd an toan ciia mot lwge dd gidu tin

Khi mot k¥ thuat gidu tin dugc dé xuat, tir doi hoéi “khé c6 thé cam nhan
bang mat thudng” hay “khong thé phat hién bang phuong phap théng ké&” Cachin
d3 dua ra mot khai niém vé gidu tin an toan [15].

Trude tién, chung ta can dua ra mot vai ky hiéu s& dugc sir dung xuyén sudt
luan an nay. Pat € ky hiéu 1a tap tat ca cac anh géc C, M 14 tap céc thong tin mat
M, % 1 tap céac khoa K giau tin, S 1a tap tat ca cac anh stego S. Mot luoc do gidu
tin (thuat toan) 1a mot cap (Sg, Sx), Voi Sg: € X M x K — § la ham nhung thdng tin
VA Sy: S x I — M laham tach théng tin. Ham nhdng Sg tao ra mot ddi twong S
S trmdi Ce €, M € M va K e X, tuong tu ham tach Sy tach thong tin M tir S
bang khoa K.
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Gia st Pc ham phan bd xéc xuit caa C € €. Néu khéa K e K vaM e M
duoc chon ngau nhién thi luge dd gidu tin (Sg, Sx) cung véi ham phan bd xé&c suat
Pc s& dugc ham phan bd xac suat Ps twong tng cua S € §. Khi d6 theo khai niém vé

gidu tin an toan cua Cachin [15] ta c6 dinh nghia sau:

Pinh nghia 1.1 — Mot luoc do (thudt todn) gidu tin dwge goi la an todn néu sai phdn

Kullback — Leibler giita ham mdt dg xdc sudt ciia Pc va Pg theo (1.1) la bang 0

Di.(Pc || Ps) = Seee Pe(C)log 2L (L.1)

Ps(C)

Khi D (Pc || Ps) < & thi lwoc dé gidu tin c6 dé an toan e (¢ - secure), trong

dé € la mét sé thyce dieong dii nhé 0y Y cho trude.

Pay 1a khai niém dung tir quan diém 1y thuyét, n6 rat kho thuc hién trong
thue té vi mot luge d6 gidu tin dé dam bao Dy (Pc || Ps) = 0 1a khong thé vi diéu
nay nghia 1a khong thay doi gi trén anh gdc, tirc 1a P¢ = Ps (theo bé dé co ban trong
Ly thuyét thong tin). Vi vy, ngudi ta thuong gidu sao cho dat do an toan € - secure

dam bao thay d6i trén anh nho nhat ma mat ngudi khong thé cam nhan.

Tuy nhién, rat nhiéu luoc do gidu tin [25, 45, 49, 52, 62, 90, 91, 93, 99] chu
yéu str dung danh gia kha ning cam nhan cia con ngudi dua vao d6 do PSNR (Peak
signal to noise ratio) giira anh gdc ban dau va anh sau khi giau tin [89]. PSNR la
phuong phap danh gia do an toan diwa theo hudng tiép can chu quan. Theo hudng
tiép can nay thi cam nhéan cia con ngudi duge phan 1am ndm muc khac nhau. Trén
mdi murc, chit lugng anh s€ duogc tinh theo PSNR, sau do6 tuy vao gié tri tinh duoc
ma anh s& duoc danh gia 1a thudc vao ngudng nao. Chit luong PSNR duoc anh xa

vao thang do danh gia binh quan MOS (Mean Opinion Score) theo bang 1.1.

Bang 1.1. Mdi quan hé giita cac gia tri PSNR va MOS

PSNR [dB] MOS
> 37 5 (Rat tot)
31-37 4 (Tot)
25-31 3 (Trung binh)
20 — 25 2 (Toi)
<20 1 (Rat toi)
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Nhiéu k¥ thuat gidu tin nhu [25, 45, 49, 52, 62, 90, 91, 93, 99] thuong cb
ging tac dong 1én anh sau khi gidu tin 1am cho chat luong anh theo danh gia PSNR
nam & muc 5, v6i gia tri cia PSNR tir 39 dB — 46 dB.

1.2. PHAT HIEN ANH GIAU TIN VA CAC NGHIEN CUU LIEN QUAN
1.2.1. Khai niém

Phét hién anh gidu tin (image steganalysis) 1a k¥ thudt phat hién sy ton tai
ctia thong tin mat dugc gidu trong anh sb [27].

Gidng nhu tham m3, muc dich cta steganalysis 1a phat hién ra d6i tuong anh
s6 mang thong tin an va pha v tinh bi mat ciia vat mang tin do.

Hinh 1.4 md ta qué trinh téng quat cta k¥ thuat phat hién anh giau tin. Trong
d6 phép bién doi T 1a phép bién doi roi rac cosine, wavelet, hodc bién d6i sai phan

... (trong mot s6 truong hop can thiét).

Dit liéu anh S
Quyét dinh:
—> B0 nhan Cover hay
dang stego ?
- 1= P
: Bién d6i T !
! |

(tuy chon)

Hinh 1.4. So @6 qud trinh phat hién dnh c6 gidu tin [84]
1.2.2. Phwong phap phat hién anh c6 gidu tin
Phat hién anh gicfu tin c6 thé dinh nghia nhu mot bai toan phan loai dya trén
kiém dinh gia thuyét thong ké. Piéu nay phu thudc vao sy hiéu biét cta chung ta vé
luge @6 gidu tin, do d6 phdt hién dnh gidu tin duge phat biéu: hodc nhu bai toan
kiém dinh gia thuyét don (simple hypothesis); hodc nhu bai toan kiém gia thuyét

phuc hop (composite hypothesis).

Néu chung ta khong cd thong tin gi vé luge d6 gidu tin thi phuong phap phat
hién goi 1a phat hién mu (blind steganalysis), bai toan phéan loai c6 thé phat biéu dya

trén kiém dinh gia thuyét phirc hop:
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Ho: X duoc rat ra tir ham phan bd xéac sudt 1a Ps

Hi: X khdng dugc rat ra tir ham phan bd xac suat Pg

V6i X 1a mau dir liéu anh dugc xét.

Trong trudng hop biét truée thong tin vé luoc d6 gidu tin thi phuong phap
phat hién goi la phat hién c6 rang budc (constraint steganalysis). Gia st chiing ta
biét duoc phan bd xac suit cua Pc, luge dd gidu tin (Sg, Sx) va phan b cua thong
tin M, chling ta ¢ thé tinh dugc Ps. Tir d6 chiing ta c6 thé dua ra phuong phap phat
hién c6 rang budc nhu bai toan phan loai dua trén kiém dinh gia thuyét don:

Ho: X c6 phan b xéc suit 1a Ps

Hi: X c6 phan b xac suét 1a P¢

Dé giai quyét bai toan kiém dinh gia thuyét thong ké nay, chiing ta can tim ra
duoc mién diéu kién cua anh géc va anh cé giéu tin.

Gia s, b0 phat hién dugc miéu ta nhu mot anh xa F: Q — {0, 1}, vdi
F(X)=0, X duoc phat hién 1 anh gbc, v6i F(X) = 1, X dugc cho 1 anh ¢6 gidu tin.
Khi d6 ta c6 tp mién rang budc Q; = {XcQ | F(X) = 1}.

Vay viéc giai quyét bai toan kiém dinh gia thuyét thong ké trén tuong duong
v6i viée chia tap Q thanh hai phan roi nhau: ® va Q\w. RS rang 13 ¢6 nhiéu cach
chia khac nhau, du chia cach nao ciing s& xay ra hai sai lam: sai 1am loai I, |2 sai sd
xay ra khi thuc té 1a X € o nhung ta lai gan cho X € Q\o, véi xac suit a (0<a<l)
va sai 1am loai IT 1a sai 1am Xay ra khi thyc té 1a X € Q\o nhung ta lai gan cho X €
o v6i xac suat B (0 < B <1).

Xéc suét o Va P voi b phat hién F ¢6 thé biéu dién toan hoc nhu sau:

a=P(F(X)=1|X ~P¢) = fw P-(X)dx
B=P(F(X)=0| X ~Pg) = [, | B(X)dx

Mot bo phat hién 1a chdp nhan dugc néu théa man (1.2)
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(1-0) log (55)+ alog (%) < Dy (Pe[lPs) (12)

Khong c6 thuat toan chia nao 1am cyc tiéu hoa ca hai sai 1am nay dong thoi.
Trong thyc té, ngudi ta thuong ¢ dinh xac suat sai 1am loai I (cho trudc xac suét o)
va tim thuat toan phan loai sao cho sai 1am loai II (x4c suét B) 1 nho nhat. Bai toan
phan hoach khong gian 1am hai mién ® va Q\® twong duong bai toan xac dinh
ngudng T (threshold) sao cho néu mét phan tir X nao dé c6 dic trung théng ké vuot

qua ngudng T thi ta bac bo gia thuyét Hy, nguoc lai chap nhan gia thuyét Ho.

Theo hudng phat hién dua trén 1y thuyét théng ké boc 16 su khac biét co ban
gifra phat hién c6 rang budc va phat hién mu, phat hién c6 rang budc ching ta c6 thé
dua ra bai toan phat hién t6i uu dua trén nhitng hiéu biét vé luge do gidu tin biét
trude, con phat hién mu dua trén kiém dinh phtc hop thi bai toan ti uu ciia né
thudc 16p bai toan tdn cong mu va két qua ctia ching phu thude chu yéu vao ty 18

thong tin dem nhung, ty I¢ nhung cang cao thi d§ chinh xé4c cang lon.
1.2.3. Nghién ciru lién quan va hwéng phat trién ciia luin an

Céac phuong phap nghién ctru anh c6 gidu tin tap trung vao hai huéng chinh

nhu da néu trén;

- Hudng thir nhét cb ging xay dung phat hién mu cho k¥ thuat gidu bat ky.
~ Hudng thir hai tim cach phat hién anh stego khi biét k¥ thuat gidu tin (phat

hién c6 rang budc).

Trong luan &n nay chi di sau vao nghién ctru k¥ thuat phat hi¢n mu cho anh c6
gidu tin trén LSB va k¥ thuat phat hién c6 rang budc cho k¥ thuat gidu HKC, DIH,
IWH, RVH. Con céc k¥ thuat phat hién mu khac cho cac k¥ thuat gidu SS, QIM, k¥
thuat gidu tin trén anh JPEG c6 thé tham khao luan an tién sy cia K. Sullivan [84]

va cua Tomas Pevny [66].

Sau day gidi thiéu so lwgc mot s6 ky thuat phat hién mi cho anh cé giu tin
trén LSB tiéu biéu, phat hién c6 rang budc cho mét sd k¥ thuat gidu da biét va tir 6

dua ra huéng phat trién cac k¥ thuat phat hién trong luan an.
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1.2.3.1. Phwong phdp phdt hién mit cho dnh gidu trén LSB
1. Mt s6 phwong phap phat hién mu tiéu biéu

Phuong phép phat hién mu trén LSB duoc cong bd sém nhét 1a k¥ thuét y?
(chi-squared) cua A. Westfeld va cong su (nam 1999) [95], c6 kha nang phan biét
mot anh bat ky co hay khong gidu tin str dung k¥ thuat gidu LSB ma khong can anh

255
i=0

gbc. Gia sir dit liéu anh dwoc biéu dién bang vector {x;}7> véi x; 1a tan suat ciia
diém anh i. Goi (X2j, Xoj+1) V61 0 < J < 127, 1a céc cdp gia tri PoV (Pair of Value).
Dua trén quan sat giita tdp anh gbc va tip anh c6 gidu tin (bang cac k¥ thuat gidu
LSB) thiy rang: véi tap anh gidu tin gia tri cua cac cap PoV la xap xi bang nhau,
trong khi voi tap anh gbc thi gia tri cia cac cip PoV 1a chénh léch nhau. Piéu nay
c6 thé giai thich theo vi du minh hoa trong hinh 1.3 cho cdp diém anh c6 gia tri
(116, 117), mot diém anh co gia tri 1a 116 sau khi gidu mot bit “1” nd chuyén thanh
117, con gidu mot bit “0” néd van giit nguyén 116, con diém anh co gia tri 1a 117,
sau khi gidu mot bit “1” né van giit nguyén gia tri, con gidu mot bit “0” nd chuyén
thanh 116. Vi vay khi luong thong tin gidu cang 16n lam cho gié tri cta cac cip PoV
cang can bang hon voi gia thiét chudi bit thong tin co6 phan bd ngau nhién i.d.d
(Independent and Identically Distributed) [95, 29] nén x4c suit sd bit “0” bang sb
bit “1” (P(0) ~ P(1)=0.5). Tir vin d& quan sat d6 ho dwa ra phuong phap phat hién
bﬁng théng ké xz voi N-1 bac tu do trén cac cdp PoV cua anh. Gia tri n dugc xac

dinh tir s6 cac cip PoV co gid tri 16n hon 0.

Pén nam 2001, N. Provos di ap dung phuong phap thong ké trén cua

A.Westfeld cho phat hién anh co6 gidu tin trén LSB ctia cac hé so cosine [71].

Trong luan an tién sy ciia K. Sullivan [84] (2005) dua ra phuong phép phat
hién mu khac cho anh gidu trén LSB dua trén tiéu chudn ti 18 hop 1y logarit LLRT
(Logarit likelihood ratio test). Tac gia sir dung kiém dinh gia thuyét thong ké phirc
hop giita hai gia thuyét Hy va Hg (anh c6 gidu tin véi ti 1¢ gidu 0 < R <1), sau d6 ho
tim cach quy vé hai gia thuyét Hy (anh khong gidu tin) va déi thuyét Hg, (anh co

gidu tin vdi ti 1& gidu Ro). Pé tim ngudng phan loai cho anh thudc mot trong hai gia
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thuyét nay K. Sullivan sir dung phuong phap t6i wu cho bai toan phan loai bang
cach 4p dung tiéu chuan ti 1& hop 1y logarit LLRT theo sai phan Kullback — Leibler
gitra p (1a tAp cac mat do xac sudt cia cac tan suat trong anh gbc) va q (1a tp cac

mat d6 xdc suit trong ung trong anh quan sat) theo dinh nghia sau: D(p|lq) =
255

Zpk Iogp—" , khi d@6 tiéu chuan LLRT sé& dua dit liéu mau can kiém tra c6 an thong
k=0 k

tin néu: D(q||Qrop) — D(q|p) < T(a), v6i Qrop 12 ham thay ddi cac phan tir cua p véi
mot lwong thong tin ¢6 ti 16 Ry. Phuwong phap nay doi hoi phai biét trude anh gbe dé
kiém tra, tuy nhién trong thuc té diéu nay I kho khin do d6 Sullivan dua ra phuong
phap wéc lugng miu dit liéu cta anh gdc tir anh can kiém tra (uwéc luong p tir q)
bang cach st dung phuong phap loc theo dap ting xung chiéu dai hitu han FIR 2-tap
(0.5,0.5) (chiéu dai bo loc bang hai v&i hai dap tng xung h(1)=0.5, h(2) = 0.5)[11].

Mot huéng nghién ciru khac cho phat hién mi anh cé giau tin trén LSB d6 1a
tim cach udc luong ti 1¢ bit thong tin giau trén LSB. K§¥ thuat udc luong tién phong
theo hudng nay la k¥ thuat RS (Regular and Singular) cta Jessica Fridrich va cac
cong su (2001) [31]. K¥ thuat RS wéc luong bang cach phan mién dit liéu anh ra
thanh cac mién con nhé hon cung kich ¢&, thong ké sé mién con déu dan R
(Regular) va di thuong S (Singular) bang mot mit na phu trg M véi hai ham
Hamming F; va F_y, trén anh ty nhién tan suat ctia mién R va S 1a khac nhau, trong
khi véi anh c6 gidu tin cc gia tri nay tién gan nhau néu ti 18 bit gidu 12 50% mién
LSB cua anh. Tir d6 ho xay dung phuong trinh bac hai hdi quy dua trén cac mién R

va S thong ké dugc dé c6 thé ude luong xap xi ti 18 bit gidu trén LSB.

Dé cai thién kha ning wdc luong ti 18 bit gidu trén LSB cua k¥ thuat RS, nim
2003, T. Zhang va cong su dua ra mot phuong phap udc luong khac dua trén phan
tich cac hé s sai phan (goi 1a k§ thuat DI) [102]. Tt biéu do tan suét cac hé sb sai
phan nay c6 thé thay duoc su twong quan giita cac diém anh lién tiép trong anh, tac
gia thdy mot sy khac biét rd rét mdi twong quan cta cac hé sb sai phan giira anh gbc
va anh c6 giau tin. Tir d6 ho xay dung phuong trinh bac hai dé wéc lugng ti 1é bit

thay d6i giira cac diém anh dua trén biéu do hé so sai phan, sy thay doi nay chinh Ia
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ti 1¢ bit théng tin da gidu trén mién LSB cua anh. Dya trén thtr nghiém so sanh giira

k¥ thuat DI va k¥ thuat RS, ho chi ra ring phuong phéap cua ho uéc luong tot hon.
2. Hwéng phat trién phwong phap phat hién mu cia luin an

V6i k§ thuét phat hién bang thdng ké y? v6i n bac tu do t6 ra hiéu qua khi ti 18
thong tin gidu 16n hodc bang kha ning 16n nhat cho phép cua anh va dugc gidu bang
phuong phéap tuin ty vao cac diém anh. Tuy nhién, hiéu qua ctia phuong phap nay
khong cao khi luwong bit théng tin gidu nhé va dugc gidu vao cac diém anh theo
chiéu quét raster (tlr trai sang phai, tir trén xudng dudi) trén ma tran dit liéu anh, do
d6 luan an dua ra phuong phap khac dé cai thién cho truong hop ndy bang phan tich

dd 1éch chuén va théng ke Xz mot bac tu do.

V6i k¥ thuat phat hién bang LLRT cua K. Sullivan c6 thé phat hién tét cho
anh da giu tin trén LSB nhung khong tét cho phan loai anh gdc. Vi tac gia dua ra
phuong phap udc luong xap xi dir liéu anh gdc bang loc dép tmg xung FIR tir dir
liéu anh can kiém tra, loc béng FIR thuong cho dit li¢u loc tin hi¢u “tron”
(Smoothness) hon anh gdc. Theo vi du sau, gia sir mot anh gbc Baboon.bmp (kich
¢d 512 x 512 diém anh), ta c6 tip p cic mat do xac suét theo tan suat (histogram)
ctia anh Lena.bomp (hinh 1.4 a), sir dung loc thong thap FIR cho chinh anh goc nay
tir p ta dugc tin hiéu loc q (hinh 1.5 b). RS rang tin hiéu sau khi loc bang FIR “tron”
hon tin hiéu géc, khi d6 str dung phat hién béng LLRT s& két luan anh Baboon.bmp

1a anh c6 giau tin.

0.025 : - - : : 0.025
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0.015 1 o015k
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0.005 - 1 0.005-
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Hinh 1.5. biéu dé mdt dg xdc sudt: a) cia tdp p, b) cia tdp p sau khi loc bang FIR
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Tir phan tich trén véi cac anh nhidu LLRT s& cho két qua phan loai anh gbc
chinh xac khong cao. Do do6 trong luan an phuong phap khac dua trén phan tich ti 1€
xam bang bd dé Neyman — Pearson, day 13 bo dé duoc cho 13 t6i wu voi cac bai toan
kiém dinh gia thuyét thong ké [108, 109, 110] v6i trudng hop xac sudt a cia sai 1am
loai I cho trude, cyuc tiéu héa xac sudt P ciia sai 1am loai II. Phuong phap nay ciing
c6 thé ap dung cho anh c6 gidu tin trén hé sd cua mién tan sd. Chi tiét phuong phap

dugc trinh bay trong chuong 2.

Véi phuong phap phat hién mu bang cach uée lugng ti 18 bit gidu trén LSB
ctia mién khong gian luan 4n dua ra phuong phap khac dya trén 1y thuyét tring
khép, cho két qua udc lugng twong dwong voi ki thuat uée luong RS [31] cua J.
Fridrich va k¥ thuat DI [102] ctia T. Zhang, nhung thoi gian thuc hién nhanh hon
trén ciing mot tip anh thir nghiém. Chi tiét ciia phuong phap duoc trinh bay trong

chuong 2.
1.2.3.2. Phwong phdp phat hién anh coé rang buéc
1. Mot s6 phwong phap phat hién c6 rang budc tiéu biéu

Trong nhiéu trudng hop k¥ thuat gidu biét trudc 13 trudng hop riéng cua ky
thuat gidu LSB voéi luong thong tin gidu thap, 1am cho sy thay doi trong anh khong
16n 1am, dan dén cac k¥ thuat phat hién mi cho anh sir dung cac ky thuat giau biét
trude nay cho do tin cdy khong cao. Do do, nha phan tich thuong tim cach dua ra
phuong phap phat hién t6i uvu hon dya trén dic trung cua anh trude va sau khi gidu,
tim ra cac dic trung dic biét dé co thé phan loai tot anh stego theo cac ky thuat gidu

nay. Sau day 1a mot s phuong phap phat hién c6 rang budc tiéu bicu.

K§ thuat phat hién cho anh gidu tin st dung k¥ thuat gidu F5 cua Jessica
Fridrich va cong su (2006) [33] trén hé s6 cosine dua trén phuong phap xay dung
xap xi anh gdc tir anh quan sat bang cach cat di bén hang diém anh trén cung va bon
hang diém anh bén trai cia dit liéu anh, theo tac gia khi d6 hé s6 cosine cua anh sau
khi cat s& xap xi anh gbc ban dau, tir d6 ¢ thé phat hién anh dya vao ti 1é thay doi

cua céc h¢ so cosine gitra anh kiém tra va anh goc xay dung duogc.
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Tan cong k¥ thuat gidu RCM cua Yeh - Shun Chen va cong su (2008) [24]
bang cach xac dinh sy thay d6i ciia xac suét bit “0” P(0) va bit “1” P(1) trén mién

LSB, véi anh gdc thi P(0) = P(1) = 0.5, con véi anh 6 gidu tin thi P(0) = P(1).

Tan cong k¥ thuat gidu MBNS cua Li Bin va cong sy (2008) [14], bang phan
tich nguoc trén anh cé giéu tin st dung MBNS, ho ching minh dugc réng mot
lwong thay doi nho gia tri du cua cac diém anh véi cac hé sé trong MBNS, trong khi
diéu nay khong xay ra v6i anh gbc, tir 46 dwa ra dugc phuong phap phat hién va

ude luong ti 1¢ gidu dya vao so lugng cac gia tri du tim thay.

Tan cong k§y thuat gidu HKC caa Wen — Chung Kuo va cong su (2008) [46]
dugc thuc hién bang cach phan tich biéu d6 tan suét cta anh gbc va anh ¢ gidu tin
str dung HKC, tac gia phat hién cac anh c6 gidu tin c6 ddu hiéu khong binh thuong
xung quanh cot tan suat co gia tri 16n nhat. Ttr 46 dua ra dinh 1y va thuat toan phat

hién tuong ung.
2. Hwéng phat trién cac phwong phap phat hién c¢é rang budc ciia luin 4n

Bang viéc di sau vao tim hiéu va nghién ctru mot sé phuong phap phat hién
6 rang budc cua céac tac gia khac ching ta co thé hiéu duoc phuong phap ho da ap
dung tir d6 c6 thé van dung, phat trién va mé rong cho viéc phat hién cac k¥ thuat
gidu khéc, cu thé trong luan an nay di cai tién va dwa ra mot sb k¥ thuat phat hién

¢6 rang budc khac cho anh cé gidu tin sau:

Véi phuwong phap phat hién cia Wen — Chung Kuo cho k¥ thuat gidu HKC,
tac gia dd dua ra phuong phap phat hién dya trén diém anh c6 tan suét 16n nhat, tuy
nhién chi tt trong truong hop thong tin duge gidu vai ti 1¢ gidu 10n nhat c6 thé cia
anh (thong tin duoc gidu hét vao cac diém anh lan can diém anh c6 tan suit 16n
nhat), con cac trudng hop khéc thi biéu thirc ma ho dwa ra dung dé phat hién khong
phu hop. Tu @6 luan an dua ra phuong phap hiéu chinh cia Wen — Chung Kuo ¢o
thé phat hién hiéu qua hon va xiy dung mot biéu thirc phat hién khac c6 thé phat

hién trong trudng hop anh gidu vai ti 1& thap nhat va nhiéu nhét st dung ky thuat
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gidu HKC. Ngoai ra luan 4n con dua ra phwong phap wdc luong xap xi bit thdng tin
gidu trong anh ma k¥ thuat phat hién cia Wen — Chung Kuo chua dura ra.

Ciing dwa trén phuong phap phén tich biéu db tan suat luan 4n dua ra phuong
phap phat hién anh co gidu tin trén mién hé sb sai phan cua k¥ thuat gidu DIH va
mién hé s6 wavelet ctia ki thuat gidu IWH.

Con voi ki thut gidu RVH hai pha ngang doc, ta c¢6 thé phat hién dya trén
mo rong k¥ thuat phat hién RCM cta Chen va cac cong su nhu sau: Néu tinh xac
sudt bit “0” va bit “1” trén LSB cua mién diém anh cta anh c6 gidu tin thi n6 xap xi
bang nhau giéng nhu cac anh ty nhién, nhung khi khao sat biéu dd tan suat cac diém
anh trén cac cot 1é ctia anh hodc hang chin cua anh, chung ta thiy tan sut cia cic
diém anh chin 16n hon cac diém anh 1¢ (nghia 1a P(0)>P(1)) hodc nguoc lai (P(1) >
P(0)). Vi vay chiing ta c6 thé dua ra duoc phuong phap phat hién pht hop dya trén
P(0) va P(1) cho thdng ké trén cac cot 1é, hodc trén cic hang chan cia ma tran dix
liu anh. Chi tiét cAc phuong phap phat hién c6 rang budc s& duoc trinh bay chi tiét

trong chuong 3.

1.3. PHUONG PHAP THUC NGHIEM VA PANH GIA
1.3.1. Tiéu chuan danh gia

Phat hién anh c6 gidu tin thuc chét 1a bai toan phan 16p tap anh bat ky vao
tap anh gbc va tdp anh co gidu tin. Vi phuong phap phan 16p nay, nha phan tich
thuong st dung cac do do danh gia: do chinh xac P (precision), do bao phi R
(recall) va d6 trung binh diéu hoa F (f-measure) ap dung cho k¥ thuét phat hién dé

xuat dé co thé danh gia khach quan hiéu qua va do tin ciy cua k¥ thuat.

Gia sir ta c6 mot tap anh dau vao € (gdm ca anh giu tin va anh chua gidu
tin) can phan thanh 2 tap con &; (anh c6 gidu tin) va &, (anh khong gidu tin). Sau

khi thyc hién phan 16p chiing ta c6 két qua phan 16p theo bang 1.1.
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Bdng 1.1. Bang phan lép déi tweng trong tip £

Anh c6 gidu tin | Anh khéong gidu tin

Két qua phén 16p & tp fp
dat duoc & fn

tn

Trong d6 tp, tn 1a sé khing dinh dung va phu dinh dung, con fp, fn 14 sb
khing dinh sai va phu dinh sai (chinh 12 sai sb loai I va sai sb loai IT). Sau day 1a cac
dinh nghia lién quan dén cac d6 do theo [44, 63].

Dinh nghia 1.2 — Do chinh xac P cua tac vu phan logi anh gid'u tin la ti lé
giita s6 dnh khang dinh diing so véi tong sé dnh khang dinh ding va khdng dinh sai,

dwoc tinh theo cong thirc sau:

P (1.3)

- tp+fp

Dinh nghia 1.3 — Bg bao phu R cua tac vu phan logi anh gl'd'u tin la ti lé
giita s6 anh khdng dinh ding so véi tong sé danh khang dinh ding va phit dinh sai,

dwoc tinh theo cong thirc sau:

R=—2 (1. 4)

- tp+fn

Mic du P va R 13 nhirng d6 do duoc dung rong rai va phd bién nhat, nhung
chung lai gay khé khin khi phai danh gia cac hé théng vi hai d do trén lai khong
tang/giam twong (mg véi nhau. Hé thong c¢6 R cao c6 thé c¢6 P thap va nguoc lai.
Hon nira, viéc so sanh ma chi dua trén mot minh P va R khong phai la mot y hay.
Véi muc tiéu nay, do do F-measure dugc str dung dé danh gia chung cho cac hé
théng.

Pinh nghia 1.4 — P trung binh diéu hoa F 1a d6 do trung binh diéu hoa c6
trong sd cua P va R theo cong thirc:

P.R
B%.P+R

Fp = (1+p2). (1.5)

trong do [ la mot tham sé ¢é gid tri nam giita 0 va 1.

Néup=1,taco
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Fi= —_— (16)

Tur day ky hiéu F duoc dung cho truong hop Fy voi B=1.

Str dung cac d6 do P, R, F dé danh gia kha ning phan loai anh cua cac k¥
thuat phat hién trong ludn an hodc so sanh hi¢u qua cua ky thuét phat hi¢n dé xuét
v6i cac k¥ thudt phat hién khac. Néu P cang cao thé hién do chinh xac va tinh dung
dan trong viéc phat hién anh c6 giau tin, con R cang cao thé hién kha ning phan loai
t6t cho anh khong gidu tin. Vay mot thuit toan c6 gia tri P, R, F cao thé hién k¥
thuat phat hién c6 kha ning phan loai tot cho ca tap anh gidu tin va tip anh khong

gidu tin (anh gdc).

Trong lun 4n c6 nhiéu phuong phap udc luong thong tin gidu trong anh, dé
danh gid do tin cay cua thuat todn udc luong dugce trén mot tap anh ludn an st dung

gia tri trung binh va do 1éch chuan dé tinh theo khai niém sau trong [64, 108]:

Dinh nghia 1.5 - B¢ léch chudn (Standard deviation): Cho mot tap hitu han
dai lwong ngd~u nhién X={x1, Xo, ..., Xp}, khi do do léch chuan cua cac dai lwong nay

dwoc tinh nhu sau:

o= \/l L x)? (1.7)

nj=1
Véi n 14 sé cac thanh phan ngau nhién, va X 14 gia tri trung binh cua cac
dai lrong ngau nhién tinh theo céng thic (1.8)

1 1&
X:—(X1+X2+..,+XH)=—ZXI- (1.8)
n g

1.3.2. Nguon dir liéu anh thir nghiém
Mot van dé quan trong trong luan an chinh la viéc chuin bi cac tap dir liéu
anh nham thuc hién cac thuc nghiém lién quan. Ngudn dit liéu dugce chon phai dam

bdo cac yéu cau sau:

- (6 d6 tin cay nhat dinh
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- DBuoc cong bo badi cac to chire ¢6 uy tin
- (0 s0 luong anh tuong doi 16n

- NOoi dung anh da dang

Hi¢n nay trén Internet co nhiéu thu vién anh truc tuyén c6 do tin cay, trong
luan an nay st dung mot s6 anh trong hai thu vién truc tuyén [103, 107] cua hai
treong dai hoc noi tiéng Washington, Southern California. Day 1a cac thu vién dugc
tham khao va str dung trong rat nhiéu cong trinh xir 1y anh, gidu tin va phat hién anh
c6 gidu tin.

Mot phén anh dugc tao ra tir may anh k¥ thuat sb Sony T700 véi s6 diém anh
hiéu dung 10.1 Megapixel, 46 phan giai anh 16n nhat: 3648 x 2736 diém anh va
dién thoai di dong Samsung Galaxy 3 véi s6 diém anh hiéu dung 3.15 Megapixel,
d6 phan giai anh 16n nhat 2048x1536 diém anh.

Tdp anh goc thir nghiém: Tap anh gdc sit dung chung cho céac thuat toan giau
va phat hién trong ludn an gdm 2088 anh véi cac kich c¢& khac nhau trong d6: 1014
anh dugc tai vé tir hai thu vién truc tuyén [103, 107] va 1074 anh dugc tao ra tir
may anh k¥ thudt s6 va may anh trén dién thoai di dong. Noi dung anh da dang

gom: anh phong canh, chan dung, ban vé&, v¢ tinh, cac sy kién, ...

Tién xit Iy: Pa s6 cac anh trén 1a dinh dang JPEG anh 24 bit mau véi ba kénh
mau R, G, B. Dé thuén tién cho c4c tinh toan trong thir nghi¢m chiing ta chuyén anh
sang dang anh cap xam 8-bit cap do6 mau bang trinh xir Iy anh Adobe Photoshop CS
8.0 duoc tap anh thir nghiém gom 2088 anh cap xam. Goi tap anh nay 1a €, s& duoc

st dung trong hau hét cac thir nghiém cua luan 4n.

Qua trinh thuc hién trén anh 24 - bit mau véi ba kénh mau R, G, B tuong tu
nhu anh X4m 8-bit bang cach kiém tra lan luot timg kénh 8 - bit R, G, B. Thudng thi
thong tin gidu trén kénh B, vi theo danh gia ctia nhitng nha giu tin [27, 32] s& it anh

hudng dén chat lwong anh.
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1.3.3. Cong cu hd trg' va mdi trueong thue nghiém

Trong thyc nghiém céc ky thuat dé xuét duoc cai dit trén moi truong Matlab
phién ban R2008b (7.7.0), chay trén may tinh cdu hinh Intel (R) Core (TM) 2 Duo
T.7200 2.00GHz, bo nhé trong 1 Gb, bd nhé ngoai c¢6 dung lwong trong kha dung
15GB. Qua trinh thuc nghiém c6 sy hd tro ctia phan mém xir 1y anh Photoshop
phién ban CS2 8.0 dé chuyén doi dir liéu 4anh tir mau sang anh da cip xam thuin

tién tinh toan cho cac thuén toan.

KET LUAN CHUONG 1

Chuong nay dua ra birc tranh tong quan vé giau tin trong anh, phat hién anh
c6 gidu tin va cac hudng nghién ciru lién quan. V6i mdi phuong phéap gidu sé hinh
thanh nén mot s6 k¥ thuat phat hién phu hop thuc ddy su phét trién cia phuong
phap gidu. Viéc di sau vao tim hiéu cac k¥ thuat phat hién d6 s& gitp chung ta dinh
huéng phat trién va cai tién k¥ thuat gidu hién tai hodc d6 chinh 13 nén tang dé mo
rong cho cac k¥ thuat phat hién khac. Ngoai ra, chuong nay con gidi thiéu mot sd
khai niém, phuong phap danh gid, cong cu hd tro va nguodn dir lidu anh dung dé thur

nghiém céc k¥ thudt cai tién dé xuat trong luan an.

Chuong tiép theo s& di vao chi tiét mot sb ky thuat phat hién mu cho anh c6

gidu tin trén mién LSB.
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Chwong 2. KY THUAT PHAT HIEN MU CHO ANH
GIAU TIN TREN LSB

Chuong nay dua ra mot sd ky thuat phat hién mu cho anh c6 gidu tin trén
LSB ciia mién khong gian hozc mién tan s6. Phuong phap phat hién dya trén phan
tich miu dir liéu anh trudc va sau khi gidu bang thay d6i trén LSB dé tim ra dic
trung khac biét, tir 46 ap dung mot s6 chuan trong thong ké: “do 1éch chuan”, “XZ
mét bac tu do”, “bai toan kiém dinh tbi uu Neyman — Pearson” dé xay dung thuat

todn phat hién phu hop.

2.1. KY THUAT PHAT HIEN MU TREN LSB CUA MIEN KHONG GIAN
2.1.1. Phat hién bing phan tich “dd 1éch chuin”

2.1.1.1. Phan tich kj thudt gidu LSB

Gia st dir liéu caa mot anh goc 8 - bit cap d6 xam duoc biéu dién dudi dang
ma tran C**°={c;;, i=0,..., 25, j=0, ..., 9} véi c;j 1a tin suat cia diém anh c6 gié tri
bang i*10+j trong anh (vi du ¢13, =35, nghia 1a tan xuat cia diém anh c6 gié tri 132
la 35). Sau khi gidu chudi thong tin M={m; € {0,1}, i=0, ...I-1} véi I=|M| dugc anh

c6 giau tin véi ma tran tuong tng S*°*° ={ s, i=0,..., 25, j=0, ..., 9}.

So sanh hai ma tran C*° va $?*° phat hién mot van dé rat quan trong do
|la tbng gia tri trén tirng hang cua C***° va S tyong ung 1a khong thay ddi, chi c6
gia tri cuia cac phan tu trong hang d6 1a thay d6i. Trong anh C trén ting hang cua
C?% xut hién nhidu diém dot bién, tic gia tri cua nd rat khac nhau. Con véi anh S
thi c4c gia tri bién thién rat gan nhau.

Vén dé khang dinh trén duogc giai thich nhu sau: gia st mot cap diém anh

C?1% 'néu p, sau khi gidu

(p1=8, p,=9) (tan suat cua nd nam cudi hang dau tién cua
mét bit “0” thi p; Van bang 8 (mic dinh duoc gidu vao p,), néu gidu mot bit “1” thi
p:=9, con p, sau khi gidu mot bit “0” thi p,=8, néu gidu mot bit “1” thi p,=9. Nghia
la sau khi gidu tin cap diém anh (py, p,) chi thay ddi gia tri cho nhau ma khong

chuyén sang cap diém anh & hang khac. Do d6 tong gia tri trén cing mot hang cua
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C 1a khong dbi sau khi giau tin. Mat khac khi lwong théng tin gidu cang 16n né lam

cho tan suét caa cap (p1, p,) 1a xap xi bang nhau.

Dé chirng to van dé nay bang céach lay logarit cua tich cac ¢, S trén tung
dong tuong (ng cua C***°va S thiy ring logarit cua anh gidu tin 16n hon anh
g6c. Con dong nao c6 gia tri logarit xap xi nhau nghia 1a thong tin khong gidu hoic

duoc giau rat it trén dong do.

Vi du cho truéc mét anh gbe va anh da giau tin c6 kich c& 119x119. Sau khi
tinh tan suat diém anh cua anh géc va anh cé gidu tin duoc ma tran C?0 va $2*1°,

C26X10

L4y logarit trén 5 dong dau tién cua ta duogc:

Dong 1: log(29*49*83*84*115*124*162*195*275*239) = log(29) + log(49)
+log(83) +log(84) + log(115) + log(124) + log(162) + log(195) + log(275)
+1og(239) =20.46735

Dong 2: log(238*262*211*199*180*173*119*152*128*103) = log(238) +...+
log(103) = 22.28877013

Dong 3: log(110%¥89*95*87*80*55*54*53*58*58)
18.53500384

log(110) + ... + log(58)

DONg 4: log(50%46*39*46*37*43%43%36*49%44) = log(50) + ... + log(44)
16.34064017

Dong 5: log(39%34*41%30%25%28%28*40%29%35)= log(39) + ... + log(35)
15.11323074

LAy logarit trén 5 dong dau tién caa S**°

ta duogc:

Dong 1: 1og(38*40*86*81*119*120*180*177*260*254) = 20.5026081

Dong 2: 10g(246*254*216*194*165*188*145*126*119*112) = 22.29616963
Dong 3: log(97*102*89*93*72*63*45*62*65*51) = 18.53600564

Dong 4: 10g(48*48*41*44*43*37*42*37*45*48) = 16.34629395

DoNg 5: 10g(36*37*31*40%24*29*36*32*32*32) = 15.13228759
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Tir céc biéu thire logarit trén 5 dong dau tién cua C**° va S0 ta thdy gia

S?%9 16n hon logarit trén anh khong c6 gidu tin

tri logarit trén anh cé giau tin (
(C***1%) vi sau khi gidu tin c4c gié tri trong &ng trén tirng cap gia tri cua hang xap

xi bang nhau 1am cho gi4 tri logarit ting 1én.
Y tudng nay xuat phat tir viéc giai bai toan sé hoc don gian sau day:

Cho trudc mot doan thiang do dai n. Hiy chia doan thang d6 ra k phan ay, a,,
..., & Sa0 cho tich cua ching Ién nhat, tac 1a tim ay, ay, ..., ay déticha; * a, * ... *

a, 12 16n nhit.
Céch chia don gian nhat 13 chia sao cho a; = a, = ... =a

Chinh vi vay ta thay rang, khi théng tin gidu vao trong anh né sé& lam cho céc
gié tri trong tirng hang caa S***° san gan bang nhau, dan dén logarit tai hang dé c6
gia tri 16n hon hang twong @ng trong anh goc. Pay chinh 1a yéu té quan trong cho

viéc phat hién anh c6 giu tin s& dé cap trong muc tiép theo.

Luu ¥: Ta c6 thé lay tich cua ting dong trong anh gbc chia cho tich cua ting
dong tuong rng trong anh stego, thuong thu dugc co gia tri nho hon 1. Thuong nao
c6 gia tri 1 thi chiing t6 dong d6 khong duoc nhing tin. S¢ di ta lay logarit 1a dé
giam tich cua chiing qué lén, nhung s& giam do chinh xac mdi lan Iy logarit, thong
tin s& bi mat. Do d6, ching ta can lay do chinh xac tir 8 dén 10 chir s6 thap phan sau
du «,” gia tri két qua logarit thu duoc.
2.1.1.2. Phwong phdp phadt hién

Theo phan tich trén luan an dua ra bai toan phan 1ép sau:

Bai toan: Cho mat tap cac anh bat ky (gom ca anh giau tin va anh chua giau
tin). Hay tim cach phan hoach tap d6 thanh 2 tap con A, B trong d6 A 1a tap gom
cac anh c6 giau tin va tap B gém cac anh gbc sao cho sai sé cua viéc phan lop l1a
nho nhat. Hay phat biéu lai theo ly thuyét kiém dinh gia thuyét thong ké gitra hai gia
thuyét: H, gia thuyét anh c6 gidu tin va H; d6i thuyét anh khong gidu tin sao cho sai

s6 caa bai toan phan 16p 1a nho nhat.
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Phuwong phap gidi
Gia st dit liéu anh 14 cac mau dugce 14y tir mot ho c6 phan bd chudn N(a, ¢7)
vo1 ky vong a va phuong sai 0% ¢6 ham mat do xac suit:

_(x-a)?
e 202 VyOl-0<X<ow

PX) =

Con phan b ctia X duogc xac dinh bang

— _ 1 X —@ y .
F(X) = P{X <X —ﬁf_me 262 du voi- o0 <X <o

Tai sao chung ta lai gia thiét 1a mau dugc lay tir ho phan bd chuan. Vi ta biét
rang: mot anh s6 bat ky cling giéng nhu mot vin ban niao d6 chang han 14 tiéng Anh
dugc viét bang 26 chit cai La tinh. O day chi khac & chd: anh duoc thé hién bang
256 chit s6. Nguoi ta da ching minh dugc rang, ngdn ngir tu nhién dugc thé hién
nhu 13 ho ¢6 phan bd tiém can chuan [109].

Pinh Ly 2.1 [108] - Cho X la dai heong ngdu nhién cé phdn bé chudn N(a,
o%). Khi @6 dai heong ngdu nhién Y = (X - a)l o c6 phin bé chudan Ny(0, 1).

Dinh Iy 2.2 - Cho Xy, X, ... Xy la dai lwong ngci~u nhién, doc ldp cung phdn
b6 chudn N(a, o). Khi d6 dai lwong ngdu nhién X, + Xo +..+ X, sé€ ¢6 phin bé
chudn N(na, no®).

Chtrng minh:

That vay, theo tinh chat cta ky vong toan hoc ta ¢6 ky vong cia mot tong
bang tong cac ky vong ting thanh phan, do d6 ky vong E(X +Xo+...+X,)= E(Xy)+
..+E(Xy)=na.

Tuong tu, do tinh doc lap cua ching, ta c6 phuong sai cua mot téng béng
téng cac phuong sai.

Vay phuong sai D(X;+Xo...+ Xp)= D(Xy) +... + D(X,)= no? (diéu phai ching
minh).

Trong thuce té a va o chua biét nén ta phai udc luong a, 6°. C6 nhiéu phuong

phap dé udc luong cac dai luong nay nhung mot phuong phap théng dung va don
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gian nhat 1a phuong phap hop 1y cuc dai [109]. Bang phuong phap nay thay a bang

S (x, -x)%, do do o = § (day la uéc

i=1

n N A
udc luong x = szi va o’ bing uéc luong §2 =
i1

lwong chéch cua o nhung c6 phuong sai cuc tiéu [109]).
Ta k}’] hléu: Xmax = maX{Xl, X2, ooy Xn} Vé. Xm|n: min{xl, X2, ooy Xn}

Khi @6 4p dung dinh 1y 2.1 ta c6 cac dai luong ngau nhién:

Xmax—X X—Xmj . .
V= magx , Vo= %, s€ ¢6 phan bo chuan N (0,1).

Do d6 V=V+V,, theo dinh Iy 2.2, s& c¢6 phan bd chuan N,(0, 2).

Ap dung dinh 1y giéi han trung tam [108, 109], ta co:

\%
T=— (2.1)

s& ¢6 phan bd chuin N,(0, 1) di duogc 1ap thanh bang XII trong [109] véi
n=1, 2, 3, ... va d¢ tin cay a=0.1, 0.05, ...

Pai luong ngu nhién T tir (2.1) ¢6 phan bd chuan N,(0, 1) tirc c6 x4c xut
(00)
P{T 2 X0} = [, Pn(Ddt

trong do pp(t) 1a ham mat do xac suét chuan Np(0,1). Néu cho trude n va gia tri xac

sudt o = oy (sai s loai I), ta c6 thé tim duoc gia tri ngudng xo tir phuong trinh:
0 X
a0 = [ Pa(Ddt =1- [ py(t)dt
D6 1a nhimng két qua 1am co s dé xay dung thuat toan phat hién anh co gidu
thdng tin.

Vi+V
DoT= 1T2 va {T 2 Xo} < {V1+ V5 = V2 Xo}, nén sau khi x4c dinh duoc

Xo, ta c6 thé tim duoc ngudng theo biéu thirc (2.2) sau day:

th= XQ\/E (22)
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Sau khi tim dugc ngudng ching ta c6 thé 4p dung dé phan loai anh theo thuat
toan 2.1.

Thudt todn 2.1 — Thuit toan “dd 1éch chuin”
PAu vao: Cho mot anh 8-bit cdp do mau C bat ky

Piu ra: Kiém tra xem anh C 1a anh c6 giau tin trén LSB hay khong.

Buréc 1: Biéu dién dit liéu cua anh C dudi dang vector Y={yj;, i=0,25, j=0,9}.
25 -

Buoc 2: Tinh X={x;, x;=>_VY; , j=0,9}.
i=0

Tim Xpmax = Max{Xo, X2,..., Xg}, Xmin =Min{ Xo, Xa,..., Xo}

. - 1 9 A 1 9
Ky hiéu x=—)> X. vaS= |— —xX)?
y hié 10; . va \/102(X. X)

i=0

\ J4 r . X — Xmi
Tur d6 ta x4c dinh dugc Z = W

Buwéc 3: Két luan:
- Néu Z > to, két luan anh C khong giau thong tin trén LSB.
- Néu Z < to, két luan anh C c6 gidu thong tin trén LSB

Pé Iya chon ngudng t, phi hop theo (2.2) véi gia tri ctia xo dd duoc 1ap theo
bang phan bd chuan trong [108], véi cac gia tri do tin cdy a= 0.1, 0.05, 0.025, 0.01,
ta dugc bang 2.1 gia tri cua tq theo (2.2).

Bdng 2.1. Gia tri to fing V4i gid tri Xo theo bang l@p sén trong [108]

o 0.1 0.05 0.025 0.01
Xo 2.146 2.294 2.414 2.540
to 3.035 3.244 3.414 3.592

Pé lua chon t, cho két qua phan loai tét, luan an thyc hién danh gia trén cing
tap anh €, ; gom 600 anh gdc cip xam lay tir tap anh €, (g6m 2088 gbc anh di gisi
thiéu trong chuong 1), tap anh €, ; duoc gidu mot lugng thong tin véi cac ti 1é 30%,

50%, 70%, 100% deQC cac tép anh co gléu tin tu:ong I’I'ng SLSB_3O! SLSB_SO! SLSB_?O;
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S1ss 100- Céc tap anh nay duogc kiém tra phan loai dua vao céc gia tri tg theo bang

3.1 ta duoc két qua phan loai theo bang 2.2.

Bdng 2.2. Phan |Ogi anh theo tg trén tap Co 1, JLSB_BO, JLSB_SO, ‘-‘fLSB_70, JLSB_lOO

Nguong to 3.035 3.244 3.414 3.592
. :nh c6 -nh anh co nh anh co -nh anh co

Tap anh anhgde | &% a gidu a gidu a gidu
%) glaou tin gooc i gooc tin gooc tin

(%) (%) (%) (%) (%) (%) (%)

Co 1 90 10 56 44 36 64 13 87

S1sB 30 57 43 41 59 24 76 8 92

S1sB 50 48 52 36 64 21 79 7 93

S1sB 70 35 62 32 68 19 81 6 94

SisB 100 8 92 6 94 3 97 1 99

Tir bang 2.2 ta thay vai to ¢ gid tri cang cao thi nd c6 kha ning phan loai tot
anh c6 giau tin trén LSB, nhung khong tét khi phan loai anh gc. Do d6 1ay t, =
3.035 s& cho két qua phan loai hiéu qua phd hop véi ca anh khéng giau tin va anh
c6 giau tin.

2.1.2. Phat hién bing théng ké x° mot bac tu do (119
2.1.2.1. Phan tich kj thudt “d¢ léch chuin”

Han ché cua ki thuat “dd léch chuan” 1a phu thudc vao dit liéu anh va do dai
cua thdng tin dem giau trong anh. Néu dit liéu cua anh c6 d6 nhidu cao thi khd phét
hién chinh xac vi dit liéu cua anh phan bd rat déu nén viéc phét hién theo do “léch
chuan” s& kho tin cay. Mat khéc dir liéu anh dem gidu it ciing khé phat hién hon vi
néu dit liéu dem giau it n6 gan nhu khong lam thay doi nhiéu di liéu ban dau cua
anh, va do d¢ it anh hudng dén sy phan bd déu dir liéu cua anh trong biéu thirc phét
hién (2.2). Bé cho két qua cai thién hon phan nay s& mé rong thuét toan “do léch

chuan” bang cach sir dung “théng ké y? mot bac tu do” chi tiét dudi day.
2.1.2.2. Phwong phdp phdt hién

Str dung dinh ly 2.3 trong [108] chiing ta xay dung bo dé 2.1 sau:
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binh ly 2.3 [108]: Goi m 1a sé lan xudt hién mét bién cé A trong day n phép
ther Becnouli véi xac sudt xuat hién bién co A 1a P(A) = p > 0.

m-n

P ¢6 xdp xi phan bé chudn N(O, 1), véi

K . , . Py h-n Y:
hi do, dai lwong ngau nhién N

g=1-p.
Bo dé 2.1. Gid sir cho trwéc mét ddy nhi phdn dwoc ldy tir mgt nguon ngau

nhién, déc 1@p s=S,, Si, ..., Sn.1. KY hiéu ng va ny lan lwot 12 tan suat sé “0” va “1”

xuat hién trong day (tizc ng + ny = n)

_ 2
Patz= M (2.3)
n

Khi dé, néu s 1a ngau nhién, déc ldp thi z c6 phan bé  “y — binh phuwong”

(chi-square) 1 bdc tir do (voi n >= 10)
Chang minh:

Pé chung minh bd d¢, ta chi viéc chizng minh rang véi ddy s hoan toan ngau

nhién, doc lap thi Mo —": ¢4 phan b chuan N(0,1).
Jn

That vay, ta hay dat

1 néuso 0 xuat hiéntai vi tri k ciaday S
%, (0) =

0 néungugclai
. n-1
R rang rang no = )% (0)
k=0

n-1 n-1
Ta c6 ky vong caa ng 1a E(ng) = E(Y_ %, (0))=>_E(x,(0)) = np
k=0 k=0

Con phuong sai cua ng la

n

D(n) = D[z ka)j:ZD(ka» - > [EC ) - Ex 0]
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-1 n-1

=Y (p-p*) =Y p-p)=npq

0 k=0

=}

=~
1l

T dinh Iy 2.3, ta co: o _"P

Jnpg

1a dai lugng ngau nhién c6 phan bé xap xi chuan N(0,1).
Truong hop dic biét do s 1a ddy ngiu nhién, doc lap cing phan bb nén

No—np_2(N,—n/2) _2n—N_2n —(n,+n,) n,—n,

R 7 i N

p=0=1/2. Ta duoc:

nO_nl

Vay /n

c6 phan bé chuan N(0,1)

2 2 ,
Tir dé (”o J_”J _ (o =M)" ¢4 phan bé “x — binh phuong” 1 bc ty do.
n n

B6 dé duoc chiing minh.

Ap dung b6 dé 2.1 vao viéc phan loai anh c6 hay khdng giau thong tin mat

trén LSB, ching ta xay dung thuat toan 2.2 sau day:

Thudt toan 2.2 — Thuat toan “y? mot bac tw do (y:9)”

PAiu vao: Cho mot anh 8-bit cdp do mau C bat ky

Piau ra: Kiém tra xem anh C Ia anh c6 giau tin trén LSB hay khéng

Buwdéc 1: Tinh tin suat diém anh cua C dwoc ma tran C***°, bo qua hang cudi cling

ciia C***° vi hang nay c6 chira 5 phan tir ¢ gia tri bang 0, ta dugc C*°.

Buwéc 2: Tim gia tri 16n nhat caa C**°,
Ky hiéu la Xmax = max{c;, i=0, ..., 24, j=0, 1, ... 9}

25x10 ,
C tai

Gid sir gia tri 16n nhat d6 1a xmax = ¢;,j, (9id tri I6n nhat cua cua

hang i,, cot jo.)
, . 4 . 4
Buéc 3: Tai hang iy, tinh tong chén n, [01=>"c, ,; vatong 1é n, = ¢, ,..,
j=0 j=0

Khi d6 tong gia tri cua hang i, duoc n; = n; [0]+ n; [1].

48



Apdungbddé2.1tacoz=

Buéc 4: Két luan:

(ni, [0]- nj, [1])°

nj

- Néu z>y%(a), thi C 1a anh khong gi4u tin trén mién LSB.

- Nguoc lai, néu z <yZ(a), thi C 12 anh c6 gi4u tin trén LSB véi xac suat do

tin cay la a.

Theo bang thdng ké ? trong [108, 109] véi n =1, ta ¢ bang 2.3 theo mot s6

giatri o
Bdng 2.3. Gid trj y1° #ng Véi gia tri atheo bdng ldp sdn trong [108]
o 0.1 0.05 0.025 0.01 0.005
1’ (at) 2.71 3.84 5.02 6.63 7.88

Viéc lya chon gia tri ngudng phan loai xlz(oc) la gia tri nao cho phu hop

trong bang 2.3, luan an thyc hién thir nghiém trén nam tap anh €y 1, S1sB 30, SLsB 50,

SLsB.70, Sts.1oo (gidng nhu trong 2.1.1). Thuc hién phan loai theo cac gia tri y:%(c)

tir bang 2.3, duoc két qua phan loai theo bang 2.4.

Bdng 2.4. Két qud phan logi dénh g véi cac gid tri y1° trong bdng 2.3

%1 2.71 3.84 5.02 6.63 7.88

.nh anh c6 .nh anh c6 - anh c6 - anh cé nh anh c6
gé'c gidu gé'c gidu gé'c gidu gé'c giau géc gidu
Tap anh | oy | O | e | O | e | O | ey | | e
Co 1 96 4 88 12 78 22 72 28 69 31
S1sB 30 54 46 76 24 67 33 64 36 59 41
SLsB_50 41 59 60 40 61 39 59 41 57 43
S1sB_70 33 67 30 70 17 83 15 85 10 90
S1B 100 6 94 5 95 4 96 1 99 0 900

Duya vao bang 2.4, ta thdy 2 (0.1)=2.71 cho két qua phan loai phii hop.
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Pé danh gia hiéu qua gitta k§ thuat 2 voi k§ thuat “do lech chun”, luan &n
thuc hién thi nghiém phan loai trén nam tap Cq 1, Sise.30, SLsBso, SLsB 70, SLSB 100
bing phuong phap phat hién dua trén y,® (voi ngudng chon 32 (0.1)=2.71) va k§
thuat “do léch chuan”, ta duoc két qua theo bang 2.5.

Bdng 2.5. Phan logi dnh trén & 1, Sise a0, Siseso, Stseo, Stsg oo bang ki thudr “Bé léch

chudn” va y°
K§ thuat “P§ 1¢ch chuan” K§ thuat y,2
Tap anh . oG8 Oida T — o TTTAT!
P anh géc (%) a ctz(ygo;au fin anh gac (%) an Ct()(ygo;au tin
Coa 90 10 96 4
SLsB_30 57 43 54 46
S1sB 50 48 52 41 59
SLsB_70 35 62 33 67
S1sB_100 8 92 6 94

Tir bang 2.5 cho thay két qua phan loai bang k§y thuat xlz cho két qua t6t hon
k¥ thuat “d6 léch chuan”. Muc tiép theo s& dua ra phuong phap khac phat hién tét
hon bang str dung bai toan phan loai toi uu dya trén bo dé “Neyman-Pearson”.

2.1.3. Phat hién dua trén phan tich ti 1€ xam
2.1.3.1. Phdit biéu bai toan

Chung ta biét rang du sir dung phan hoach (hay quyét dinh) nao dé phan 16p
anh co gidu tin va anh khong c6 gidu tin cling s& mic phai sai s6 loai I véi xac suét
o va sai sb loai II v6i xac sudt B. Bang thudt toan nao thi chung ta ciing khong thé
1am cyc tiéu hoéa xac sudt cia ca hai sai s6 nay (tirc 1a cuc tiéu hoa ca o va p) cling
lac ma chi ¢ thé cho trudc xac suat cta sai s6 ndy sé cuc tiéu hoa xac suat cia sai
s6 kia. TUr van dé d6 dit ra yéu cau: Hiy xay dung mét tiéu chuan cho quyét dinh
v6i mirc a cho trude va lam cuc tiéu hoa B. Do d6 dé giai quyét vin dé nay luan an
dira va0 bd dé Neyman — Pearson 1a bo d& cho phép tbi wu véi a cho trude. Ap dung

n6 cho phén loai anh c6 giau tin trén LSB ctia mién khong gian hodc mién tan so.
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2.1.3.2. Phwong phdp gidi quyét bai todn

Trong phan nay st dung mot s6 bd dé trong thong ke, tir d6 c6 thé mé rong

cac bd dé nay dé c6 thé phén loai anh ¢ gidu tin trén LSB.
Bé dé 2.2 (Neyman — Pearson) [108]: Cho trudc fo, f1, fo, ... la nhitng ham kha
tich déi véi d6 do v (o - hiru han) trén khong gian S Gid si:

Tdp con we Sva cdc hang s6 Cy, Cy, Ca,... théa man:

[f,09dv(x) =c,

Tap con wy < Sva cac hang so ki, Ky, ... thod man:

() = 2_Kkif(X),x € w,

S va [t —c,  voi i =12,
£, (X) < DK F,00, X & W, JRGodueo=c, vt
i>1

Khi do: [,(x)dv(x) = [f,(x)dv(x) (2.4)

Bé dé 2.3 [109]: Néu P(X|Ho) c6 phdn bé da thire (phdn bé mii) va gid
thuyét Hy diing thi dai heong ngdu nhién:

P(x|Hy) , , . , % 2
-21In P(xlHo) co phan bo y°. (2.5)

Bé dé 2.4 [109, 110]: Gid sit fy, T, ..., i la k ham kha tich déi véi do do u
ndao do (o - hitu han) trén khong gian S, con ACLA L A g mot phdn hoach cua
Sthoa man diéu kién:

Néu xeN va fi(x) >fix) voi Vj=i, i,j=12,.k

Khido: Ty [, fi()du(x) = Ty f, f;G)duG)d(x) (2.6)

biéu nay suy ra phan hoach Al*, Az*, ey Ak* la mot phan hoach tdi uu, theo

nghia ham lyc lwrong 16n nhat [108].

Dit fo(x) = P(W | Hy), fi(X)=P(W | Ho), khi d6 wq 1 mién t6i wu néu:
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wo={x € S f8 t(c0) } (2.7)

Hay noi cach khéc:

P(x|H1)
= > t(a 2.7

O day, theo bd d& 2.2 néu 14y ¢; = ¢ = q, ta c6 P(wg|Ho)=a, thi wy duoc chon
nhu & (2.7) hodc (2.77) 13 mién 1am cho xac suét (sai sb loai II) B 14 bé nhit v&i xac
sudt (sai s loai I) a cho trude. Con t(a) duge xac dinh boi bd dé 2.3.

Pé ap dung cho viéc tim anh c6 giau thong tin, trudc hét ta gia sir P {x|Hg} va
P{x|H;} 12 mat do xac suat d6i voi do do p (o - hitu han) khi lan luot gia thuyét Hy,

H, dung. Theo b6 d¢ 2.2, chung ta phai xac dinh mién w sao cho:

IP(X IHy)du(x) =a (0 < a <1 cho trudce)
va [p(x|H,)du(x) =1-B dat gia tri 16n nhat (2.8)

Ung dung bd dé 2.2, mién t6i wu:

Pix|Hy)
P(x[Ho) ~

Wo = {x: P(x| H1) > t(c).P(x | Ho)} hay: wo = {x: ==—=>t(c) }  (2.9)

t(o) dugc chon sao cho P(w | Hp)= o

Tiép theo chung ta s& giai bai toan trong théng ké toan hoc sau:
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Ménh dé 2.1: Gia sir cho truéec mot dai lwong ngau nhién k chidu X=(Xj,
Xa, ...y Xi) ¢6 phan bd da thirc:
I
" pipr pr

1
rirlr!

p(Xl:rl;Xzzrz, .. ,Xk:rk):

k
(i 20), i=1,...,k, trong ddn =) i cho trude.
i1

Kiém dinh gia thuyét Hy: Py =P°, P,= P, .., Pk= P, (P%, PO ..., P

cho trudc). Poi thuyét Hy: ton tal 1 dé P, = Pio.

Khi d6 dai luong ngau nhién:

—2lny, = —2n YK Rln— - ¥k, 2n= _—Zi‘lzmln (2.10)

1

c6 phan bd y? vi k-1 bac tu do (gia thuyét Hy dung), voi

0 0
[( j (P] (EJ ] (theo b6 dé 2.2, 2.3 va udc luong hop 1y nhit)

k
trong d6 P =™ (i =1,..., k), m; 1a tAn sut xuét hién bién cb i nao d6 trong diy n
n

phép thur doc lap.

Chu ¥: Trong thuc nghiém, t(ct) trong (2.9) thuong duoc chon 1a 1, va P néu
khong cho trude thuong duoc udc luong bang phuong phap hop 1y nhét, bang cach

udc luong Pio béng P_lO vol 1=1,..., k.

Do vay cong thire (2.10) ¢6 thé don gian thanh:

—2Ink,, ZZm In _Zm 2In— (2.11)

~ k . 4 . A
Lac do dai lugng ngau nhién ZmiZIn% ¢6 phan bd 3 voi k-1 bac tu do.
i1 P,

Nhung néu chon k=1 thi dwong nhién > m;2In % >Ink =In1=0 véi Hy dung.
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Hay:

[ & P £ A
> min=->0 neu Hopdung va

i-1 P
k E ,
< Zmilnp='0<0 néu H; ding (2.12)
i=1 i
R [ .
Véi Y min=L=0 thichua c6 ket luén

i-1 ,

\
Pay la bai toan toi wu theo nghia xac suat sai so loai I (xac suat o) cho trudc,

cuc tiéu hod sai s6 loai II (x4c suat B).
Ap dung vio bai toan phét hién anh ¢ gidu tin trén LSB ta dugc hai phuong

phép phat hién sau day:
1/. Phwong phap 1

Ap dung b6 dé 2.2 cho phan loai tap anh c6 gidu tin trén LSB, trong truong
hop khong biét trudc anh gbe cia mdi anh, ching ta phai xay dyng mot anh lam
“mdc” bang cach tim mot anh c6 kich thude xap xi (46 rong hang va cot, néu tuong
dong biéu do tan suat cang tot) anh can phan loai.

Str dung hé thirc (2.12) (dugc xay dung tir bd dé 2.2) lam co s& cho viée phat
hién anh c6 hay khong giau thong tin trén LSB. Trong ung dung thuc té, néu 5, # P_,O
thi viéc kidm dinh gia thiét m&i c6 ¥ nghfa. Mic di vy ¢6 thé P, #P° voi Vi, (néu
Ji: E, = P_,0 thi loai ra khoi cong thic), nhung su khac biét khong 16n 1am. Truong
hop nhu vy, hé thirc (2.12) dé kiém dinh gia thuyét Hy cho d6 chinh xac khong
cao. Do d6, khi ap dung vao viéc phat hién anh cé hay khong gidu théng tin trén
LSB, luan an da cai tién nhu sau:

P,
Py

Chung ta biét rang do tinh chat cua logarit véi Vt, ta déu co: t.In

P LA s (P ~ i Y A A .3 P
In (P=(‘,) . Do d6 néu chon t > 2 thi (P=(‘,) s€ tang hoac giam lén t lan tuy theo P=(‘) > 1
1 1

1
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hay :=§‘) < 1. Véi t cang 16n thi sy khuyéch dai cang 16n khi ]§=§ > 1, nguoc lai khi

Thuc té gia tri cua t phu thudc vao kich thudc cia anh, kich thudc anh cang

16n, t cang 16n sao cho né c6 kha ning phan loai tot.

Cdch phat hién khi khéng c6 anh goc

Gia str c6 mot anh bat ky Z, kiém tra xem anh Z c6 gidu tin trén LSB hay
khong.

Khi khong c6 anh goc dé kiém tra chung ta phai chon mét anh lam “moc”
nhu sau: chon mét anh gbe U c¢6 kich thude n = p * q x4p xi anh Z, tinh tan suét cac

diém anh duoc vector X={xj, 1 =0, ...,255}. Dat P_.O _ X v6ii=0,...,255.
n
Nhung thong tin vao LSB cua anh U theo thuat toan gidu LSB ngiu nhién
v6i ty 18 bit gidu 1a 100% trén mién LSB duoc anh S c6 gidu théng tin.

Ky hi¢u p, = Yi (y;1a tan sudt xuat hién diém anh i trong anh stego S).
n

Tiép theo 14p vector C={c; ¢; = [t.In23],i=0, ..., 255} (2.13)

([x] 14 phan nguyén cia x).
Gia tri t dugc chon sao cho: max{ci} — min{c;} > 400,11 =0, ..., 255. Viéc
Iira chon nay dua trén danh gia trén cing mot tap anh (gdm 500 anh) véi cac gia tri t
khac nhau, dé c6 duoc gia tri t phu hop viée lya chon nhu y;%(c) trong 2.1.2.2.
Tinh tan suat diém anh ctia Z (anh can kiém tra) dugc vector F={f, f,, ...,
f255}. Lﬁp tich vo hu’c’mg:
255

c_f= Y cf;, (vdictinh theo (2.13)) (2.14)
i=0

Néu c >0, két luan Z 1a anh co giéu tin trén LSB
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Néu c_f <0, két luan Z |1a khong giu tin trén LSB

Néu c_f=0, thi chua c6 két luan.

Viy trong trudng hop ching ta khong biét trudc anh gdc cta anh can kiém
tra, ta phai xay dung mot anh c6 kich ¢& xdp xi (néu twong ddng biéu dd tin sut
cang t6t) anh can phan loai. Sau d6 anh nay dugc nhung véi ti 16 100% LSB cua
anh. T d6 chung ta c6 thé xay dung phuong phap nhan dang theo ti 1&é xam thir
nhat nhu sau:

Thudgt toan 2.3 — Thuan toan “Ti I¢ xam 1”

Piu vao: Cho tap anh 8-bit mau 7 bat ky (gom gidu tin trén LSB va anh gdc).

Piu ra:  Phan tap d6 thanh tap S (anh c6 giau trén LSB) va € (anh khong gidu

trén LSB).

Cac buoc thuc hién:

Bwéc 1: Phan tap anh 7 thanh timg nhém c6 kich ¢& x4p xi nhau.

M&bi nhém thuc hién theo buée 2, 3 cho dén khi hét cac nhom anh.

Buwéc 2: Mdi nhom dung mot anh gbe C (bat ky) c6 kich ¢& bang kich ¢& ctia nhom.
Anh C dugc nhing lugng thong tin vao cac bit LSB vai ti 18 100% tong s6
LSB cua anh. Lap vector c theo (2.13).

Buéc 3: Mdi anh thudc nhém dang xét thuc hién tinh theo (2.14), ta nhan dugc gia
tri c_f. Néu c_f > 0 thi bd sung anh dang xét vao tap S, néu c_f <0 thi bd
sung anh vao tap €. Néu c_f = 0 thi loai ra ngoai tap khong xét (trong thuc
nghiém hiém khi thiy c¢_f = 0).

Vi du: Gia str ¢6 hai anh phong canh cip xdm image01.bmp kich c& 768x512
diém anh (hinh 2.1 a), va image02.bmp kich ¢& 760x520 (hinh 2.1 b).
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(b)

Hinh 2.1: Anh thir nghiém cho ky thudt “ti 1é xdm 1"

Hai anh duoc gidu lugng bit thdng tin véi ti 16 tir 10% dén 100% (mdi 1an
tang 1én 10%) ta dugc mot tap gdm 22 anh (20 anh d3 gidu tin va 2 anh gbc). Hay
phan loai tp 22 anh nay thanh hai tap gbc va tap anh c6 gidu tin trén LSB.

Vi tdp anh c6 kich thudc x4p xi nhau, nén ta chon imageOl.bmp va
fimage01100.bmp (anh image01.bmp dugc nhing thong tin trén 100% LSB cua
anh) lam ngudng dé tinh dugc ¢; (1=0,..., 255) theo (2.13).

Sau d6 thuc hién tinh tiép c_f theo (2.14) cho 22 anh trong tip anh, ta duoc
két qua theo bang 2.6.

Bdng 2.6: Két qud thiz nghigm ddanh gid c_ftheo (2.14)

L image01.bm image02.bm
Lugng tin gidu (%) dch cf) g ach . f) g

0 -21742491 -65471394
10 -13548708 -49278151
20 -6142813 -34649430
30 453826 -21612223
40 6556129 -9556037
50 12171845 1538080
60 17209329 11486152
70 21631144 20230689
80 25626185 28119354
90 29221022 35218561
100 32597198 41881232

Tir bang 2.6 ta thdy voi tap anh tao ra tir image01.bmp c6 thé dung (2.14) dé

phat hién cho chinh n6 voi ti 1€ giéu tor 30% tro 1€n, voi tap anh tao ra tor anh
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image02.bmp phat hién khi gidu tir 50% tr¢ 1én, vi anh nay c6 kich c& xap xi véi
anh image01.bmp.
2/. Phwong phap 2

Phuong phép thtr 2 phan loai anh theo cong thirc (2.11) nhu sau:

T=YL Zmilnnipi? c6 phan bd x? véi n-1 bac tw do khi gia thuyét Hy dang,
tire 14 co x4c xuat:

P(T>1) = [, pa(t)dt
Trong do pn(t) 1a ham mat do xac suét. Ta co thé xac dinh duoc nguong ty

qua phuong trinh sau:
00 t
a = [ Pa(Ddt =1- [ py(t)dt

Néu biét duoc n va o = oy, ta ¢ thé xac dinh duoc tg béng cach tra bang XZ

trong [108, 109] véi n = 256, d6 tin cdy a = 0.1, ta dugc t;=284.3359.
Ap dung gidi bai todn phdt hién nhw sau:
Chon mét anh gbc C bét ky tir tp Co c6 kich thude n = p * g, thong ké tin
. . . RS
suét cac diém anh dugc vector X = {X;, i= 0, ..., 255}. Dat P’ = F‘ véi i=0, ..., 255.
St dung thuat toan giau tin LSB ngiu nhién dé tao ra 11 anh c6 gidu tin trén

LSB, ky hiéu' S 0, .., S 10, c6 ti 1& gidu trén mién LSB tir 0 % dén 100 % (mdi lan
tang 1én 10%). Sau d6 mdi anh S_j (j=0, ..., 10) ta ciing thong ké tin sut diém anh

cua anh duoc vector Y = {y;, 1 =0, ..., 255}. bat E, = % voii=0, ..., 255.

p?

Ap dung cong thuc (2.11) ta duoc T = > 2x, |nE cho mdi cip anh (C,
i=0

stego_j,j =0, ..., 10) ta duoc két qua trong bang 2.7.
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Bdng 2.7: Két qud thiz nghiém ddnh gid T theo (2.11)

AnhS i(i=0,. 10)

T ciacap (C, S i)

0

0

159.40

454.30

807.00

924.60

1064.80

1020.20

1167.40

1279.10

OO NOO|OIA~WN -

1352.20

=
o

1660.80

Phat hién khi khéng c6 anh goc

Theo [95] trén cac anh gidu tin bang k¥ thuat LSB, c4c cip gia tri PoV (Xai,
Xoi+1), i=0, ..., 127 ¢6 gia tri cang gan nhau khi luong thong tin gidu xap xi 100%.

Khi khong c¢6 anh goc d€ so sanh, ching ta c6 thé coi dnh “moc” dé€ so sanh la anh

dugc gidu 100% trén mién LSB, tic 14 Xoj & Xojs1 = % Khi d6 gid tri T s&

thay doi nhu bang 2.8.

Bdng 2.8: Két qud thiz nghiém ddanh gia T sau khi wéc lwong dnh “méc”

Anh S i(i=0,.,10)

Gia tri T ciia ciip (anh “moc”, S i)

0

1477.20

1537.90

749.90

587.70

496.80

485.00

427.90

357.10

228.80

Ol |NoOOblWIN|F

172.40

=
o

133.80
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Tir d6 chiing ta dua ra thudt toan téng quat theo phwong phap 2 sau day.

Thudt todn 2.4 — Thuan toan “Ti 1€ xam 2”

PAiu vao: Cho tap anh 8-bit cip d6 xam V bat ky (gdm anh c6 gidu tin va anh gbc)
PAu ra: Phan loai tap V thanh tap § (anh cd gidu trén LSB) va tap € (anh gbc).
Cac buorc thuc hién

Buwée 1: Chon lan luot ting anh | ¢6 kich ¢& p * q trong tap V, sau d6 thuc hién céac
budc 2 va 3 cho dén khi xét hét cac anh dau vao.

Buwéc 2: Thong ké tan sudt diém anh cua anh I duoc vector X = {x;, i=0, 255} véi
X; 12 tdn suit cia diém anh co gia tri i. Thuc hién tinh P véi

X, +X

P =P = W (j=0, ..., 127). Ap dung cong thirc (2.11) ta c6:
255 X
T=) 2x,In—
Zo: (pA)P?

Buwéc 3: Chon ngudng to. Néu T > to, thi I luu vao tap C, nguoc lai I luu vao tap S.

Dua trén thur nghiém véi mot tap anh 16m (2000 anh), chon ty = 500 cho két

qua phan loai tot.

2.1.4. Phat hién bang phwong phap wéc lwgng thong tin gidu trén LSB

Ba phuong phap phat hién mu & trén chu yéu dua ra phuong phép két ludn mot
anh bat ky c6 gidu tin trén LSB hay khong, néu anh duoc xét két luan 13 c6 gidu tin
chiing ta chua biét né duoc gidu véi ti 16 bit gidu 13 bao nhiéu phan trim mién LSB
ctia anh. Do d6 dé uéc luong xap xi sd bit thong tin gidu, trong chuong nay dua ra
mot phuong phap wdc luong dua trén 1y thuyét tring khop. Pau tién chung ta s&
thue hién wdc luong khi c6 anh gbe. Trong trudng hop khong c6 anh ge ching ta

phai ude lugng xap xi mot anh lam “moc” tur dnh can kiém tra.
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2.1.4.1. Phwong phdp woc lwong khi cé dnh goc
Phuong phép uéc luong do dai théng tin gidu trén mién LSB dya trén ly
thuyét trung khép sau day.

Gia st Xo=(X00, X01r +or Xo1)y X1=(X1.0r X1.1, -y X10.1) 12 hai vector ngau

nhién doc 1ap nhau, c6 phan b xac suat lan luot 12 Py(t), Py(t) trong do:

Pi(t) = P(X;i=t),j=0,1; i=0,n-1; 0<t<m-1
Trudng hop X, X; cting phan bé, thi ta cd po(t) = p1(t).

Khi d6 ta noi rang hai vector X, va X; ¢6 su tring khap (coincidence) tai vi
tri thar i néu tai d6 xq; = Xy

bat:
1 néu XO,i = Xl,i

16 (i) :{

0 néu XO,iixlli

Ky hiéu 6(Xo, X1) 12 s6 nhitng tring khép giira hai vector X, X;, khi dé:
n-1
0(Xo, X1)= D %(0)
i=1

pinh Iy 2.4: Cho Xo, Xy la hai dai lwong ngau nhién déc ldp nhau, c6 phan
bo 12 po(t), pa(t) tong ng, khi do:

P(Xoi=Xyj) = mz_:lPo (t).P(t) (2.15)

t=0
Chang minh:

Ta c6 bién c6 (Xo; =X1,) = URG (Xo; = Xy; = t). Day la hop caa m bién ¢

rdi nhau. Do d6 xé4c suét cua bién cb {Xoi=X1i} la:
P(Xo,i=X1,) =P U0 (Xo; = X1 = £) =X (X = X1 = t)

Do tinh dgc lap ta suy ra: P(Xg=t, X1 i=t)=P(Xq,i=t).P(Xy,i=t)=Po(t).P4(t)

m-1
Vay P(Xoi=X1:) =Y. po (), (t) (dicu phai ching minh)

t=0
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Dé ung dung dinh ly 2.4 vao bai toan uéc lwong do dai thdng tin nhdng trong
anh sd, ta can phai xac dinh dugc Py(t), Py(t) trong trudng hop m = 2, tic 1a t chi
nhan mot trong hai gia tri 0 hoac 1.

Pé don gian ta xét ngdbn ngir cua thdng tin duoc nhing 1a tiéng Anh. Tir
théng ké trong [20] trén 10000 ky tu cac van ban tiéng Anh chinh thong, tan suat
don céc ky tu trong vin ban tiéng Anh tu nhién xuit hién khong déu. Trong d6 ky
tu e xuat hién nhiéu nhit (chiém 12.9%) so véi tong sé cac ky tu xuét hién trong
van ban. Con chit z xuat hién rat it (chiém 0.05%). Theo [20] c6 két qua théng ké
tan suat cac chir cai trong van ban tiéng Anh theo bang 2.9 (khéng phan biét chit
hoa chit thuong).

Bdng 2.9. Bang thang ké tan suat xudt hién ciia cac chi cai trong vin ban tiéng Anh

Ky tu XTua{{l ;‘f:rt] Ma nhi phan | Ky tw XTuaéq f]‘f:rt] M nhi phan
a 7.96 01100001 n 751 01101110
b 160 01100010 0 6.62 01101111
c 2.84 01100011 0 181 01110000
d 401 01100100 q 0.17 01110001
e 12.86 01100101 . 6.83 01110010
f 2.62 01100110 s 6.62 01110011
9 1.99 01100111 t 9.72 01110100
h 539 01101000 u 248 01110101
i 777 01101001 v 115 01110110
j 0.16 01101010 W 1.80 01110111
ik 0.41 01101011 X 0.17 01111000
| 351 01101100 y 152 01111001
m 243 01101101 Z 0.05 01111010

Tir bang 2.9 ta thay gia tri trung binh chit s6 “0” xuat hién trong van ban tly
y Xap xi bang E[X = 0] = 2.4912 néu dem chia cho 8 (46 dai bit ciia cac ky tu chir
céi) ta c6 E[X = 0]/8 = 0.3114. Pay chinh 1 x4c suat dé chit s6 “0” xuat hién trong
van ban tiéng Anh dudi dang nhi phan tic 13 Py(t = 0) = 0.3114 va x4c suit dé chi
s6 “1” xuat hién 1a Po(t = 1) = 1 - 0.3114 = 0.6886.

XA&c suat dé chir s6 “0” va chit s6 “1” xuét hién trén cac bit LSB cua anh la
P(t = 0) va Py(t = 1) dugc uéce luong bang phuong phap hop Iy cuc dai cho ta két
qué nhu sau: P(t = 0) ~ 0.505, P;(t = 1) ~ 0.495.
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VAy xac suat xuat hién trung khép gitra bit thong tin va bit LSB caa anh gbc

Po(t =0) * P1(t =0) + Po(t = 1) * Py(t = 1) = 0.3114 * 0.505 + 0.6886 * 0.495

= 0498114 ~ 0.5 = % .

Gia sir ta ¢ chudi cac bit ban rd 1a X = XX1Xy.....Xn1 VOi X; €{0, 1} va day
cac bit LSB cua anh (anh cip xam 8 - bit hoic anh 24 - bit mau) 12 Y = Yoy1Ys...Yn1
véi y; €{0, 1}.

Theo dinh ly 2.4 trén ta c6 P{x;= yi} = 1/2, vi d6 dai ban thdng tin tinh theo
bit 12 n, nén s6 cac diém anh khong bi dao bit (bitwise) & LSB s& xap xi la n/2. Nhu
vay néu ta uéc luong dugc sé diém anh bi dao bit 12 bao nhiéu thi ta c6 thé wéc

lugng xap xi dugce do dai ban théng tin duoc giau trong anh.

Pé udc luong do dai thdng tin giau trong LSB cua anh, thyc hién khao séat
sau: C6 2 anh goc la C; va C,, hai anh nay duoc giau tin vai ti 1¢ lan luot 1a 12% va
9 % (so véi kich ¢& cia C, va C,) duoc anh stego S; va S,. Sau khi thong ké tan
suit cac diém anh cua tirng cap anh (C;, S;), i={1, 2}, luu vao cac cap vector (C>°,
$%), tinh hiéu |69 — 59|, j=0,.. 255, ta c6 két qua theo bang 2.10.

Bdng 2.10. Tha nghiém dé chénh lgch |cf — si| ciia énh c6 gidu tin va énh géc

] c s Id—si|| ¢ s) |c), — s}
0| 1615 1014 601 | 1989 1910 79

1 673 790 117 951 542 9

2 421 489 68 373 345 28

3 386 418 32 316 281 35

4 433 413 20 310 329 19

6 411 412 1 306 316 10

6 417 394 23 303 326 23

7 505 510 5) 407 403 4

8 549 585 36 476 479 3

9 546 568 22 509 524 15
255 39 60 21| 1149 1750 601
> 393216 15220 393216 11174
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R6 rang néu ¢, = ¢}, tirc 1 khong nhing thdng tin hay |s; - ¢/j| =0. Nguoc lai,
|s) - ¢l > 0 1a do luong tin dwoc nhling vao trong C; da lam cho cac diém anh c6 su
thay ddi. Mdi diém anh cung 1am chi nhing duoc mét bit théng tin, do d6 tong
255
> |cl=s!| chinh 1a sé cac bit thong tin da dwgc nhung.
i=0

Néu goi n; 1a do dai bit théng tin da dwgc nhdng trong anh gdc C; thi theo

dinh ly 2.4, ta ¢6 uéc lugng:

ni 255 j i 255 )

ni_3z2|ci_si| < n=2) |cl -8l =N, (2.16)
=0 =0

Néu cho trudc anh goc va anh ¢ giau thong tin twong ¢ng, ching ta cé thé

udce lugng dugc s6 bit thdng tin di dugc nhing trong anh.

Xét lai vi duy trén, ap dung (2.16) véi cap (C1,S;) ta dugc:

255 .
22| Ci _si |= 30440

j=0

Vay do dai thong tin nhing trong S; 1a n; = 30440 chiém ti 1¢ (so véi kich c&

30440

cua anh) la 5> 7.74%

Véi cap anh (Co, $5) tach 25" ch — sl [<22348, chiém ti 18 22348 _ 5 6goy
i 21 2 2 2 9 ~ 393216 ~ . .

i=0

Vién dé dat ra ¢ day 1a mot sé truong hop trong thuc té chiing ta khdng biét
truéc anh goc ma chi biét anh quan sét, chiing ta phai tim cach xay dung mét anh
1am “mdc” tir anh quan sat da biét.
2.1.4.2. Phwong phdp woc lwong khong dwa vao dnh goc

Khi khong c6 anh gdc ching ta can phai xay dyng mot anh 1am “mdc” tir
maot anh dugc xét. Theo [95] sau khi nhiing chudi bit théng tin voi ti 1é 100% trén
mién LSB cua anh C (xap xi 12.5% kich c& cua anh), thi gié tri tin suat cta cac cap

POV (Xzi, Xzi:1) Xap Xi bang nhau. Tir d6 luan an dua ra y tuéng sau:
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Mot anh bat ky S vai vector tan suit diém anh X={xo, X1, Xa, ..., Xz55}, ta c0

thé udc lugng duoc vector tan suat diém anh  Y={yo, Vi, ..., yas5} cta anh lam
“mdc” Véi:
Y2i = Yoiur = 22 +2)(2i_+1 ,1=0,...127 (2.17)

Sau d6 ta co thé ude lugng xap xi ti 1é thong tin gidu trong anh S (kich c&
pxq diém anh) theo cdng thuc sau:
255

_pq 1
L=21100 - [p—iz(;abs(xi —y.)].100 (2.18)

Néu anh c6 giau tin thi gia tri cua [x-yi tién toi 0 va L tién toi 12.5. Con

truong hop anh 1a anh gdc thi [%fabs(xi —y;)]1*100 tién toi 12.5 va L tién ti 0.
i=0

Gia sir ta c6 mot anh C; (anh géc) véi vector tan suat diém anh twong wng
X4?°, va anh S; (anh c6 gidu tin dwoc nhing véi ti 18 bit thong tin bang 100% mién
LSB cua anh géc) vé6i vector tan suit twong tng X,>°. Ap dung (2.17) ta c6 vector
tan suat diém anh xap xi Y;12*° va Y, 2, tir X,%°® va X,?° tinh hiéu |x{ — v, j=0....
255, i=1, 2 ta c6 két qua theo bang 2.11.

Bdng 2.11. P¢ sai léch gida tan sudt ciza anh kiém tra va dnh wéc lwong lam “moc”

J Xy y? X~y X7 y? | Xy
0 1014 | 1597 583 1615 | 1597 18
1 790 | 687 103 673 | 687 14
2 489 | 431 58 421 | 431 10
3 418 | 396 22 386 | 396 10
4 413 | 419 6 433 | 419 14
6 412 | 419 7 411 | 419 8
6 394 | 412 18 417 | 412 5
7 510 | 495 15 505 | 495 10
8 585| 555 30 549 | 555 6
9 568 | 563 5 546 | 563 17
255 60 36 24 39 36 3
> | 393216 13082 | 393216 4670
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Ta tinh duoc gia tri uéc lwong xap xi cho anh C; va S; lan luot Ly, L, Véi
L,= 3.846151, L, = 10.12472.

Thuc té, anh khi giau thong tin vai ti 18 gidu trén 100% LSB cua anh khdng
hoan toan 1am cho Y,i=Yai1=(XaitXais1)/2, Vi Vay (2.18) duoc thay doi voi sai s6 Ax
nhu sau:

255

1
Pq - (= v -
L 8pq.100 ( anbs(x' y;)).100 - Ax (2.19)

Dua vao thuc nghiém cé thé chon Ax=3.5 cho két qua tét.
Biéu thuc (2.19) chi wdc luong duoc lwong thdng tin gidu theo ti & so voi
kich thudc anh. Mot sé ki thuat ude luong khac tinh lwong théng tin gidu theo ti Ié

0%, 10%, 20%, ..., 100% so v&i kich thuéc mién LSB cua anh. Vi vay dua trén

thuc nghiém sau ta s& xay dung biéu thirc chuyén doi trong wng tir biéu thie (2.19).

Khao sat trén mot tap 10 anh chuan cip xam 8 bit (hinh 2.2) cung kich c&
512x512 tai vé tir [107].

5 ; - -vA
Hinh 2.2. Tdp 10 anh chudn ldy vé tir [107]

Thuc hién gidu thong tin bang k¥ thuat gidu LSB trén tap anh nay voi ti l¢
gidu 0%, 10%, .. 100%. Thuc hién uéc lugng cho tirng tap anh ta duoc gié tri uéc

lugng cho trong bang 2.12.
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Bdng 2.12. Két qud wéc lwong xdp xi trung binh théng tin gidu trén LSB véi tdp 10 dnh

Lwong thong tin | Lweng thong tin woe lwgng trung
tin da giau (%) binh trén tap 10 anh (%)
0 0
10 0.07
20 0.23645
30 0.47601
40 0.80586
50 1.4977
60 1.9002
70 2.6901
80 4.0328
90 5.738
100 6.6821

T d6 chung ta xdy dung duogc phuong trinh bac hai wdc lugng Xap xi tir

bang 2.12 nhu sau:
-3.54x% + 38.64x = y (2.20)

Do do, tng véi mdi gia tri L tim dwoc tir (2.19) cua anh, thay x = L vao
(2.20), s& nhan dugc y twong Gng chinh 1a luong thong tin xap xi da giau trén LSB

cua anh. Bang 2.13 la két qua udc lugng xap xi theo (2.20) tir bang két qua 2.12.

Bdng 2.13. Két qud wée Iwong xdp xi theo (2.19) va (2.20) trén tdp 10 @nh chudn

Lwong tin giau Ti 1é wée lwong xap xi trung binh (%)
(%) Theo biéu thirc (2.19) | Theo biéu thirc (2.20)
0 0 0

10 0.07 2.6875

20 0.23645 8.9385

30 0.47601 17.591

40 0.80586 28.84

50 1.4977 49.931

60 1.9002 60.642

70 2.6901 78.328

80 4.0328 98.255

90 5.738 99.75

100 6.6821 100

Tir biéu thic (2.19) va (2.20) chung ta xay dung thuat toan udc lugng thong

tin tong quat trén mién LSB cta anh nhu sau:
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Thudt todn 2.5 — Uéc hrgng ti 1¢ thong tin gidu trén LSB ciia dnh
Piu vao: Mot anh 8 — bit cap do mau C

Piu ra: Cho biét ti 1¢ bit thong tin gidu trén LSB mién khong gian ciia anh

256

Buwée 1. Tinh tan suit cia dit liéu anh C dugc vector twong tng X

Budée 2. Ap dung (2.18) ta c6 vector tin sudt diém anh Y?®° cho anh lam “mdc”

dugc gidu ti 18 100% trén mién LSB.
Bude 3. Ap dung (2.19) dugc luong thong tin L (tinh theo ti 1¢ so véi kich c& anh)

Buéc 4. Thay x = L vao (2.20), s& nhan dugc lugng thong tin xap xi di gidu trén

LSB ctia anh (tinh theo ti 1& so v6i kich ¢& mién LSB cua anh).

2.2. KY THUAT PHAT HIEN MU TREN LSB CUA MIEN TAN SO
2.2.1. Phan tich k¥ thuit gidu LSB trén mién tin s6

Gi4u tin trén mién tin s cosine hay wavelet 1a hinh thuc gidu tin trén LSB
ctia cac hé sb cosine trén mién tan s gitta nhu cac ky thuat [23, 69, 70, 94, 104] hay
trén cac bang tan cao LH, HL, HH nhu céc k¥ thuat [42, 73, 91]. Phuong phép bién
d6i mién khong gian sang mién tan sd cosine (wavelet) nhu da gidi thiéu trong
chuong 1. Theo nhan dinh cta cic nha gidu tin phuong phap gidu trén cac hé s nay

khong 1am anh huong dén chat luong anh.

Theo Provos va cac cong su, k¥ thuat gidu thong tin trén LSB cua céac hé s6
cosine cling gy ra can bang cac cip PoV cua hé sb cosine [71]. Theo minh hoa
trong hinh 2.3 vé biéu d tan suét cac hé s cosine trén anh Lena.bmp trude khi gidu
tin (hinh 2.3 (a)) va anh sau khi giau tin trén cac hé sd cosine (hinh 2.3 (b)). Do d6
nhém tac gia ap dung phuong phap thng ké x? v6i n béc tu do cho cac cip PoV
ctia cac hé s cosine ..., (-8, -7), (-6,-5), (-4, -3), (-2, -1), (2, 3), (4, 5), (6, 7)...
khong kiém tra trén cip (0, 1) vi cap nay it sit dung trong gidu tin [104].
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Hinh 2.3. Biéu dé tan sudt cdc hé sé cosine: a) danh goc, b) anh ¢6 gidu tin [94]

Luan an thay rang phuwong phap thong ké nay ciing c6 thé ap dung tuong tu
cho phat hién anh c6 gidu tin trén mién tan sé wavelet, vi n6 ciing 1am can bang cac
cap PoV trén cac hé s6 wavelet.

Ngoai ra luan 4n dua ra mot phuong phap khac phat hién mu cho anh cé giau
tin trén LSB cua cac hé s6 cosine cho két qua tt hon trinh bay trong muyc sau.

2.2.2. Phuong phap phat hién

Ap dung biéu thirc (2.11) dugc xay dung tir mo rong bo d& Neyman —
Pearson trong 2.1.3 cho mién tin sb cosine ta c6 thuat toan dudi day. Trong truong
hop khéng c6 anh gdc dé so sanh ching ta phai xay dung mot anh 1am “méc” bang
cach coi nhu anh duoc gidu tin voi ti 18 gidu 100% tong sd cac hé sd cosine co thé
gidu cua anh.

Thudt todn 2.6 — Thuat toan “Ti 1€ xam 3”

PAau vao: Cho tap anh V (gém co gidu tin trén LSB ciia hé s6 cosine va anh gc)

PAu ra: Phan loai tap d6 thanh tap anh § (c6 giau trén LSB cua hé sb cosine) va tap
anh gc €.

Cac buorc thuc hién

Buwéc 1: Chon lan luot tirng anh | trong tap anh V bién d6i mién dir liéu anh sang
mién tan s cosine theo phép bién ddi cosine roi rac [43]. Thuc hién budc
2 va 3 cho dén khi xét hét cac anh trong V.
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Buwdéc 2: Thong ké tan suit cac hé sd cosine cua anh I (bé qua cac hé s6 0 va 1) vao
vector X ={x;, i=1, 2, ..., n} (gia tri n dugc xac dinh tur sb cac hé $6 ¢ tan

suat 16n hon 0) vo1 X; la tan suat cia hé so cosine c6 gia tri 1.
Cnl s 0.+ PO _ PO __ XpjtXoj4q ..n
Thyc hién tinh B” voi Py; = Pyjyq = ——— (O<J<E)'

Ap dung cong thirc (2.11) taco: T=3Y0, 2xiln(p§$ .

Buwéc 3: Chon ngudng to. Néu T > t, thi I luu vao tdp anh gc €, nguoc lai I luu
vao tap anh §.
Dua vao tap thir nghiém trén mét tdp anh 16m (1200 anh), ty dugc chon trong

khodng tir 200 dén 500.

Chlng ta c6 thé ap dung thuat toan 2.6 cho mién tan s6 wavelet trén cac bang
tan cao LH, HL, HH bang cach thay vi théng ké trén cac hé sd cosine ta thong ké

trén cac hé so wavelet.

2.3. CAC KET QUA THU NGHIEM
2.3.1. Céc két qua thir nghiém trén mién khong gian
2.3.1.1. Thii nghié¢m

Tap anh thir nghiém: Str dung tap anh géc €, gom 2088 anh (ngudn goc da
gi6i thiéu trong chuong 1)

Gidu tin trén LSB: Tap anh G, duoc nhung lugng thong tin trén mién LSB
v6i ti 16 nhung 30%, 50%, 70%, 100% bang phwong phap gidu ngau nhién (céc
diém anh dugc chon theo bd chon gia ngiu nhién PR) duoc bdn tap méi Sise o,
15850, SLsB_70, SLsB_100 (MOi tap 2088 anh).

Phat hién dnh cé gidu tin trén LSB: Sit dung cac k¥ thuat phat hién anh co
gidu tin trén LSB cua ludn an (“d6 léch chuan™, x2, “ti 1& xam 17, “ti 1& xam 2”) va
ky thuat phét hién khac . [95] va LLRT [80] dé phan loai anh c6 giau tin va khong
giéu tin trén nam tap Coy, S1sB 30, SLSB.50, SLSB.70, SLSB 100, ta dUQc két qua theo bang

2.14 duéi day.
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Bdng 2.14. Két qud phan logi danh c6 gidu tin trén LSB trén cac tgp &, SLsg 30, SLSB 0,
S158 70, SLsB 100 baNg Mt sé kj thudt phat hién anh cé gidu tin

Tap Ti I€ phan loai dwgc trén tirng tap anh (%
anh ¢ P 2 ! g tap
“PAala
Xi95] | LLRT[80] | ~D0ch X “Tilgxém 17 | “Ti ¢ xdm 2”
Ky
thu@t Al'lh 2123 A{lh éllﬁlg AI}h énh AI}h énh Al,lh énh Al}h ggﬂ
goc tin goc tin goc gidu tin goc gidu tin goc gidu tin goc tin
Co 9.4 | 3.6 | 494 | 506 | 834 16.3 82.3 17.7 84.2 15.8 94.2 5.8
SLsB 30 96.2 3.8 15.7 | 843 | 67.2 32.8 75.2 24.8 53.6 474 84.3 | 15.7
S1sB.50 899 | 101 | 132 | 86.8 | 56.6 43.4 70.0 30.0 43.8 56.2 66.9 | 33.1
SLsB 70 452 | 548 | 118 |88.2| 41.6 58.4 62.2 37.8 24.8 70.2 50.4 | 49.6
S1sB 100 263 | 73.7| 10.2 | 89.8 | 29.1 70.9 28.4 71.6 25.7 74.3 24.7 | 75.3

Panh gid bang do do P, R, F: Panh gia két qua trong bang 2.14 theo do do P

(Precision), R (Recall), d trung binh diéu hoa F trén tap anh W gdom 10440 anh (gém tap

Co, SLsB_30, SLsB.50, SLsB_70, SLsB_100) ta duogce két qua trong bang 2.15.

Bdng 2.15. Két qud ddnh gid bang cdc dé do P, R, F trén tgp anh gom 10440 danh (&

va SLsB 30, SLSB50, SLSB 70, SLSB.100)

bo do

K¥ thuét P R F
X3[95] 0.36 0.98 0.52
LLRT [80] 0.87 0.87 0.87
“Pp 1éch chuin” 0.51 0.92 0.66
X3 0.41 0.90 0.56
“Tilé xam 17 0.62 0.94 0.75
“Ti 1é xam 2” 0.43 0.96 0.59

Tir bang 2.15 cho thiy xét trén cac trudng hop gidu tin v6i cac ti 16 gidu khac

nhau thi gia tri ctia F 1a nhé (0.52 — 0.87), trong d6 x2 cho két qua thap nhét vi k¥

thuat nay chi phat hién tot cho tap anh gbc va tap anh c6 gidu tin voi ti 1¢ bit gidu

cao nhit, con k¥ thuat LLRT cho gia tri F cao nhét vi khi anh chi can giéu mot ti 1€

nho n6 da két luan 1a anh cé gidu tin do phuwong phap xay dung anh gbc 1a “tron”

nhu da phan tich trong chwong 1, cac ky thuat dé xuat cua luan an cho két qua
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trong duong nhau. Didu nay cho thiy vdi ti 1¢ gidu thdp cac k§ thuat phat hién mu

cho két qua phan loai khong cao.

Dénh gia d6 do P, R, F trén tap anh O gom 4176 anh (tap Co, Siss 100) 12 tAp
gdm cac anh gbc va anh dugc gidu voi ti 18 bit gidu 16n nhat (100%) trén mién LSB
cho céc k¥ thuat phan loai mu trén cho anh c6 gidu trén LSB ta dugc két qua trong
bang 2.16.

Bdng 2.16. Két qud ddnh gid bang cac dé do P, R, F trén tdp anh @ gom 4176 anh (tdp
Co, SLsB 100)

Ky thuat Do do P R F
X2 [95] 0.74 0.95 0.83
LLRT [80] 0.89 0.64 0.74
“Pj léch chuan” 0.71 0.81 0.75
X3 0.72 0.80 0.76
“Ti 1¢ xam 17 0.74 0.82 0.78
“Ti 1¢ xam 2” 0.75 0.92 0.82

Tir bang 2.16 cho thay két qua gia tri cua P, R, F cua cac ki thuat phat hién
1a rat cao cho trudng hop phan loai anh gbc va anh co6 gidu véi ti 18 gidu 16n nhét
cho phép cta anh (100%), trong d6 k¥ thuat LLRT [80] ¢ gia tri F 12 nho nhat, “ti
1 xam 27 va “x2” cho két qua tot nhat.

Uéc lwong thong tin: Sir dung ba k¥ thuat ude luong ti 1é théng tin giau trén
mién LSB: ky thuat RS [31], DI [102], “tring khép” (ludn an dé xuat) trén nam tap
Co, SisB 30, SLsB 50, SLSB 70, SLSB 100, ta dugc két qua theo bang 2.17, trong d6 ching
ta tinh gi4 tri trung binh X theo (1.8) udc lwong duge trén mdi tp dnh va do léch s

theo (1.7) trén tap udc lugng tinh.

72



Bdng 2.17. Két qud woc lwong trén nam tdp €y, SLsB 30, SLSB 50, SLSB 70, SLSB 100

K§ thuat RS Dl “Trung khép”
T4p anh X S X S X S
Co 0.04 | 0.816 0.73 26.3 3.15 20.36
SLsB 30 22.17 | 1.36 37.22 12.53 36.25 33.48
SLsB 50 63.4 15.1 51.43 40.37 52.17 40.15
SLsB 70 83.2 19.7 76.82 11.50 81.7 31.5
SLsB 100 96.3 15.7 98.23 9.02 93.87 12.8

So sanh thoi gian thuc hién: Thuc hién kiém tra thoi gian thuc hién cac ky

thuat phat hién va k¥ thuat udc lugng thong tin trén cung mét tap anh €, (2088 anh)

ta duoc két qua theo bang 2.18.

Bdng 2.18. Két qud thoi gian thec hign phan logi trén tdp & (2088 dnh)

- A D6 léch Ti 1é Ti 1é “Trung
2 0 1¢ 2 ¢ ¢
Ky thuat Xn LLRT chuan X1 xam1l | xam?2 RS DI khép”
Thoi gian
A 156 73 153 153 52 83 6821 2236 185
(giay)

Bang 2.17, 2.18 cho thay k¥ thuat phat hién “Tring khop” cho két qua udc

luong twong dwong RS [31] va DI [102]. Tuy nhién k¥ thuat udc luwong “Tring

khép” cho thoi gian thuc hién nhanh hon hai k¥ thudt uéc lugng RS va DI theo

phan tich s6 phép tinh phai thyuc hién cta ting thuét toan Gmg véi timg k¥ thuat udc

lugng dudi day.

— S6 phép tinh sir dung trong thuat toan “tring khép” bao gom: hai vong lap

long nhau dé thong ké cac tan suat diém anh cua anh, va mot vong 1ap dé

xay dung anh lam “mdc” gidu xap xi 100% thong tin trén LSB, sau d6 sir

dung moét vong lap don dé tinh d6 1éch gifra cac cap gia tri cua mién khong
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gian anh kiém tra va mién khong gian anh sau khi uéc luong. Ngoai ra phai
tinh toan mot sb biéu thic ude lugng.

~ S phép tinh sir dung cuia RS bao gém: ba vong lap 16ng nhau, trong d6 hai
vong lap ngoai dung dé chia mién khong gian anh thanh cic mién khong
gian nho hon, mdi mién con lai phai thuc hién mot vong 1ap don dé kiém tra
mién nay 12 mién déu din (R), mién di thuong (S), hay mién khong st dung
(U), thém mot sb phép tinh dé udc luong thong tin tir mién R va mién S. Vi
vay c6 thé thdy sd phép tinh thyc hién 16n hon “Tring khép”.

— S phép tinh st dung ctia DI bao gdm bén 1an vong lip doi 1ong nhau: mot
vong lap doi dé tinh gia tri sai phan ca cac diém anh; mot vong lap doi dé
dao cac bit LSB cta anh dau vao dugc mot mién khong gian méi va tinh gia
tri sai phan ctia mién khong gian méi nay; mot vong lap doi dé chuyén céac
bit LSB ¢6 gia tri 1 thanh 0 tao ra mot mién khong gian méi va tinh gié tri
sai phan cua nd; mot vong lap doi dé thong ké cac tan suat sai phan cua ba
mién khong gian trén, trong vong lip dbi nay sir dung thém mot vong lap
don dé luu gia tri théng ké vao mot vector mot chiéu. Ngoai ra mot s6 phép
tinh don khac. Vi vay co thé thdy so phép tinh thuc hién 16n hon “Tring
khop”.

Do d6 thuat toan cua k¥ thuat “Trung khop” cho thoi gian thyc hién nhanh
hon k¥ thuat RS va DI, theo bang 2.18 thoi gian thuc hién ctua “trung khop” trén
mot tap 2088 anh 1a 185 (gidy) chi bang 1/37 lan k¥ thuat RS va bang 1/12 1an k¥
thuat udc luong DI.

2.3.1.2. Nhin xét

Tir két qua thir nghiém va danh gia trong cac bang 2.14 — 2.18 luan an dua ra
mot s6 nhan xét sau:
— Ky thuat “do léch chudn” khdng 76t hon k§ thuat “y,>” & truong hop
phan loai anh tap anh gbc nhung 6t hom trong trudng hop phan loai
anh c6 gidu tin, vi k§ thuat “y,>” chi ot khi théng tin dugc gidu mot

cach tudn tu (theo chiéu quét raster) trén mién LSB cta anh.
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- Ky thuat “LLRT” cua Sullivan rit tbt trong truong hop phan loai anh
c6 gidu tin, nhung khong tt trong truong hop phan loai anh gdc vi tac
gia sir dung loc théng thap dé xay dung x4p xi anh gdc tir vector tan
suit cia mot anh bét ky, két qua loc thong thap thudng cho tin hiéu
anh “tron” hon mot anh gbc ty nhién (nhu dd minh hoa trong chuong
1, hinh 1.4), vi vy n6 lam cho phat hién sai 1éch anh gbc thuc té
(bang 2.14).

- “Til¢ xam 2” va “an” cho két qua phan loai trong duong trong tap
anh c6 gidu tin va khong gidu tin.

- Theo danh gia P, R, F trong cac bang 2.15 va 2.16 thi gia tri cia P, R,
F chi cao khi phéan loai tdp anh gbc va anh c6 gidu tin véi ti 18 gidu
thong tin 16n nhat (100% trén LSB). Con cho tat ca cac trudng hop thi
d6 tin cay chi xap xi bang 0.56.

- Thoi gian phén loai trén cung tap anh cua k¥ thuat “ti I¢ xam 17 va “ti
1¢ xam 2” xap xi k¥ thuat “LLRT” vi sd phép tinh trong cac k¥ thuat
nay xap xi nhau vi déu cing sir dung cac phép tinh logarit trong tinh
toan.

- Phuong phap phat hién bang udc lugng “Trung khdp” c6 thé udc
lugng tuong duong RS va DI nhung thoi gian thyc hién cua “Trung

khép” nhanh hon ca (bang 2.18).
2.3.2. Cac két qua thir nghiém trén mién tin sé
2.3.2.1. Thir nghiém

Tdp anh thi: nghiém: 1a tap anh Jo gdm 1200 anh JPEG trong d6 605 anh
chup tir may anh k¥ thuét sd, va 595 anh tai vé tir [103, 107].

Gidu théng tin: Tap anh Jo duoc gidu lwong théng tin véi ti 18 bit giau 25%,
50% va 100% trén mién hé sé cosine cua cac anh duogc céc tap anh Js, Jso0, J100 €O

giau tin trén LSB cua céc hé so cosine.

75



Phat hién anh cé gidu tin: St dung thuat toan 2.6 (ti 18 x4m 3) va thuat toan
cua ky thuat y,2 [95] dé phan loai anh cho céc tap anh Jo, Jas, Js0, J1oo ta duoc két
qua phan loai trong bang 2.19.

Bdng 2.19: T7 I¢ phan logi dnh cia kj thudt “ti 16 x&m 3” va y.2 [71] vdi céc tdp anh b,
I25, Js0, Jhoo

Tap dit liéu anh X" [95] “Ti 1¢ xam 3”
Anh géc (%) Anh gidu tin (%) Anh géc (%) Anh gidu tin (%)
Jo 93.7 6.3 91.8 8.2
Js 83.5 16.5 75.6 24.4
T 487 51.3 423 57.7
J100 10.4 89.6 3.9 96.1

Pénh gia két qua trong bang 2.19 theo d6 do P (Precision), R (Recall), do
trung binh diéu hoa trén tap anh g gdém 4800 anh (gom tap Jo, Jas, Js0, J100) ta
duogc két qua trong bang 2.20.

Bdng 2.20. Két qud ddnh gid bang cdc dp do P, R, F trén tgp anh J

bo do
Ky thuat P R F
X2 0.52 0.96 0.68
“ti 1€ xam 3” 0.59 0.95 0.73

Bang 2.21 la thoi gian thuc hién trén tap Jo gdm 1200 anh cua hai k¥ thuat
phat hién x2 va “ti 1& xam 37,

Bdng 2.21. The1i gian thac hién trén tap Jo

K§ thuat phat hién X2 “Ti 1¢ x4m 3”

Thai gian thwe hién (gidy) 488 166
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2.3.2.2. Nhin xét

Phat hién anh c6 gidu tin trén mién tan so: K¥ thuat “ti 1¢ xAm 3” phat hién
anh c6 gidu tin trén LSB cta cac hé sd cosine phan loai xdp xi ky thuét “y,>” cho
truong hop anh gbc nhung tot hon cho trudong hop anh gidu tin véi ti 16 100% mién

2)’

hé so cosine, va thoi gian thuc hién cua “ti 1€ xam 3” cling nhanh hon “y,"” (gan 3

lan).

KET LUAN CHUONG 2

Chuong nay dua ra bén phuong phép cai tién phat hién mu cho anh c6 gidu
tin trén LSB cua mién khong gian va mot phuong phat phat hién mu trén LSB cia
mién tan s6. Dya trén tap thir nghiém gom 2088 anh dé so sanh k¥ thuat cai tién cua

luan an v6i mot sb k¥ thuat phat hi¢n mu khac.

Céc két qua thir nghiém cho thay cac k¥ thut phat hién do luan an dua ra
trong chuong nay la twong duong hoic tét hon ky thuat phat hién khac trong mot sb

truong hop anh co ti 18 bit gidu thip hodc thdi gian thyc hién.
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Chuong 3. MOT SO KY THUAT PHAT HIEN CO RANG BUQC

Chuong nay dua ra bon k¥ thuat phat hién c6 rang budc cho anh co gidu tin
sir dung k¥ thuat gidu tin DIH, IWH, HKC, RVH. Chung déu 1a truong hop riéng
cta k¥ thuét gidu LSB, tuy nhién ti 18 thay d6i trén LSB cua anh thuong thap so voi
luong thong tin dem gidu (hodc kich ¢& anh), vi vAy phét hién bang cac k¥ thuat
phat hién mu trén LSB cua anh thuong cho két qua khong cao. Trong phan nay luan
an dua ra cac phwong phap phat hién t6i vu hon so véi phat hién mu trén LSB cho
cac k¥ thuét gidu DIH, IWH, HKC, RVH va phuong phap udc luong xap xi lugng

bit théng tin gidu trong anh sir dung cac ky thuat nay.

3.1. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU HKC
3.1.1. Tém hrge ky thuat giau HKC

K¥ thuat HKC do J. H. Hwang, J.W. Kim va J. U. Choi d& xuat nam 2006
[41], dua trén phwong phép dich chuyén biéu db tan suat nhu sau: chon diém c6 tan
suat 16n nhat (goi 1a diém Peak) trong biéu do, sau d6 chon hai diém Zerol va Zero2
(cac diém co cot tAn sudt co gia tri bang 0) & bén trai va bén phai diém Peak (vi du
hinh 3.1 (a) biéu do tan suat cia anh 8-bit Lena.bmp). Sau d6 thyc hién lam rdng
hai cot tin suét tai vi tri Peak+1 va Peak -1. Dé c6 thé khoi phuc anh gbc, ban do
dinh vi dugc dé xuat dung dé luu trix thong tin vi tri cla cac diém gém: diém Peak,
Zerol, gia tri tan suit Zerol, diém Zero2, tan suét cua diém Zero2. Ban dd dinh vi
nay chuyén thanh mot chudi nhi phan va dugc ghép vao trudc chudi thong tin M

cung giau vao anh.

Thuc hién gidu thong tin VA0 anh theo nguyén tic: gia st can gidu bit b, quét
anh (theo thir ty tir trdi sang phai tir trén xudng) néu diém anh c6 gia tri bang Peak -
2 hodc Peak + 2, thi kiém tra bit b cin nhiing trong chudi bit théng tin: néu bit thong
tin 12 “1” thi diém anh c6 gia tri 1a Peak - 2 s€ tdng 1én 1, hodc diém anh co gia tri la
Peak + 2 s& giam di 1, con néu bit théng tin 1a “0” thi van duy tri nhu cii (ngdm hiéu
d3 gidu vao Peak -2 hodc Peak +2). Két thuc qué trinh gidu tin ta dugc anh stego c6

gidu tin v&i biéu do tan suét trong hinh 3.1 (b)
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Hinh 3.1. Biéu do tan sudt: (a) anh goc, (b) anh gidu tin bang HKC

3.1.2. Phuwong phap phat hién va wéc lwgng thong tin gidu trong anh
3.1.2.1. Phwong phdp phdt hién ciia Kuo va Lin

Niam 2008, Wen — Chung Kuo (Kuo) va Yan — Hung Lin (Lin) dé xuat k¥
thuat phat hién anh giéu tin st dung HKC [46]. Ho quan sat biéu dd tin suét dua
vao dinh Peak trude va sau khi gidu, thdy hai gia trj 1n can hai bén ctia dinh peak bi
tut xuéng do gidu tin nhu mo ta trong hinh 3.2 (a) va (b), vi vay ho dua ra dinh Iy

3.1 dé xay dung k¥ thuat phat hién duéi day.
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Hinh 3.2. Diém Peak: (a) truée khi gidu tin, (b) sau khi gidu tin

Pinh Iy 3.1 - C6 nam cdp gid tri lién tiép (x1, Y1), Xz, Y2), (Xa, Y3), (Xa, Va), (Xs,

Ys) VOi (x3, Y3) la cap gid tri diém Peak. Ti ¢ thay doi cia nam diém lién tuc va moi

quan hé lang giéng dwoc xdc dinh lan lwot nhu biéu thire (3. 1) va (3. 2):

Yo¥2 o B3TH o 1,04 <7, <06 (3.1)
Y3 Y3
Y1—Y2 Ya—Ys
~ <7 3.2
Y2 V4 2 ( )

7, la gid tri nguong
Trong [46], tac gia 1ay T, = 0.1.

Ap dung dinh 1y nay, Kuo va Lin dua ra thudt toan phét hién anh c6 giu tin sir

dung k¥ thuat HKC sau day:

Thudt todn 3.1 — Phat hién anh stego HKC ciia Kuo va Lin

Piu vao: Mot anh 8 — bit cap do mau C

Piu ra: kiém tra xem C c¢6 gidu tin str dung k¥ thuat gidu HKC hay khong
Buwéc 1. Tim cap gia tri diém Peak (Xmax, Ymax)

Buwéc 2. Tinh ti 18 thay d6i va mdi quan hé lang giéng voi (Xmax Ymax) SU dung dinh
ly 3.1.

Buwée 3. Néu nam cip gia tri lién tiép 1an cAn (Xmax Ymax) thoa man (3.1) va (3.2), thi

két luan anh C ¢6 giéu tin vung diém Peak, nguoc lai anh khong giéu tin.
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3.1.2.2. Phwong phdp phdt hién cdi tién tic phwong phdp ciia Kuo va Lin

Véi ky thuat phat hién cua Kuo va Lin (dya trén dinh 1y 3.1) trong mot sb
truong hop, chiing ta thay né khong phu hop khi théng tin khong duoc gidu hét vao

vi tri ctia cOt tan suat c6 gia tri 1an can diém Peak.

3000~
2500
2000
1500 -
1000 -

500

144 145 146 147 148 143 144 145 146 147 148 149

(a) (b)
Hinh 3.3. Biéu do tan sudt ciia: (a) anh goc, (b) anh gidu tin bang HKC

Vi du nhu hinh 3.3 (a) diém peak 1a 146, sau khi gidu tin hai cot gi tri 1an
can peak 13 145 va 147 bi tut xudng, nhung luong bit gidu it hon tan suat cia 2 diém
nay, nén tan suat co gia tri diém anh bang 144 khong bang tan suat c6 gia tri diém
anh 1a 145 va tan sudt c6 gia tri diém anh 14 147 khong bang tan suat co gia tri diém
anh 1a 148 (xem hinh 3.3 (b)). Theo vi du ta ¢6 y;=1520, y,=600, y;=3300, y,=580,
y5=1600.

Trong trudng hop nay kiém tra lai biéu thirc (3.1) va (3.2) ta thay:
(V3-Y2)/ys=0.8182 va (Ys-Ya)/ys =0.8242 va

Y1—Y2
Y2

Ya—Ys
Ya

=1.5333 va =1.7586

khong thoa man dinh 1y 3.1.

Dé cai tién k¥ thuat ctia Kuo va Lin phat hién hiéu qua hon cho trudng hop

gidu véi lugng giau khac nhau, ta c6 dinh 1y 3.2 nhu sau:
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Pinh Iy 3.2 - CO ndm cdp gid tri lién tiép (x1, Y1), (X2, Y2), (X, Y3), (Xa, Ya), (Xs,
Ys) trong do (xs, Y3) la cap gid tri diém Peak (voi diém anh ¢ gia tri x3 co tan sudt
I6n nhat ys). Khi do anh c6 gidu tin sit dung ky thudt gidu HKC néu moi quan hé

ciia ndm cdp gid tri nay théa man biéu thire (3.1°) va (3.2"):

Y3—Y2 ~ Y3—Ya ~ Tlp 04 S Tl < 1 (31’)
Y3 Y3
Y2 Ya
= = <:1 3.2,
Y1 s ( )
Ching minh:

Gia thiét (xs, Y3) 1a cap gia tri v6i diém anh co gia tri X3 ¢6 tan suat y;1a 1on
nhét. Cac gia tri Xq, X, 1a cac gia tri 1an cén trai ciia X3 Va X4, Xs 1a cac gia tri 1an can
phai cua x.

Theo gia thuyét cta k¥ thuat giau tin HKC gia tri tan suat cua x, (12 y,) Va X4
(12 y,) co gia tri gan xap xi bang ys, do d6 c6 thé gidu tin duoc nhiéu thong tin vao
cac 1an can nay, nén ta c6 mbi quan hé sau trong cac anh chua giu tin bang HKC:

Y2<~Y3, Y4 <*Y3

Hay; 222 = 2% < 9 4 (3.3)
Y3 Y3

Dé c6 thé giﬁu tin, HKC thuc hién bién ddi cac cot tan sb tai V1, Y2, Y4, Y5 nhu
Sau:

Vi =Ys ¥5=0, yt =Y y4=0 (tao thanh cot tn sudt rong tai y; Va y,).

Gia sir ta can gidu mot chudi bit théng tin M ¢6 do dai m.

Theo k¥ thut gidu HKC thi s& thay d6i mot phan tan suit gan bang m/4
trong y; thanh y;, va m/4 gia tri tan suat cia y¢ thanh y,. Luong bit con lai (2*¥m/4)
ngam dinh gidu trong y] va yt. Nghia 13 lugng bit gidu trong anh m=2*(y,+y.), Vi
chudi thong tin gidu 14 dai luong ngiu nhién c6 phan b i.i.d [61] nén xac suit bit
“0” va x4c suét bit “1” x4p xi bang nhau va bang 0.5 (P(0) ~ P(1) = 0.5)

+ Truong hop gidu s bit hét kha ning cta anh thi:

V1= ¥z = Yal2
Ya= Y5 ~ Yal2
M= y1+y2+yatys=2*(y1+ys)
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Dodo Lz %Y504 (3.4)
Y3 V3

+ Trudng hop gidu véi luong gidu rat nho nghia 13 y,” va y,’ rat nho gan t6i 0
thi

0 1
Y3—Y2 ~ V3—Ya <1 (35)
V3 Y3

Tuy nhién trong mét sb trudng hop (II) ¢ thé théa min véi anh khong gidu
tin hodic cac cOt tin suat lan can trai hodc phai cua y; co gia tri gan bang 1/2 gia tri
ctia y; do d6 ta han ché bang biéu thirc sau:

Sau khi giau tin:

t Y22 Vs
Y, <=y
Y1 <= s

Dodotacod:

!

Y£ Ya __
= x —=<=
AT (36)

Tir (3.3), (3.4), (3.5), (3.6) ta c6 diéu phai chimg minh.
Ap dung dinh 1y nay vao bai toan phat hién anh gidu st dung HKC ta duoc

thuat toan 3.2 nhu sau:

Thudt todn 3.2 — Phat hién anh stego HKC _cai tién

Pau vao: Mot anh 8 — bit cap do mau C

Piu ra: Kiém tra xem anh C c6 giau tin str dung k¥ thuat gidu HKC hay khong
Bwoc 1. Tim cap gia tri diém peak (Xmax, Ymax)

Budérc 2. Tinh ti I¢ thay doi va mbi quan h¢ lang giéng VO (Xmaxs Ymax) SU dung dinh

ly 3.2.

Buwéc 3. Néu nam cip gia tri lién tiép 14n can (Xmax, Ymax) thoa man (3.1°) va (3.2°),

thi két luan anh C c6 gidu tin trong viing nay, ngugc lai anh khong giau tin.

Sau khi thir nghiém va khéo sat lai trén mot tdp anh 16n chung ta c6 thé dua

mot biéu thie kiém tra khac don gian va tdi vu hon k¥ thuat cai tién cia Kuo va
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Lin. Tir biéu thitc méi ndy chiing ta con c6 thé ude lwong duge lugng bit thong tin
d3 gidu trong anh bang HKC trong khi k¥ thuat ctia Kuo va Lin chua dua ra. Chi tiét
duogc trinh bay trong 3.1.2.3 dudi day

3.1.2.3. Phwong phdp phdt hién HKC Khac va wéc lwong thong tin gidu

Goi {h, }5505 1a vector tan suat clia anh gbc trude khi gidu tin, khi d6 Peak 1a
diém anh co tan suit (hpeak) 160 nhét, cac cot tn suét 1an can hpegy.o, Npeak-1, Npeak+1,
Npeaks2 €O gid tri 16n X4p xi hpeak, Vi VAy tong tin sudt clia Npegs1 VA Npeak +2 (hodc
Npeak 1 Va Npeak 2) € ludn 16n hon hpegk, nghia 1a hpeaks1 + Npeak +2 > Npeak (hodc Npear1

+ hpeak - 2 > Npear) diéu ndy c6 thé nhin tryc quan theo hinh 3.1. (a)

Véi anh c6 giu tin thi diéu nay lai nguoc lai, vi dé gidu tin theo HKC chiing
ta phai dich chuyén tan sudt hpea + 2 SANG Vi tri Npeak +3, Npeak +1 SANY Npeak +2, Npea - 2
sang hpeak_s, Npeak-1 SaNG Npear-2. Khi thong tin duoc gidu vao anh sé dich chuyén mot
phan Npesy» $aNG hpeak -1 VA Npeara $aNG Npeass. Do d6 chiing ta thay hpeaes + Npeaks <
Npeak VA Npeaks1 + Npeaks2 < Npeak VI Npeak-1 + Npeak-2 Va Npeaks1 + Npears2 chinh 1a tan suét

cua hpear-1 VA Npeas1 trong anh géc ban dau (co thé truc quan theo hinh 3.1. (b)).

Ciing dua vao mbi quan hé bi thay doi ndy giita cic ving 1an can hpey ching
ta co thé udc luong duge sb bit thong tin gidu trong anh dua vao hpear VA Npeaksr-
Ban dau dé giéu tin chung ta phai dich chuyén hpeak-1 SANQG Npeak-2, Npeak+1 SANY Npeak+2,
nghia 1a lam cho hpeae.1= 0, hpeax+1 = 0. Sau khi giéu tin cac bit “1” ctia chudi thong
tin 1am dich chuyén mot phan hpeak2, Npeaks2 SaNG Npeai-1, Npeaks1 (theo thuat toan gidu
HKC) con céc bit “0” ngadm dinh duoc gidu vao cac diém anh Peak-2 va Peak+2.

Goi Lo, Ly 12 s6 bit “0” va bit “1” cua chudi thong tin M can gidu khi d6: L,
= Npeakr + Npeaks1, €ON Lo = L vi chudi thong tin M 1a dai luong ngau nhién ¢ phan
b i.i.d [61] nén xé4c suat bit “0” va xac suit bit “1” xap xi bang nhau va bang 0.5
(P(0)~ P(1) =0.5). Vay d6 dai bit thong tin M dugc gidu trong anh sir dung HKC
duogc tinh theo biéu thirc sau: L = 2L; = 2(hpeart + Npeaks1)-

Tir cac van dé phan tich ¢ trén chung t6i c6 duge dinh 1y 3.3 cho phat hién

anh c6 gidu tin sir dung k¥ thuat gidu HKC.
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Pinh Iy 3.3 - C6 nam cdp gid tri lién tiép (Xy, Y1), Xz, Y2), Xz, Y3), (Xa, Va), (Xs,
Vs) v&i diém Peak (diém max) la X3 VA Y3 = Npea. Khi d6 dnh c6 gidu tin bang HKC

néu Moi quan hé cua nam diém nay thoa man:

YitY2<Ys (3.7)
Yat Ys<Ys (3.8)
va lwong bit thdng tin da gidu dwoc tinh bang biéu thire:
L =2(y, +Ya) (3.9)
Chung minh:

Theo gia thuyét cip gia tri (xs, Ys) 13 cdp gia tri v6i diém Peak 1a x5 c6 tan
sudt y;1a 16n nhat. Céc gia tri xy, X, 13 cac gia tri 14n can x5 vé bén trai, x,, X, 1a cac
gia tri 1an can vé bén phai. Vi vy cc gia tri ndy c6 yi, Ya, Ya, Y5 tvong tng 16n gan
bang y; nén c¢6 moi quan hé:

Y1<Ya, Y2 <Y3, Ya<Y3, Y5 <Y3 (3.10)

Y1tY2>Ys3

Yatys>Ys3

Trude khi gidu tin, HKC thyc hién bién doi cac cot tan sb tai ya, Yo, Va Vs
nhu sau:

Y1= Y2, ¥2=0, y5=Ya, y4,=0

nghia 14 y, bi dich chuyén thanh yy, y4 bi dich chuyén thanh ys (tirc 13 tao
thanh cot tn suat rong tai y, Va Ya).

Sau khi gidu tin mot phan tan suét trong y, chuyén sang y5, y& chuyén sang
Va-

Ma yi+ y; =Y2, ¥4 + ¥s = Ya theo (3.10) ching ta co y,<ys, Y, <ys. Nghia la
sau khi giau tin:

Y1+ Y2 <Ys Yat Vs <Ys (3.11)

Néu (3.11) théa man thi ta c¢6 thé tinh dugc lugng bit théng tin gidu xap xi
trong anh bang HKC nhu sau:

Goi Lo, L; 13 s6 bit “0” va bit “1” caa chudi thong tin M can gidu khi d6: L, =
y3 + yi, mat khac Lo ~ Ly vi chudi thong tin M 1a dai luong ngau nhién c6 phan b

i.i.d [61] nén x4c suat bit “0” va x4c suat bit “1” x4p xi bang nhau va bang 0.5 (P(0)
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~ P(1) = 0.5). Vay d¢ dai bit théng tin M duoc gidu trong anh sir dung HKC duoc
tinh theo biéu thirc sau:
L =21 =2(y; + ya)- (3.12)
Tir (3.11) va (3.12) ta dugc diéu phai chimg minh.
Ap dung dinh 1y 3.3, chiing ta c6 thé xdy dung thuat toan phét hién anh co
gidu tin bang k¥ thuat HKC va udc luong thong tin gidu trong anh sau:
Thudt toan 3.3 - Phat hién va wéc lwgng do dai M cia anh_stego HKC

PAu vao: Mot anh 8 — bit cép do mau C

Piu ra: Kiém tra xem anh C c6 gidu tin st dung k¥ thuat gidu HKC hay khong.

Néu c6 cho biét lugng bit da gidu trong anh.

Budc 1: Thong ké tan suat cac diém anh duoc {h;}>>. Tim diém Peak c0 tan suét
16n nhat dugc cap (Xmax, Ymax) VO1 Xmax = Peak, Ymax = Npeak.

Buwoc 2: Tim 2 cap diém lién tiép bén trai (Xmax-2» Ymax-2)s (Xmax-1» Ymax-1) va lién tiép
phai (Xmax+1, Ymax+1), (Xmax+2, Ymax+2) cua Peak.

Buge 3. Néu ndm diem (Xmax-2, Ymax2): (Xmax-ts Ymaxt)s Xmaxe Ymax)s (Xmaxe1, Ymaxe1),
(Xmaxs2, Ymaxs2) thod mén biéu thuc (3.7) va (3.8) thi két luan anh C c6 gidu
tin v6i luong bit théng tin dugc tinh theo (3.9). Nguoc lai, ¢6 thé két luan
anh nay khong giau tin bang HKC.

Ap dung thuat toan cho thir nghiém trong phan 3.1.1 trén anh Lena.bmp cap
xam 8-bit, thong tin gidu 1a anh Logo.bmp nhi phan kich c& 128x56 diém anh
(trong Gng 7146 bit), chung ta wdc luong xap xi s6 do dai bit théng tin da giau
trong anh L = 7148 bit.
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3.1.3. Cac két qua thir nghiém
3.1.3.1. Thir nghig¢m

Tdp anh th nghiém: Tap anh thtr nghiém la tap G, gém 2088 anh da gidi
thiéu ngudn goc trong 1.3.2.

Thir nghiém: Dé danh gia va so sanh hiéu qua cta ba k¥ thuat phat hién: Ky
thuat ciia Kuo va Lin, k¥ thuat ctia Kuo va Lin duoc cai tién va k¥ thuat do luan 4an
dé xuat, luan 4n thyc hién cac thuc nghiém véi hai truong hop sau:

1/. Truomg hop 1 (gidu cing mdt lwgng bit théng tin)

Tap anh €, dugc giau cing mot thdng tin véi do dai bit thong tin 1a 2500 bit
(bit théng tin duoc sinh ngau nhién) bang k¥ thuat gidu HKC duoc tap anh da giau
tin Skc 2500 20m 2088 anh. Str dung ba k¥ thuat phét hién anh co gidu tin HKC dé
phan loai cac anh géc va anh ¢ giau tin bing HKC trong hai tap Co VA Spkc 2500 ta
duogc két qua phan loai trong bang 3.1.

Bang 3.1. Bang két qua phan logi trén tdp € va Stk 2500

Tép anh Tap anh € Tap anh Sykc 2500
. R T S6 anh phat hién dwoc véi tirng loai anh
Ky thuat phat hi¢n Gbe Gihu tin Gbe Gihu tin
Ky thut cia Kuovalin 2076 12 2085 3
Ky thuat cua Kuo va Lin cai tién 1776 312 212 1876
K thuat phat hién dé xuat 1950 138 38 2050

Pénh gia két qua trong bang 3.1 theo do do P sir dung (1.3), R si dung (1.4),
F st dung (1.6) trén tap anh V gom 4176 anh trong d6 2088 anh cua tap Co va 2088

anh cia tap Swkc 2500 ta duoc két qua trong bang 3.2.
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Bdng 3.2. Két qud ddnh gid bang cdc dp do P, R, F trén tdp anh ¥ gom 4176 dnh (Cpva

SHKC_2500)
bo do
K§ thuit P R F
KY¥ thuat phat hién ciia Kuo va Lin 0.001 0.2 0.002
K§ thuat cia Kuo va Lin c6 chinh stra 0.89 0.82 0.85
K¥ thuat phat hién dé xuét 0.98 0.94 0.96

Uéc lwong thong tin gigu: Tién hanh udc luogng sé bit thdng tin gidu trén tap

anh Cy va tap anh Sykc 2500 ta duoc két qua twong tng trong bang 3.3.

Bdng 3.3. Két qud wdc lwong thong tin gidu trén tdgp €pva Sikc 2500

Tap anh thir nghiém D0 dai bit trung binh wéc lwgng Do léch
Co 386.37 1214.89
SHkc 2500 2494.357 2116.37

Tir bang 3.3 ta thay, véi tap anh goc €o két qua udc luong trung binh do dai
bit thong tin la 386.37 vdi do Iéch 1214.89 la do trong tap anh €Co chuong trinh phat
hién ra sai 138 anh géc 1a anh c¢6 gidu tin, n6 s& uéc lugng gia tri sd bit thong tin
cua 138 anh nay 1am cho sé bit trung binh trén 2088 anh gbc 1a rat 16n. Con véi tap
anh Sy 2500 VOi lwong gidu thuce té 1a 2500 bit nhung chuong trinh wéc luong duge
trung binh 1a 2494.357 1a do nd phét hién sai 138 anh 13 gdc vi vay gia tri bit dit liéu
gidu udc luong trung binh thap hon gia tri bit da gidu trong tap anh.

2/. Truwong hop 2 (cac dnh dwoc gidu véi lwong thong tin gidu 16m nhit)

Tap anh Co duoc gidu mot lwong bit thong tin (bit thong tin dugc sinh ngau
nhién) véi ti 1¢ giau 16n nhat (kha ning gidu cho phép cia mdi anh) bang ky thuat
giau HKC dugc tap anh da gidu tin Sykc rioo g0m 2088 anh. St dung ba ki thuat
phat hién anh c6 gidu tin HKC dé phan loai cac anh gdc va anh co giau tin trong hai

tap Co Va Skc rioo ta duge két qua trong bang 3.4.
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Bdang 3.4. Bang két qud phan logi bang ba ky thugt phat hién: cia Kuo va Lin, cia Kuo
va Lin cdi tien va Ky thudr dé xuat mai trén t@p Stikc rioo

Tap anh A o
P Tap anh Sukc r100
Ky thuat phat hién anh goc anh gidu tin
K¥ thuat ctia Kuo va Lin 312 288
Ky thuét cia Kuo va Lin cai tién 95 505
K§ thuat phat hién dé xuat 16 584

Pénh gia két qua trong bang 3.4 theo d6 do P, R, F trén tap anh U gom 4176
anh trong d6 2088 anh cua tap C, va 2088 anh clia tp Swkc rioo ta duge két qua
trong bang 3.5.

Bdng 3.5. Két qud ddnh gid bang cdc dp do P, R, F trén tdp anh Ugém 4176 danh (& va

SHKC_R100)
D¢ do
Ky thuat P R F
Ky thuat phat hi¢n cia Kuo va Lin 0.64 0.99 0.78
K§ thuat cia Kuo va Lin cai tién 0.89 0.82 0.85
K§ thuat phat hién dé xut 0.98 0.94 0.96

3.1.3.2. Nhdn xét

Tu két qua trong céac bang 3.1 - 3.6 luan an dua ra mat s6 nhan xét sau:

~ Pdi v6i trudng hop phan loai anh gdc: k¥ thuat phat hién cua Kuo va Lin
t6t hon k¥ thuat cai tién va k¥ thuat dé xuét.

~ Ddi véi cac anh duge gidu véi luong thong tin gidu thap (so véi kha ning
gidu 16n nhat cua anh) thi k§ thuat ctia Kuo va Lin phat hién khong t6t nhu
d3 phan tich ¢ trén, k¥ thuat cai tién phat hién tot hon.

~ D4i véi tap anh gidu tin voi lugng thong tin gidu 10n nhat thi k§ thuat cua
Kuo va Lin duoc cai tién va k¥ thuat dé xuét cho két qua phan loai tét hon.

~  K§ thuat dé xuat cho két qua phan loai nhu nhau trong ca hai truong hop.
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3.2. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU DIH
3.2.1. Tém hrge ky thuat giau tin DIH

Ky thuat gidu tin thuin nghich dya trén biéu do sai phan anh DIH
(Difference Image Histogram) do Lee va cac cong su dé xuat nam 2004 [49]. Y
tuong cia k§ thuat nay 1a nhung thong tin dua vao hé sb sai phan trong anh. Gia st
dir liéu anh gdc 8 — bit Lena.bmp (hinh 3.4. (a)) kich ¢& m x n diém anh dugc biéu
dién béng vector {Xy} vOit=0, ... m- 1, k=0,... n- 1, Xy €{0, ... 255} }, khi d6 cac
h¢ s6 sai phan {d;} cta anh duoc tinh theo dj = Xi5j+1 — Xi g v6i 0<i<m—1,0<
j <n/2 — 1. Tinh tan suét cia cac hé s sai phan dugc vector hy (v6i biéu do hinh 3.4
(c)). Nhom tac gia thy rang cac gia tri tan suat tap trung phan 16n vao cac hé sb sai
phan c6 gia tri -2, -1, 0, 1, 2, do d6 co thé gidu thong tin dwa vao cac hé sé sai phan
nay. Dé gidu tin c6 thé khoéi phuc lai anh gdc, ho s& phai dich chuyén cac cot tan
suit co hé sb djj 16n hon 1 va nho hon -1 dé 1am rong cac cot tan sudt cac hé sb béng
2 va -2 (hinh 3.4 (d)). Sau d6 chudi thong tin M (vi du 1a dit liéu cua anh nhj phan
(hinh 3.4 (b)) kich c¢& 128x56 diém anh) s& duoc gidu vao cac diém anh ma hé s sai
phan ctia n6 sau khi chinh sira c6 gia tri 1a 1 hodc -1 theo nguyén tic: xét ting cap
diém anh (Xi, 2j, Xi, 2+1) (theo thr ty nao do), néu dij cuia c@p nay co gia tri 1 hodc -1,
ta kiém tra beM can gidu b=1 thi X 2j tang Ién 1 (néu dij =1) hodc x;,; giam 1 (néu
dij =-1), con néu b=0 céc gia tri van giit nguyén (mic dinh coi nhu di gidu thong tin
vao dj)). Qua trinh gidu nay thuc chat 13 dich chuyén mét phan cot hé sé sai phan -1,
1 sang hé s -2, 2. Sau khi gidu tin dugc biéu do tan suat sai phan méi (hinh 3.4

(€)).

90



14000

12000

10000

8000

6000

4000

2000

0 llIIII IIIIII

-10 -7 -4 -1 2 5 8

(©

14000 14000
12000 12000
10000 10000
8000 8000
6000 6000
4000 4000
2000 2000

0 .HH'JJ... 111 ....ll'!!.. 0 .HH'JJ....I....l....ll'JJ..

PO N O A A MmN O . -8 -5 -2 1 4 7 10

(d) ()

Hinh 3.4. (@) Anh Lena.bmp, (b) théng tin cdn gidu la anh nhi phén kich ¢ 128 x 56 diém
danh, cdc biéu dé sai phan: (c) anh Lena (goc), (d) khi dich chuyén, (e) sau khi gidu tin.

3.2.2. Phwong phap phat hién anh cé gidu tin sir dung k¥ thuit gidu DIH
3.2.2.1. Phan tich ky thudt gidgu DIH

K§ thuat gidu DIH 1a mét truong hop riéng caa ki thuat giau trén LSB theo
phuong phap ting giam LSB. Theo qua trinh giau tin trong 3.2.1, ching ta thay ring
ki thuat giau DIH chi gidu dugc mot luong tin rat thap, kha ning giau phu thuoc
Va0 gid tri tan suat sai phan bang 1 va -1. Theo vi du trong 3.2.1 thi kha ning giau

s6 bit 16n nhét caa anh Lena 1a L = h_y+ h; = 19877 (twong dwong vdi ti & giau 16n
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nhit Rye=7.58% mién LSB cua anh). Day la ti 1& gidu lam thay ddi rat it noi dung
cua anh géc vi theo nhom tac gia gigi thiéu ky thuat nay dua ra bang phép do
PSNR>51dB.

Ching ta sir dung mot s6 phuwong phap phét hién mu trén LSB trong chuong
2 dé phét hién anh c6 giau tin bang ky thuat gidu DIH nhu sau: st dung tap anh C
(600 anh l4y ra tir tap anh gbc Co) cung giau thong tin 1a dix liéu anh nhi phan (hinh
3.4. (b)) kich c& 128x56 diém anh (twong wng véi chudi 7168 bit) dugc tip anh
Soi_7168- Sau d6 st dung mot sé ky thuat phat hien tong quat LSB cho tap anh
Soin 7168 dugc két qua phat hién trong bang 3.6.

Bdng 3.6. Sir dung ky thugt phat hign téng quat trén mién LSB dé phan logi d@nh trén
tdp SoiH_7168

“Pj lgch chudn” 72 “Ti 1¢ xdm” 72 [95] LLRT [80]
Anh géc 462 582 406 595 297
Anh gidu tin 138 18 194 5 303

Pé kiém tra bang phuong phap udc lugng thong tin giau trén LSB cua anh,
luan &n st dung anh Lena.bmp (hinh 3.4 (a)) giau mot lwong thong tin 1a di liéu anh
nhi phan (hinh 3.4. (b)) kich c¢& 128x56 diém anh (tuong tng véi chudi 7168 bit)
g vai ti 18 2.73 % mién LSB cua anh. Sir dung k§ thuat uéc luong RS, DI, “Tring

khép” ta duoc két qua wéc luong trong bang 3.7.

Bing 3.7. Usc lwgng thong tin gidu cho dnh Lena.bmp truéc va sau khi gidu tin si
dung DIH bang ky thudt wdc lweng théng tin trén miéen LSB: RS, DI, “Trung khep”

Lena.bmp RS [31] DI [102] “tring khop”
Trwéc khi gidu tin R=0.15% R=12% R =0.037 %
Sau khi giau tin R =6.36 % R=9% R=3%

Tur hai bang kiém tra 3.6 va 3.7 c6 thé thay riang da sé k§ thuat phét hién
téng quat trén LSB chi phat hién tdt vai ti 1¢ gidu cao con trong truong hop nay ti 1é

giau so vai kich ¢& caa anh 1a qua nho (7168 bit chi bang tir 2 dén 3% mién LSB
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cua anh). Vi vay dya vao phan tich dic trung cta tap anh gc va anh sau khi giau tin
sir dung k¥ thuat gidu DIH luan 4n nay dwa ra phuong phap phat hién téi vu hon va
c6 thé udc luong thong tin da giau trong anh trong muc tiép theo.

3.2.2.2. Phwong phdp phdt hién va wéc lwong thong tin gidu

Dé dua ra phuong phap phat hién phu hop véi k¥ thuat gidu DIH, trudc tién
chung ta dua ra phan tich trén mot tdp gdm 8 anh 8-bit kich ¢& 512x512 diém anh

tai vé tir thu vién anh [107] v6i ndi dung trong hinh 3.5.

E

Lena.bmp F’E)bers.bm Sailbogfbm‘p
Hinh 3.5. Tdp danh thi: nghiém

Tinh tan sudt cic hé sb sai phan cia ting anh ta duoc biéu dd tan suit tuong

ung trén tirng anh theo hinh 3.6.
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Hinh 3.6. Biéu do tan sudt hé s6 sai phan ciia anh truée khi gidu tin bang DIH: a)

(a © (d)

-
~-

Airplane.bmp, b) Beer.bmp, c) Elaine.omp, d) House.bmp, e) Lena.bmp, f) Peppers.omp, g)
Sailboat.bmp, h) Tiffany.bmp

Sau d6 tap anh nay dugc gidu ciing mot théng tin 13 anh nhi phan kich c& 128
x 56 diém anh (hinh 3.4. b) bang k¥ thuat gidu DIH duogc tip anh cé giu tin. Tinh

tan suat cac hé s sai phan cua anh ta 6 biéu do tan suat cta ting anh theo hinh 3.7.

(a) (b)
©) © (h)

Hinh 3.7. Biéu dé tan sudt he s6 sai phan ciia dnh sau khi gidu tin bang DIH: a)

-

(d)

% %
-

%
-

Airplane.bmp, b) Beer.bmp, c) Elaine.bmp, d) House.bmp, e) Lena.bmp, f) Peppers.bomp, g)
Sailboat.bmp, h) Tiffany.bmp
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Ttr hinh 3.6 va 3.7 ching ta thiy, ddi voi anh khong gidu tin thi biéu do tan

suat h ctia cac hé s6 sai phan d c6 phan bd Gaussian véi ham mat do xéac sut: [90].

Dv,g (x) = ZL;’/F% exp {_ (%)v}

Hay mo1 quan hé cua cac h;nhu sau trong anh goc:

hi+h;>hy,+hsy,>hg+hsg>...>hg+ho>...
Con ddi vé6i anh c6 gidu tin thi:
hy+hy>hy+hy hy+h, <hg+hs.

Su thay doi nay la do k¥ thuat giéu DIH tao ra, no thay ddi tan suét h,, cta
anh dé giau thong tin. Pay chinh 13 van dé mau chdt dé phat hién anh c6 gidu tin
bang DIH. Tir d6 chung ta c6 thé udc luong duge xap xi thong tin da gidu dya vao
hs,. Vi thong tin dem gidu 13 mot chudi bit o6 phan bd doc 14p nén xac suat s bit
“0” xuét hién trong chudi thong tin x4p xi bang xac xuat s6 bit “1” va bang 0.5 (p(0)
=p(1) = 0.5). Vi vay Y% chudi thong tin s& duoc gidu trong hs; va phan con lai dugc
gidu trong hs, , do d6 d6 dai x4p xi bit thong tin dem gidu duogc tinh nhu sau: L=
2*(ho+ hy)

Tir cac phén tich trén chung ta dua ra dinh 1y 3.4 vé méi quan hé tan suat cia
cac hé sai phan trong anh c6 gidu tin va wéc luong do dai bit thong tin gidu trong

anh nhu sau:

Pinh 1y 3.4 - C6 2 cap gid tri (hy, N.,), (hs, h.g) dwege chon tir vector tan sudt
cdc hé sé sai phan ciia mét dnh. Khi d6 anh cé gidu tin bang DIH néu moi quan hé

cua 2 cap gid tri nay thoa man:
22 <T (3. 13)

va lwong bit théng tin da gidu dwoc tinh bang biéu thire:
L=2*(h,+ hy) (3.14)

V6i T 1a ngudng dé phén loai.

Ching minh:
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Theo [49] k§ thuat gidu tin DIH chu yéu lam thay d6i cac cot tan sudt hé sb
sai phan h,, hy, hs, hs. Déi v6i anh khong gidu tin thi biéu d6 tan suat h cia cac hé
s6 sai phan d c¢6 phan bd Gaussian, hay méi quan hé cta cac h; nhu sau:

hi>hy>hs>hy >...
hy>hy,>hs>hy>...

hy+h_p
ha+h_3

hay >T

Con dbi voi anh ¢6 gidu tin thi:
h, < h;
h, <hgj

hay 5222 < T T 1a gié tri ngudng (3.15)

3th_3
(vi truoce khi giéu cOt tan suit h, dugc dich chuyén sang h3, h3 chuyén sang h4,
... 1am rdng cot tan s6 h, sau d6 mot phan hl duge chuyén sang h2 dé gidu tin.
Tuong tu v6i cac cot tan suat cia hé sb sai phan c6 gia tri Am)

Tir d6 chiing ta ¢ thé udc luong duoc xap xi thong tin da gidu dya vao hay. Vi
thong tin dem gidu 1a mot chudi bit c6 phan bd doc 1ap nén xac suat sd bit “0” xut
hién trong chudi thong tin xap xi bang xac xut s6 bit “1” va bang 0.5 (p(0) = p(1)
=0.5). Vi vay % chudi thong tin s& dugc gidu trong hs; va phan con lai dugc gidu
trong h., , do d6 do dai Xép xi ciia thong tin dem giéu duoc tinh nhu sau:

L=2*(h,+ hy) (3.16)
Tir (3.15) va (3.16) ta dugc diéu phai chirmg minh

Tu do6 ta co6 thuat toan phat hién dua vao dinh ly 3.4 nhu sau:
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Thudgt toan 3.4 — Phat hién anh stego_ DIH
Piu vao : Anh C can kiém tra
Piu ra: Két luan anh C c6 gidu tin bang DIH hay khong
Buwée 1. Tinh gid tri sai phan d giita cac cap diém anh giéng nhu quy trinh gidu tin.
Sau d6 tinh tan suét cua hé s sai phan nay, ky hiéu 13 h;.
Buwée 2. So sanh ty 1& gitta hs, VA hys néu théa man (3.13) thi thuc hién budc 3.
Nguoc lai, thyc hién budc 4.
Buwée 3. Anh c6 gidu tin. Ubc luong d6 dai thong tin gidu L theo biéu thire (3.14).
Buwéc 4. Anh khong gidu tin
Dua vio tip anh thuc nghiém (trén 2088 anh) cho thiy T=1 cho két qua tdt.
Ap dung thuat toan cho thir nghiém trong phan 3.2.1 trén anh Lena.bmp giau
thong tin 12 anh Logo.bmp nhi phéan kich c& 128x56 diém anh (twong tng 7146 bit),
chung ta udc luong duoc do dai bit dir liéu da trong anh L = 7142 bit.
3.2.3. Cac két qua thir nghiém
3.2.3.1. Thir nghiém
Tdp anh thiz nghiém: Tap anh thir nghiém 1a tap anh Co gdm 2088 anh.
Gidu tin: Tap Co duoc gidu cung mot chudi thong tin c¢6 do dai 6000 bit
(chudi dugc sinh ngau nhién) bang ky thuat giau DIH dwoc tap anh méi Spi_so00-

Phan logi anh: Sir dung ky thuat phat hién anh c6 giau tin bang DIH cho hai
tap anh Co va Spj_eo0o ta dugc két qua trong bang 3.8 (twong tng vdi hinh 3.8).

Bdng 3.8. Bdng két qua phan logi anh cé gidu tin bang DIH trén tgp € va Soin_sooo

. 3 . S6 anh phat hién dwoc véi tirng loai anh
Tap anh thir nghiém 7 ————
Goc Co giau tin
Co 2085 3
SDIH_6000 72 2016

Dénh gia két qua trong bang 3.8 theo d6 do P, R, F trén tap anh W gom 4176
anh trong d6 2088 anh ctia tap Co va 2088 anh clia tap Spiy eono ta duoc két qua P =
0.97,R=0.99, F = 0.98.
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Ubc lwong thong tin gidu: trong hai tap anh Co va Spin g0 ta duoc két qua
ude luong trong hinh 3.8 img véi bang 3.9.

50 I I + T

D 500 1000 1500 2000 =m0 (b)
Hinh 3.8. Két qua wéc leong d@é dai thong tin gidu: a) trén tap anh Cp, b) trén tdp Soin_eooo

Bang 3.9. Két qua wéc lwong thdng tin gidu trén tdp Epva Soin_eooo

Tap anh thw nghiém | D¢ dai bit trung binh wéc lwgng Do léch
Co 0.194 6.315
SpiH_6000 5837.31 1122.07
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3.2.3.2. Nhgn xét

Tir bang két qua phan loai 3.8 va bang udc luong théng tin 3.9 trén hai tap

anh Cova Spin_eoo0, luén an chi ra rang:

— Phuong phap phat hién dé xuét cho anh c6 gidu tin bang DIH véi do tin ciy
cao va sai s6 loai I nho (0.03) véi tap anh ¢ sé luong anh 16n.

— Phuong phap phat hién nay cho két qua tdi uvu hon phuong phép phat hién
mu trén LSB.

— Tuy nhién, uéc luong c6 chéch véi cac anh c6 do nhidu cao nhu udc lugng
chi ra trong hinh 3.8 (cac anh duoc danh sb tir 993 dén 2088, cic anh nay la

cac anh duoc chup tir may anh k§ thuat sé va dién thoai di dong).

3.3. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU IWH
3.3.1. Tém lwgc ky thuit gidu tin IWH

Ciing xuét phat tir yéu cau khéi phuc x4p xi anh gbc sau khi tach thong tin,
vao nim 2006, Xuan va cac dong nghiép dé xuat k¥ thuat gidu IWH (Integer
Wavelet Histogram) [99]. K§ thuat nay c6 ¥ tudong gan gidng k¥ thuat giau tin DIH,
tuy nhién sy khac nhau & chd: thay vi dich chuyén cac cot tan suat sai phan, thi ho str
dung phuong phap dich chuyén tan suit ciia cac hé sb bién dbi wavelet nguyén véi

vi tri tuy chon.

Ban dau ho thuc hién phép bién d6i Wavelet cho mién khong gian anh theo
chuan bién ddi trong k¥ thuat nén JPEG2000 [99, 72] dé duoc bdn bing tan (LL,
LH, HL, HH). Thuc hién nhung thong tin vao ba bing tan cao LH, HL, HH noi dugc
cho 13 it anh hudng dén chit luong anh gdc. Tinh tin sudt cua cac hé s6 IWT (hinh
3.8 (a)), cac cOt tan sudt c6 gia tri 16n hon Z s& bi dich chuyén sang phai, myc dich

lam rong cot tan suat co gia tri Z (hinh 3.9 (b)).
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(@) (b)
Hinh 3.9. Biéu do tan sudt cac hé so wavelet: (a) Biéu do anh goc ban dau, (b) Biéu do sau
khi lam ro”Nng mét cét tan sudt hé sé6 co gia tri Z [99].

Thuc hién gidu thong tin, quét toan bo cac hé sd wavelet trong cac bang tan
cao, khi gap mot hé sb co gia tri Z - 1, kiém tra bit thong tin can gidu, néu co gia tri
“1” s€ thyc hién tang gid tri cia hé $6 dang xét 1én 1, nghia 1a hé sb nay s€ tr¢ thanh
Z, néu bit can gidu co6 gia tri “0”, thi hé s6 dang xét van dugc gilt nguyén. Qua trinh

nay lap lai cho dén khi gidu hét cac bit thong tin.

Trong trudng hop sb bit can gidu 16n hon s6 hé s6 wavelet co gia tri Z - 1, thi
thue hién tiép gidu thong tin sang hé sb co gi tri -(Z + 1) gid tri d6i xtng qua cot tan
sudt c6 hé sd “0”. Viéc thuc hién nhu sau, ban dau chiing ta phai lam rong cot tan sb
-Z, sau d6 xét cac hé sb co gia tri 1a -(Z - 1), néu bit can gidu c6 gia tri “1” thi hé sb
nay chuyén thanh -Z, nguoc lai bit can gidu c6 gia tri “0” thi hé sb van giir nguyén
(mic dinh coi nhu di gidu bit “0” vao hé sd nay).

Qua trinh ldp lai cho dén khi gidu hét cac bit vao trong hé sb -Z, néu van con
bit théng tin tiép tuc gidu vao hé s Z - 2, cho dén khi gidu xong. Gia st viéc gidu
dung lai & hé $6 o gia tri béng S va vi tri cot hé sd bit dau giéu tinla T.

Hinh 3.10 14 biéu do tan suat wavelet ctia anh Lena.bmp sau khi gidu thong
tin 13 anh nhi phan kich c¢& 128 x 56 diém anh twong dwong véi 7168 bit véi cac vi

tri chon T ban dau khac nhau: T=3, T=-3, T=5T=-6, T=8.
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Hinh 3.10. Biéu dé tan sudt hé sé wavelet trén cdc bang tan cao cia: () anh Lena goc Va

danh gidu tin véi cdc vi tri ban dau: (0) T=3,(€) T=-3,(d) T=5,() T=-6, () T=8.
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3.3.2. Phuwong phap phat hién dnh cé gidu tin sir dung ky thuat gidu IWH
3.3.2.1. Phan tich ky thugt gidgu IWH

Ky thuat giau IWH 1a truong hop riéng caa ky thuat giau trén LSB cua cac
hé s6 wavelet. V&i anh chua gidu thdng tin, biéu do tan suat cua cac hé sé wavelet
c6 phan bd Gaussian (v6i ham mat do tinh theo (3.6)). Véi anh c6 giau tin, qua trinh
giau tin IWH Iam pha v& phan b nay cua biéu dd tan suat, co thé 1am can bang mot
sb cap cot tan suat (hinh 3.10 b, c, e, f) hoiac khéng (hinh 3.10 d) tuy thudc vao
ngudng dugc chon. Do vay néu phuong phap phat hién anh co giau tin trén LSB cua
cac hé sd wavelet dua vao POV cua cac cip hé sé wavelet thuong cho do tin cay
khong cao véi moi truong hop gidu véi cac ngudng chon T khéac nhau, theo thyc
nghiém trong 3.3.1 cho anh Lena.bmp sau khi gidu luong théng tin 7168 bit véi cac
ngudng chon T=3, T=-3, T=5, T =-6, T = 8 ta dugc cac anh gidu tin Lenag.bmp,
Lena.s.bmp, Lenas.bmp, Lena.g.bmp, Lenag.bmp. Str dung k¥ thuét phat hién tong

quat anh c6 giau tin trén LSB ciia hé s6 wavelet ta duoc bang 3.10.

Bdng 3.10. Kiém tra dnh Lena.bmp truéc va sau khi gidu tin si dung IWH bang ky
thugt phat hi¢gn mu trén mién LSB cia cac hé so wavelet.

Ky thuat phat hién
Anh kiém tra
“Ti 1¢ xam” 12 [71]

Lena.bmp Duing Ding
Lenas.bmp bung Sai
Lena.;.bmp Sai Duing
Lenas.bmp Ding Sai
Lenag.bmp Dbung Dbung
Lenag.bmp Dung Dulng

102



Day 1a ti 1 giau thip nén cac ky thuat phat hién mu cho anh giu trén LSB
cua cac hé sé wavelet cho két qua khéng cao. Vi vay 3.3.2.2 dua ra phuong phap
phét hién tin cay hon so v&i phuong phap phat hién tong quéat LSB cho anh giau tin
sir dung k¥ thuat giau IWH.
3.3.2.2. Phwong phdp phdt hién va woc lwong thong tin

Dé c6 thé phét hién va udc luong thdng tin gidu sir dung ki thuat IWH, dau
tién ching ta khao sat biéu d6 tan suat cac hé s wavelet trén ba bang tan cao cua
tap gom 8 anh: Airplane.omp, Beer.bmp, Elaine.omp, House.bomp, Lena.bmp,

Peppers.bmp, Sailboat.bmp, Tiffany.bmp (da str dung trong 3.2.2.2) duoc cac biéu

d6 twong ung theo hinh 3.11.

15 10 5 0 5 10 15 10 5 0 5 10 1t -10 -5 0 5 10
(©)

(b)

AAdA

-15 -10 5 0 5 10 15 -10 5 0 5 10 15 -1 5
©) ® (@)

0 0 5 10 -15 -10 5 0 5 10
(h)
Hinh 3.11. Biéu do tan suat hé so wavelet trén cdc bang tan cao ciua cdc anh goc: a)

(d)

Airplane.bmp, b) Beer.bmp, c) Elaine.omp, d) House.bmp, e) Lena.bmp, f) Peppers.omp, g)
Sailboat.bmp, h) Tiffany.bmp

Tiép theo ching ta khao sat chi tiét biéu do tan suat cua anh Lena.bmp sau

khi gidu thdng tin 1a mot anh Logo nhi phan kich ¢& 128x56 diém anh (&ng voi
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7168 bit (hinh 3.4. (b)) str dung k¥ thuat gidu IWH véi cac vi tri chon T ban dau
khac nhau theo ba thir nghiém sau:

Trong tha nghiém thir nhat, nhdng thong tin trén ba bang tan cao (HH, LH,
HL) vai vi tri bat dau 1a T = 2, sau khi giau théng tin xong nhan dwgc diém ding
St = -2, IGc nay biéu d6 tan suat caa anh bi thay d6i nhu hinh 3.12 (b).

Trong thar nghiém thi hai, vi tri khoi diém chon T = 4, nhan duoc diém dung
St = 3. Trong truong hop nay biéu db thay d6i nhu hinh 3.12 (c).

Trong thar nghiém tha ba, vi tri khoi diém chon T = 6 va nhan dugc diém

dirng St = -5, lGc nay biéu d6 thay doi nhu hinh 3.12 (d).
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1000 |- 1000

15
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6000~ 60001~

5000 5000

4000 (- 4000

3000 3000}
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1000 1000 -

-20 -15 -10 -5 0 5 10 15 920 .15 -10 5 0 5 10 15

(©) (d)
Hinh 3.12. Biéu dé tan sudt hé sé wavelet trén cdc bang tan cao: (a) ciia anh Lena géc va

sau khi gidu tin véi cdc vi tri chon ban dau: (0) T=2, () T=4,(d) T =6.
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So sanh sy khac biét gitra biéu d6 tan suat cac hé sé wavelet cua anh gdc
(hinh 3.11) va anh c6 giau tin véi cac diém chon ban dau khac nhau T (hinh 3.12),
ta thay trong mot anh gc dién hinh thi:
h0> h1> h2 > h3>... Vého> h_1> h_2> h_3>...
Véi h; 12 s6 hé s6 wavelet c6 gia tri bang i.

Trong khi d6 biéu d6 tin suit cua anh sau khi gidu théng tin trong thi
nghiém thtr nhét ta thay:

hs >hs, h3 =~ h,, hy>hs hs<h,
Trong thir nghiém thir hai:

hs =~ hg, .5 = h.4, hy < hg, hy <hs,
Trong thir nghiém thir ba co:

h; ~ hg, hs ~ he, h.7~ hg, hs ~ ha.

Van dé trén co thé giai thich dua vao phan tich thi nghiém tha ba nhu sau:
Phuong phap giu tin IWH ban dau dich chuyén mot phan cot tan suat véi gié tri
lén hon 6 (do T =6, Z = T) sang bén phai mot don vi, tao ra cot rong tai vi tri co hé
s6 wavelet biang 7 (h;= 0). Sau d6 nhiing mot phan thong tin vao he va h; ta duoc
he ~ h7. Vi thong tin chua nhung hét, do d6 Z = 6 chuyén thanh Z = -6, & day thong
tin con lai dugc nhing hét vao biéu db tai hg va h.;, sau khi nhung xong ta duoc
h.s ~ h.; Tuy nhién théng tin can nhdng van con nén Z = -6 chuyén thanh Z = 5, hg
va h; di chuyén thanh h; va hg, théng tin dugc nhing vao hs va hg nén hs = hs. Tiép
tuc Z = 5 chuyén thanh Z = -5 (chua nhung hét thong tin), h.s va h.; di chuyén sang
h.; va h,g dé nhing mat phan thang tin, thdng tin con lai duoc nhing vao mot phan
cua h.s, N6 lam cho mot phan cua h.s tré thanh h. (do phan thong tin con lai xap xi
bang h.s 1&n chlng ta thay h.s ~ h.g). Cudi cling, qua trinh nhang tin két thuc va dat
St=Z=-5 (St: diém dung).
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Tir cac van dé phan tich & trén, luan an xay dung dugc thuat toan phat hién
anh c6 giau tin trén cac hé s6 wavelet tong quét dua trén phuong phap udc luong do
dai bit thdng tin theo thuat toan 3.5.

Thugt toan 3.5 - Phat hién anh stego IWH

Piu vao : Anh C can kiém tra

Piu ra: Két luan anh C c6 gidu tin bang IWH hay khong

Buwéc 1. Chuyén mién dir liéu anh sang mién tan s6 wavelet giéng nhu qué trinh gidu
tin IWH. Tinh tan suit céc hé sb wavelet & ba bang tan HH, LH, HL duoc h.

Buwéc 2. Khai tao d6 dai thong tin uwéc lwgng L=0, quét toan b c4c cot tan suat h;
véi tirng hé s6 wavelet i (i > 0, i < max (max l1a hé s wavelet nguyén c6 gia
tri 16n nhit cta cac bang tan cao)), néu gap gia tri dau tién (h; + his1)/2 < hisp,
dimg quét, dit Peak = i 1a vi tri du tién dé udc lwong bit théng tin. Néu
khdng c6 hé sé ndo thao méan thuc hién chon nguoc lai cho céac hé sé6 wavelet
nho hon 0 ((h. + h+1))/2 < h_is2)) Vi tinh toan tuong tu tai budc 3, 4, 5 cho
cac hé s6 am. Trong ca hai truong hop déu khong thao man thuat toan ding
lai va L=0.

Bur6c 3. NéU Npea = Npeas, L=L + Npegie + Noeis1; @t Peak = -Peak va thyc hién tiép
budc 4. Nguoc lai thuc hién budc 5.

Bur6c 4. Néu Npeak = Npears, L=L + Npegye + Nipeaiear; diit Peak = -Peak — 1 va quay lai
bude 2. Nguoc lai thuc hién budc 5.

Buréc 5. NEU hpearst < Npeasz VA hpearst < Npeax thi L= L + 2 * hpegesr. Qua trinh wéc

luong két thuc.

Ap dung thuat toan cho ba thir nghiém ¢ trén, ching ta uéc luong duge do

dai dit liéu nhung trong anh theo bang 3.11
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Bdang 3.11. Két qud thiz nghiém wéc Iwong trén danh Lena nhang 7168 bit

by d?;ii 5’? u& ligu Ngwong chon T Piém dirng Dg ; nﬁgi Eﬁaﬁ(‘;g?‘ g%qc
7168 2 -2 7231
7168 4 3 6998
7168 6 -5 1177

3.3.3. C4c két qua thir nghiém

3.3.3.1. Thir nghiém

Tdp anh thir nghiém: Tap anh thtr nghiém 13 tp anh Co gdm 2088 anh.

Gidu tin: Tap anh €o dugc gidu cing mot chudi théng tin co do dai 6000 bit

bang ky thuat giau IWH véi ngudng T=4 dugc tap S _so0o-

Phan logi anh: Sir dung ky thuat phat hién anh c6 giau tin bang IWH cho

hai tap anh €y va S\wh_so0o ta dugc bang két qua 3.12 (twong tng voi hinh 3.13).

Bdng 3.12. Bdng két qud phan logi d@nh c6 gidu tin bang IWH trén tap & va Siw_sooo

Tap anh thir nghiém

S6 anh phat hién dwoc véi tirng loai anh

danh géc anh cé gidu tin
Co 1952 136
S1wH_6000 182 1906

Pénh gia két qua trong bang 3.12 theo d6 do P, R, F trén tap anh Y gém
4176 anh trong do6 2088 anh cua tép Co va 2088 anh cua tép SIWH_SOOO ta dugc P =

0.91,R=0.93,F=0.92.

Ude lwong thdng tin gidu: trong hai tap anh Co va Sy 000 ta dugce két qua

udc lugng trong bang 3.13 ung vai hinh 3.13.

Bdng 3.13. Két qud wéc lrgng thong tin gidu trén t@p € va Siwn_sooo

Tap anh thir nghiém | Do dai bit trung binh wéc lugng Do léch
Co 309 2285
SDIH 6000 5301 3165
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Hinh 3.13. Tha nghiém woc lirong thong tin trén tdp anh: a) tdp & va b) tdp Siwn_sooo
3.3.3.2. Nhan xét

K§ thuat gidu IWH c6 hinh thirc gidu giéng k¥ thuat DIH chi khac 14 n6 gidu
trén cac hé sb wavelet cua bang tan con LH, HL va HH, do d6 dua vao phan tich
biéu do tan sudt trén cac hé sb wavelet cua cac bang tan nay, ching ta c6 thé phat
hién anh co giéu tin st dung IWH v61 mét ) khéng dinh sau:

~ Kha ning phat hién anh c6 gidu tin v6i d6 tin cdy cao. Sai s xay phan
loai anh gbc 0.09, sai s6 phan loai 4nh cé gidu tin bang 0.07.
— (6 thé u6c luong xAp xi sb bit thong tin gidu trong tap anh 16n véi do

tin cay 1a 0.009.
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3.4. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU RVH
3.4.1. Tém hrge ky thuat giau tin RVH

Gidu tin hai pha ngang doc hay con goi 1a k¥ thuat RVH (Reversible Vertical
Horizontal Technique) do Mr. P. Mohan Kumar va Dr. K. L. Shunmuganathan dé
xuat vao thang 3 nam 2010 [45]. K§ thuat gidu nay sir dung chién luoc gidu nhiéu
1an nham nang cao chit lugng anh va dung luong gidu. Phuong phap gidu tin nay s&
nhung mot chudi bit théng tin vao cac cip gia tri diém anh cta anh O kich ¢& mxn
diém anh theo thir tu quét anh (tir trai sang phai, tir trén xubng dudi). Viée gidu tin
s& chia ra 1am 2 giai doan: Giai doan 1 goi la gidu theo chiéu ngang HEm
(Horizontal embedding proceduce) va giai doan 2 goi 1a gidu theo chiéu doc VEm

(Vertical embedding procedure).

Qua trinh nhing tong quat dugc mo ta theo hinh 3.14.
CM,

B,

LSB
replacement

LSB
replacement

Hinh 3.14. M6 hinh tong qudt qud trinh nhing RVH
Chudi bit thong tin M véi do dai 1a Ly duoc chia lam 2 chudi con M; va M,
v6i d6 dai 1an lugt 1a Ly, VA Ly,. Tao ra chudi bit thong tin B; bang cach ghép hai
chudi 1a chudi bit M; va chudi bit phu A;, nghia 1a B;=My||A;. Tuong tu, B,=M,|
A,. Chudi A; va A, s& duoc gidi thiéu o phia sau.
Dau tién, cac bit thdng tin B, s& nhung theo chiéu ngang vao O bang thu tuc

Hem (chi tiét bén dudi), cho ra anh T. Dé co6 thé khoi phuc cac vi tri da thay doi
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trong anh sau khi tach théng tin, nhom tac gia sir dung mot ban do dinh vi HL 14
mot ma tran hai chiéu (kich thudc mxn/2) gia tri nhi phan, ban dau déu co gia tri 0,
vi tri cap diém anh (x, y) ndo trong anh O ding dé giu tin s& duoc danh dau bang 1
tuong ung trong ma tran dinh vi. Ban dd dinh vi HL s& duoc nén lai thanh CM;
bang k¥ thuat nén JBIG2 [40] hodc Carpenter [20], dir liéu nén CM; dugce nhing
vao T bang k¥ thuat thay thé LSB tao ra anh U.

Tiép theo, chudi bit thong tin B, dugc nhing theo chiéu doc vao U bang
cach st dung thi tuc VEm (chi tiét bén duéi) dé duoc anh két qua V. Sir dung ban
d6 VL (twong ty nhu trong tha tuc gidu ngang Hem) kich ¢& n/2 x m dinh vi vi tri
cac diém anh c6 thé sir dung gidu tin. Ban dd VL dugc nén lai thanh CM; ( st dung
k¥ thuat nén JBIG2 [40] hoic Carpenter [20]) dugc nhing vao anh V bang k¥ thuat
thay thé LSB tao ra anh stego X kich thudc m x n.

Thu tuc nhung ngang HEm

Quét c4c diém anh cta anh O theo chiéu ngang timg dong mot (tir trai qua
phai tir trén xubéng dudi) phan hoach cac diém anh ké nhau x va y thanh mot cip
diém anh (x, y) khong trung khop. Néu cip (x, y) voi y ¢ gia trj 1é thi cip diém anh
(X, y) dugc dinh nghia 1a cip diém anh c6 thé nhung ngang. Nguoc lai, cip (x, Y)
dugc dinh nghia khong phai 14 cap diém anh c6 thé nhiing ngang. Goi E; 13 tap cac
cap diém anh c6 thé nhung ngang cua O c¢6 do dai 13 LE,. Nhitng cip diém anh
khong thé nhiing ngang giir nguyén gia tri. Mdi bit thong tin b trong B; dugc nhung
ngang vao mdi cip diém anh (x, y) € E; bang quy tic nhing ngang HR:

Quy tic nhiing ngang HR
Véi mdi cap diém anh (x, y) e E;, chiing ta 4p dung cac quy tic sau:

HR;: néu bit thong tin b = 1, thi cap diém anh dau ra (X0, Yo) duogc tinh bﬁng

(X0, Yo) = (X, Y),

HR,: néu bit thong tin b = 0, thi cap diém anh dau ra (X0, Yo) dugc tinh bﬁng

(X01 YO) = (X’ y - 1)
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Quy tic nhiing ngang HR duoc lip lai cho mdi lan nhing bit thong tin b cua
B; Va0 anh O cho dén khi toan b bit thong tin chudi B; dugc nhiing hoan toan vao
O dé duoc anh dau ra 1a T. Can chu y rang quy tic nhung ngang HR khong gay ra
van dé tran dudi va tran trén. Do cip diém anh sau khi nhang (xo, Yo) ludn roi vao

khoang pham vi cho phép [0, 255].
Chudi bit dit liéu phu A; dugc thanh 1ap nhu sau:

Ban dd dinh vi HL s& duoc nén lai thanh CM; va c6 dd dai 1a LCy. Léy cac
bit LSB ctia diém anh tir vi tri diu anh dén vi tri LCy, tdp hop cua tat ca cac bit d6 1a
A, s& duge ghép vao sau By (B = S; || A;) va A; dugc nhing tiép vao trong anh O
béng thu tuc HEm. Két thuc ta duoc anh két qua T.

Thu tuc nhung doc VEm

Ta duyét ting cdp diém anh (u, v) tir trén xubng dudi, tir trai qua phai cia
anh U. Néu v 1a gié tri chan thi cdp diém anh (u, v) dugc dinh nghia 14 cip diém anh
6 thé nhung doc. Nguoc lai, cap diém anh (u, v) la cap diém anh khong thé nhing
doc. Tap cac cap diém anh nhung doc cua U 1a E; c6 d¢ dai 1a LE,. Nhitng cap diém
anh khong thudc tap E, s& khong bi thay d6i trong qua trinh nhing doc. Mdi bit
thong tin b ctia B, duoc nhing doc Va0 c4c cip (u, V) € E, bang cach str dung quy

tac nhing doc VR sau:
Quy tic nhiing doc VR
Tai mdi cip diém anh nhung doc (u, V), chiing ta ap dung quy tic nhing sau:
VR;: néu bit théng tin cin nhang b = 0, thi cip diém anh két qua (ug, Vo)
dugc tinh bang (ug, Vo) = (U, V).
VR,: néu bit théng tin cin nhang b = 1, thi cip diém anh két qua (ug, Vo)
dugc tinh bang (ug, Vo) = (U, v + 1).
Quy tic nhung doc VR duogc ap dung lip lai cho dén khi cac bit thong tin cua
B, dwoc nhung hét trong cac cip diém anh (u, v) ctia E,. Sau khi nhiing xong ta

duoc anh V.
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Cach tao ra chudi bit dir liéu phu A, nhu sau: Ban dd dinh vi VL duoc xéac
dinh ngay khi c6 anh U. VL s€ dugc nén lai (st dung k¥ thuat nén JBIG2 hodc k¥
thuat nén cua Carpenter) thanh CM, c6 d6 dai 1a LC,. Lay cac bit LSB cua diém
anh tr vi tri diu anh dén vi tri LC,, tap hop cua tat ca cac bit d6 dugce chudi A,
dugce ghép vao sau B, (B,= S, || A,) va B, duoc nhung tiép vao trong anh U bang
thu tuc VEm. Két thuc ta duoc anh két qua la anh V.

3.4.2. Phuwong phap phat hién anh cé giiu tin sir dung k¥ thuat gidu RVH
3.4.2.1. Phan tich vdn dé gidu tin RVH

K¥ thuat gidu RVH ciing 13 trudong hop riéng cia k¥ thuat gidu LSB vi hai
thu tuc gidu tin: thu tuc ngang HEmM 1am giam gia tri y (y 1é) cua céac cap diém anh
(X, y) € Ey, tirc 12 LSB cua y tir gid tri “1” chuyén sang “0”; thi tuc doc VEm thuc
hién nguoc lai lam ting gia tri v (v chin) cua cc cip diém anh (u,v) € E,, tic 1a
LSB ciia v tir gia tri “0” chuyén sang “1”. V&i hai thu tuc gidu tin ngang doc nay s&
1am c4n bang lai LSB cta cac cip gid tri ban dau nghia 1 x4c suat p(0) cua bit “0”
va P(1) cua “1” trén mién LSB cua anh 1a x4p xi bang nhau hay P(0) = P(1)=0.5
theo trang thai ty nhién ban dau cia anh. D& hiéu ro két luan nay ching ta hay xem
khao sat dudi day trén anh goc va anh sau khi gidu tin sir dung k¥ thuat gidu RVH.

Gidu mot chudi thong tin M voi dung lwong 16n (ti 1& gidu 90% kha ning
gidu 16n nhat cia anh — s6 cip diém anh thudc E; va E,) vao anh cap xam
cover_Baboon.bmp kich ¢& 512 x 512 (xem hinh 3.15), str dung k¥ thuét gidu RVH
ta duoc anh stego Baboon.bmp. Tinh tdn sudt diém anh coa hai anh

(cover Baboon.bmp va stego Baboon.bmp) ta dugc két qua nhu hinh 3.16.
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Hinh 3.16. Biéu dé tan sudt cia: (a) anh cover Baboon, (b) dnh stego_Baboon

Ttr hinh 3.16 ching ta thiy rat kho dé phan biét ddu hiéu khac biét giira hai

anh trude va sau khi gidu vi theo nhan dinh cta tac gia Kumar va cong su dé xuit
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k¥ thuat gidu RVH dua vao d6 do PSNR giira anh gbc va anh gidu tin v6i luong
gidu 10n thi PSNR luén ludn 16n hon 54 dB, day 1a do do 1y tudng trong xir 1y anh.

Thuc hién kiém tra bang cac phuong phap phat hién tong quat anh gidu LSB
cho anh gidu RVH nhu sau: sit dung tap anh €, (2088 anh) dwoc gidu cung luong
thong tin 7168 bit dwoc tap két qua Srvi 716s. St dung mot s6 ki thuat phat hién
trong chuong 2 va mot sd k¥ thuat cua tac gia khac ta dugc két qua phan loai trong

bang 3.14 va 3.15.

Bdng 3.14. Kiém tra dnh stego trén tap Skvm 7168 bang cac kj thugt phat hign tong quat
trén mien LSB

Phan loai anh bing céac ky thuit (so anh)
“p¢ léch chudn” n’ “Tilgxam2” | .2 [95] LLRT [80]
anh géc 468 509 588 598 302
anh giau tin 132 91 12 2 298

Bdng 3.15. Uéc lwgng thong tin gidu cho t@p Skvn 7168 bang ki thugt RS, DI va “Trung
khép»

RS [31] DI [102] “triing khop”

Két qua wéc lwong

i R=0. 9

R=12% R=6%

Tir bang kiém tra 3.14 va 3.15 chung ta thay véi trudng hop gidu RVH né ¢o
thé dua ra két qua phat hién khéng chinh x4c cho cac ky thuat phat hién mu trén
LSB. Vi vdy bang phan tich tong thé ching ta khé c6 thé phat hién ra anh cé gidu
tin st dung k¥ thuat gidu RVH, tuy nhién bang phuong phap phan tich ting phan
chung ta s& tim ra ddu hiéu bat thuong ciia k¥ thuat gidu RVH cho anh sau khi gidu
tin. Trong 3.4.2.2 luan an dua ra phuong phap phat hién phu hop cho k¥ thuat RVH
va c6 thé uéc lugng xap xi thong tin gidu trong anh ma cac k¥ thuat RS, DI va

“Trung khép” chua udce lugng duge chinh xéc.
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3.4.2.2. Phwong phdp phdt hién va woc lwong thong tin

Pé dua ra phuong phéap phat hién cho k¥ thuat gidu RVH, ching ta thuc hién
mot kiém tra khéac trén tan suat diém anh bang cach tach riéng biét biéu do tan suat
ctia cac diém anh trén cac cot 1é va cot chin cua anh cover Baboon, ta dugc két qua
chi ra trén hinh 3.17. Thyc hién twong tu trén anh stego Baboon, ta dugc két qua

chi ra trén hinh 3.18.
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Hinh 3.17. Histogram trén cdc cét: (a) chan, (b) Ié ciia anh cover Baboon. Bmp
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Hinh 3.18. Histogram trén cdc cét: (a) chan,(b) Ié ciia anh stego_Baboon. Bmp

Tir hinh 3.17 va hinh 3.18 chung ta thiy v6i anh khong gidu tin, biéu d6 tan
sudt trén cac cot ¢ vi tri chin (hinh 3.17 a) va trén cac cot ¢ vi tri 1é (hinh 3.17 b) 1a
rat giéng nhau. Tuy nhién véi anh c6 gidu tin sir dung k¥ thuat gidu RVH, biéu d6
tan suét trén cac cot chin (hinh 3.18 a) va trén cac cot 1¢ (hinh 3.18 b), ching ta dé
dang nhan thiy du hiéu khac biét giira cac cot tan suit ctia diém anh chin va diém
anh 16 so v6i anh khong gidu tin. Piéu nay xay ra do qua trinh nhdng théng tin cua
k¥ thuat gidu RVH dugc giai thich chi tiét dudi day.

Theo thu tuc nhing ngang HEm, tir 4nh vao O, cic diém anh cta anh O
dugc nhom theo hudng ngang thanh cac cap (X, y), cac cap nay dugc phan hoach

vao hai tap E; va E,, tap E; bao gdm cac cip diém anh (X, y) c6 thé nhiing ngang
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(nghia 13 y co gia tri 1¢), trong khi E; 1a tdp chira cac cap (X, y) khong thé nhing
ngang.

Chung ta kiém tra su thay d6i tan suat LSB cta anh O va anh T (anh dat
duogc sau khi nhiing B;). Dé khong mat tinh tong quat, dat (X, y) va (&, ) 1a cac cip
diém anh tuong tng trong anh O va anh T. Trong thu tuc nhing ngang HEm, cac
cap diém anh (X, y) € E; (nghia 1a LSB cua y c6 gia tri 1a “1”) duoc lwa chon dé
nhang bit thdng tin. O day chung ta khong kiém tra sy thay doi tn suat LSB cia
cac diém anh x trén cac cot diém anh & vi tri chdn ciia ma tran diém anh anh, béi vi

chung khong bi thay doi trong qua trinh giau bang thu tuc ngang HEm.

Trong anh T, gia tri LSB cuia diém anh § thay d6i thanh “0” hodc “1”, gia tri
LSB ctia diém anh y ban dau 1a 1, sau khi gidu bit théng tin b, néu b = 0 ta dugc gia
trj diém anh moi cta anh T 12 diém anh § va LSB ctia né bang 0, néu b = 1 thi gia
trj diém anh méi § cia anh T gilt nguyén (nghia l1a LSB cua diém anh § bang 1).
Trong anh tu nhién thi xac xuit ciia s bit “0” va s6 bit “1” trén cac LSB 1a xap xi
bang nhau va bang 0.5. Vi vay anh O 1a anh gdc nén xac xuat cta sé bit “0” va sb
bit “1” 1a bang 0.5. Sau khi gidu thong tin By sir dung thi tuc nhiing ngang HEm
xé4c xudt cta s6 bit “0” va sb bit “1” ctia cac LSB ctia diém anh ¥ 1a xap xi bang 0.5
(vi ta coi chudi bit By 1a cac dai luong phan bd ngiu nhién). Dbi véi cac cip diém
anh (X, y) € E; (gia tri LSB cua y bang 0), sau khi gidu tin thi gia tri diém anh ¥
khong thay d6i. Do d6 xéac suét cta bit “0” va bit “1” trén LSB cua diém anh ¥ lan
luot bang 1 va 0.

Tiép theo, ban dd dinh vi di bi nén CM; (CM; 1a mdot chudi nhi phan, véi
d6 dai 1a LC,) dugc nhung vao anh T bang k¥ thuat thay thé LSB dé duoc anh U.
Diéu nay s& lam thay d6i mot phan xéac sut cua bit 1 va bit 0 trén mién LSB cua tat
ca cac cot diém anh chin trong anh T. Gia st cac bit nay duoc phan bd ngiu nhién,

thi x4c sudt ctia bit 0 va bit 1 12 Pyap1(0) = Prap1(1).

Dua vao cac van dé dua ra ¢ trén, xac xuat cua bit “0” va bit “1” trén LSB
ctia cdc diém anh trén cac cot chin trong anh U c6 thé tinh toan. Gid str xdc xuat cua

céc ciip diém anh thudc tap E; va x4c suat ctia cic cip diém anh thudc E; lan luot 1a
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Pe, VA Pgg. Sau khi gidu ban d6 dinh vi CM1, Pg, va Pgg thay doi thanh P’g; va
P'g7. Pit Pry 12 ti 16 nhiing (dugc dinh nghia bang ti 18 sé cip (X, ) duge sir dung
dé gidu thong tin cho tong sd cip trong anh O). Vay x4c suét cua bit “0” va “1” trén

LSB ctia cac diém anh & vi tri cot chin trong anh U dugce tinh bang cong thirc sau:

Pa_yg X (0.5 X P'g; + P'1) + Pr=gg X 0.5 néub =0

' A (3'17)
PR—H X (0.5 X P El) + Pﬁ X 0.5 néub=1

Pisg n (b) = {

Ddi vé6i thi tuc nhung doc VEm, quét anh U theo chiéu doc véi tht tu quét tur trén
xudng dudi, tir trai sang phai dé nhom cac cip diém anh (u, v), chung ta phan loai
anh vao hai tap E, VA E,, tdp E, gom cic cip diém anh c6 thé nhung doc, tap E,

gom cac cap diém anh khong thé nhung doc.

Dit (u, v) va (i, ¥) 1a cac cap diém anh cta anh U (trude khi st dung thu
tuc VEm) va anh V (sau khi nhing thong tin st dung VEm). Trong thu tuc VEm,
chi cac cip diém anh (u, v) € E,, nghia 1a LSB cua v 1a bit 0, dugc dung dé nhing
thong tin. Sau khi gidu thong tin, gia tri LSB cta ¥ c6 thé 1a 0 hodc 1. Vi vay, xac
suat cua bit 0 va bit 1 ciia cap (i, ¥) bang 0.5. Pdi v6i cac cap (u,v) € E, (gia tri
LSB ctia v 13 1) sau khi nhing thong tin, gia tri ¥ khong thay doi, trong truong hop

nay xac suat cia bit “0” va “1” 1an luot bang 0 va 1.

Ban dd dinh vi da bi nén CM, duge danh dau vao anh V béng cach su dung
k¥ thuat thay thé LSB dé dugc anh X. Qu4 trinh ndy s& lam thay doi mot phan xac
suat cac bit “0” va bit “1” trén LSB cta cac diém anh & vi tri hang chan trong anh
V. Gia sir cac bit cia CM, dugc phan bd ngiu nhién, thi xac suit ca bit “0” va bit

Tir cac phan tich dua ra trong qua trinh nhung doc, ta c¢6 thé tinh xac suat
ctia bit “0” va bit “1” trén LSB cua cac diém anh ¢ vi tri hang chin cta anh X.

Dit Pg, va Pz 13 x4c sudt cua cac cip diém anh thudc E, va E,, sau khi
nhung ban do dinh vi CMy, Pg, va Pgz bi thay doi thanh P'g, va P'g.

Pit Pr.y 14 ti 1& nhiing (bang ti 18 sb cip diém anh thuc té st dung dé gidu
tin chia cho tong sb cip diém anh cua anh V). Xac suit cta bit b = {0,1} trén LSB
ctia anh X c6 thé tinh theo cong thirc (3.18):
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Pr_y X (0.5 X P't,) + Pr=y X 0.5 néu b =0

F2) T © (3.18)
PR_VX(OSXPEz‘l‘Pﬁ) +Pﬁ><05 HCUb=1

Pisg v (b) = {

D4i v6i anh tu nhién, LSB cua anh dugc phan bd ngdu nhién, thi xac suit ky
vong cua bit 0 va bit 1 tén LSB cua cac diém anh & vi tri hang chan 1a nhu nhau,
nghia 14 P gg(0) = P sg(1) = 0.5. Do d6 xac sudt Pg; = Pgr= 0.5. Sau khi bao phu
mot phan LSB cua anh T bang ban db dinh vi nén CM; (st dung k§ thuat thay thé
LSB) vai xac suat 0.05 (gia thiét), 1am cho gia tri ctia Pg; va Pgg thay doi thanh P'g,
=0.45vaP's = 0.55.

Vi du, xem xét anh Stego-Baboon.bmp tir anh Cover-Baboon.bmp, x4c suat
ctia cac cap diém anh c6 thé nhung thong tin (nghia 14 cac cip co6 thé sir dung trong
thi tuc nhiing ngang HEm) cta anh dau vao T 1a P’gy, va 90% cac cip diém anh
trong E1 duoc sir dung dé nhung thong tin, nghia 12 ti 1é nhung cta Pgr.4=0.45 x 0.9
=0.405.

Tur (3.17) ching ta co:
Prsg-H(0) = 0.405 x (0.5 x 0.45 +0.55) + 0.595 x 0.5 =0.611375
PLsg-(1) = 0.405 x (0.5 x 0.45) + 0.595 x 0.5 = 0.388625.

Tinh x4c sut cta bit “0” va x4c suat cua bit “1” trén LSB cla anh X.
Chung ta biét rang x4c suat ciia E, bang xac suat ctia cac LSB c6 gia tri “0” trén cac
hang diém anh chin, tirc 1a Pg, = PLsg(0)/2 + Prsg 4(0)/2 = (0.5 + 0.611375)/2 =
0.5556875 va Pgz = 0.4443125. Sau khi phit mot phan LSB ciia anh V bang ban d6
dinh vi da bi nén CM2 voéi xac suat 0.05 (gia thiét), thi xac suat Pg, va Pgz thay do6i
thanh P’g, = 0.5056875 va P'gz = 0.4943125.

Vi ti 1€ 90% cac cap diém anh co thé nhung dugc st dung dé giéu thong
tin, nghia 1a ti 1&é nhing cua Pr.y = 0.5056875 x 0.9 = 0.45511875. Vi vy xac suit
bit “0” va bit “1” trén LSB cta anh dau ra X theo (3.18), ching ta dugc P sgv(0)
=0.45511875 x (0.5 x 0.5056875) + 0.54488125 x 0.5 ~ 0.3875, va P sg.v(1) =
0.61248.

Kiém tra lai xac suat bit “0” va bit “1” ctia cac LSB trén cac cot chan:
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PLsg_even_column(0)=PLss_H(0)/2+Psg v(0)/2= (0.611375+0.3875)/2 = 0.4994375,
PLsB_even_column(1) =Prsg n(1)/2 + Prsg v(1)/2 = (0.388625+0.61248)/2=0.5005525.

Chung ta thdy rang xac suat cua bit “0”, PLsg_even column(0), va bit “17,
PLsB even_column(1) , 12 Xép X1 béng nhau, diéu nay nghia 1a sau khi hoan thanh thu tuc
nhung doc VEm, né lam cho gia tri ciia cac xac sudt ndy can bang nhau.

Tuy nhién, x4c suit cta bit “0” va bit “1” cua cac LSB cua cac diém anh
trén cot 16 cta anh dau ra X khong xap xi bang nhau theo tinh toan sau:

F)LSB_odd_cqumn(o) = I:)LSB_org_odd_column(O)/2 + |DLSB_V(O)/2 =(0.5+0.3875)/2=0.44375,

PLSB_Odd_C0|umn(l):PLSB_Org_odd_co|umn(l)/2+PLSB_V(].)/Z = (05+061248)/2 = 055624-

Trong do P LSB_org_odd_cqumn(O) Va PLsB org odd column(1) 18 xac suat cua bit “0”

va bit “1” cua cac LSB trén cac cot 1é ciia anh X.

Mot nira gia tri trén cac cot nay khong bi thay doi trong sudt qué trinh cua
lugc do RVH, vi vay PLSB_org_odd_cqumn(O)/ 2 va I:)LSB_org_odd_cqumn(1)/ 2 déu Xép Xi béng
0.5/2. Sau su thay d6i nay s& 1am cho xac suat bit “0” va bit “1” ctia cac LSB trén

cac cot chan bi thay ddi theo.

Do d6, chung ta co thé thay su khac biét xay ra cua cac bit “0” va bit “1”
trong cac cOt 1 va cot chan cta anh co gidu tin st dung k¥ thuat RVH so véi anh

goc.

Duya vao su thay ddi chénh léch gilta xac xuét cua bit “0” va bit “1” theo
cac hang chin trong ma tran dit liéu anh ta c6 thé udc luong sap xi thong tin gidu
trong anh theo thu tuc doc VEm 1a Ly duoc tinh theo biéu thire sau:

Ly = 2% |PLsg H(0) — PLse 1 (1) * m/2 *n

Véi m va n la kich thudc cua anh. Do mot phﬁn LSB cua anh c6 do dai
Lcmz duoc st dung dé nhung ban dd dinh vi di dugc nén thi chung ta da phai su
dung chudi A, dé luu cac LSB ban dau cta anh V va duoc ndi vao chudi M, cta B,.
Vi viy thuc chat chudi sb bit thong tin lam thay ddi [Pisg 1(0) — Pisg 1 (1)| trong
anh V chinh 1a M,. Do d6 Ly 1a d¢ dai bit thong tin da nhung theo chiéu doc.
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Mit khac M= My||M, va d6 dai M; bang d6 dai My, vi vay do dai bit thong
tin da giéu trong anh L c6 thé uée luong biéu thuc sau:
L=2*Ly = 4* |PLsg_n(0) — PLsg_n (1) * m/2*n
Tir cac van dé phan tich ¢ trén, luan 4n dua ra dinh 1y 3.8 dé phén biét va uéc
lwong thong tin cua anh cé gidu tin st dung k¥ thuat gidu RVH v6i mot anh tu
nhién (anh géc).
Pinh Iy 3.5 — Pdt P sg(0) va Pysg(1) la xdc sudt bit “0” va bit “1” trén LSB
ciia cdc cdt diém anh chdn trong anh O. Khi @6 dnh O ¢6 gidu tin bang RVH néu:
| PLse(0) - Puse(1)| > T (3.19)
V6i T (0 < T<1) la nguong dé phan logi.
Luwong bit théng tin gidu trong danh dwoc tinh theo:
L= |PLSB(O) — PLSB(l)l *4*m/2 *n (320)
Chirng minh:
Dua vao k¥ thuat gidu RVH ta thay dé phat hién anh c6 giau tin chiing ta chi
can xac dinh LSB trén cac ¢t chin ctia ma tran dit liéu diém anh.
Véi anh khong gidu tin thi xac suat bit “0” va bit “1” trén mién LSB nay la
xap xi bang nhau (P(0)=P(1)=0.5).
Sau khi gidu tin bang RVH chung ta xiy dung dugc biéu thirc thay ddi xac
suat bit “0” va bit “1” véi pha giau ngang 1a (3.17) va pha giau doc 1a (3.18).
Tir d6 ta c6 thé thiy P sg(0), PLss(1) s& khong con x4p xi bang nhau sau khi
gidu tin st dung k¥ thuat gidu RVH. (3.21)
Duya vao su thay ddi chénh léch gilta xac xuét cta bit “0” va bit “1” theo
cac hang chéan trong ma tran dir liéu anh ta co thé ude luong sép xi thong tin giéu
trong anh theo thu tuc doc VEm 1a Ly, dugc tinh theo biéu thuc sau:
Ly = 2% |PLsg H(0) — PLse w1 (1) * m/2 *n
Véi m va n la kich thudc cia anh. Do mot phﬁn LSB cua anh c6 d6 dai

Lome duoc st dung dé nhiing ban dd dinh vi d3 duoc nén thi ching ta di phai st
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dung chudi A, dé luu cac LSB ban diu cta anh V va duoc ndi vao chudi M, cua B..
Vi viy thuc chat chudi sb bit thong tin lam thay ddi [P sg 1(0) — Pisg w1 (L)] trong
anh V chinh 12 M,. Do d6 Ly 12 d6 dai bit thong tin da nhung theo chiéu doc.

Mit khac M= My||M, va d6 dai M; bang d6 dai My, vi vay do dai bit thong
tin da giau trong anh L c6 thé udc lugng biéu thirc sau:

L=2*Ly = 4* [PLsg_1(0) — Pusg_n (1) * m/2*n (3.22)

Tir (3.21) va (3.22) ta dugc diéu phai chimg minh.

Ap dung dinh 1y 3.5 ching ta c6 thuit toan 3.6 phat hién anh c6 gidu tin sir

dung k¥ thuat gidu RVH dudi day.

Thudt todn 3.6 — Phat hién anh stego RVH

Piu vao : Mot anh C bat ky

Piu ra: Kiém tra xem anh C c6 giau tin bing RVH hay khong

Buée 1. Biéu dién dir liéu anh C dudi dang ma tran hai chiéu X.

Buée 2. Tinh xéac suat P(0) va P(1) ctia cac bit “0” va bit “1” trén LSB ctia cac cot
chan cua ma tran X.

Buée 3. Néu P(0) va P(1) thoa man (3.19) thi két ludn: Anh C 13 anh cé gidu tin
bang k¥ thudt gidu RVH voi luong tin gidu duoc xac dinh dwa vao (3.20).
Nguoc lai, két luan anh C khong gidu tin bang RVH.

3.4.3. Céc két qua thir nghiém
3.4.3.1. Thar nghiégm
Tap anh ther nghiém: 12 tap €, gom 2088 anh.
Giau tin: Sir dung k¥ thuat giau RVH dé nhing thong tin véi lugng nhing

khac nhau, tng véi cac ti 1€ nhang 25%, 50%, 75% va 100% kha nang nhing co

thé cta anh duoc cac tap tuong Ng SRVH_R25, SRVH_R50, SRVH_R75, SRVH_R100-

Phan logi anh: Kiém tra sy thay d6i xac suét cua cac bit LSB “0” va “1” cua
cac diém anh trén cac vi trf hang chan cua ndm tap anh Co, SrvH Rzs, SRVH Rso,

SrvH R75, SRVH R100 DANG (3.19), c4c két qua dat dugc chi ra trong hinh 3.19.
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Hinh 3.19. Si phan bé cia céc gia tri |PLss(0) — PLsg(1)] ciia cac diém anh trén cac hang

chan trong tdp:a) €, b) Skvi res, C) Srvir rso, d) Srvi &rs, €) Skvi 100
Ta ciing kiém tra do chinh xé4c cua phuong phap dé xuat cho tan cong RVH

Vi cac ti 1 khac nhau va mot s6 gia tri ngudng T dé c6 thé dua ra lwa chon ngudng
T hop ly theo bang 3.16.
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Bdng 3.16. Ti I¢ phan logi anh (géc va gidu tin) véi mat sé gia tri ngwong T

Tap dnh Co SRVH_R25 SRVH_Rs0 SRVH_R75 SRVH_R100
Threshold Géc Gidu tin Géc Gidu tin Géc Gidu tin Géc Gidu tin Géc Gidu tin
0.01 759 | 241 0.4 99.6 0 100 0 100 0 100
0.02 84.8 | 15.2 0.7 99.3 0.1 99.9 0 100 0 100
0.03 87.2 | 12.8 0.9 99.1 0.2 99.8 0 100 0 100
0.04 88.9 | 11.1 2.3 97.7 04 99.6 | 0.04 | 99.96 0 100
0.05 90.1 9.9 4.6 954 0.5 99.5 | 0.09 | 99.91 0 100

Tt bang 3.16 cho thay néu chon T=0.03 c6 thé phan loai tét ddi voi ca anh
g4c va anh cé giau tin, néu chon T cang nho thi phan loai khong tét cho anh géc,
con T cang Ién thi phan loai khdng tét cho anh giau tin bang RVH.

Uéc lwong thdng tin: Pé danh gia kha nang udc luong théng tin, luan an s
dung tap anh €, giau cling chudi thong tin c6 d6 dai 7500 bit dugc tap anh Sgyw 7500

Bdng 3.17. Két qud wéc lwong thong tin gidu trén tap & va Skvr_7s00

Tap anh thir nghiém | D9 dai bit trung binh wéc lwgng Do léch
Co 536 783

3.4.3.2. Nhdn xét

Tir hinh 3.19 ¢6 thé thay hau hét cac gia tri cua [P sg(0) — PLsg(1)] tiém can 0
d6i véi cac anh ty nhién, trong khi vSi Cac tAp Sryh ros, SrvH Rsor SRVH R75:
Srvh_r10o thi [PLss(0) — PLsg(1)] dat gid tri Ién hon 0 va dat xap xi 0.25 khi nhiing hét
Vvao cac cap diém anh c6 thé cua anh.

T bang 3.16, ching ta thdy riang gié tri ngudng hop 1y nhat véi T = 0.03, ¢6
thé dua ra két qua chip nhan duoc trong qué trinh phat hién anh stego st dung
RVH. Bang 3.17 cho thay vin dé udc luong cua thuan toan phat hién anh cé giau
tin bang RVH 1a c6 thé tin cay.
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KET LUAN CHUONG 3

Céac phuong phap gidu thuin nghich HKC, DIH, IWH, RVH 1a céc trudong
hop riéng cua k¥ thuat gidu LSB, nd lam thay doi rat it trén LSB cta mién khong
gian hay mién bién doi. Do vay néu sir dung mét sé phuong phap phat hién mu
béng “an”, LLRT, “d6 léch chuan”, “ti 1& xam 17, “ti 16 xam 2”, ... cho két qua
phan loai khong cao, con néu dung ky thuat phat hién mu bang phuong phap uéc
luong co thé phét hién ra anh nhung khong thé udc luong chinh xéac bit thong tin da
gidu ma no chi uée luong duoc sb bit twong Gmg di thay doi trén LSB cua anh.

Chuong nay da dua ra phuong phap phét hién t6i wu cho tig k¥ thuat gidu
da biét (HKC, DIH, IWH, RVH) va c6 thé uéc luong xap xi thong tin gidu trong

anh sir dung cac k¥ thuat gidu nay.
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KET LUAN CHUNG

Phat hién anh c6 gidu tin dang 1a bai toan cip thiét hién nay trong linh vuc an
toan bao mat thong tin néi chung, linh vyc an ninh, chinh tri va quc phong néi
riéng. Phat hién anh c6 gidu tin doi hoi phai duoc nghién ciru mot cach toan dién tir
cac van dé cua bai toan giu tin trong anh.

Cic két qua dat dwoc

Céc phuong phap tién hanh nghién ctru, 1y thuyét va cac két qua thue nghiém
dugc trinh bay trong hai chuong chinh 1a chuong 2 va 3. Céc két qua chinh cta luin
&n 12 bon k¥ thuat phéat hién mu cho anh c6 gidu tin trén LSB trén mién khong gian,
mot ki thuat phat hién mu cho anh c6 gidu tin trén LSB ctia mién tan s6 va bon k¥
thuat phat hién c6 rang budc cho anh co giau tin st dung k¥ thuat gidu biét trudc.

Bam sat muc ti€u dé ra, cac noi dung chinh dat dugc nhu sau:

1/. Pé xuét bdn k¥ thuat phat hién mu cho anh c6 gidu tin trén LSB cua mién khdng

gian:

- Bang phuong phap phan tich “d6 1éch chuan”, day la phuong phap duoc cho 1a
phat hién tét hon théng ké % v6i n bac tw do cia Westfeld va cong su [95].
Westfeld dua ra phuong phap phat hién bang cach, voi mot anh sb cap xam 8 -
bit bat ky, dé kiém tra anh c6 gidu tin trén LSB hay khong, thuc hién thong ké
tan suat diém anh anh vao vector C ={cj, i= 0, ... 256} véi ¢ la tan suit cua
diém anh c6 gia tri i trong anh, ho thdy rang v6i anh c6 gidu tin thi cac cip gia
tri Cyj, Coje1 (G=0, ..., 127) (goi 1a cap PoV — Pair of Values) trong vector C c6
gia tri x4p xi bang nhau, trong khi v6i anh gdc thi diéu nay hiém khi xay ra. Do
d6 Westfeld str dung phuong phap thong ké x2 v6i n-1 bac tu do dé phan loai (n
duogc xac dinh tir s6 cip PoV c6 gia tri khac 0). Phuwong phép trén chi to ra hiéu
qua khi lugng thong diép gidu 1a 16n va tha ty gidu 1an lugt theo chiéu quét
raster (tlr trai sang phai, trén xudng), nguoc lai thi khong. Do d6 dé cai thién
van dé trén luin 4n dua ra phwong phap phat hién bang cach thong ké tan suit
diém anh dnh vao ma tran hai chiéu S = {s;; i=0, ..., 26, j=0, ..., 9} véi s;; 1a tan
xuét ctia diém anh c6 gi tri i*10+j trong anh. Khi d6 st dung phan tich do léch

chuin dé phén loai theo ngudng to (dwa vao bang “do 1éch chuan™), s& cho két
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qua phat hién tot hon trong truong hop gidu véi luong théng tin nhod va duge
gidu rai rac trén cac diém anh (céng bd trén cong trinh sb 1).

Bing théng ké y® mot bac ty do, co thé phat hién c6 gidu tin t6t hon “d6 1éch
chuan”. T quan sat trén mot tp anh thuc nghiém (600 anh) véi lugng thong
diép gidu 16n (tir 50% LSB cua anh), chung ta thdy rang k¥ thuat gidu trén LSB
s& 1am thay d6i chu yéu trén cac diém anh co tan suit 16n, do vay né 1am cho
gi4 tri tan suat diém anh & day xap xi bang nhau hon. Vi vy ciing bang phuong
phap théng ké tan suit diém anh vao ma trin hai chiéu S = {sij, 1=0, ..., 26, j=0,
..., 9} nhu trén, tim hang tai vi tri ¢0 s;j I6n nhét cta S, sau d6 sir dung théng ké
v* mdt bac tu do cho cdp gia tri tdng chin va tdng 1¢ tai hang c6 gia tri 16n nhit
d6 dé phan loai dua vao ngudng to tim dugc theo bang théng ké .2 d 1ap sén
g véi xac suat a cia sai sO loai I cy thé (cong bd trén cong trinh sb 3).

Bang phan tich “ti 1¢ xdm” giita anh bat ky va anh dyng lam “mébc” cho két qua
phat hién t6t hon hai phuong phap trén ca vé két qua phén loai, thoi gian thuc
hién. Phuong phap phat hién dya nay vao bo dé Neyman — Pearson, 13 bo dé
phut hop cho truong hop véi xac suat a (sai s6 loai I) cho trude, ching ta c¢6 thé
cuc tiéu hoa xac suét B (sai s6 loai IT). Sullivan ciing da ap dung bo dé nay trong
[80] dé phat hién anh c6 gidu tin goi 1 k¥ thuat LLRT, LLRT c6 thé phat hién
t6t v6i luong thong diép gidu nho cé ti 16 tir 5%. Tuy nhién, phan loai chua tdt
trén tap anh gdc (anh 1am mdc dé phan loai) vi tac gia dua ra phuong phap udc
luong xdp xi anh gdc tir mot anh bat ky can kiém tra bang phuong phap loc
thong thap FIR [9]. Do viy, luin 4n ndy dua ra mot trudng hop riéng cta bd dé
Neyman — Pearson v&i phuong phap udc luong anh lam “mdc” khac, co thé
phan loai t6t cho ca tap anh gbc va tip anh c6 gidu tin trén LSB (cong bb trén
cong trinh s6 2).

Biang phuong phap udc luong thong tin gidu trén LSB ciia mién khong gian anh
stt dung 1y thuyét “trang khép”. Ban ddu ta uéc luong dua trén mot anh gbe C
6 trude, sau d6 gidu mot luong thong tin vao anh C dugc anh S, ta thyc hién
wdc luong théng tin trén anh S dya vao anh C s& cho luong thong tin x4p xi da
gidu trong anh. Tuy nhién, trong thyc té chiing ta khong c6 anh gdc, vi vay ta
phai xdy dung mot anh dé lam “mdc”, tir d6 ta c6 thé ude luong dugc thong tin

gidu trong anh bat ky bang 1y thuyét trang khép dd xay dung tir truong hop cd
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anh gbc dé so sanh. Dya vao thuc nghiém cho thiy phuong phap uéc luong
“tring kh6p” c6 thé udc luong thong tin trén anh twong duong phuong phép
udc lwong khac RS [31] va DI [102] nhung t&t hon vé mit thoi gian thuc hién

(cong bd trén cong trinh b 4).

2/. Bé xuat mot ki thuat phat hién md cho anh c6 gidu tin trén LSB cta mién tan sb

cosine (wavelet) bang:

— Phan tich ti 1& xam giita anh bat ky va anh dwoc dung 1én lam “méc”. Phuong
phap phat hién nay giéng nhu “ti 1¢ xAm” trén mién khong gian, tirc 13 cling sir
dung bd dé Neyman — Pearson nhung thay vi théng ké trén tan sudt diém anh
chung ta théng ké trén tin sudt cia cdc hé sb cosine (wavelet) (cong bd trén

cong trinh s6 2).

3/. Pé xuat bon k¥ thuat phat hién c6 rang budc cho anh c6 giau tin s dung ky

thuat gidu biét truéc nhu:

- K¥ thuat gidu HKC, 13 K¥ thuat gidu dya trén dich chuyén cic cot tan suat diém
anh. Chinh diéu nay 1am tao ra dau hi¢u khong binh thuong xung quanh cot tan
suat co gia tri 16n nhat cia biéu d6 tan suit diém anh, vi vy Wen-Chung Kuo
va Yan — Hung Lin dua ra phwong phap phat hién [46] dwa vao mdi quan hé
gifra cOt tan suét 1on nhat Peak va bon coOt tin sudt 1an can Peak dé phat hién
anh c6 giau tin st dung k¥ thuat HKC. Tuy nhién k¥ thuat phét hién cua Kuo va
Lin phét hién c6 hiéu qua khong cao trong trudng hop luong bit thong tin gidu
thip, vi viy luan an dua ra phuong phap phat hién cai tién k¥ thuat ciia Kuo va
Lin cho do tin cay cao hon. Ngoai ra luan 4n con xdy dung biéu thtc phan loai
tong quat va don gian hon cua Kuo va Lin, dua vao chinh biéu thirc méi nay ta
c6 thé uée lugng thong tin gidu trong anh sir dung k§y thuat gidu HKC (cong bd
trén cong trinh sd 7).

- Ky thuat gidu DIH dya vao cac hé sb sai phan cua anh. K¥ thuat gidu DIH 1am
mat tinh tu nhién ctia biéu do tan sudt cac hé s sai phan djj, biéu do nay trong
anh khong gidu tin c6 phan bd theo biéu d6 Gausse [102], khi duoc gidu tin biéu
d6 tan sudt khong con phan bd d6 nita. Pay chinh 1 yéu t6 dé luan 4n dua ra
phuong phap phat hién anh c6 gidu tin sir dung k¥ thuét gidu DIH (cong bd trén

cong trinh s6 5).
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- KJ¥ thuat giéu IWH, 1a k¥ thuat giéu thuan nghich dua trén dich chuyén cac cot
tan sudt ctia biéu do tan suat hé s wavelet cua ba bang tan LL, LH, HL. Pay la
mot trudng hop riéng cia ky thuat gidu LSB, tuy nhién luong thong diép gidu
v6i kha ning gidu cao nhat c6 thé van rat thip so véi ky thuat gidu LSB thong
thuong, khi d6 sir dung k¥ thuat phat hién mo trén LSB ciia mién tan s6 wavelet
(xn2[95], “ti 1& xam” cua ludn &n) thuong cho két qua phan loai khéng cao.
Nhung khi phan tich biéu d6 tan suit hé sb wavelet ta thiy duoc trang thai
khong binh thudng cua biéu do khi gidu tin. Vi vAy luin an dua ra phuong phap
phat hién tuong tng va c6 thé udc luong xap xi ti 18 bit théng tin gidu trong anh
(cong b trén cong trinh sb 5).

- Ky thuat gidu RVH (k¥ thuat gidu hai pha ngang doc) st dung chién lugc gidu
nhiéu 1an nham ning cao chit lugng anh va dung lugng gidu. Thong tin can
gidu M duogc phan thanh M; va M,. Qua trinh gidu tin gom hai pha chinh: mot
pha gidu tin theo chiéu ngang dé gidu M; va mot pha gidu tin theo chiéu doc dé
gidu M,. Pay 1a mot truong hop riéng cia k¥ thuat gidu LSB, nhung phuong
phap gidu c6 thé tranh bi phat hién bang mot sé phuong phap phat hién bang
thdng ké nhu: x,%, “dd 1éch chuan”, LLRT,... Vi sir dung gidu tin bang hai pha
s& tranh can bang cac cip PoV ma k¥ thuat gidu trén LSB thong thudng giy ra.
Do d6, dé phat hién luan an dua vao phan tich tan suét bit “0” va bit “1” cua
LSB trén cac cOt diém anh & vi tri chin hodc trén céac hang diém anh & vi tri 1é
ctia vector dir liéu anh. Vi anh khong gidu tin thi xac suét cua bit “0” va bit “1”
xap xi bang nhau, tuy nhién sau khi giau thong diép st dung RVH quy luat nay
bi pha v&. Luén an da xay dung duoc biéu thic tinh x4c sudt cac bit 0 va bit 1
sau moi pha giéu tin cua RVH dé tir d6 co thé kiém chirng dugc nhan dinh trén.
Tir 6 dua ra thuat toan phat hién va udc luong xap xi sb bit théng tin cho anh

c6 gidu tin sir dung k¥ thuat gidu RVH (cong bd trén cong trinh sb 6).

Véi mot sé phuwong phap phat hién mu trén mién LSB cua anh, chung ta
khong can biét rd phuong phap gidu 1a phuong phap nao, ma chi biét né da lam thay
d6i tinh ty nhién trén LSB ciia mién khong gian (mién tan s6) ctia anh chua gidu
tin. Con v&i cac ki thuat phat hién cé rang budc cho anh co gidu tin sir dung ky
thuat gidu biét trudc, luan an da dua ra hudng tiép can bang cach phan tich biéu do

tan suit cua anh hay do chénh 1éch xéc suét cac bit “0” va bit “1” trén LSB cua
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mién khong gian anh, tir d6 ¢ thé chi ra van dé khong an toan cua k¥ thuit gidu
biét trude do.

Huéng phat trién ciia ludn an

Phat hién anh c6 gidu tin 1d mot van dé& quan trong trong linh vuc an toan bao
mat thong tin ddc biét trong linh vuc phén loai thong tin sé trong méi truong truyén
thong cong cong. Cac k¥ thuat gidu tin méi trong anh lién tuc duoc gidi thidu...
M3di k§ thuat gidu tin méi lai ¢6 nhiéu vu diém va kho phat hién hon. Véan dé phan
tich va tim ra cac dic trung khac biét giita anh trude khi gidu thong diép va sau khi
gidu thong diép 1a rat quan trong ddi véi k¥ thuat phat hién anh c6 giau tin str dung
k¥ thuat nay. Theo hudng nay, trong thoi gian t6i nghién ctru sinh tiép tuc phat trién

luan an véi cac ndi dung sau:
+ Cai tién thuat toan tang do chinh xac cua cac ky thuat phat hién da co.
+ Pua ra phuong phap trich chon théng tin.
+ Tim phuong phéap phat hién trén mién m_LSBs

+ Phuong phap phat hién giau tin trong méi truong da phuong tién khac nhu:
Video, Audio ...
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PHU LUC - CHUONG TRINH PE MO GIAU TIN TRONG
ANH VA PHAT HIEN ANH CO GIAU TIN

Phu lyc ndy d& mé chuong trinh gidu tin va phat hién anh c¢6 gdm hai mé dun
chinh: Gidu thong tin trong anh va phat hién anh c6 gidu tin. Dy 1a cac mé dun
phuc vu cho qua trinh thtr nghiém cac k¥ thuét gidu va phat hién véi cac chirc ning
tuong d6i ddy du, giao dién than thién dé st dung.

1. Méi truong cai dat

Céc thir nghiém dung dé danh gia thuit toan va k¥ thuat gidu va phat hién
dugc thuc hién trén méi trudong chung 1a Matlap phién ban 2008b. Moi truong nay
hd tro nhiéu tinh ning lién quan dén doc va luu dit liéu anh vi vay gitp giam thiéu
viée xtr 1y vao ra ddi véi cac tép anh.

2. Giao dién chuwong trinh

Sau day 1a mot s ctra s6 giao dién chinh cua chwong trinh. Ctra s6 chinh cia
chuong trinh (hinh 1) ¢6 2 module chinh 1a module cac k¥ thuat giau tin va cac ky
thuat phat hién anh c6 gidu tin nhu hinh 2 va hinh 3. Céac hinh tiép theo 13 vi du
minh hoa chi tiét thuc hién cua mot s chic nang giéu tin, tach tin, kiém tra mot anh

bat ky hay mot tap anh bat ky c6 gidu tin hay khong.

B Figure 260.002319: Chucng trnh giau tin va phat hien anh ¢o giau tin [ X

Cac ky thust o tir | Cac ky thust phat hien anh gautin | Thong tn cheang tninh

GIAU TIN VA PHAT HIEN ANH CO GIAU TIN
STEGANOGRAPHY - STEGANALYSIS

Hinh B.1. Giao dién chuong trinh chinh
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Hinh B.2. Chwong trinh chinh véi cac chirc nang ctia menu CAC ky thudt gidu tin
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Hinh B.3. Cac chtrc niang ctia menu Cdc kj thudt phat hién anh gidu tin
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KY THUAT GIAU LSB TREN MOT ANH

Cho blet ten anh COVER ‘ EATHOMWNCS_glautinVCAI DAT CHUGNG TRINHUmage _ANHGGCIMage01 png ‘[ o ]
| B

Cho biet THONG DIEP \ Chieu nay 14h tha Virus phong A102

|
Cho biet ten anh STEGO \ EATHOMWNOS_giautin\C Al DAT CHUONG TRINHWGUIDENMAT phg

I Thuc hien giau tin | | Khoitao | Thoat

Da glau xong: 272 bit

Anh Cover Anh Stego

Browse ...

Co 16 ARH duoc chen

Cho biet tile giau {0.100) %0

. Thumucluutru..  Thuc hien giau

Trang thai: Da giau xong !

Hinh B.5. Giao dién gidu thong tin gidu bang LSB trén mot tp anh vai thong tin

giau duoc sinh ngdu nhién
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PHAT HIEN DUA TREN "TI LE XAM 2" TREN MOT ANH
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Hinh B.6. Giao dién kiém tra anh Lena.png bang “ti 1¢ xam 2”
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Hinh B.7. Giao dién kiém tra tap anh gdc €o (2088 anh gdc) bang “ti 1¢ xam 2”
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PHAT HIEN BANG PHAN TICH LLRT (Logarit Likelihood Ratio Test)

Chon tap anh Ket qua kiem tra
mmw Tong so anh kiem tra: 2088

Arh Stege -8 55230008 =
ArhStegs -0 0001351 ‘
Arh Cover 1 22830005 °
Arh Cover  35251e.008 Soanh Slego. 1067
Anh Stage 202078008
Arh St -4 57932008
Arh Cover 874536005 So anh Cover: 1031
Aph Cover  1.1347e-005
105 Aph Cover 1 20650-005
. ] Anh Cover  20163¢-003
Cnmendrees.

"Co 2088 duoc chon al: Da kiem tra xong Il

Browse ... . Thuc hien kiem tra |

Thos gian thue teen 612772 giay
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Hinh B.9. Giao dién kiém tra va uwéc luong thong tin gidu bang k¥ thuat phat hién
anh c6 giau tin sir dung k¥ thuat DIH cho tap anh €o (gom 2088 anh gdc)
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3. Danh muc cac chirc nang cia chwong trinh
a. Mé dun gidu tin
Mo dun nay bao gdm cac chirc ning gidu thong tin cho cac k¥ thuét gidu sau:

- KJ thudt gidu tin LSB (cac diém anh dugc chon tuan ty): Gidu trén mot anh
v6i thong tin 1a mot doan vin ban; Téch thong tin trén mot anh. Co thé thyc hién
gidu cung lac trén mot tip anh

- Ky thudt gidu tin LSB ngdu nhién: Tuong tu nhu k¥ thuit gidu LSB & trén
tuy nhién thay vi cac diém anh gidu tin s& thyc hién mot cach chon ngau nhién trong
toan anh, phuc vu cho truong hop phat hién téng quat. Gom chirc ning gidu trén
mot anh va giéu trén mot tap anh.

- Ky thudt gidu tin LSB trén mién tan sé cosine: Tuong tu nhu k¥ thuat gidu
LSB & trén tuy nhién thay vi cac diém anh gidu tin s& thyc hién gidu trén cac hé s6
cosine. GOm chirc ning gidu trén mot anh va gidu trén mot tap anh.

- Ky thudt gidu tin LSB trén mién tin sé6 wavelet: Chiic ning gidu thdng tin
trén LSB cua cac hé sé wavelet. Gom chtrc ning gidu trén mot anh va gidu trén mot
tap anh.

- Ky thudt gidu tin DIH: Gidu trén mot anh (ca quy trinh tach tin trén mot
anh), gidu cuing thong tin trén mot tap anh v6i do dai nhap vao (théng tin dugce sinh
ngau nhién tir 46 dai cho biét)

- Ky thudt gidu tin IWH: Gidu trén mot anh (ca quy trinh tach tin trén mot
anh), gidu thong tin trén mot tp anh

- Ky thudt gidu tin HKC: Giau thong tin trén mot anh va trén mot tap anh

- Ky thudt gidu RVH: Gi4u thong tin trén mot anh va trén mot tap anh
b. M6 dun phdt hi¢n dnh c6 gidu tin

M6 dun nay bao gdm cac chiic ning phat hién anh c6 giau tin: Mdi chirc nang

phat hién cho mot phuong phap déu co thé thyc hién trén timg anh va trén mot tap

anh dé thuén tién kiém tra danh gia, chi ti€t gom cd cac chirc nng sau:

- KJ thudt phat hién khi-binh phwong véi n bdc tw do: Cho ca mién khong gian va
mién tan s (cosine, wavelet).

- KJ thudt phat hién LLRT.

- Ky thuat phat hién khi-binh phuong mot bac ty do.
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K7 thudt phat hién bcing dé léch chuan.

K7 thudt phat hién dua trén théng ké “ti le xam 1.
K7 thudt phat hién dua trén théng ké “ti le xam 2.
KV thudt phat hién dwa trén tho”'ng ké “ti 1é xam 3" trén mién tan sb (cosine,
wavelet).

KV thudt phat hién va woc luong thong tin RS.

K7V thudt phat hién va woc lwong thong tin DI.

K3 thudt phat hién uoc luong trung khop.

Ky thudt phat hién HKC ciia Kuo va Lin.

Ky thudt phdt hién HKC ciia Kuo va Lin cdi tién.
Ky thudt phdt hién HKC dé xudt khac.

KV thudt phat hien DIH.

K3 thudt phat hién IWH.

KV thudt phat hién RVH.
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