PHAN MO PAU
1. Tinh cép thiét caa luan an

“Giu thong tin” (Steganography) 1a ky thuat gidu thong tin quan trong vao
d6i twgng khéc. N6 di c6 lich sir phat trién tir hang nghin nim va trai qua nhiéu
thoi ky bién dong cua xa hoi loai nguoi, ngay nay khi ky thuat s bung nd, con
nguoi cling “s6 hoa” linh vire d6 phuc vu cho cuge sbng hién dai.

V& nguyén Iy, giu tin trong dir liéu da phuong tién hay trong dir liéu anh sb
khong khac gi nhiéu, nhung do glau tin trong anh dé thyc hién hon, glau duoc
nhiéu théng tin hon, va ciing 1a dbi tugng s6 dugc sir dung khé phé bién trén
Internet hign nay, nén ky thuat giéu tin trong anh chiém ti 1¢ nhiéu nhét trong cac
loai dir liéu da phuong tién [32]. Thong tin co thé duoc giau trén mién khong gian
hogc trén mién bién ddi nhu bién ddi tin sb (cosine, wavelet, fourier rai rac) hay
bién di sai phan (difference image).

Ky thuat gidu tin trong anh da sé 1a phwong phap gidu trén bit c6 it ¥ nghia
nhit LSB (Least Significant Bit) cua diém anh hoic cua cac hé sé bién ddi (bién doi
cosine roi rac, wavelet roi rac, sai phan — image difference,...). Ngoai ra con c6
mot sé phuong phap gidu khac theo céch thuc ¢6 sy thay ddi nho trén anh theo hinh
thicc chén nhiéu SS (Spread Spectrum), didu chinh hé sé lugng trr QIM
(Quantization index modulation)...

Gibng nhu trong Mat ma, Tham mé (Cryptanalysis) la ky thuat déi lap nhung
song song ton tai va phat trién ciing véi sy phat trién cua ky thuat mat ma, nham
giai ma cac “ban ma” thu dugc dé hiéu ré noi dung ban diu ciia ban m4, thi phat
hién anh c6 glau tin (Image Steganaly5|s) la ky thuat déi lap véi Image
Steganography nham do tim anh sé nao d6 ¢6 gidu thang tin hay khong.

Viéc nghién ciru Steganalysis ngoai y nghia khoa hoc con c6 hai y nghia thuc
tidn, d6 1a: Thi nhat, nhm phuc vu dic lyc cho Iinh vuc an toan thang tin; Thi hai,
nhidm nang cp va thic ddy sw phat trién cua ky thuat gidu tin trong anh. Vi hai
muyc dich néu trén dan dén hai hudng nghién ciu khac nhau. Huéng thi nhat ¢
ging xay dung thuat todn phéat hién mu (blind steganalysis) cho anh c6 gidu tin sir
dung k§ thuat gidu bat ky. Huéng thir hai, dua vao ky thuat gidu tin nao do da biét,
c6 thé xay dung duoc thuat toan phat hién phi hop (phét hién c6 rang buoc —
constraint steganalysis).

Di ¢6 nhidu cong trinh nghién ctru cong bé trén thé gici thanh cong theo hai
huéng nay. Tuy nhién, cac ky thuat gidu tin ra doi sau ngay cang tinh xao hon doi
hoi cac nha phét hién anh giau tin khong ngimg tim ra phuong phap phat hién phu
hop bt kip véi xu huong phat trién cua ky thuat gidu. Bic bit voi téc do phét trién
nhanh chéng cua Internet thi nhu cau trao dol thong tin bang anh ngay cang Ién
manh, do do dé dam bao an toan an ninh, quéc phong hay nham hd trg nang cép,
cai tién ky thuat gidu nao d6 an toan hon dang la bai toan cAp thiét dat ra cho cac
nha nghién ctru trong linh vuc an toan thdng tin hién nay.

2. Muyc tiéu va pham vi nghién ciru

Tir cAc vén @& néu trén, luan an nay tap trung nghién ciu cai tién va d& xuat
mot so ky thuat phat hién anh cé giau tin theo hai hugng chinh:



- Thu nhit, dua ra ky thudt phat hién mu cho anh co giéu tin trén LSB ctia mién
khéng gian va mién fan s6.

- Thir hai, dua ra mot s6 ky thuat phat hién c6 rang budc cho anh co gidu tin voi
k¥ thuat gidu biét trudc.

Déi tugng anh nghién ciru 1 cac anh dang BITMAP nhu céc dinh dang: JPG,
GIF, PNG, TIF, BMP.

3. Nhirng déng gop cua luin an

Nhiing dong gop chinh cta luan 4n 1a dwa ra k¥ thuat phat hién anh cé gidu tin
theo hai bai toan:

Bai toan 1: Ky thuat phat hién mu cho anh c6 gidu tin trén LSB :

- Cua mién khéng gian vai bén phuong phép dé xuét sau: phuong phéap phan
tich do léch chuén, phuong phap théng ké %2 mot bac tu do (x1 ), phuong phap
phan tich ti 1¢ xdm, phuong phép udc lugng sb bit thong tin gidu trén LSB cua
mien khdng gian bang Iy thuyét tring khap.

- Ctia mién tin s6 bing phuong phap phan tich ti 1& xam.

Bai toan 2: Ky thuat phat hién c6 rang buac cho anh giu tin sir dung ky thuat
gidu da biét gom ky thuat: IWH trén h¢ s wavelet, DIH trén h¢ s6 sai phan, HKC
trén mién khong gian, RVH trén mién khong gian voi hai pha ngang doc.

Tién hanh thir nghiém trén nhitng tap dir lisu c6 s lugng anh I6n dé so sénh
ky thuat d& xuét vai cac ky thuat phét hién khac.
4.Té chirc luan &n

Luan 4n gdbm ba chuong trong do:

Chuong 1 gioi thigu tong quan vé& giau tin trong anh, phat hién anh c6 gidu tin
va céc nghién ctu lién quan.

Chuong 2 trinh bay k§ thuat phat hién mu cho anh c6 gidu tin trén LSB.

Chuong 3 trinh bay ky thuat phét hién cé rang bugc.

Phan cudi cting la phin két luan chung va phu Iyc:

Phu luc gi6i thiéu chuong trinh && md v&i hai md dun chinh: M6 dun gidu tin
va md dun phat hién anh gi4u tin phuc vu céc thir nghiém trong luan &n.



Chuong 1. GIAU TIN TRONG ANH, PHAT HIEN ANH CO GIAU TIN VA
CAC NGHIEN CUU LIEN QUAN

1.1. GIAU TIN TRONG ANH VA NGHIEN CUU LIEN QUAN
1.1.1. Khai niém
1.1.2. Phwong phap gidu tin va nghién ciru lién quan

Phuong phap gidu trén LSB la phuong phap thay thé cac bit thdng tin vao cac
bit LSB cua diém anh [16, 17, 19, 50, 51, 53 - 55 65, 67, 69, 75, 77, 91, 100].
Trong mét diém anh caa anh 8-bit mau thi bit cudi cung (bit thir 8) goi la bit LSB.
Do viy khi thay déi gla tri cua bit nay (tr “0” sang “1” hay tr “1” sang “0”) khong

lam anh huong nhleu dén chét lugng truc quan ciia anh. Thong tin cé thé gidu trén
LSB cua c4c hé sb bién ddi cosine, wavelet, .

Ngoai phuong phap gidu trén LSB con c6 mot sé phuong phap gidu tin khac
theo hinh thic chén nhiéu SS [3, 4, 26, 27, 32, 60], diéu chinh hg s0 luong tir héa
QIM [5, 23, 42, 65, 79], ky thuat gidu thuan nghich (doi hoi yéu cu sau khi tach
théng tin ching ta con c6 thé khdi phuc lai anh géc ban diu) ma ra mot huéng mai
trong linh vyc gidu tin véi mot loat cac k¥ thuat giau tin thuan nghich dugc cong bd
[21, 24, 25, 35, 41, 45, 48, 49, 52, 53, 58, 90, 91, 93, 98, 99].

1.1.3. Phwong phap danh gia d an toan clia mét lwge ad gifiu tin

Chiing ta dua ra mot vai ky hiéu s& duoc sir dung xuyén suét luan an nay. Ky
hiéu € 1 tap tat ca cac anh goc C, M 1 tap cac thong tin mat M, % 1a tap cac khoa
K gidu tin, § 12 tap tat ca cac anh stego S (anh c6 gidu tin). Mot Iuoc dd gidu tin
(thuat toan) la mot cap (Sg, Sx), V6i Sg: € x M x I — § la ham nhing thong tin,
Sx:8 x K — M la ham tach thong tin. Ham nhling Sg tao ra mot déi twgng S € §
tirmdi Ce €, M € M va K e X, ham tach Sx tach tin M tir S bing khéa K.

Gia sur Pc ham phan b xac xuat ciaC e €. NéukhdaK e KvaM e M
duoc chon ngdu nhién thi luge dd gidu tin (Sg, Sx) cling v&i ham phan bd xac suat
Pc s& duoc ham phan b xac suit Ps tuong tng cua S € S. Khi d6 theo khai niém
V& gidu tin an toan cua Cachin [15] ta ¢6 dinh nghia sau:

Pinh nghia 1.1 [15]- Mt hroe do (thugt toan) glau tin duoc goi la an toan
néu sai phan Kullback — Leibler giiza ham mdr dé x4c sudt cia Pc va Ps theo (1.1)
bang 0:

Pc(C
Duu(Pe [| P9 = Scec Pe(O)log 1 @€y

Khi D (P || Ps) < & thi hrge do gidu tin cé dé an toan & (¢ - secure), trong
d6 & la mot 6 thuee dweong dii nhé tly ¥ cho truedc.

Day Ia khi ni¢m ding tir quan diém Iy thuyét, rat kho thuc hi¢n trong thuc té
vi khéng gian anh la qué lon (vo han). Mat khac, mot lugc dd glau tin dé dam bao
Diw(Pc || Ps) = 0 la khong thé vi diéu nay c6 nghia khong thay déi gi trén anh géc,
tic 1a Pc = Ps (theo bd d& co ban trong Ly thuyét thong tin). Vi vay, nguoi ta
thuong gidu sao cho dat do an toan € - secure dam béo thay d6i trén anh nho nhit
ma mat ngudi khé cé thé cam nhan.



1.2. PHAT HIEN ANH GIAU TIN VA CAC NGHIEN CUU LIEN QUAN
1.2.1. Khai niém

Phat hign anh gidu tin (image steganalysis) la k§ thuat phat hign su ton tai cua

thong tin dugc giau trong anh so6 nao do [27].
1.2.2. Phuwong phap phat hién anh cé gif\u tin

_ Phat hi¢n anh glau tin c6 thé dinh nghia nhu mét bai toan phan loai dya trén
kiém dinh gia thuyét théng ké. Pidu nay phu thugc vao hiéu biét cua ching ta vé
luge do giu tin, do d6 phat hign anh gidu tin dugc phat biéu: hodc nhu bai toan
kiém dinh gia thuyét don (simple hypothesis); hoic nhur bai toan kiém gia thuyét
phurc hop (composite hypothesis).

Néu chiing ta khdng c6 thdng tin gi vé hrge db gidu tin thi phrong phap phat
hién goi la phat hign mu (blind steganalysis), bai toan phan loai c6 the phat biéu
dua trén kiém dinh gia thuyét phac hop sau:

Ho: X duoc rdt ra tir ham phéan bd xé4c suat 1a Ps
Hy: X khéng duoc rdt ra tir ham phan b xac suat Ps
Véi X 1a mau dir liéu anh dugc xét.

Trong truong hop biét trusc thong tin vé luge db gidu tin thi phuong phap
phat hién goi 1a phat hién c6 rang buoc (constraint steganalysis). Gia sir ching ta
biét dugc phan bd xac suat cua Pc, luge dd gidu tin (Sg, Sx) va phan bé cua thong
tin M, chling ta c6 thé tinh duoc Ps. Tir d6 ching ta c6 thé dua ra phuong phéap phat
hién theo bai toan phan loai dya trén kiém dinh gia thuyét don sau:

Ho: X c6 phan bé xac suat 1a Pg
H: X c6 phan bé xac suat 1a P¢
pé giai quyet bai toan kiém dinh gia thuyet thong ké nay, chiing ta can tim ra

duogc mién diéu kién hodc dic trung nao d6 dé c6 thé phan loai sao cho ti I8 I5i xay
ra la nho nhit.

RO rang ¢6 nhiéu cich chia nhu viy. Nhung vén dé 1a bing céch chia bat ky
déu dan dén hai hsai so theo thong ké gpi 1a sai so loai | (type | error) véi x&c suat o
(0 < o < 1) (khang dinh sai) va sai s loai II (type I error) (phi dinh sai) véi xac
suat B (0<pB<1).

1.2.3. Nghién ciru lién quan va hwéng phat trién cia luin 4n

Céc phuong phap nghién cau cta Steganalysis tap trung vao hai huéng chinh
nhu da néu trén:

~ Hu6ng thir nhit ¢é géng xdy dung phat hién mu cho ky thuat gidu bat ky.

~ Hu6ng thir hai tim cach phat hién anh stego khi biét ky thuat gidu tin

Trong luan an nay di sdu vao nghién ctu ky thuat phat hién mu cho anh cé
gidu tin trén LSB va phét hién c6 rang budc cho mot s ky thuat gidu biét truéc.



1.3. PHUONG PHAP THUC NGHIEM VA PANH GIA

1.3.1. Tiéu chuén dénh gia

Phét hién anh c6 gidu tin thuc cht Ia bai toan phan lop tap anh bit ky vao hai
tap con la tap anh géc va tap anh c6 gidu tin. Vi phan I6p nay, nha phan tich
thuong st dung cac d¢ do danh gia: d§ chinh xac P (precision), do bao phu R
(recall) va do trung binh diéu hoa F (f-measure) &p dung cho ky thuat phat hién dé
xuét dé c6 thé danh gia khach quan, hiéu qua va do tin cay cua ky thuat.

1.3.2. Nguén dir li¢u dnh thir nghiém

MGt van dé quan trong trong luan &n chinh Ia viéc chuan bi cc tap dit lidu anh
dé thyc hién cac thuc nghiem lién quan. Ngudn dit liéu dugc chon phai dam bao
cac yéu cAu sau: C6 do tin cay nhét dinh, duoc cong bd bai cac to chirc cé uy tin,
¢6 s6 lwgng anh twong dbi Ion, ndi dung anh da dang.

Tdp dnh géc thi: nghiém: Tap anh géc sir dung chung cho cac thudt toan gidu
va phéat hién trong luan 4n gom 2088 anh vai céc kich ¢ khac nhau trong d6: 1014
anh duoc tai v& tir hai thu vién truc tuyén [103, 107] va 1074 anh duogc tao ra tir
may anh k§ thuat sb va may anh trén dién thoai di dong. Noi dung anh da dang
gom: anh phong canh, chan dung, hoat hoa, vé tinh, cac su kién ... da sé 1a anh 24 -
bit mau duoc chuyén sang anh cap Xam bang trinh xt Iy anh Adobe Photoshop CS
8.0 dwoc tap anh thir nghiém gdm 2088 anh cip xam. Goi tap anh nay la €, s& dugc
sir dung trong hiu hét cc thir nghiém cua luan an.

1.3.3. Cong cu hd trg va méi truong thue nghi¢m

Céc ky thuat dua ra cua luan an duoc cai dat trén mdi truong Matlab phién ban
R2008b (7.7.0), chay trén may tinh cau hinh Intel (R) Core (TM) 2 Duo T.7200
2.00GHz, by nh¢ trong 1Gb, bo nhé ngoai dung lugng trong kha dung 15GB.

KET LUAN CHUONG 1

Chuong nay dua ra buc tranh tong quan vé& gidu tin trong anh va phat hién anh
gidu tin. V&i mdi phuong phap giau s& hinh thanh nén cac k§ thuat phat hi¢n phu
hop thuc ddy sw phat trién ciia phuong phap gidu. Viée di sau vao tim hiéu cac ky
thuat phat hién d6 s& gilp chiing ta dinh hudng phat trién va cai tién k¥ thuat gidu
hién tai hozic d6 chinh 12 nén ting dé mé rong cho céc ky thuat phét hién khac.

Chuong 2. KY THUAT PHAT HIEN MU CHO ANH GIAU TIN TREN LSB

2.1. KY THUAT PHAT HIEN MU TREN LSB CUA MIEN KHONG GIAN
2.1.1. Phat hién bing phan tich “d$ 1éch chuén”
2.1.1.1. Phan tich ky thudt gidu LSB

Khao sat dic trung khac biét giira anh gdc C va anh S c6 gidu tin trén LSB.
Théng ké dit ligu cia anh C va S duoc vector C2X10va $760 v ¢y, i (0 <1< 25,0
<j<9)latan sé cua diém anh c va S c6 gia tri bing i*10+j. So sanh hai vector
€210 3 S50 phat hign mot vAn dé quan trong do 1a tdng gid tri trén ting hang
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clia C¥X10 vy g%6x10 tuong tng 1a khong thay déi. Chi cé gia tri cua cac phan tr
trong hang d6 14 thay dbi. Trong anh C trén timg hang cua vector C****° xuat hi¢n
nhiéu diém dot bién, tirc gia tri ciia n6 rat khac nhau. Con véi anh S thi céc gié tri
bién thién rat gan nhau.

2.1.1.2. Phuong phdp phdt hi¢n )

Dé phan loai anh c6 giau tin va khong c6 giau tin trén LSB trong truong hop
nay ta st dung dinh ly sau:

Pinh Iy 2.1 [108]: Cho X la dai lwgng ngau nhién c6 phan bé chudn N(a,o?).
Khi d6 dai lwong ngau nhién Y= (X - a)/c c6 phan bé chudn Ny(0,1)

Pinh 1y 2.2 - Cho Xy, Xo. ... Xy ld dai heong ngdu nhién, déc \dp cuing phan bd
chudn N(a, o®). Khi dé dai lrong ngau nhién X, + X, +...+ X, sé¢ c6 phan bé chudn
N(na, nc?). (ching minh xem trong phu luc A).

Trong thuc té a va o® chua biét cho nén ta phai woc luong a, o C6 nhiéu
phuong phip dé€ u6c lugng céc dai luong ndy nhung mot phuong phap thong dung
va don gian nhat la phuong phéap hop ly cuc dai. Bang phuong phap nay ta thay a
b&i uée luong i:lixi va 62 hoi ude luong 82 = li(x. —%)?. (6= 9). Ky hiéu:

ni=1 ni
Xmax = Max{Xy, X, ..., xn} va Xmin= MIN{X1, Xz, ..., X, }. Khi d6 cac dai lugng ngéu
nhién: V; = —X"‘ZS" =V, =—2in o5 phan b chuan Ny(0,1) khdng phu thudc a va o?
ma chi phu thugc vao n.

Pat v= V1+V2, do dai luong ngau nhién Vi, V, c6 phan bd chuan Nn(0,1) nén
V ¢6 phan b chuin Ny(0,2). Ap dung dinh ly gisi han trung tam [108], ta c6

A
V2
s& c6 phan bd chudn N,(0,1) da dugc lap thanh bang XII trong [108] véi n=1,2,3,...
va muc y nghia 0=0.1, 0.05,... ) . )
Pai lugng ngau nhién T tir (2.1) ¢6 phan b chuan Ny(0,1) tirc 14 ta c6 xac xuat

T= (2.1)

P{T2Xo} = [pp (t)dt trong dé Pn(t) Ia ham mat dd xac sudt chuan Ny(0,1) néu cho
X0
trudc N Va gia tri xéc suét sai s loai | voi o = ayp, ta tim dugc gia tri ngudng X, boi
phuong trinh sau day:
© X
[ P(®dt=1- [pn(dt=1-oq
Xo o

D6 1a nhitng vén d& co ban, 1am co s¢ dé xay dung thuat toan phat hign anh co
giau thong tin.
Do T= % ma (T = Xo) < (Vi+V2 = V2 xo) nén sau khi xac dinh
2

dugc X ta cé thé tim dugc ngudng theo ty = A Xo (2.2)



Ap dung gidi quyét bai toan
Sau khi tim dugc ngudng cua bai toan ta p dung dé phén loai anh nhu sau:
kiém tra \V/ = max~Xmin

- Néu V > to két luan C anh khdng giau théng tin

- Néu V < to két luan C anh c6 gidu thong tin

Gia tri ngudng to dugc tinh toan theo (2.2) dua trén xo tra ctru theo bang phan
bd chuin [108] véi n=10 va d tin cay a=0.1, 0.05, 0.025, 0.01 dugc gia tri twong
ing to =3.0349, 3.244, 3.414, 3.592.

2.1.2. Phat hi¢n bing théng ké *> mét bic tw do
2.1.2.1. Phan tich kj thugr “dg léch chudn”

Han ché cua ky thuat trinh bay ¢ 2.1.1 1a phu thudc vao dir liéu anh va do dai
cua thdng tin dem gidu trong anh. Néu dir liéu cta anh c6 d6 nhi&u cao thi rat kho
phat hién vi dix liéu cua anh phan bé rat déu. Mat khac, néu lugng théng tin dem
gidu thap s& khong lam thay d6i dit liéu ban ddu cua anh, didu ndy anh huong dén
su phan bb déu dir liéu cia anh trong cong thirc phat hién.Vi vay sau day 1a mot
phuong phap khac phét hién anh c6 giau tin trén LSB.
2.1.2.2. Phuwong phdp phat hién

Str dung dinh ly 2.3 trong [108] chiing ta x&y dung b dé 2.1.

Pinh 1y 2.3 [108]: Goi m 1a 56 ldn xudt hién mét bién c A trong day n phép
ther Becnouli véi xac suat xuat hi¢n bien co A la P(A) = p > 0.

Khi @, dai lwong ngdu nhién Y= "=
=1-p.

BG d¢ 2.1: Gid si cho truéc mot day nhj phdn duoc |dy tir mgt nguen ngdu
nhién, déc 1dp S=So, S1, ..., Sn1. KY hiéu ng va ny lan luot 1a tan suat so “0” va “1”
Xuat hi¢n trong déy (tizc ng + n;=n)

pat 7= o=’ 23)
n

co xap xi phan ba chuan N(0, 1), véi q

Khi d6, néu s 1a ngdu nhién, déc |dp thi z c6 phan bé “y — binh phuwong” (chi-
square) 1 bdc ty do (véi n >= 10)

Ap dung b6 d& 2.1 vao viéc phan loai anh co glau théng tin trén LSB bing
céch tinh tin suét cc diém anh cia mot anh can kiém tra duoc vector C***° (b6
qua hang cudi ciing cia C vi hang nay c6 chira cac gid tri bing 0) ta dugc C**.
Thuc hién tiép mot so budc:

1. Tim gid tri 16n nht cua C**° ky higu 12 Xmax = max{cy;, i=0,24, j=0,9}. Gia st
gid tri max |2 Xmax = ;,5, ((io.jo) €O gid tri lén nhét tai hang io cia C*>),
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2. Tinh n; [0]= _%Xio,zj' ,n [1]= %Xiu‘zjﬂ , 0y, = 0y, [0]+ g [1].
i =



Ap dung b d& 2.1 tacs (Ma[O1-ni,ID? ¢4 phan bé x? mot bac tu do.
nj,
3. Két luan, néu (o[-, 1D > 42(o thi anh kiém tra 12 anh khong chiza thong

Niy

tin mat, nguot lai néu (M [01-n;, 1D <4(« thi &nh kiém tra c6 chira thong tin
nj,

mat vGi Xac suét sai sd 13 o

Thyc hién thur nghiém trén cling tap anh (gém 500 anh) véi cac gid tri o = 0.1,
0.05, 0.025, 0.01, 0.005 tra bang khi — binh phuong [108] v&i n=1 dugc cac gia tri
tuong ung y,° =2.71, 3.84, 5.02, 6.63, 7.88. Théy ring két qua phan loai hiéu qua
khi 3,2 =2.71.
2.1.3. Phat hién dua trén phan tich ti 1¢ xim
2.1.3.1. Phat biéu bai todn

Pé lam giam thiéu sai s xay ra khi phan loai anh cé gi4u tin trén mién LSB
chiing ta 4p dung hé dé Neyman — Pearson vai x4c suét a (sai sb loai I) cho trudc
cuc tiéu hda xac suét B (sai 6 loai I1).
2.1.3.2. Giai quyet bai todn

Trong phan nay sir dung mot s bd de trong théng k&, tir do c6 thé mo rong
céc bd dé nay dé c6 thé phan loai anh c6 gidu tin trén LSB.

B dé 2.2 (Neyman — Pearson) [108]: Cho trieéc fy, f1, Ty, ... I nhitng ham kha
tich doi véi do do v (o - hitu hgn) trén khong gian S. Gia su:

Cho tdp con WeSVa céc hang sé ¢y, ¢z, Cs,... théa man:

j £, (x)du(x) =c,
Tdp con Wy < Sva cac hang sé ky, ks, ... thod man:
f.(xX)=D kf(X),xew
o( ) é: i |( ) €W, va jfl(X)dU(X)=CI
f,00) <Dk f(X),x & w, Wo
izl

do:
[£,09du(x) = [F,(x)dv(x)

B4 ¢ 2.3 [109]: Néu P{x|Ho} c6 phan bd da thitc (phan bd mit) va gia thuyét
Ho diing thi dai lwong ngau nhién:
P(x|Hq)
P(x|Hg)

-2In c6 phan bd /2. (2.5)

BG dé 2.4 [109, 110]: Gid sir f1, T2, ..., fi 12 k ham khd tich ddi véi dj do u nao
dé (o - hiru han) trén khdng gian S, con AL A, ... A lamgt phan hogch cia S
thoa man diéu kién:



Néu xeA” va fi(x) >fi(x) voi vj=i, i,j=12,..k

Khi dé: LlfA; fi(x)du(x) = ZﬁlfAjfj(x)du(x)d(x) (2.6)

Diéu nay suy ra phan hoach Ay", A", ..., A" 1a mot phan hoach tdi wu, theo
nghia ham luc lugng I6n nhat [108].

Dit fo(x) = P(w | Hy), fi(x)=P(W | Ho), khi d6 wo I mién téi wu néu:

we={x € 5: o™} 2.7)
>t(0)
fi(x)
Hay n6i cach khac: wo={x € §: POIHD (v} @.7)
P(x|H,)

O day, theo b dé 2.2 néu ldy ¢; = ¢ = a, ta c6 P{wo|Ho}=a, thi wy dugc chon
nhu & (2.7) hoac (2.7°) 1a mién 1am cho x4c suét B la bé nhit khi xé&c sudt o cb dinh.
Con t(ar) duge xac dinh bang b dé 2.3.

Dé &p dung cho viée tim anh c6 chia thong tin 4n, trude hét ta gia s P{x|Ho}
va P{X|H 3} 1a mat d6 xac suit ddi véi do do p (o - hitu han) nao d6 khi lan luot gia
thuyét Ho, H; diing. Theo bé d& 2.2, chiing ta phai xac dinh mién w sao cho:

JP(xIHo)du(x) = (0 <a<I cho trudc)

va [p(x|H,)du(x)=1-pB datgia tri I6n nhit (2.8)
Ung dung bd dé 2.2, mién t&i wu: wo = {x: p(x | Hy) = t(c).p(x | Ho)} hay:
= o PO 03 29)
p(x|Hy) @

t(a) dugc chon sao cho p(w | Ho)= o

Tiép theo chiing ta s& giai bai toan trong thdng ké toan hoc sau:

Ménh dé 2.1: Gia sit cho truéc mot dai lugng ngau nhién k chidu X=(X1, X,
.., Xi) €6 phéan bo da thuc:

P(X1=r1,X5=15,.., Xk=1) = _nt PPz, Pk (i =0), i=1,.,k

nint.n!

trong d6 n =YX richo trude.

Kiém dinh gia thuyét Ho: P1=P% Po=P0 ., P =PL, (PP ..., PO
cho truée). DS thuyét Hy: ton tai i dé Py = PP,

Khi d6 dai lugng ngau nhién:

0 k
~2Inky, 3R n2 - ZZn M gy U -2m, In% (2.10)
1

i=1 Pi m;



6 phan bd x? véi k-1 bac tu do (gia thuyét Hy dung), voi

—_ —an
Py Py . . ,
he =2 Pj? R (theo bd d& 2.2, 2.3 va uéc lugng hop Iy nhat
° Pl PZ Pk

[108]) trong d6 P, = ‘“: (i =1,..., k) v6i m; la tAn sudt xuét hién bién cb i nao do
trong day n phép thir doc lap.

Cha y: Trong thuc nghiém, t(o) trong (2.9) thuong dugc chon 1a 1, va P néu
khong cho trudce thudng ducrc udce lugng bang phuong phap hop ly nhit, bing cach

thay P;° bing P° voi i=1,..., k. Do vay cong thirc (2.10) c6 thé don gian thanh:
—2Inhy, ~sz |nL_Zm 2lni (2.11)
pe ia F’.

Lic d6 dai lugng ngau nhién Zm 2inP 6 phén bé ¥? véi k-1 bac tu do.
PI

Nhung néu chon k=1 thi duong nhién Zmi2|”i> Ink=In1=0 VOi Ho diing.
p0

Hay:
K P £ .
Smin=t>0 Neu Ho dung
i=1 ' p0
I
Tm ,n7<0 néu Hj ding (2.12)
i=1 PP

zk:milni _o thichua cé két luan
=1 Piu

Pay 1a bai toan t6i wu theo nghia xac suét o cho truéc, cuc tiéu hoa xac suét B.

Ap dung vao bai toan phat hién anh c6 gidu tin trén LSB ta dwoc hai phuong
phép phét hién sau day:
1/. Phwong phap 1

Ap dung bd dé 2.2 cho phéan Ioal tap anh c6 gidu tin trén LSB, trong trudng
hup khong biét truéc anh gbc cua mdi anh, chung ta phai xay dung mét anh lam

“moc’ bang cach tlm mat anh c6 kich thuéc xap xi (4o rong hang va cot, néu tuong

ddng biéu dd tan suét cang tét) anh cin phan loai.

Su dung hé thirc (2.12) lam co s& cho viéc phéat hién anh c6 hay khong chira
théng tin an. Trong tng dung thuc té, néu P, = P0 thi viéc kiém dinh gia thiét moi

c6 ¥ nghia. Mac dii vay ¢6 thé B, = PO véi Vi, (néu 3i:B, = PO thi loai ra khoi cong
thirc), nhung su khac biét khdng lon 1m. Truong hop nhu vay, hé thirc (2.12) dé
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kiém dinh gia thuyét Hy cho d¢ chinh xac khong cao. Do d6, khi 4p dung vao viéc
phat hién anh c6 hay khdng chira thong tin 4n, luan 4n da cai tién nhu sau:

Chuing ta biét ring do tinh chit ciia logarit véi Vt, ta déu cé'tlni =1In (s;g‘,)t.
Do d6 néu chon t>2 thi ( ) s& dugc tang hogc giam Ién t lan tly theo =>1
hay < 1. Vi t cang lon thi sy khuyéch dai cang I6n neu = > 1 va nguoc |a|

Thl_rc té gia tri cua t phu thudc vao kich thuéc cua anh, kich thudc anh cang
16n, t cang I6n sao cho né cd kha nang phan loai tot.

Céch phét hi¢n khi khdng c6 anh gac

Gia sir c6 mot anh bit ky Z, kiém tra xem anh Z cé gidu tin trén LSB hay
khong.

Khi khong c6 anh géc dé kiém tra ching ta phai chon mot anh lam “mdc” nhu
sau: chon mot anh goc U co kich thugc n = p * q Xap xi anh Z, tinh tan suat cac
diém anh duoc vector X={x;, i =0, ..,255}. Dat p° = %

~ Nhing thong tin vao LSB cua anh U theo thudt toan gi4u LSB ngau nhién vai
giau o ty 1& 100% trén LSB dugc anh stego S c6 chua tin mat.
Ky hiéu P, = % (y; 1a tan suat xuat hién diém anh i trong anh stego S).

Tiép theo lap vector C={c;, ci:[tln %], i=0,..,255} (2.13)

([x] la phép toén lay gié tri nguyén cua x).

Gia tri t duoc chon sao cho: max{ci} — min{ci} 2 400,i=0, ..., 255. Viéc lya
chon ndy dua trén danh gia trén cing mot tap anh (gom 500 anh) véi cac gia tri t
khéc nhau, dé ¢6 duoc gia tri t phi hop viéc lya chon nhu y;%(ct) (twong tu trong
2.1.2.2).

Tinh tan suét diém anh cua anh Z (anh can kiém tra) duoc vector F={fy, f,, ...,

255
fass}. Lap tich vo huong: c_f= > c;f; , (vdi c; tinh theo (2.13))
i=0

Néu c_f> 0, két luan Z la anh c6 gidu tin trén LSB.

Néu c_f < 0, két luan Z Ia anh khong giau tin trén LSB.

Néu c_f=0, thi chua c6 két luan.

2. Phwong phép 2
Phuong phap thir 2 phan loai anh theo céng thL’rc (2 11) nhu sau:

k—_ P/ kK, m;, nP
—2Inky, =—2n_21Pi In?=—_212nTln e 212m In P
1=] i 1= i 1 i

11



Pit T= ZZm In Io 6 phan bd 2 k-1 bac tu do khi gia thuyét Ho ding, tirc

3 c6 xac xuit: P (T2t)= Jp, (tydt
Trong do py(t) 12 ham mat d¢ xac suit. Ta c6 thé xac dinh duoc ty qua phuong
trinh sau:

o t,
[pa(®dt=1- fp,(t)dt=1-c,

Néu biét dugc n va a= ay, ta c6 thé xac dinh duoc ty bang cach tra bang ¥ voi
k - 1 bac tu do trong voi k =256, d6 tin cdy o = 0.1, ta dugc to= 284.33.

Chon mot anh géc C bat ky c6 kich thuéc n = p * g, thong ké tin sé cua cac
diém anh luu vao vector mét chiéu X = {x; | i=0,..., 255}. Pat B0 = X;

St dung thuat toan giau tin LSB bang phuong phap gidu ngiu nhién dé tao ra
11 anh c6 giau tin (ky hiéu S_0, .., S 10) 0 ti I¢ tin glau trén mién LSB tir 0 % dén

100 % (mol lin tang 1én 10%). Sau d6 mdi anh ta thong ké tan suit diém anh duoc
vécto Y = {y;|i=0,..., 255}.

Ky hiéu P, =§ véi i = 0,.., 255. Ap dung cong thic (2.11) duoc:
T=Y25 2x; lnf cho mdi cip anh (C, S i) i=0,..,10 ta dugc két qua trong bang
2.1.

Bing 2.1: Két qua thir nghiém d4nh gid T
Lugngtin | o | 15| 29 | 30|40 50 60 70 |8 | 90 | 100
giau (%)
(C, Sﬁi) 0 [159.4| 454.30 | 807 |924.6| 1064.8 | 1020.20 | 1167.40 | 1279 | 1352.20 | 1660.80

Vin dé & chd chling ta khong biét truéc anh goc, 1am thé nao dé phat hign mot
anh bét ky co gidu thong tin hay khong. Nghién ctru thuc nghiém trén cac anh gidu
tin thay rang cac cap gia tri (Xzi, Xzi+1) Cang gan nhau khi lugng thong tin gidu ting
1én, diéu d6 lam cho S ciing tang Ién. Khi khéng c6 anh goc dé so sanh, ching ta c6
thé coi “mdc” so sénh 1a anh dwoc gidu 100% trén mién LSB, khi d6 céc cap POV
c6 gia tri rit gin nhau, tc 14 Xo ~ Xy = % Khi d6 gié tri S s& thay ddi nhur
bang 2.2. Dya vao bang nay chiing ta co thé chon t=500 lam ngudng dé phan loai
mot cach tin cay vai ti I giau xap xi tir 30% trg Ién.

Bing 2.2: Két qua thir nghiém d4nh gid T
Lugng tin | 0 [20]30| 40 |50 | 60 | 70 |80 |9 | 100
giau (%)
(Cv Sﬁl) 1477.20 | 1537.9 [749.9(587.7| 496.8 485 | 427.90 | 357.10 [228.80]172.4| 133.80
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2.1.4. Phat hién bing phwong phap wéc lwgng thong tin gidu trén mién LSB
2.1.4.1. Phwong phdp wéc lwgng khi c6 anh géc
Dé uéce lugng thdng tin gidu trén LSB dua trén ly thuyét tring khop sau:

_ Dinh 1y 2.4: Cho Xo, X la hai dai heong ngdu nhién déc lap nhau, c6 phan bé
lan luot la pO(1), p1(t) khi dé

P{Xoi=X1} = Oqgm%(t)-pl(t)

Sau déy la ndi dung cu thé cia phuong phép.

Dé ung dung dinh Iy 2.4 vao bai toan udc lugng thdng tin nhing trong anh sé.
Ta cin xac dinh dugc Po(t), Py(t). Trong trudong hop m=2, tic 1a t chi nhan mot
trong hai gia tri 0 hodc 1. Bé don gian & day ta xét ngdn ngir cua thong tin duoc
nhing 14 tiéng Anh. Tir [37] théng ké trén 10000 ky tu céc van ban tiéng Anh chinh
théng, tan sb don cac ky tu trong van ban tiéng Anh ty nhién xuét hién khong déu.
Trong d6 ky tu e xuit hién nhiéu nhit (chlem 12.9%) so voi téng sb cac ky tw xuit
hién trong van ban. Con chir z xuat hién rit it (Chlem 0.05%). Chuyen cac ky tu
trong mot ban rd bat ky sang chudi nhi phan véi mi ky tur thanh chudi 8 bit, ta thiy
gié tri trung binh chir s6 0 xuét hién trong van ban Xap xi bing E[X=0]=2.4912,
dem chia cho 8 (d0 dai bit cia mot ky tu chir cai) ta co 1/8*E[X=0]=0.3114, day
chinh 1a xac suit dé chir s 0 xuét hién trong van ban tiéng anh dudi dang nhi phan
tic 13 Po(t=0)=0.3114 vi do d6 Po(t=1)=1-0.3114 =0.6886. Con Py(t=0) va Py(t=1)
trén LSB cua anh géc dugc uéc lwgng bang phuong phap hop Iy cuc dai cho ta két
qua nhu sau: P;(t=0)~0.505, P;(t=1)~0.495.

Viy x4c suit xut hién tring khép véi bit thong tin va bit LSB cua gbc la:
Po(t=0) . Py(t=0) + Po(t=1) . Py(t=1) = 0.3114 * 0.505 + 0.6886 * 0.495 = 0.498114
~0.5.

Gia sir ta 0 X = XyXoXa....X, la mot chudi théng tin bt ky véi xe{0,1}
i=1,2,...,n VA Y = y1yoys...ym la déy cac bit LSB cua cac diém anh caa mot anh géc
nio do (anh 24 bit mau hozc anh cip xam 8-bit) tirc y; €{0,1}. Theo wdc luong trén
ta c6 P{x;=y;} = 0.5, vi do dai ban thdng tin tinh ra bit 1a n, nén sb cac diém anh
khong bi dao bit (bitwise) & LSB s& x4p xi la g Nhu vay néu ta ude lugng dugc sb
diém anh bi dao bit 1a bao nhiéu thi ta c6 thé udc lugng xép xi duoc do dai ban
théng tin dugc gidu trong anh.

Dé wéc lugng do dai thdng tin gidu trong LSB anh ta thuc hién cac khao sat
sau:

C6 2 anh Cy, Cy, hai dnh nay sau d6 duoc glau tin vcl ti Ie thong tin 1An lugt
bing 12% va 9 % kich thudc hai anh S; va S,. Théng ké tan sb cac diém anh cua
ting cap anh (C;,S)) Iuu vao cac cip vector (C*°, $°) va tinh higu [ - 57 ta
thay rang néu S{=C{ tirc 1a khong nhing théng tin, nghia la [S{ - C{| =0. Nguoc lai,
[S3-Ci| >0 1a do lugng tin dugc nhang vao trong C; da lam cho céc diém anh c6 sy
thay ddi. Mdi diém anh ciing Iim chi nhing dugc 1 bit théng tin do d6 téng cac
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hicu %] _si| chinh Ia s6 cac bit thong tin da dwoc nhiing. Néu goi n; la do dai
j=0

s bit cua thdng tin da duoc nhang trong anh gbc C; thi theo dinh 1y 2.4, ta ¢6 udc

lugng:

ni 255 . . 255 . .
m-5 = 2i0l-s|| e n=2sicl sk, 214
= i
Néu cho truéc mot cap anh géc va anh ¢6 gidu thong tin tuong g, ching ta
6 the ude lugng duge do dai (tinh theo bit) cua ban thong tin da dugc nhing trong
anh do.
Xét lai vi du, 4p dung (2.14) véi ¢ap anh (Cy, Sy) tréntacé 23 |cl—s! | =
j=0

30440. Vay do dai thong tin nhiing trong S; 1a n; ~ 30440 chiém ti I& (so v&i kich
thuoc cua anh) a 39490 2240, . X6t cip anh (Cp, S) ta €6 23| ch—si |
393216 far)

=22348, chiém ti 16 nhing la =222 22348 5.68%.
303216

Vin @& dit ra & day 1a mot s6 truong hop trong thuc té chiing ta khéng biét
truéc anh gbc ma chi biét anh quan sat nao do, ching ta phai tim cach xay dung
mot anh 1am “mée” tir anh quan sét.
2.1.4.2. Phwong phdp wéc heong khi khong cé anh géc

Khi khong c6 anh goc ching ta can phai xay dyng mot anh lam “méc” tir mot
anh duoc xét. Theo [95] sau khi gidu chudi bit thong tin véi ti 16 100% trén mién
LSB cua anh C (xap xi 12.5% kich c& cua anh), thi gié tri tin sut cua cac cdp PoV
(Xaiy Xais1) xAp xi bang nhau. Tir d6 dua ra ¥ tuéng mot anh bét ky vai vector tan sé
diém anh X= {Xo, X2, X3, ..., Xp55}, ta cO thé ude lugng vector tan sé diém anh
Y={Yo, Y1, ..., Y255} VOi:

Vai = Yo = 22 *2_X2i+1 ,i=0,...127 (2.15)
Sau d6 ta c6 thé ude lugng xap xi ti 1 thdng tin gi4u trong anh theo cong thic
255
sau: L=2%100- [i > abs(x; —y;)] 100 (2.16)
8pa pgi-o
Néu anh c6 gidu tin thi gia tri cua |x;-yi| tién toi 0 va L tién toi 12.5. Truong
N 255 s s
hop anh 14 anh géc thi [—— > abs(x; - y;)] *100 tién t6i 12.5 va L tién t6i 0.
pXgi-=o
Thyc té, anh khi gidu thdng tin vai ti & gidu trén 100% LSB cua anh (ing vai

12.5% kich c& anh) khong hoan toan 1am cho y,i=Yai.1=(Xzi+X2i+1)/2 theo (2.15), vi
vay cong thuc (2.16) duoc thay d6i voi sai b Ax nhur sau:

L= 8"p“q 100 - [_ zabs(x - y;)] .100-Ax (2.17)
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Dua vao thuc nghiém trén mot tap anh lon tac gia thiy Ax=3.5 cho két qua tin
cay.

Pé dua ra udc lugng xap xi vai ti 1¢ gidu trén mién LSB ng véi ti 1& 0%,
10%, 20%, ..., 100%. Ching t6i thuc hién khao sat trén mot tap 10 anh chuan cling
kich c& 512x512 tai vé tir [107]. Sau d6 chung ta thuc hién gidu tin bing ky thuat
gidu LSB phuong phap ngdu nhién trén tap anh nay véi ti 1& gidu 0%, 10%, ...
100%. Thyc hién ude lugng cho ting tap anh ta duoc gia tri uwéc lugng cho trong
bang 2.4.

Biing 2.4. Udc lugng xAp xi thdng tin gidu trén LSB vdi tap 10 anh chuin

[ Luong tin gidu (%) [0 J10 20 T30 [40 [50 [60 [70 [80 [ 90 [100
| _Tilg wécluongxdpxi_ | 0 [0.07 jp.23 047 [08 |149 [ 19 [269 [4.03 [573 [6.68

Tir d6 chung t6i xay dung dugc phuong trinh bac hai u6c lugng xap xi tir bang
dir li¢u trén nhu sau: -3.54% + 38.64x=y (2.18)

Do @6, tng véi mdi gid tri L tim dugc tir (2.17) cua anh ta thay x=L vao
phuong trinh (2.18) ta s& nhan dugc y tuong tmg chinh 1a lugng thong tin xap xi da
giau vao anh.

Vay ap dung (2.18) cho bing 2.4 ta duoc gid tr Xap Xi m6i theo bang 2.5. é
danh gia gia tri wdc luong xap xi doi véi moi anh tng véi ti 1€ nhing p chang ta
tinh trj trung binh (p) va d6 léch chuan s(p) cho méi p trén 10 anh

Béng 2.5. Ket qua udc lugng xAp xi theo (2.18) trén tip 10 anh chuin

Luong tin giau (%) 10 [ 20 | 30 | 40 50 60 70 80 90 100
Ti1¢ wée lm)'ngl x(p) | O |[268(894[17.59|28.84| 49.93 | 60.64 | 78.33 | 98.26 |100.02 [ 100.07
xapxi  |'s(p) | o [o007]024 048 081] 149 | 1.90 [ 269 | 403 [ 573 | 6.68

2.2. KY THUAT PHAT HIEN MU TREN LSB CUA MIEN TAN SO
2.2.1. Phan tich k§ thuit giAu LSB trén mién tin sé

GIaU tin trén mién tan sb cosine hay wavelet 14 hinh thirc gidu tin trén LSB cua
céc hé sé cosine trén mién tan sé giira nhu cac ky thuat [23, 69, 70, 94, 104] hay
trén cac bang tan cao LH, HL, HH nhu céc k¥ thuét [42, 73, 91]. Theo nhén dinh
cua c&c nha gidu tin phuong phap gidu trén cac hé sé nay khong lam anh huong dén
chit luong anh.

Theo Provos va cac cong su, k¥ thuat gidu thdng tin trén LSB cua cac hé s6
cosine ciing gy ra cin bing cac Cap PoV cua hé s6 cosine [71]. Do d6 nhom tac
gia &p dung phuong phap théng ké % vi n bac tw do cho céc cap PoV cua hé s&
cosine ..., (-8, -7), (-6,5), (-4, -3), (-2, -1), (2, 3). (4, 5. (6, 7)... khong kiém tra
trén cap (0 1) vi cap nay it sir dung trong gidu tin [104].

Lun &n thdy rang phuong phép thong ké nay ciing c6 thé ap dung tuong tu
cho phat hién anh c6 giau tin trén mien tan so wavelet, vi n6 ciing lam can bang cac
cap PoV trén céc hé so wavelet.

Ngoai ra luan an dua ra mot phuong phap khac phat hién mu cho anh c6 gidu
tin trén LSB cua cac hé sb cosine cho két qua tot hon trinh bay trong muc sau.
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2.2.2. Phuong phap phat hién

Ap dung biéu thirc (2.11) dugc xay dung tir m& rong bd dé Neyman — Pearson
trong 2.1.3 cho mién tin sé cosine ta c6 thuat toan dudi day. Trong truéng hop
khong cé anh géc dé S0 sanh ching ta  phai xay dung mot dnh lam “mbe” bang cach
coi nhu anh dugc gidu tin vai ti I¢ giau 100% tong sb cac hé sb cosine c6 thé gidu
cua anh.

Thudt toan &p dung cho dnh gidu tin trén LSB ciia mién tan s¢ DCT

Ddu vao: Cho mét tap anh JPEG bét ky (gom c6 gidu tin trén h¢ s6 cosine va anh

goc)

Dau ra: Phan loai tap d6 thanh hai tap: anh c6 gidu trén tin va anh khong gidu tin

trén LSB cua hé so cosine.

Cdc budc thuc hien

Buréc 1: Chon anh | trong tap anh diu vao, thuc hién céc budc 2 va 3 cho dén khi
xét hét cac anh dau vao.

Buée 2: Thng ké tin s6 cac hé s6 DCT ciia anh I (b6 qua cac hé s60 Va 1) vao ma
tran X" = {x;, i=1, 2,..,n}(gidtrin duoc xdc dinh tir 56 cac hé s6 (trir hé sb
0" va 1) ¢6 tin sb lon hon 0) véi x' 14 tAn sé cia hé sb cosine 6 gid tri i.
Thyc hién tinh B véi Pjj = Py, = m (O<J<—)
Ap dung cong thirc (2.11) ta ¢6: T = X1, 2xln —— (pq)P° .

Buoc 3: Chon to = 500 (theo tap mau thir nghiém trén 1200 anh) Néu T>tothi |

luu vao tép anh gbc, nguoc lai 1 Iuu vao tap anh c6 gidu tin trén LSB cia hé
s6 cosine.

2.3. KET QUA THU NGHIEM

2.3.1. Céc két qua thir nghiém trén mién khong gian

Thir nghiém trén tip 2088 anh dé so sanh danh gi4 cac ky thuat d& xuét cia
luan 4n véi ky thudt phat hién khac: y,? [95], LLRT [80], RS [31], DI[102].
2.3.2. Céc két qua thir nghiém trén mién tin sb

KET LUAN CHUONG 2

Chuong nay dua ra bon phuong phéap cai tién phat hién ma cho anh c6 giu tin
trén LSB cua mién khdng gian vA mot phuong phat phat hién mu trén LSB cia
mién tin s. Dya trén tap thir nghiém gdm 2088 anh dé so sénh k§ thuat cai tién cua
luan &n véi mot sé ky thuat phat hién mu khéc.

Céc két qua thir nghiém cho thdy céc ky thuat phat hién do luan an dua ra
trong chuong nay la twong duong hodc tét hon k§ thuat phat hién khac trong mot sé
truong hop.
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Churong 3. MOT SO KY THUAT PHAT HIEN CO RANG BUQOC

Chuong nay dua ra bén k¥ thut phat hién c6 rang bugc cho anh ¢6 gidu tin sir
dung ky thuat giau tin DIH, IWH, HKC, RVH. Chung déu 1a trudng hop riéng cua
ky thuat gidu LSB, tuy nhién ti 1¢ thay ddi trén LSB cua anh thuong thip so véi
lugng thong tin dem gidu (hodc kich c& anh), vi vay phat hién bing cac ky thuat
phét hién mu trén LSB ciia anh thuong cho két qua khong cao. Trong phan nay luin
4n dua ra cac phuong phap phat hién t&i wu hon so vdi phat hién mu trén LSB cho
c4c ky thuat gidu DIH, IWH, HKC, RVH va phuong phép udc lugng xép xi lugng
bit thong tin gidu trong anh st dung cac ky thudt nay.

3.1. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU HKC
3.1.1. Tom luwge ky thuit giau HKC

K3 thuat HKC do J. H. Hwang va cac cong sy dé xut nam 2006 [41], dua trén
phuong phap dich chuyén biéu 66 tan sudt nhu sau: chon diém Peak 13 diém c6 cot
tAn suit 16n nhat trong biéu do tin sudt, sau d6 chon hai diém Zerol va Zero2 (cac
diém c6 cot tan _suat ¢6 gid tri bang 0) & bén trai va bén phai diém Peak. Sau do
thuc hién lam rdng hai cot tin suat tai vi tri Peak+1 va Peak -1. Thuc hién gidu
thong tin vao anh theo nguyén téc: gia sir cAn gidu bit b, quét anh theo thir tw raster
néu diém anh co gia tri bang Peak - 2 hofic Peak + 2, thi kiém tra bit b can nhung!
néu bit thong tin 1 “1” thi diém anh c6 gia tri la Peak - 2 s& tang 1én 1, hodc diém
anh c6 gid tri la Peak + 2 s& giam di “1”, con néu bit thong tin 1a “0” thi van duy tri
nhu ci (ngdm hiéu dd gidu vao Peak -2 hodc Peak +2). Qué trinh gidu két thac khi
gifu hét cac bit thong tin.

3.1.2. Phwong phap phat hién va wéc lrgng thong tin gidu trong anh
3.1.2.1. Ky thugn phat hién ciia Kuo va Lin

Nam 2008, W. C. Kuo va Y. H. Lin d& xuét ky thuat phat hién anh c6 gidu tin
sir dung ky thuat glau HKC [46]. Ho quan sét biéu db tan sb dya vao dinh Peak
trudc va sau khi gidu thdy hai gia tri 1an can hai bén cia dinh peak bj tut xuong do
gidu tin nhu mé ta trong hinh 3.1 (a) va (b), vi vay ho dua ra dinh 1y 3.1 dé xay
dung k¥ thuat phat hién dudi day.

Hinh 3.1. Diém Peak: (a) chua gidu tin, (b) gidu ddy du, (c) gidu khong diy du
Dinh ly 3.1: C6 nam cap gid tri lién tidp (x,, Y1), (X2, ¥2), (X, Y3), (X4, Ya), (Xs, Ys) V6i
(xa, ya) la cap gia tri diém Peak. Ti I¢ thay déi cia 5 diém lién tuc va moi quan hé
lang giéng dioc dinh nghia lan heot nhie biéu thirc (3.1) va (3.2):

y3y Y2 o YsV4 1 7,04 <7, <06 (3.2)

3

YiVaf o [YaTYs < 3.2
Y2 Ya T2 ( )

_ wlagiatri nguong. )
Ap dung dinh ly nay, Kuo va Lin dua ra thuat toan phat hién anh cé giau tin
su dung ky thuat HKC theo cac budc sau:
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1. Tim cap gia tri diém peak (Xmaxs Ymax)
2. Tinh ti 1& thay déi va mi quan hé lang giéng sir dung dinh ly 3.1.
3. Néu nam cip gla tri lién tiép 1an can (Xmax, Ymax) thoa mén (3. 1) va (3.2), thi
két luan anh c6 gidu tin trong ving ny, ngugc lai anh khéng giéu tin.
3.1.2.2. Phuong phdp phdt hién cii tién tic phwong phap ciia Kuo va Lm
Vi ky thuat phat hién cua Kuo (dua trén dinh Iy 3.1) trong mt so truong hop
glau tin cua HKC nghlen ciu sinh thdy khdng phu hop khi thong tin khong dugc
gidu hét Vvao vi tri cot tan s6 1an can Peak. Vi du nhu hinh 3.1 (a) dlem peak la 146,
sau khi gi4u tin hai cot gié tri 1an can peak la 145 va 147 b tut xuong, nhung lugng
bit gidu it hon d6 lon cua 2 cot nay cho Ién gié trj cua 144 khdng bang 145 va gia
tri 147 khdng bing 148 (xem hinh 3.1 (c)), theo vi du ta c6 y;=1520, y,=600,
y5=3300, y,=580, ys=1600, kiém tra lai biéu thuc (3.1) va (3.2) ta thiy (ys-
v2)ly5=0.8182 va (ys-ya)lys =0.8242 va |%| =1.5333 va [22%| = 1.7586 khong
2
thoa méan (3.1) va (3.2)
Dé c6 thé phéat hien mot cach tong quat hon véi ky thuat cua Kuo va Lin
chuing t6i dua ra dinh ly 3.2 chinh stra cua Kuo va Lin nhu sau:
Pinh Iy 3.2: C6 nam cap gid tri lién tiép (X, y1), (X2, Y2), (X3, Y3), (Xa, Ya), (xs,
Ys) trong do (xs, ¥3) la cap gia tri diem Peak. Khi dé anh c6 gidu tin stz dung ki
thugt giau HKC néu mdi quan hé ciia nam cap gid tri ndy théa man biéu thire (3.1°)
va (3.2°):

B2 VeV 04 <1, < 1 (3.1
V3 3

22 Y g (3.2)
. Yi Vs .
Ap dung dinh ly nay vao bai todn phat hién anh giau sa dung HKC.
3.1.2.3. Phuwong phdp phdt hi¢gn HKC khdc va wéc lugng thong tin

Mat khéc ching ta thay c6 thé dua ra biéu thic don glan hon phat hién anh co
glau tin sir dyng k§ thuat giau HKC. Dua vao phan tich vi du: anh gbc ban du c6
biéu d tan s6 nhu hinh 3.1 (a) téng hai cot gia tri 1an can (hyas, higs) bén trai va hai
cot gia tri 1an can bén phai (hysz, hisg) ciia diém Peak (h146) ludn 16n hon Peak (tirc
yasthuss > hugs, hiarthisg > hg), trong khi véi biéu do tan sb cua anh c6 gidu tin
hinh 3.1 (c) thi hyga+hyss < hise, hiaz+hiss < hyge.

Ciing dya vao mdi quan hé bj thay déi nay giita cc ving 1an can heey chling
ta c6 thé udc lugng duoc s bit thong tin gidu trong anh dua VAo hpess VA Npeages.
Ban diu dé gidu tin ching ta phai dich chuyén hpeaci Sang hpeakz, Npeaks1 Sang
hpeak+2, nghia 1a 1am cho hpeak-1= 0, Npeak+1 = 0. Sau khi giéu tin céc bit “1” cua chudi
thong tm lam dich chuyén mot phan Npeak-2, Npeak+2 sang Npeak-1, hpeak+1 (theo thuat
toan gidu HKC) con céc bit “0” ngdm dinh dugc gidu vao cac diém anh Peak-2 va
Peak+2.

Goi Lo, Ly 1a 86 bit “0” va bit “1” cua chudi thang tin M can giéu khi do: L; =
hpgak 1 + hpeas1, €ON Lo = Ly Vi chudi thong tin M la da1 lucng ngau nhién cé phan
bé i.i.d [61] nén x&c suét bit “0” va xac suat bit “1” xap xi bing nhau va bing 0.5
(P(0)~ P(1) =0.5). Vy do dai bit thong tin M dugc giu trong anh st dung HKC
duoc tinh theo biéu thirc sau: L = 2L; = 2(hpeaks + Npeaer)-
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Tir cAc vén dé phén tich & trén chung ta c¢6 dugc dinh ly 3.3 cho phat hign anh
¢6 giAu tin st dung k§ thuat gidu HKC.

Binh Iy 3.3 - C6 nam cdp gia tri lién tiép (x1, Y1), (X2, Y2), (X3, Ya), (X, Ya), (Xs,
Ys) Vi diém Peak (diém max) 12 X3 VA Y3 = hpea. Khi d6 dnh c6 gidu tin bang HKC
néu théa man mai quan hé sau:

Y1+Y2<ys (3.3

YatYs<Ys . ) (3.4
va lwong bit thong tin da giau dwoc tinh bang biéu thic:

L =2(y2 +Ya) (3.5)

Ap dung dinh Iy 3.3 ching ta c6 thé phat hién va udc lugng sb bit thong tin
cho anh c6 giau tin bang ky thuat HKC.
3.1.3. Céc két qua thir nghigm
3.1.3.1. Thir nghigm: thir nghiém va danh gia trén tap 2088 anh, so sanh phat hién
giita cac ky thuat ciia Kuo va Lin, cia Kuo va Lin duoc cai tién, ky thuat dé xuét.
3.1.3.2. Nhgn xét
3.2. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU DIH
3.2.1. Tém lwgce k§ thuit gidu tin DIH

Ky thuat gidu thuan nghich dua trén biéu do gia tri sai phan DIH (Difference
Image Histogram) do nhom tac gia Lee va cac cong s d& xuét nim 2004 [82]. Ban
d4u nhém téc gia tinh cac gla tri sai phan cua cac diém anh theo cong thuc
d(i,j)=1(i+1,j)-1(i,j) va tinh biéu d6 tin s6 cho cac gia tri sai phan nay. Ho thay ring
c4c gia tri tan s tap trung phan 16n vao céc hé sb sai phan cégiatri-2,-1,0,1,2
do do co thé gidu théng tin dya vao céc gia tri nay. Dé gidu c6 thé khdi phuc anh
goc ho s& phai dich chuyen cac cot tan s6 c6 gia tri sai phan I6n hon 1 va nhé hon -
1 dé lam réng cac cot tan sé c6 gia tri bang 2 va -2. Sau d6 chudi bit thong tin &
duoc gidu vao cac diém anh ma gia tri sai _phan cua né c6 gia tri Ia 1 hoic -1, néu
bit théng tin gidu 1a 1 thi h¢ sé sai phan néu 1a 1 chuyén thanh 2, néu 1 -1 chuyén
thanh -2, ngugc lai gitt nguyén.
3.2.2. Phwong phap phat hién anh c6 gidu tin sir dung k§ thuét gidu DIH
3.2.2.1. Phan tich kj thugt gidu DIH

Theo qué trinh gidu tin trong phan 321 chung ta thay rang ky thuat glau DIH
chi gidu dugc mot lugng tin rit thap, kha nang gidu phu thugc vao tin suat cua hé
s6 sai phan bang 1 va -1. Vi du ta c6 Lena.bmp kich ¢& 512x512 diém anh thi kha
ning gidu sd bit 16n nhat cua anh 12 L = hy + hy = 19877 (twong duong vai ti 1¢ gidu
16n nhit Ry,,=7.58). Ti 1¢ gidu nay chi 1am thay ddi rit nho ni dung anh géc.

Chuing ta stir dung mét s6 phuong phap phat hién mi trén LSB trong chuong 2
dé phét hign anh c6 gidu tin bing ky thuat gidu DIH nhu sau: st dung tap anh Co 3
gom 600 anh (ldy ra tir tap anh géc Co) cling gidu thdng tin la dit liéu anh nhi phan
kich c& 128x56 diém anh (twong ung véi chudi 7168 bit) dugc tap anh SDIH_7168-
Sau d6 sir dung mot s6 ki thuat phéat hién mi trén LSB cho tap anh Soin_7168 durgec
két qua phat hién trong bang 3.1.

Béng 3.1. Phan loai anh trén tap SD|H 7168 SU dung ky thuat phat hi¢n mu trén LSB

“Dg léch chudn” P “Ti | xdam” o [95] LLRT [80]
Anh gbe 462 582 406 595 297
Anh c6 gidu tin 138 18 194 5 303
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Pé kiém tra bing phuong phap udc lugng thong tin gidu trén LSB cua anh,
luan &n sir dung anh Lena.bmp gidu mot lwong thong tin 1a dir liéu anh nhi phéan
kich c& 128x56 pixel (tuong ng véi chudi 7168 bit) duoc ti 18 2.73 % mién LSB
cua anh dugc anh da gidu tin Lena_stego.bmp. Sir dung k§ thuét uéc lugng RS, DI,
“Tring khép” ta dugc két qua udc lugng trong bang 3.2.

Biing 3.2. Udc lugng thong tin gidu cho anh Lena.bmp va anh Lena_stego.bmp

RS [31] DI [102] “tring khop”
Lena.bmp R =0.15137 % R=12% R =0.037 %
Lena_Stego.bmp R = 6.359 % R=9% R=3%

Tur hai bang kiém tra 3.1 va 3.2 c6 the thay rang da s6 k¥ thuat phat hién ma
trén LSB chi phat hién tét véi ti I& gidu cao con trong truong hop nay ti Ié gidu so
voi kich ¢& cua anh la qué nho (7168 bit chi bang tir 2 dén 3% mién LSB cua anh).
Vi vay dya ~vao phén tich déc trung cua tap anh gdc va anh sau khi gidu tin sir dung
ky thuat gidu DIH luan 4 an nay dua ra phuong phdp phat hién tbi wru hon va co thé
u6ce lugng théng tin da gidu trong anh trong muc tiép theo.

3.2.2.2, Phuong phdp phat hi¢n va wéc lwong thong tin

Bang phuong phép phan tich biéu dd tan sb sai phan cia anh truéc va sau khi
gidu tin chlng ta cé thé phat hién va udce lvgng duoc xAp xi anh cé gidu tin sir dung
DIH nhu sau: khi nhiing mét théng tin gidng nhau vao mot tap anh gbe sir dung ky
thuat DIH nhén dugc mét tap anh stego c6 glau tin. Thuc hién tinh toan lai biéu do
tan s6 sai phan trén ting cap anh (gdc, c6 giau tin) ching ta d& dang nhan thiy DIH
da thay dbi tmh chét tw nhién cua cac gié tri sai phan.

Hay méi quan hé cua cac h; nhu sau trong anh géc:  hy + hy > hy + h, >hg +
ha>...>hyp+hy>..

Cén dbi véi anh c6 giziu tin, thi: hy+hy>hy+hohp+hy <hs+hg

Sur thay ddi nay la do DIH tao ra, N6 thay déi tan sé h., cua anh dé glau théng
tin. Bay chinh Ia vén dé miu chét dé phat hién anh stego, chiing ta dua ra biéu thirc
phét hién sau:

anh O c6 gidu tin néu (h, + h_,)/(hz + h_3)
5(0) = {; B ;
anh O khéong gidutin  néu nguoc lai

V6i T 1a ngudng dé phan loai.

Ngoai ra ching ta co thé uéc lugng xip xi thong tin da gidu dua vao hy. Vi
thong tin dem giau la mot ChUOI bit c6 phan b doc lap nén xéac suat sé bit 0 xuat
hién trong chudi thdng tin xép xi bing xac xuit sé bit 1 trong chudi va bing 0.5
(p(0) = p(l) =0.5). Vi vay % chudi  thong tin s& dugc gi4u trong h; va phan con lai
duoc giau trong h.y, do d6 d6 dai xap xi ctia thong tin dwgc tinh nhw sau:

=2%(h, + hy)
3.2.3. Céc két qua thir nghiém
3.2.3.1. Thar nghigm: thir nghiém va danh gia trén tap 2088 anh
3.2.3.2. Nhgn xét
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3.3. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU IWH
3.3.1. Tém luge k§ thuit gidu tin IWH

Ciing xuét phét tir yéu ciu khoi phuc xap xi anh gdc sau khi tach thong tin, vao
nam 2006 Xuan va cic cong sy dé Xuét ky thuat gidu IWH (Integer Wavelet
Histogram) [99]. K§ thuat nay c6 y tuéng gan gidng ky thuat gidu tin DIH, tuy nhién
khac & chd thay vi dich chuyen céc cot tan sb gia tri sai phan thi ho sir dung phuong
phép dich Chuyen tn sb cua cac hé sb bién dbi wavelet nguyén. Ban dau ho thuc
hién phép bién dbi Wavelet cho mlen dit liéu anh theo chuén bién déi trong k¥ thuat
nén JPEG2000 de dugc bén bang tan (LL, LH, HL, HH). Ho thuc hién nhing thong
tin vao ba bang tan cao LH, HL, HH noi duoc cho 14 it anh huong dén anh goc. Tinh
tan sb cua cac hé sb IWT, cac cot tan sé c6 gié tri lon hon Z (Z la mot s6 nguyén
chon tly y) s& bi dich chuyen sang phai, muc dich lam rdng cot tan sé c6 gla tri Z,
thdng tin dugc giau vao hé so co gia tri Z-1 va Z. Néu trong truong hop so bit can
gi4u I6n hon sb hé s6 wavelet c6 gia tri Z-1, thi thuc hién tiép gidu thong tin sang hé
sb 6 gia tri -(Z+1) gia tri ddi xing qua hé sb 0, viéc thyc hi¢n gidu twong tu, ban
déu ching ta phai lam rong cot tan sb -Z, sau d6 gidu thong tin vao cac hé sb c6 gia
trj la -(Z-1) va —Z. Néu van con bit thong tin tiép tuc giau vao h¢ s6 Z-2, cho den khi
glau xong thdng tin. Gia sur viéc giau dung lai ¢ hé s6 c6 gia tri bing S va hé sb bét
dau gidutin A T.

3.3.2. Phuong phap phat hién énh c6 gidu tin sir dung k¥ thuit gidu IWH
3.3.2.1. Phan tich kj thugt gidu IWH

Véi k§ thuat giau IWH ching ta thdy khé phat hién tin cay bang cac phuong
phap phat hién hay u6c lugng bing kg thuat trung khép nhu da néu trong 3.2. Vi
vay chiing ta phai dua vao phan tich biéu d6 tin sb cac hé sb wavelet cuia anh trugc
va sau khi giu tin.
3.3.2.2. Phwong phdp phdt hi¢n va wéc lwgng thong tin

Dé tan cong va ude lugng thong tin giau sir dung ky thuat IWH, déu tién tac
gia dua ra mdt so phan tich trong qua trinh giau tin dya trén 3 thir nghiém:

Trong thir nghiém tha nhat ching to6i st dung anh Lena (kich thugc 512 x 512
diém anh) va thong tin gidu 1a mét anh Logo nhi phan (128x56 pixel) (tng véi
7168 bit). Tinh tin s cua cac gia tri wavelet trong 3 mién bang tan cao (LH,
HL,HH). Nhing thong tin bing phuong phap IWH véi Peak chon khai diém la
T=2, nhan dugc diém dimng S=-2.

Thu nghiém thir hai, ciing chon anh Lena va thong tin anh Logo nhu thi
nghiém thir nhat, nhung nhiing thdng tin chon T=4, nhan dugc diém dung S=3.

Thir nghiém thir ba, sir dung dau vao tuong tu nhu thir nghiém thir nhit nhung
chon T=6 va nhéan dugc S=-5.

So sénh sy khac biét giira biéu db tin sé cac hé sé wavelet ciia anh géc va anh
co glau tin, thay rang trong mot anh dién hinh thi hg>h;> h, > hg>... va hg>h.4> h,
> hg>... vai hj 1a s6 hé s6 IW c6 gié tri bing i. Trong khi d6 v6i anh stego trong
thi nghiém 1 ta thay hy >hg, h3 = hy, h4 > hg, h3 < hs,., trong thi nghiém thir hai cé
hs ~ he, hs ~ h.4, hy < hg, hy <hs, trong thi nghi¢m thtr ba h; ~ hg, hs ~ hg, h.7~ hsg, hs
~ hs.

Phan tich chi tiét c4c vin dé trén trinh bay trong toan van.
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Tir c&c van dé phan tich ¢ trén, luan an dua ra thuat toan tong quat woc lugng
do dai thong tin nhu sau:

1. Khoi tao do dal thong tin L=0, quét toan b tan sb vai ting gia tri i (i20, i<
max (cac hé s6 wavelet nguyén cua cac bang tan Cao)), neu gap gia tri dau tién
(hi+his1)/2 < hisp, dimg quét, dat Peak =i Ia vi tri ddu tién dé uéc lugng.

2. NEU hpeak = Npeais1, L=L+NpeacHNpeais1; dit Peak =-Peak va thuc hién tiép budc
3. Nguoc lai thyc hién budc 4.

3. NéU hpeak = Npeaks1, L=L+NpeaictNpeae1; dat Peak = -Peak — 1 va quay lai budc 2.
Nguoc lai quay lai budc 4.

4. N&U hpeaks1 < hpeaks2 V& Npear1 < hipeai thi L= L + 2 * hpegeer. QUA trinh gidu két
thic & day.

3.3.3. Céc két qua thir nghiém

3.3.3.1. Thar nghiém: thir nghiém va danh gia trén tap 2088 dnh

3.3.3.2. Nhgn xét

3.4. PHAT HIEN ANH CO GIAU TIN SU DUNG KY THUAT GIAU RVH
3.4.1. Tém luge ky thuit gidu tin RVH

Gidu tin ngang doc hay con goi 1a ky thuat RVH (Reversible Vertical
Horizontal Technique) do P.Mohan Kumar va K.L.Shunmuganathan dé xuat vao
thang 3 nam 2010 [45]. Ky thuat gidu nay str dung chién luoc gidu nhidu lan nhim
nang cao chat lugng dnh va dung lugng giau.

Qué trinh gidu tin s& chia ra lam 2 giai doan: Giai doan mét goi la gidu theo
chiéu ngang HEm (horizontal embedding proceduce) va giai doan hai goi 1 gidu
theo chiéu doc VEm (Vertical _embedding procedure). Chusdi bit thong tin M véi do
dai 1a Ly duoc chia 1am 2 chudi con My va M, do dai 1an luot 13 Ly VA Ly,. Tao ra
chudi thong tin B, bing cach ghép hai chudi la chudi bit S; va chudi bit phu A,
nghia 1a la Bl—Sl\|A1 Tuong tu, B,=S,||A;. Chudi A; va A, s& duoc gidi thigu ¢
phia sau. Dau tién, cc bit théng tin By s& nhang theo chiéu ngang vao O bing thu
tuc HEm, cho anhra T. Tiép theo ban db dinh vi cic cap diém anh duoc sir dung dé
giu tin dugc nén nhi phan thanh CM; co chiéu dai 1a LC;, CM; dugc nhiing bang
ky thuat thay thé LSB tudn tr vao LC; bit LSB diu tién cua anh T tao ra anh U,
LC; bit LSB cua anh T truéc khi nhing CM; duge Iuu vao A; dé khdi phuc sau
nay. Tiép theo chudi bit théng tin B, dwoc nhiing theo chiéu doc vao U bing cach
st dung thi tuc VEm dé cho ra anh két qua V. Ban db dinh vi vi tri cac cap diém
anh c6 thé sir dung gidu tin dwgc nén lai thainh CM, c6 chiéu dai LC,, CM, dugc
nhing bing ky thuat thay thé LSB tuin tw vao LC, bit LSB dau tién cua V tao ra
anh stego X. LC; bit LSB ctia anh V truéc khi nhing CM; s& duge luu vao A,.
3.4.2. Phwong phap phat hién va wéc lugng théng tin
3.4.2.1. Phan tich vin dé gtdu tin RVH

Sau khi nhiing mét chudi théng tin M v6i dung lugng I6n (ti 1¢ khoang 90%
kha ning nhung 16n nhét cua anh) vao anh cép xam cover_Baboon.bmp kich o
512x512 sir dung ky thuat gidu RVH ta dugc anh stego_Baboon.bmp. Tinh tin sb
diém anh cia hai anh (cover_Baboon.bmp va stego_Baboon.bmp) ching ta khéng
nhan thiy déu hiéu khac biét gi, tuy nhién khi tinh tan s riéng biét trén cac cot
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chan, cac cot 1é s& thdy su khac biét rd rét trén biéu do tan sb cua ching, gid tri caa
cot tin s6 chdn s& chénh lgch rét 16n so véi cot tan sé lé.
3.4.2.2. Phwong phap phat hi¢n va wéc lwong thong tin

Theo thu tuc nhing ngang HEm, tir anh gbc O, cac pixel cua anh O dugc
nhom theo hudng ngang thanh cac cap (X, y), cac cap nay duoc phan hoach vao hai
tap E; va Eq, tap E; bao gdm céc cap pixel (x,y) c6 thé nhing ngang, nghia 1a y co
gia tri lé, trong khi E, la tap chua cac cap (x, y) khong thé nhang ngang, y c6 gié tri
chin. Sau khi gidu B, thi ta thay tin sé cua s6 bit 0 va bit 1 cua cac LSB trén cac
cot pixel y co su chénh léch khé r8, trong khi vai anh chua gidu tin thi tan sé cua
hai bit nay x4p xi nhau.

B6i véi this tuc nhang doc VEm, quét anh U theo chidu doc véi thir tu quét tir
trén xubng dudi, tir tréi sang phai dé nhém cac cap diém anh (u,v), ching ta phan
loai anh vao hai tap E; va E,, tip E; gdm céc cap diém anh c6 thé st dung dé
nhing doc, nghfa 1a v ¢6 gié tri chan, tap Ez gom c4c cap diém anh khong thé sir
dung nhing doc. Sau khi giau B, thi tan sé cua s6 bit 0 va bit 1 ciia cac LSB trén
céac hang v khéc nhau rét r khi lugng thdng tin gidu lon.

Tir vin dé d6 chung ta xay dung dugc biéu thirc tinh x4c suét cua bit 0 va bit 1
trén cac cot (3.6) hoac trén cac hang (3.7) ciia ma tran diém anh duoc xét:

Pr_y X (0.5 X P'g; + P'gy) + Pr=g X 0.5 néub =0
PLSB_H(b) — R-H ( ’El El) R-H N B (3.6)
Pr-yg X (0.5 X P 1) + Pz X 0.5 néub=1
Pr_y X (0.5 x P’ Pr=y x 0.5 dub=0
Pisp v(b) = kv X ( ,EZ) * Y nfu _ 3.7)
Pr_y X (0.5 X P'g, + P5) +Pr=y x 0.5 néu b =1

Vi anh goc th| Piss _even _H(0) V& Pysg even 1(1) trén cac cot chin l1a xap xi nhau,
nhung véi anh co glau tin bang RVH thi chiing chénh léch nhau.

Dua vao vin dé khéac biét tim ra ¢ trén, luan an duara biéu thirc (3.8) c6 thé sir
dung dé phan biét anh c6 gidu tin sir dung k¥ thuat giau RVH véi mét anh ty nhién.

W(X) = {Du.ng néu [Psp(0) — Bsp(1)] > T 38)
Sai néu nguoc lai

Tir biéu thic (3.8), mot anh bét ky bi nghi ngo la anh cé giu tin sir dung ky
thuat gidu si dung k§ thuat gidu RVH néu gia trj cua |PLsp(0) — PLsp(1)| > T, (0 <
T <1) trén céc cot lé (hodc cot chin) hodc cac hang chan (hoic hang le). N gudng T
duoc s dung dé diéu khién ngudng quyét dinh anh dang xét 1a anh c6 giau tin su
dung ky thuat RVH hay khéng. Gié tri cia T tity thugc vao ting ing dung cu thé.
Trong phin thuc nghiém cho thiy vai T=0.035 cho két qua phan loai rét tét.

Dua vao su thay ddi chénh léch giita xéc xuét ciia bit “0” va bit “1” theo cac
hang chin trong ma tran dit liéu anh ta c6 thé uoc lwong sap xi thdng tin gidu trong
anh: L=2*Ly = 4* |Psg_n(0) — Prss_n (1)) * m/2 *n
3.4.3. Céc két qua thir nghiém
3.4.3.1. Thar nghiém: thir nghiém va danh gia trén tap 2088 dnh
3.4.3.2. Nhdn xét
KET LUAN CHUONG 3

Céc phuong phap gidu tin HKC, DIH, IWH, RVH la céc truong hop riéng ctia
ky thuat gidu LSB, n6 1am thay déi rét it trén LSB cua mién khong gian hay mién
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bién déi. Do vay néu str dung mot s6 phuong phap phat hi¢n mu trong chuong 2
cho két qua phan loai khdng cao, con néu ding ky thuat phat hién ma biang phuong
phap ude lugng c6 thé phat hién ra anh nhung khong thé udce lugng chinh xéc bit
thong tin dd giau ma né chi udc lugng dugc sb bit twong tng da thay ddi trén LSB
cua anh.

Chuong nay da dua ra phuong phap phat hi¢n t6i wu cho ting ky thuat gidu da
biét (HKC, DIH, IWH, RVH) va c6 thé uéc lwong xap xi théng tin gidu trong anh
sir dung cac ky thuat gidu nay.

KET LUAN CHUNG

Phat hién anh cé giu tin dang 1a bai toan cép thiét hi¢n nay trong linh vuc an
toan bao mat thong tin ndi chung, linh vuc an ninh, chinh tri va quéc phong néi
riéng. Phat hién anh c6 glau tin doi hoi phai dugc nghién ciru mét cach toan dién tir
c4c vin dé cua bai toan giau tin trong anh.

Cac phuong phép tién hanh nghién cau, ly thuyét va cac két qua thuc nghi¢m
duoc trinh bay trong hai chwong chinh 14 chwong 2 va 3. Cac két qua chinh cua
luan &n da bam sat vao muc tiéu dé ra bao gom:

1/. D& xuét bén k¥ thuat phat hién mu cho anh cé giu tin trén LSB cia mlen
khong gian bang phuong phap phan tich d¢ léch chuan (cong bé trén céng trinh sé
1), thong ké %® mot bac tu do (cong bé trén cong trinh sb 3), phan tich “ti 1€ xdm”
(cong b6 trén cong trinh s6 2), phuong phap uée luong thong tin gidu trén LSB cua
mién khong glan anh sir dung ly thuyét triing khop (cong bo trén cong trinh s 4).

2/. D& xuit mot ky thuat phat hién mu cho anh c6 gidu tin trén LSB cua mién
tan sb wavelet hodc cosine bang phan tich ti 1& xém giira anh bat ky va anh duoc
dung 1én 1am “mébc” (cong bé trén cong trinh s 2).

3/. De xuat bén ky thuat phét hién cé rang budc cho anh cé gi4u tin sir dung ky
thuat gidu biét trude nhu:

- Ky thut gidu HKC, trong d6 cai tién k¥ thudt phat hién HKC cua Wen —
Chung Kuo (giéu duya trén dich chuyén biéu d6 tan suét). Dong thoi dé& xut
mot phuong phap hién khac va co thé uéc lugng thong tin da gidu, ky thuat
ndy don gian va hiéu qua hon k¥ thuat phat hién cua Wen — Chung Kuo
(cong bd trén cong trinh s0 7).

- Ky thuat glau DIH (k¥ thudt gidu thong tin dya trén dich chuyén bleu d6 tn
sudt cac hé so sai phan cua cac dlem 4nh) (cong bb trén cong trinh so 5)

- Ky thuat gidu TWH (k¥ thuat glau thong tin dya trén cac hé sd wavelet
nguyén) (cong bb trén cong trinh s0 5)

- Ky thuat giau RVH (gidu hai pha ngang doc) (cong bd trén cong trinh 56 6).

Vi mot sé phuong phép phat hién mu trén LSB cua mién khéng gian anh,
chiing ta khong can biét r6 phuong phap glau 1a phuong phép ndo, ma chi biét n6
da lam thay dbi tinh tw nhién trén LSB cua mién khang gian (hozc mién tan s6) khi
chua giau tin. Con vai céc ky thuat phét hién cé rang bugc cho anh cé gidu tin sir
dung ky thuat gidu biét truée, luin an da dua phuong phép phat hién ti uru hon (so
v&i phét hién mu) va cé thé ude lugng xap xi thong tin da gidu trong anh.
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