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GIOI THIEU

Lira dao qua mang ( Social Engineering ) duoc thuc hién chi yéu dua trén viéc
khai thac hanh vi va tm 1y ctia nguoi st dung Internet; Va cac “16 hong” trong hé
théng an ninh mang may tinh. Puoc phan 1am 2 nhom:

1- Cb gang danh lira moi ngudi gui tién truc tiép cho ké hra dao (vi du: gia bo
gap truc trac).

2- Lira d40 nham muc dich an cap théng tin ca nhan va dit liéu may tinh.

M6t trong nhitng hinh thic lira dao qua mang kha phd bién 13 “phishing — lra
dao gia dang”. Trong phan nghién ctu nay ta sé& tap trung nghién ctu vao hinh thic lira

dao gia dang “phishing”.



Chwong 1 - LY THUYET CAC DANG LUA PAO QUA MANG

1.1. KHAINIEM LUA PAO GIA DANG

Lira dao gia dang (phishing) 1a loai hinh gian 1an (thwong mai) trén Internet, mot
thanh phan ctia “Social Engineering — ki nghé lira dao” trén mang. Nguyén tic cua lira
dao gia dang 1a bang cach nao d6 “lra” nguoi ding giri thong tin nhay cam dén ké lira
dao; céac thong tin nhu tén, dia chi, mat khau, sb thé tin dung, ma thé¢ ATM, s6 an sinh
xa hoi,... . Cach thuc hién chu yéu la m6 phong lai giao dién dang nhap trang web cua
cic website c6 that, ké lira dédo s& dan du nan nhan dién céc thong tin vao trang “dom”
d6 rdi truyén tai dén anh ta (thay vi dén server hop phéap) dé thyuc hién hanh vi danh cap

thong tin bat hgp phap ma ngudi sir dung khong hay biét.

1.2. LICHSU LUA DAO GIA DANG

Tir "phishing", ban dau xuat phét tir s twong dong giéng véi cach ma bon toi
pham Internet dau tién sir dung e-mail dé nhtr "lira dao-phish” cho mat khau va céc di
liéu tai chinh tir mot bién nguoi st dung Internet. Viéc sir dung "ph” trong thuat ngi 1a
mot phan bi mat trong bién nién sir cua thoi gian, nhung nhiéu kha ning lién két voi
cac hacker dit tén phd bién theo hiép uéc chung nhu "Phreaks" ma dau vét dé lai cho

tin tic dau tién, ké ma da tham gia vao "Phreaking" - hacking hé thong dién thoai.

Thuat ngit nay dugc dat ra trong nam 1996 khoang thoi gian cua tin tac ké ma
da an cdp tai khoan (account) cia America Online (AOL) bang cach lira ddao mat khau
tir viéc nhitng ngudi ding AOL khong nghi ngo. Viée dé cap dén dau tién dugc phd
bién rong rai trén Internet vé Phishing duoc dua ra trong “lalt.2600 hacker newsgroup
in January 1996”; Tuy nhién, nhém nay c6 thé da duoc str dung ngay ca trudc do

trong cac hacker néi tiéng nhat trén Ban tin "2600".



It used to be that you could make a fake account on AOL so long as you had a credit
card generator. However, AOL became smart.

Now they verify every card with a bank after it is typed in.

Does anyone know of a way to get an account other than phishing?
—mk590, "AOL for free?" alt.2600, January 28, 1996

Tam dich:

N6 dwoc sir dung dé ban c6 thé 1am gia mét tai khoan trén AOL trong 1 thoi gian dai
giong nhw ban di c6 mot may tqo thé tin dung. Tuy nhién, AOL da tré nén thong minh
hon. Bay gio ho xac minh méi thé véi ngdn hang sau khi né dwoc gé vao.

Liéu rang c6 ai biét cach nao khac dé c¢é dwoc mét tai khodn khdc hon la liva dao
(phishing)?

-mk590, "AOL for free?” alt.2600, 28 thang 1 nam 1996

Dén nam 1996, tai khoan bi hack di duoc goi 1a "lra dao-phish", va dén nam
1997 Phish 1a giao dich tich cuc giira cac hacker nhu mot hinh thic tién té dién tir. C6
nhiing truong hop trong d6 nhitng ké Itra dao thuong xuyén sé thuwong mai 10 viéc lam
AOL Phish cho mét manh phan mém hack hozc warez (bi danh cap ban quyén céc tng
dung va trd choi). Cac phuong tién truyén thdng trich din som nhat dé cap dén lira dao

-phishing d4 khong dugc thyc hién cho dén thang 3 nam 1997:

The scam is called 'phishing' — as in fishing for your password, but spelled differently
— said Tatiana Gau, vice president of integrity assurance for the online service.

—Ed Stansel, "Don't get caught by online 'phishers' angling for account information,"
Florida Times-Union, March 16, 1997




Tam dich:

Lira dao — scam duwoc Qoi 1a 'lira dao -phishing' — dwoc vi nhw viéc cau cé khi lia dao
dé “cau” mat khdu cua ban, nhung danh van khac nhau - Tatiana Gau - phd chu tich
cua cdng ty bdo hiém tinh toan ven cho cac dich vu tryc tuyén - nhdn dinh.

-Ed Stansel, "Dung dinh tgi phishing online - phishers 'nhizng ké lira dao' cho thong tin
tai khoan ", Florida Times-Union, 16 Thdang 3 nam 1997

Qua thoi gian, dinh nghia thé ndo 1a mot cudc tan cong hra dao-phishing da bi
mo di va phat trién rong hon. Muc dich ciia nhém Phishing khéng chi véi viéc c¢6 dugc
tai khoan chi tiét cua ngudi dung, ma con gom ca quyén truy cap vao dit liéu ca nhan
va tai chinh. Ban dau 1a hra nguoi dung tra 10i e-mail dé dwa ra cac mat khau va cac
thong tin chi tiét thé tin dung, vé sau dan dan di mo rong sang céc trang web gia mao,
cai dat Trojan horse key-logger va anh chup man hinh, va man-in-the-middle dir liéu

proxy - tat ca cac tuyén giao thong qua bat ky kénh truyén théng dién tir nao.

Do ty I¢ thanh céng cao cua nhirng vu ltra dao, hién nay no duoc lan rong thanh
lra dao gia dang —phishing; lra dao-scam cé dién bao gdm viéc sir dung cac Jobsites
gia hoac moi 1am viéc. Ung vién bi du dd véi khai niém lam sé& co rat nhiéu tién cho
cdng viéc nho -chi can tao mot tai khoan ngan hang méi, lay tién d6 da dugc chuyén
vao no (it hoa hong ca nhan cua ho) va giri nd vao nhu mot trat tu tién té qudc té - k§

thuat rara tién co dién.
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Figure 1: The evolution of “phishing”.

1.3. TONG HQP VE MOQT SO TO CHUC BI TAN CONG LUA PAO GIA DANG

Thoi gian qua, hang loat cac cong ty, hing cong nghé ndi tiéng trén thé gidi tro
thanh nan nhan cua tin tdc nhu IMF, Google, Sony, Lockheed Martin, RSA Security,
va CitiGroup.

Sau ddy 1a mot sd thong ké cac cudc tAn cong, xam nhap thanh cong cua tin tic

vao cac cong ty, hing cong nghé ndi tiéng thoi gian gan day.

IMF (Quy Tién té Qudc té)

Tin tic da tién hanh cac cudc tan cong trudc ngay 14/5/2011, khi Strauss-Kahn,
cuu Téng giam ddc IMF bi bét tai New York. Cudc tan cong xam nhap vao may chu
ctia Quy Tién t& Qudc t& (IMF) co thé do cac tin tic, lam viéc cho chinh phii nao d6 &
nudc ngodi, thuc hién. Tin tic da danh cip sb luong 16n dir liéu bao gdm email va
nhiéu tai liéu khac. Cac dit liéu cia IMF rét nhay cam vi n6 chtra rat nhidu thong tin bi
mat vé tinh hinh tai chinh ctia nhiéu qudc gia trén thé gii va nd c6 thé anh huong dén
thi trudng toan cau. Tuy nhién, hién van chua c6 thong tin 16 rang vé cac tai liéu ma tin

tiac da danh cap.

CitiGroup



Sau cudc tin céng vao cong thong tin dién tir cia CitiGroup, tin tic di ldy cap
dir 1iéu chura thong tin cd nhan ctia khoang 210.000 chu thé CitiGroup. Cac thong tin

nay bao gdm tén chu the, s tai khoan, thong tin lién lac nhu dia chi email.

Google

Hoém 1/6/2011, Google cho biét hang phat hién cac cudc xAm nhap danh cip
hang trim tai khoan nguoi ding va mat khau Gmail. Trong s6 céc tai khoan bi danh
cép, c6 rat nhiéu tai khoan cua cic quan chirc chinh phit My, cac quan chire & khu vuc

chau A, cac nha bso...

Google khong biét chic chin vé phuong thirc tAn cong xam nhép cia tin tic,
nhung hang cho rang, cé thé tin tic dung Phishing. Google néi rang hé thng noi bo
ctia hdng van an toan va hang da thuc hién cac bién phap bao mat cho cac tai khoan da

bi tin tic danh cip.

Lockheed Martin
Lockheed Martin, nha thau qudc phong 16n cho chinh phu My, ciing 13 nan nhan

cua cac cudc tan cong xam nhap.

Lockheed Martin cho biét ngay khi phat hién sy xdm nhap, hang da thuc hi¢n
céc bién phap bao vé dit liéu va hé théng. Lockheed Martin néi rang tin tic khong ldy
dugc bat ky dir liéu nao vé khach hang, cic chuong trinh va thong tin nhan vién. Céac
bao cao cho réng, tin tac da sir dung thé bai bao mat token, dugc an cép sau cudc tan

cong vao RSA Security, dé xam nhap vao hé thong ciia Lockheed Martin.

RSA Security

Thang 3/2011, EMC thong bao cho ngudi ding cua hing biét ring RSA
Security, mdt cong ty ciia hang, 1a nan nhan cua “cudc tan cong xam nhap cuc ky tinh
vi”. EMC cho biét tin tic d3 danh cép dit liéu lién quan dén hé théng xac thyuc 2 yéu t6

SecurlID (SecurlD two-factor authentication system) ciia RSA.



Tai thoi diém d6, EMC tu tin n6i rang dit liéu ma tin tic da danh cip sé khong
thé sir dung dé “lam hai bat ky ai” dang dung RSA SecurID. Tuy nhién, sau d6, EMC
tiét 10 tin tic da dung SecurID danh cap dugc dé xaAm nhéap vao hé thong ciia Lockheed
Martin. “Cudc tdn cong xam nhép cuc ky tinh vi” ma EMC tuyén bd trude do, thuc ra

1a “161” do mot nhan vién cia RSA Security tai vé tap tin Excel nhiém ddc trén email.

Epsilon

Thang 4/2011, tin tic xdm nhdp vao mdy chu cta Epsilon, hing tiép thi qua
email 16n nhat thé gioi, léy cép danh ba: tén, dia chi email. Tin tac danh cép co so dir
liéu khach hang cta Epsilon, trong d6 c6 rat nhiéu tén tudi 16n nhu JPMorgan Chase,

Capital One, Marriott Rewards, US Bank, Citigroup, va Walgreens.

Sony

Vu tin cong mang nham vao hang Sony Pictures c6 thé di vao lich st nhu vu
x4m nhap mang may tinh 16n nhat nim 2014.

Ngay 24/11/2014, céac tin tic ty xung la “Nhirng nguwdi biao vé hoa
binh” (Guardians of Peace — GOP) di phat dong cudc tin céng vao Sony Pictures
Entertainment, 1dy cip nhiéu terabyte dit liéu nhay cam. Cac thong tin sb an sinh xa
hoi, hop thu dién tr va tién lvong cua cac ngdi sao va nhan vién cua Sony, cling nhu
ban sao cac by phim chua phat hanh da bi tung Ién mang.

Nhiéu nguoi suy doan Biéc Triéu Tién dting sau vu o ri dir li¢u 16n nay vi cude
tan cong xdy ra vai ngay trude sy kién ra mat du kién ctua “The Interview”, bo phim
hai vé mot vu 4m sat hu cdu cua CIA nhim vao nha lanh dao Triéu Tién Kim J ong-un.

Ngay 19/12/2014, FBI chinh thirc co budc Bac Triéu Tién chiu trach nhiém vé cude
tin cong ndy, mac du Binh Nhudng da nhiéu 1an bac bé sy lién quan dén vy hack nay.

Phim “The Interview” ké tir khi duoc phat hanh da bi du luan danh gia khac

nhau, tir khen ngoi cho dén chi trich.
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Chwong 2. CAC PHUONG PHAP LUA PAO GIA DANG

2.1.NHUNG YEU TO PE CUQC TAN CONG LUA PAO GIA DANG THANH CONG

2.1.1. Su thiéu hiéu biét
Sy thiéu hiéu biét vé hé thong mang va may tinh di gitp cho cac hacker khai

thac nhitng thong tin nhay cam.

Can hiéu 15 réng qué trinh hoat dong cua internet, hoac it hon hiéu vé cach thurc
truy cap mot website an toan. Dién hinh nhat can phai biét d6 13 viéc bAm vao nut Save
Password khi truy cap web tai cic diém cong cong s& lam ting nguy co bi xdm pham
tai khoan c4 nhan. Pic biét d6i v6i nhitng ngudi thuong xuyén mua ban, thanh toan
qua mang thi can phai hiéu 5 viéc cung cip credit card 1a rat quan trong va biét dugc
khi nao nén cung cap, khi nao khong. Ngudi sir dung ciing nén tim hiéu so vé cac giao
thirc mang, va phan biét dugc giao thirc nao 1a an toan. Dién hinh 13 nguoi dung can
phai hiéu ding bao gio giao dich truc tuyén véi giao thirc truy cip web 1a http, ma
phai dam bao an toan vdi giao thirc https.

Nhiing ctra s6 canh bao clia windows vé mic do an toan cila viéc truy cap thong
tin thuong hay bi bo qua, lai 1a nguy co chinh bién ngudi dung thanh nan nhan.

Thoi quen duyét email khong tot cling lam cho ngudi dung gip nhiéu nguy
hiém. C6 mot sd 16i khuyén khi st dung email d6 13 can than voi nhimg email khong
¢ dia chi ngudi gui 16 rang, email khong c6 tiéu dé, hodc 1a ndi dung cé tinh kich

dong tri toO mo.

2.1.2. Ngh¢ thuat danh Iira 40 giac
Nghé thudt ctia sy danh Itra 4o gidc chinh 1a lam cho nan nhan khong con phan
biét dugce dau 1a that dau 1a gia. Chac han ban ciing biét trd choi tim nhitng diém khéc

nhau gitra hai tadm hinh. K¥ thuat danh Itra 40 gidc s€ tao ra mgt trang web, hoac mot 14
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thu...nhitng thtr ma ngdy ndo ban ciling truy cip, nd gidng nhau dén muc gan nhu

ngudi ta khong thé phat hién ra su gia mao.

Loi khuyén danh cho nguoi str dung d6 1a can than v6i nhitng trang web thuong
truy cap, dac biét 1a nhitng email cia ngan hang, ciia nhitng nguodi than cua ta ma ty
nhién lai yéu cau chiing ta cung cap thong tin cho ho, hiy canh giac boi nhiing trang d6
cb nguy co gia mao rat cao. Thu hai 1a hdy tu ghd dja chi trang web vao trinh duyét,
thay vi click vao duong link tir trang web khac. C6 nghia 1a hay tu gd vao trinh duyét
dia chi thay vi click vao mot lién két trong email dé no chuyén dén véi trang co noi

dung giéng hét trang nhu trang amazone.

2.1.3. Khong chii y dén nhiing chi tiéu an toan

Nhu d3 noi & trén, nhitng canh bao thuong bi nguoi ding boé qua, chinh diéu do
d3 tao diéu kién cho hacker tin cong thanh cong hon. Nguoi ding ciing thudng khong
cha ¥ dén nhing chi tiéu an toan. Vi du khi ban truy cip mot website thanh toan truc
tuyén, ban phai hiéu nhitng quy dinh an toan ctia website kiéu nay, nhu théng tin vé gidy
chimg nhan (Cerificate), nha cung cp, ndi dung, va nhiéu quy dinh khac. Windows
thudng nhan biét nhitg quy dinh an toan nay, va néu khong du no sé 1ap tic canh bao
cho nguoi str dung. Tuy nhién, c6 mot sé ngudi ding cam thay phién phirc véi nhimg

canh bao nay va da tit chirc ning nay di, vi thé ma ho dé dang tré thanh nan nhan.

Doi khi, chung ta ciing nén danh thoi gian cho viée doc tin tirc vé thé giéi hacker dé
biét duoc nhitng thu doan Itra loc m&i duge phat minh, tir d6 c6 y thic vé su canh giac

an toan hon.
2.2.NHUNG PHUONG THUC CUA LUA PAO GIA DANG

2.2.1. Thu dién tir va thw rac (Email and Spam)
K¥ thuat tan céng “Phishing” pho bién nhat 13 dung email. Hacker sé& tién hanh giri

hang loat cac thu dén nhitng dia chi email hop 16. Bang nhitng k¥ thuat va cong cu
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khéac nhau, hacker tién hanh thu thap dia chi email trude. Vige thu thap dia chi email
hang loat khong han 13 bét loi néu biét sir dung dung cach. Pién hinh 13 chién luoc
quang céo can rat nhidu dén sy tro gitip cua hang loat dia chi email nay. Tuy nhién
hacker di loi dung viéc nay dé giri di nhimg 14 thu c6 ndi dung bén ngodi c6 vé hop 16.
Nhing noi dung nay thuong cé tinh khan cap, doi hoi ngudi nhan thu phai cung cip

thong tin ngay lap tuec.

Hacker st dung giao thitc SMTP kém theo mét s6 ky thuat dé gia mao truong

“Mail From” khién cho ngudi nhan khong cé chiit nghi ngd nio.

No6i dung email dugc gii thuong s& c6 vai dudng link cho ban lién két dén mot
trang web. Nhu di trinh Vi dy, hacker s& gia email dugc giri tir ngan hang, va yéu cau
ngudi dung cung cap thong tin c4 nhan dé mo lai tai khoan do mét su ¢b nao do.bay &
trén, nhiing link nay néu khong can than s& cho 14 link dén mot trang web gia mao do

hacker dung nén.

Duéi day 1a mot vi du vé mot email gia mao danh ngén hang Citibank giri dén
khéch hang.

Ma
I

Received: from host70-72.pool80117.interbusiness.it
([80.117.72.70]) by mailserver with SMTP id
<20030929021659s120064601e>; Mon, 29 Sep 2003 02:17:00 +0000Received: from
sharif.edu [83.104.131.38] by host70-72.pool80117.interbusiness.it (Postfix) with
ESMTP id EAC74E21484B for <e-response@securescience.net>; Mon, 29 Sep 2003
11:15:38 +0000Date: Mon, 29 Sep 2003 11:15:38 +0000 From: Verify
<verify@citibank.com>Subject: Citibank E-mail Verification: e-
response@securescience.net To: E-Response <e-response@securescience.net>
References: <F5B12412EAC2131E@securescience.net> In-Reply-To:
<F5B12412EAC2131E@securescience.net> Message-ID:
<EC2B7431BEOAG6F48@citibank.com>Reply-To: Verify <verify@citibank.com>
Sender: Verify <verify@citibank.com> MIME-Version: 1.0 Content-Type: text/plain
Content-Transfer-Encoding: 8bit
Dear Citibank Member, This email was sent by the Citibank server to verify your e-
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mailaddress. You must complete this process by clicking on the link below and entering
in the small window your Citibank ATM/Debit Card number and PIN that you use on
ATM. This is done for your protection -t- becaurse some of our members no longer
have access to their email addresses and we must verify it.

To verify your e-mail address and access your bank account, click on the link below. If
nothing happens when you click on the link (or if you use AOL)K, copy and paste the
link into the address bar of your web browser.
http://www.citibank.com:ac=piUq3027qcHw003nfuJ2@sd96V.pISEm.NeT/3/?3X6CM
W212uPOVQW y

Thank you for using Citibank!

C
This automatic email sent to: e-response@securescience.net Do not reply to this email.
R_CODE: ulG1115mkdC54chJT469

Il

Néu quan sat k¥, chung ta s& thdy mot sé diém “thu vi” cta email nay: Vé noi
dung thu: R& 1a cau ca, ngir phap 16n xon, ¢ ca nhiing tur sai chinh ta, vi du: becaurse,
this automatic,... Va ai ciing ro 1a diéu nay rat khé xdy ra ddi véi mot ngan hang vi cac
email déu duoc “chudn héa” thanh nhitng biéu miu thdng nhit nén chuyén “bi sai” can

phai dugc xem lai.

Email trén c¢6 chira nhitng ky tu hash-busters — 1a nhiing ky tu dic biét dé vuot
qua cac chuong trinh loc thu rac (spam) — dya vao k¥ thuat hash-based spam nhuu “-t-”
, “K” & phan chinh thu va “y”, “C” & cudi thu. Ngudi nhan khac nhau s& nhan nhimg
spam v6i nhitng hash-busters khac nhau. Ma mot email that, c6 ngudn gdc rd rang thi

dau can phai dung dén cac “tiéu xao” do.

Phan tiéu dé& (header) cua email khong phai xudt phat tr mail server cua
Citibank. Thay vi mang 2-a.citicorp.com (mail server chinh cua Citybank & Los
Angeles) thi né lai dén tir Italia v6i dia chi host70-72.pool80117.interbusiness.it
(80.117.72.70) vén khong thudc quyén kiém soat cua CityBank. Luu ¥, mic dinh
Yahoo Mail hay cac POP Mail Client khong bat tinh ndng xem header, cac ban nén bat

vi s€ cO nhiéu diéu hiru ich.
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Tiép theo véi lién két & duéi:

http://www.citibank.com:ac=piUq3027qcHwO0...CMW2I12uPOV QW

Nhin thoang qua thi ¢ vé 1a xudt phat tir Citibank, nhung thuc té ban hiy xem
doan phia sau chir @. D6 mai la dia chi that va “sd96V.pIsEm.Net” 1a mét dia chi gia

tir Mac Tu Khoa, Nga — hoan toan ching c6 lién quan gi dén Citibank.
Ké tan cong di loi dung 16 hong cua trinh duyét web dé thuc thi lién két gia.

2.2.2. Phat tan dua trén cac trang mang (Web-based Delivery)

Mot k§ thuat tiép theo cua Phishing 1 dwa vao viéc phat tan cac website Lira
dao. Ban thuong thiy cac website dang nhu kiém tién online. Chung yéu ciu ban cung
cap cac thong tin tai khoan ngan hang dé tién hanh tra tién cong. Ban khong ngan ngai
gi khi dang chd doi s6 tién cong hau hinh. Két cudc tién cong khong thdy ma tién trong

tai khoan ciing khong con.

Mot hinh thirc khac 1a khiéu khich sy td mo ctia ngudi dung. Bing cach chén
vao trang web nhitng bién hiéu (banner) hoic nhitng dong chir (text) quang céo co y
khiéu khich sy t6 mo cta nguoi dung. Vi du nhu nhitng hinh anh khiéu dam, nhiing noi
dung dang nong. Két qua sau khi click vao d6 thi mdy tinh ctia ban c6 thé bi nhiém mot

loai virus malware nao do, virus nay s& phuc vu cho mot cong tan cong khac.

2.2.3. Mang lwéi tro chuyén truc tuyén va tin nhin khan (Irc and Instant Messaging)

“Chat” 1a thuat nglr qua quen thudc voi moi ngudi, hay con goi la trd chuyén
tryc tuyén. N6 rat hitu ich trong giao tiép. Tuy nhién, nhitng ké lira ddo da bat dau loi
dung vao viéc “chat chit” nay dé tién hanh cac hanh dong lira ddo. Bang nhiing k¥
thuat tn cong, nhitng ké Ira dao tién hanh gui tin nhin tic thi dén hang loat ngudi
dung. Nhitng ndi dung dugc gui thuong co lién quan dén hang loat ngudi dung, va

cling 1o1 dung vao tri td mo ciia moi nguoi.
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Vi tinh khong nhat quan ciia viéc tro chuyén truc tuyén (online), nhiing ngudi
trd chuyén online thuong khoéng thdy mit nhau nén khong thé biét nguoi dang noi
chuyén véi minh c6 tin cdy hay khong. K§ thuat tinh vi ciia kiéu lira ddo nay 1a gia

dang nick chat.

Bang cach gia mot nick chat ciia ngudi quen dé tién hanh trd chuyén va yéu cu
cung cép thong tin hodc ltra ddo lam mot viéc gi do. Gan day ¢ Viét Nam no 1o tinh
trang lira dao nay. Nhidu nguoi ding chat véi ban bé ngudi than ciia minh, va ho dugc
nhd va viéc nap tién dién thoai di dong. Nan nhén vi thdy “nick” dang “chat” 1a cta

nguoi quen nén khong chut ngan ngai nao trong viéc dugc nho va nay.

2.2.4. Cac may tinh bi nhiém phin mém gian diép (Trojaned Hosts)

Nhu d4 n6i & phan trude, lira dao khong nhitng chi nham dén nhimng thong tin ca
nhéan ctia nan nhan, ma con nhiéu hinh thir khac. Mot kiéu Iira dao khac 1a ltra cho nan
nhan cai vao may tinh cia minh mot phan mém gian diép. Phin mém gian diép (trojan,

keylog) nay s& phuc vu cho mot muc dich tin cong khac.

Dién hinh cta cong viéc nay la nan nhan bi nhiém trojan va tré thanh mot may

tinh con trong mot cudc tan cong tong thé trén di¢n rong.

Dué6i day 1a hinh minh hoa viéc gia mao mdt trang web cta ngan hang dé cai

trojan Zeus vao may tinh nan nhan.
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Mot trang web lira ddo, nhdp vao mit “Create Digital Certificate” sé tai vé cdc

trojan Zeus dén may tinh cua nan nhan.

2.3. CAC KIEU LUA PAO GIA DANG
Dua vao nhitng phuong thirc trén, nhitng ké lira ddo bat dau tién hanh qua trinh lira
dao. Cian cir theo cach thuc hoat dong, ngudi ta phan loai nhitng cudc tin cong lira dao

ra thanh cac loai sau.

2.3.1. Tan cong MITM

O k¥ thuat nay, may tinh cta ké tn cdng duoc xem nhu 13 may tinh trung gian giira
may tinh ctia ngudi dung va website that. Nhimg ké tin céng dung 1én mot may tinh
trung gian dé nhan dir liéu ctia nguoi ding va chuyén nd cho website that. Hodc nhan
dir liéu ctia website that roi chuyén cho ngudi dung. Dit liéu khi chuyén qua lai s& duoc

luu trit lai tai may tinh ciia ké tin cong.
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Web Server

MITM
Connection

.ﬂ.lacl-:er
Tin céng MITM (Main-in-the-Middle)

Thoat nghe md ta nay ching ta nghi ngay dén chiic ning cta Proxy Server.
Pung vay, la do proxy chinh 1a nhiing noi khong tin cdy cho 1am khi chiing ta truy cap
web thdng qua nd. Nhiing k& tan cong s& dung 1én mot Proxy Server véi 101 moi goi str
dung duoc tung ra internet. Vi Iy do gi d6 (dé gia IP trong qua trinh mua ban hang qua
mang) ngudi dung s& tim dén Proxy Server ndy dé nho gitp d& trong viée truy cap

web. Va thé 1a vo tinh ngudi ding tré thanh con mdi cho bon hacker.

Nhitng k& tin cong ngoai viéc dung 1én Proxy Server gia roi du con mdi dén con
nghi dén viéc tin cong vao cac Proxy Server that nay dé liy dir liéu. Bang nhing k¥
thuat tan céng khac nhau, hacker xdAm nhép hé thong luu trir cua Proxy dé lay dir liéu,

phan tich va c6 dugc nhing thir ma ching can.

Mot cach khac dé tan cong trong k¥ thuat nay, 1a tim cach lam léch duodng di
ciia goi dir liu. Thay vi phai chuyén géi tin dén cho Web-server, thi ding nay la
chuyén dén may tinh cta hacker trudc, rdi sau d6 may tinh cta hacker s& thuc hién
cong viéc chuyén goi tin di tiép. Dé 1am diéu nay, hacker c6 thé stir dung ky thuat DNS
Cache Poisoning — 1a k¥ thuat lam léch dudng di cua goi dit liéu bang cach lam sai két

qua phan giai dia chi ctia DNS.
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Mot diém can luu ¥ rang, k§ thuat tan cong nay khong phan biét giao thirc web

[AaHTTP hay HTTPS.

2.3.2. Cac cudc tin cong giy roi URL (URL Obfuscation Attacks)

URL thuong duoc st dung trong thanh dia chi caa trinh duyét dé truy cap vao
mot trang web cu thé. Lam réi URL (URL Obfuscation) Ia 1am an hoic gia mao URL
xuat hién trén cac thanh dia chi mot cach hop phap. Vi du dia chi
http://204.13.144.2/Citibanj c6 thé xuat hién 1a dia chi hop phép cho ngan hanh

Citibank, tuy nhién thuc té thi khong. Phuong phap tan cong lam réi URL sir dung dé
lam cho cudc tan cong va lira dao truc tuyén tré nén hop phap hon. Mot trang web xem
qua thi hop phap véi hinh anh, tén tudi caa cong ty, nhung nhitng lién két trong do6 sé

dan dén nhitng trang web cua hacker.

Viéc gia mao c6 thé nham dén nhitng ngudi dung bat can. Vi du ban vao trang

véi dia chi la http://ebay.com va thuc hién giao dich binh thuong. Tuy nhién, ban da

vao trang gia mao cua hacker, vi trang web cua ebay a https://ebay.com Khéc biét 1a ¢

ché giao thirc http va https.

2.3.3. T4n cong XSS (Cross-Site Scripting Attacks)

Cross-Site Scripting (XSS) 1a mot trong nhitng k¥ thuat tdn cong phd bién nhat
hién nay, dong thoi né ciing 13 mot trong nhitng van dé bao mat quan trong d6i voi cac
nha phat trién web va ca nhimg nguoi sit dung web. Bat ki mot website ndo cho phép
nguoi st dung ding thong tin ma khong co su kiém tra chit ché cac doan ma nguy

hiém thi déu c6 thé tiém an cac 101 XSS.

Cross-Site Scripting hay con duoc goi tat 1a XSS (thay vi goi tat 1a CSS la dé
tranh nham 13n v&i CSS-Cascading Style Sheet cia HTML) 1a mot ki thuét tan cong
bang cach chén vao cac website dong (ASP, PHP, CGI, JSP ...). Cé4c hacker s& chén

nhirng doan script doc hai (thong thuong la javascript hoac HTML) vao website va sé
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duoc thuc thi & phia nguoi ding (trong trinh duyét caa nguoi dung). Doi véi XSS,
ngudi bi tan cong 14 nguoi ding chir khdng phai website, hacker c6 thé dung XSS dé
guri nhimg doan script doc hai tdi mot nguoi ding bat ky, va trinh duyét cia ngudi
ding s& thuc thi nhitng doan script 6 va giri vé cho hacker nhitng théng tin ctua ngudi

diing théng qua email hoic server do hacker dinh san tir trudc.

Phu thugc vao muc dich ctua hacker, nhitng doan Javascript dugc chen vao dé

liy nhing thong tin nhur:

+ Cookie: hacker c6 thé liy dugc cookie ctia nguoi ding va dung nhiing thong
tin trong cookie dé gia mao phién truy cdp hodc liy nhitng thong tin nhay cam khéc
duoc luu trong cookie.

+ Keylogging: hacker c6 thé ghi lai nhimg thao tac gd phim cua nguodi dung
bang cach str dung su kién addEventListener trong Javascript va giri tat ca nhitng thao
tac gd phim d6 vé cho hin dé thyc hién nhitng myc dich nhu danh cip cac thong tin
nhay cam, ldy mat khau truy cap website hodc ma s6 thé tin dung. ..

+ Phishing: hacker c6 thé thay d6i giao dién cua website bang cach thay doi cdu
trac HTML trong trang web dé dénh lira ngudi dung. Hacker c6 thé tao ra nhiing dang

dang nhap gia nham lira nguoi dung dang nhap vao dé danh cap mat khau.

2.3.4. Tan cong an (Hidden Attacks)

Attacker st dung cac ngdén ngit 1ap trinh HTML, DHTML, hodc ngon ngir dang
script khac dé chén vao trinh duyét ctia nguoi dung. Hodc st dung céc ky tu dac biét dé
danh Iira nguoi dung. Nhitng phuong thirc thuong duoc attacker st dung 1a 1am 4n céc
frame. Cac Frame s& dugc attacker 1am an di trén trinh duyét ciia nguoi dung, qua dé
attacker c6 thé chén vao nhimg doan ma doc. Mot cach khac dé tan cong la ghi dé noi
dung trang web hoic thay doi hinh anh trén trang web. Qua nhiing ndi dung bi thay d6i

nay, attaker s€ chén nhitng doan ma doc hai vao do.
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Chuwong 3. PHUONG PHAP PHONG TRANH LUA PAO GIA DANG

Nhu da trinh bay trong Chuong II, nhitng ké ltra dao gia dang (phisher) c6 mot
s6 lwong 16n cac phuong phap riéng ctia ching - hau qua la khdng c6 giai phap riéng
c6 kha nang chéng lai moi hudng tan cong khac nhau. Tuy nhién, van c6 thé ngan chain
cac cudc tan cong lra dao hién nay va trong tuwong lai bang cach st dung mot hdn hop

ky thuat va cong nghé bao mat, bao toan thong tin.

Pé bao vé tét nhat, nhirng ky thuat va cdng nghé bao mat thdng tin phai dugc

duoc trién khai tai ba 16p hop 1y:
1. Client-side - bao gom may tinh cta nguoi dung.

2. Server-side - bao gém céc 'Internet kinh doanh c6 kha ning nhin thay cac hé

thng va cac ang dung tuy chinh.

3. Enterprise- Muc doanh nghiép - ¢dng nghé duoc phan phéi va cac dich vu quan
ly bén thir 3.

Phdan nay sé md td chi tiét vé cdc co ché quéc phong khac nhau tai mai 1ép hop 1y.

3.1. PHIAMAY TRAM

Phia may tram (client) nén duoc xem nhu 13 dai dién hang dau vé an ninh (anti-
phishing). Do tinh chat phan bo tu nhién ciia may tinh c4 nhan va trinh d6 ky ning va
nhan thac khach hang rat khac nhau, nén an ninh phia khach hang thuong nghéo hon
nhiéu so véi viéc trién khai quan ly may tram caa cong ty. Tuy nhién, van c6 nhiéu giai

phép hién thoi duoc sur dung trong ca gia dinh va méi truong doanh nghiép.
O phia khach hang, kha ning bao vé chéng lai lira dao c6 thé duoc tao nén véi:

« Cac cong nghé bao vé may tinh dé ban.
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« Str dung céc thiét lap/cai dat truyén thong phi hop.
« Giai phdp giam sat mac d6 tng dung ngudi dung.
» Kha nang khoa cac trinh duyét.

« Chit ky s6 va xac thuc ddi véi email.

« Cac nhan thic an ninh chung cua khach hang.

3.1.1. Céc doanh nghiép bao vé may tinh dé ban

Hau hét nguoi ding cua hé thong may tinh dé ban di quen thudc voi phan mém
bao vé cai dat cuc bo, 1a cach thuong thay trong céac hinh thirc cia mot giai phap chéng
virus phd bién. Ly tuong nhat, hé théng may tinh dé ban nén duoc cau hinh dé sur dung
bao vé nhiéu doanh nghiép may tinh dé ban (ngay ca khi tinh nang nay sao lai bat ky

dich vu bao vé nao trong pham vi cong ty), va co kha nang thuc hién cac dich vu sau:
« Bao vé phong chéng Virus cuc bo (Anti-Virus)
 Tuong ltra cd nhan
« IDS cé nhén
« Phong chdng thu rac (Anti-Spam) ddi véi ting ca nhan.
* Phat hién Spyware

Nhiéu nha cung cap phan mém bao vé may tinh dé ban (nhu Symantec, McAfee,
Microsoft, vv) hién nay cung cap cac giai phap c6 kha ning hoan thanh mot hoic nhiéu
hon céc chtrc ning. Pac biét dé hira dao hudng (vector) tin cong, thi cac giai phap nay

nén dugc cung cap cac chirc ning sau day:
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« Kha ning phat hién va ngin chin "on the fly" ¢6 gang dé cai dat phan mém
doc hai (nhu ngua Trojan, key-logger, man hinh grabber va tao backdoors) thdng qua

file dinh kém e-mail, file downloads, HTML dong va noi dung kich ban.

« Kha ning xac dinh/nhan dang cac ky thuat gui thu rac pho bién va cac tin nhan

vi pham kiém duyét trong 40 ngay.

« Kha ning tai xuéng ban phong chdng virus (anti-virus) méi nhat va kha ning
chéng chir ky réc —spam va géan chlng vao cac phan mém bao vé co tinh ngan chan.
Véi sy da dang vé cac ky thuat guri thu rac (spam), qua trinh ndy nén duoc sap xép nhu

mot hoat dong hang ngay.

« Kha ning phat hién va ngan chan trai phép két ndi tir phan mém cai dat hoic
cac qué trinh hoat dong. Vi du, néu may chu cua khach hang trude d6 da bi xam nhap,
c4c giai phap bao vé phai ¢ kha ning truy van tinh xac thuc caa cac két ndi rang buoc

vé6i bén ngoai (out-bound) va kiém tra diéu ndy voi ngudi sir dung.

« Kha ning phat hién bat thuong trong hd so luu lwgng mang (ca inbound va
outbound) va bién phap d6i phd thich hop dau tién. Vi du, phét hien mot két ndi HTTP-
-inbound di dwogc thuc hién va luu luong SSL-outbound cho thiy c6 sy bat dau xam

nhap khong chinh ddng vao mét cong nao d6 trén hé thong.

« Kha ning dé ngan chan: cac két ndi giri dén bi mat két ndi (unassociated) hay

cdng mang bi han ché va céc dich vu.

« Kha ning xac dinh cai dat Spyware pho bién va kha ning ngan chan cai dat
cia phan mém hodc ngin chin thoéng tin lién lac ra bén ngoai vao nhing trang web

gidm sat, Spyware.

« Tu dong chan viéc giao hang ra nudc ngoai khi c6 cac thdng tin nhay cam vai

bén bi nghi ngo ¢6 chira thanh phan doc hai. Bao gdom cac théng tin nhay cam nhu chi
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tiét tai chinh bi mat va céc thong tin lién lac. Ngay ca khi khach hang khong thé xac dinh
bang truc quan, thi c4c trang web thuc su s& nhan dugc cac thdng tin nhay cam, mot sb

s& loai ra khoi hé thong bang céc giai phap phan mém tuong wng.
Uu diém
- Nang cao nhan thurc va ndng cao canh giac phong thu mang tinh noi bé.
- Cai dat cuc bo ddi véi cac doanh nghiép mong mudn bao vé cac may tinh ca

nhan dang tro nén dé& dang hon, va hau hét khach hang dan dan da c6 nhiing danh gia

cao V& gia tri cua cac phan mém chdng virus.

- Pay 1a mot qué trinh don gian nham mo rong pham vi huéng toi cac doanh
nghiép c6 ché do bao vé khach hang khac nhau va nam duoc cac khach hang cé nhu

cau str dung dich vu (buy-in).
- C6 su két hop bao vé chéo (protection Overlapping).

- Str dyung mot loat cac doanh nghiép cd ché d6 bao vé may tinh c& nhan tir cac
nha san xuat phan mém khac nhau c¢6 xu huéng tao nén hiéu tng bao vé chéo trong qué
trinh bao vé tong thé. Pidu nay c6 nghia 1a mot 15i nao d6 trong san pham hay mot 15i
an ninh trong mot san pham c6 thé duoc phat hién va dugc bao vé dé chbng lai lira dao

gia dang bang nhitng cach khac nhau.
- Bao vé chuyén sau (Defense-in-Depth).

- Tinh chat doc 1ap tu nhién cua cac doanh nghiép c6 dat ché do bao vé may
tinh c& nhan dong nghia véi viéc ching khong anh hudng (hoic 13 bi anh huéng bai)
cac chirc ning bao mat cua céc té chic dich vu mé rong khac - qua d6 gop phan vao

ké hoach bao vé chuyén sau (Defense-in-depth) cua to chuec.

Nhwoe diém
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- Chi phi dat mua cao (purchasing price).

- Chi phi caa doanh nghiép bao vé may tinh ca nhan khong phai 1a mot sy dau tu
dang ké cho nhiéu khach hang. Néu cac giai phap caa nhiéu nha cung cap dugc yéu cau
cung cap bao hiém ddi véi tat ca cac hudng tin cong, nhu vay s& c6 mot phép nhan

dang ké vé chi phi tai chinh ma chi dung cho pham vi bao mat nhé duoc thém vao.
- Can gia han thué bao (Subscription Renewals).

- Pa s6 cac doanh nghiép bao vé may tinh dé ban hién nay dua trén céc khoan
thanh toan thué bao hang thang hoic hang nim dé giit ngudi dung hién thoi. Trir khi c6
thong bao phu hop dua ra, nhirng gia han cé thé khong dién ra va sy bao vé sé bi huy

trong ngay.
- Phirc tap va yéu cau kha nang vé quan ly.

- B4i véi moi truong doanh nghiép, “thuc” bao vé may tinh ca nhan co thé
phtrc tap khi trién khai va quan ly - dac biét 1a & cip d6 doanh nghiép. Do vay cac giai
phap nay doi hoi phai lién tuc trién khai cac ban cap nhat (doi khi theo mét lich trinh
hang ngay), ¢ thé can ¢ mot yéu cau vé mot khoan dau tu cta nguoi c6 quyén luc

nao d6 (man-power) dugc thém vao.

3.1.2. Py nhay cua thw dién tir (E-mail)

Nhiéu trong sé nhitng nguoi st dung thu dién tir caa doanh nghiép va khach
hang sir dung dé truy cap tai nguyén Internet cung cap mirc d6 ngay cang ting vé chic
nang va sy gia mao. Trong khi mot sé cac chirc nang nay c6 thé duoc yéu cau cho céc
ting dung va cac hé théng doanh nghiép phtc bi gia mao- sir dung cac céng nghé nay
thuong chi 4p dung cho hé thdng giita cac cong ty. Hau hét cac chiic ning nay khong

can thiét dé st dung hang ngay - dac biét déi vai dich vu thong tin lién lac Internet.
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Chtic ning nay duoc nhiing mot cac khdng can thiét (thuong dugc dé mic dinh)
duoc khai thac boi céc cudc tin cong lira dao (clng voi su ting 1én vé X4c suit cua céc
loai tan cong khac nhau). N6i chung, cac ting dung phd bién nhat cho phép nguoi ding

tit chirc ning nguy hiém nhat.

3.1.2.1. HTML dwa trén thw dién tir

Nhiéu vuy tan céng thanh cong la do chirc ning HTML dya trén e-mail, dac biét
la kha ning x4o tron nhimg diém dén that cua cac link - lién két, kha ning nhing vao
céc phan trong kich ban (scripting) va cac bién gia ty dong cua cac yéu té da phuong
tién duoc nhing (hoac lién két) vao d6. Chac ning HTML phai duoc vo hiéu hoa bai
tat ca cac ung dung trong e-mail cua khach hang, nhirng email ma c6 kha niang chip
nhan hoic gui e-mail qua Internet. Thay vao do, viéc giai thich bang dai dién van ban
e-mail nén duoc str dung, va Iy tudng nhat 1a phdng chit dugc chon phai duoc ¢b dinh,

Vi du nhu chi dung phéng “Courier”.

E-mail sau d6 s& dugc dua ra trong van ban gdc, ngin chin cac huéng tan cong
phd bién nhat. Tuy nhién, nguoi st dung nén dwoc chuan bi dé nhan dugc mot s6 email
c6 nhiing 16i van cau ky (gobbledy-gook) c6 thé do van dé dinh dang van ban va ca céc
van dé vé ma hoa trong HTML. Mot s khach hang hay ding e-mail thuong sé tu dong
loai bo cac ma HTML. Trong khi nhitng khang co vé hinh anh trong e-mail nhan duoc

c6 thé duoc hudng dan, thi van dé vé an ninh s& duoc cai thién dang ké.

3.1.2.2. Chgn tin dinh kém (attachment Blocking)
Cac ung dung E-mail ¢ kha ning ngin chin cac file dinh kém "nguy hiém" va
ngan chan ngudi dung khoi viéc thuc hién nhanh hoac xem néi dung dinh kém nén

duoc sir dung bt ct khi nao c6 thé.

Mot sé tng dung e-mail phé bién (nhu Microsoft Outlook) duy tri mot danh

sach cac dinh dang tap tin dinh kém "nguy hiém", va ngan chan ngudi ding mé ching.
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Trong khi cac tng dung khac budc ngudi sir dung luu céac tap tin & mot noi nao do

khac truge khi ho c6 thé truy cap né.

Mot cach 1y tuong, ngudi ding s& khdng thé truy cap tryc tiép file dinh kém
trong e-mail tir bén trong tng dung e-mail. Diéu ndy &p dung cho tat ca cac loai tap tin
dinh kém (bao gém tai liu Microsoft Word, tap tin da phwong tién va céc tap tin nhi
phan) giéng nhu nhiéu cua cac dinh dang tap tin (files) c6 thé chira ma doc hai c6 kha
nang anh huong dén cac ung dung dung hinh (rendering) lién quan (vi du nhu trudc
day: 15 hong trong may nghe nhac RealPlayer.RM). Ngoai ra, bang cach tiét kiém cac
tap tin dia phuong, cac giai phap chdng virus dia phuong c6 thé tot hon dé kiém tra file

virus hay noi dung doc hai khac.

3.1.2.3. Uu diém

- Vuot qua sw l1am ric réi hda HTML (HTML Obfuscation): Budc tat ca tat ca cac
email (inbound e-mail) sang dinh dang vin ban chi 1a du dé vuot qua nhitng tiéu chuan
dwa trén cac k¥ thuat 1am réi HTML.

- Vuot qua virus dinh kém (Overcoming attached viruses): Bang cach ngin chin
file dinh kém, hodc budc ndi dung duge lwu & noi khac, diéu d6 gay kho khin hon cho
C4c cudc tan cong tu dong dé thyc hién va cung cap thém cho cac san pham cd tiém

nang chdng virus cac tiéu chuan dé phat hién noi dung doc hai.

3.1.2.4. Nhwoc diém

- D& doc: Hinh dyng cia HTML dua trén e-mail thudng c6 nghia 1a cac yéu t6 ma
HTML code khién cho tin nhin (messager) tré nén khé doc va khé dé hiéu duoc.

- Giéi han tin nhin: Nhimg nguoi dung thuong cam thay kho khan dé gop céc file
dinh kém (nhu d6 hoa) trong TEXT-chi ¢6 e-mail da duoc sir dung dé kéo va tha ching

va nhung cac hinh anh vao HTML hay céc bién tap Microsoft: Word, e-mail.
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- Chan lgya chon hep ly (Onerous Blocking): Chace nang loc mac dinh cua file dinh
kém "nguy hiém" thuong cho két qua trong su ¢d ging cua nhitng ngudi sir dung ky
thuat dé vuot qua nhitng han ché trong méi trudng thuong mai dugc st dung cho noi

dung duoc gan hodc nhan noi dung cé thé thuc thi.

3.1.3. Kha nang cda trinh duyét

Céc trinh duyét web phé bién c6 thé duoc sir dung gidng nhu sy bao vé chéng lai
c4c cudc tan cong gia dang (phishing) - néu nd duoc cau hinh dam bao an toan. Tuong tur
nhur céc van dé véi cac (g dung e-mail, cac trinh duyét web ciing cung cap chirc ning mé
rong ma tir 6 cd thé bi lam dung (thudng & mot mie do cao hon so véi e-mail caa khach
hang). D4i v6i hau hét ngudi dung, cd 18 trinh duyét web cua ho 13 tng dung k§ thuat tinh

vi nhat ma ho sir dung.

Cac trinh duyét web phé bién nhat cung cip mot mang tuyét voi cia chic nang
— vi nhu viéc phuc vu “d6 an” cho tit ca nguoi sir dung trong tat ca cac moéi truong -
ma ho vé tinh cung cap 16 hong bao mat cai ma phoi bay su toan ven cua cac hé théng
may cha dé tir ¢ dé dang bj tan cong (gan nhu sy Xuat hién nay duoc dua ra theo chu
ky hang tuan, mot 16 hong mai s& duoc phat hién va n6 cé thé duoc khai thac tir xa
thong qua mat trinh duyét web cong cong khéc). Phan 16n sy tinh té duge danh dé tro
thanh mot ké d& ddi véi tit ca cac nganh nghé, va khéng mot ca nhan nao cé thé yéu

cau duoc st dung cua tat ca cac chire ning nay.

Khach hang va cac doanh nghiép phai thuc hién mot dong thai dé sir dung mot
trinh duyét web do6 1a “twong thich/danh riéng” cho céc nhiém vu chinh. Dic biét, néu
muc dich cta cac trinh duyét web chi la duyét cac dich vu web Internet, thi mot trinh

duyét bi 1am gia s& khong dugc yéu cau.
Dé gitip ngdn ngtra nhiéu huéng tan cdng lira dao, ngudi ding trinh duyét web nén:

« V6 hiéu hoé tit ca cac chirc ning cira s6 pop-up.
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« H6 tro Java runtime Disable.
« H6 tro V6 hiéu hoa ActiveX.

« V6 hiéu hoé tat ca cac chic nang da phuong tién va tu dong (auto-play) cho cac

tinh nang ma& rong.
» Ngan chan viéc luu trir c4c tap tin cookie khong an toan.

« Pam bao rang bat ky mot céng viéc tai vé (download) vé may nao déu khdng
thé duoc tu dong chay tir trinh duyét, va phai duoc thay thé khi duoc tai vé vao mét thu

muc dé kiém tra phong chéng virus (anti-virus).

3.1.3.1. Logi bé trinh duyét |E (Microsoft Internet Explorer)

Trinh duyét web cua Microsoft 1a Internet Explorer, 1 trinh duyét web c¢é sin
phtic tap nhét. Do d6 nd c6 mot hd so theo ddi rat dai viéc phat hién 16 hong va khai
thac chdng tir xa. DI vai trinh duyét web dic trung, co it hon 5% céc chirc ning tich
hop duoc sir dung. Trong thyc té, nhiéu "tinh ning" c6 sin trong trinh duyét di duogc
thém vao dé bao vé chéng lai nhitng sai s6t tir trudc va chdng lai cac huéng tan cong.
That khong may, mdi tinh ning méi dugc gian vao trong mot may cha déu 1am ting

thém cé4c van dé an ninh va ting thém su phuc tap.

Trong khi mét sé cac chirc niang nguy hiém nhat c6 thé dugc vo hiéu hoa hoac
dugc tat bang cach sir dung tdy chon ciu hinh khac nhau, khach hang va nguoi ding
doanh nghiép dugc khuyén khich sir dung mét trinh duyét web ma c6 thé ap dung cho
hau hét cac tac vy trong tam tay (trong kha niang cua ching) -(vi du nhu trinh duyét
duoc coi 12 mot trung tim da phuong tién, mot mail-client, mot nén tang trd chuyén

hoac mét nén tang phan phéi ang dung bién dich).

C6 mot sé nha cung cép thuong ting kém cac trinh duyét web, thuong khi d6 nd

s& an toan hon d6i voi mot s6 hudng tin cong- bao gdm ca hra dao gia dang (phishing).

29



Véi mot mic dinh cai dat trinh duyét web 13 mét trong nhimg noi an toan nhét, nhung
nd van c6 thé dugc quan ly béi mot cong ty méi truong nao d6 va cé thé dugc ma rong

théng qua viéc chon loc cac tinh nang dinh kém “module add-on”.

3.1.3.2. Gén kém cdc cong cu chong lira dio gid dgng (Anti-Phishing Plug-ins)

Ngay nay, ngay cang ting s6 luong cac nha san xuit phan mém chuyén dung
chéng lira dao gia dang (phishing) cung cap trinh duyét plug-ins. Thong thudng, cac
plug-ins dugc thém vao thanh cdng cu (toolbar) caa trinh duyét va cung cdp mot co s
giam sét hoat dong. Nhitng thanh céng cu thuong duoc goi la "dién thoai nha" cho moi

URL, xac minh nhitng may chu hién tai va lap danh sach cac vu hra dao gia dang.

Phai luu y rang c6 nhiéu trong sé cac trinh duyét plug-ins chi hd tro trinh duyét

cua Microsoft cu thé Ia trinh duyét Internet Explorer. (IEE).

3.1.3.3. Uu diém

- Cai tién bao mat dugc thyuc hién tac thi, nhanh chéng.

- Chuyén dan tir mot trinh duyét web phuc tap thanh trinh duyét vai chiic nang

duoc giam nhe tac thi,

- Kha ning chdng lai céc 16 hong bao mat phd bién nhat va 15 hdng trong

Internet Explorer.

- Toc d6: Trinh duyét web it phic tap thuong truy cap va xem chét liéu dya trén

web nhanh hon.

3.1.3.4. Nhwoc diém

- Mat cac chirc nang duoc mé rong.
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- P6i v6i moi trudng doanh nghiép, sy mat mat caa mot sé chie ning duoc mo
rong c6 thé doi hoi cac ung dung chuyén dung thay vi trinh duyét web tich hop cac

thanh phan.
- Viéc dua ra cac trng dung web phuc tap.

- Viéc loai bo mot sé chirc ning phirc tap (dic biét mot sé ngdn ngir client-side
scripting) cd thé khién cho cac ung dung web khong dua duoc ra noi dung trang mot

cach chinh xac.

- Phan hdi cua Plug-ins: Cac cdng cu plug-ins phong chdng lira dao gia dang
hién tai chi c6 tac dung nhu sy duy tri danh sach céc nha cung cép da dugc quan ly va
duoc bét dén vai hra dao gia mao (scams) va gia mao trang web (sites). Plug-ins
thuong chi ¢6 tac dung dbi véi nhitng cong cu di duoc biét dén, duoc phan phéi rong

rdi, va cac cudc tan cong hra dao.

3.1.4. Sir dung chir ky s6 trong thw dién tir

C6 thé nén sir dung céac hé thdng mat ma khoa cong cong dé 1am chix ky ky thuat
s6 trong e-mail. Viéc ky nay co thé duoc sir dung dé xac minh tinh toan ven caa noi
dung tin nhan - tir d6 xac dinh xem noi liéu dung tin nhan c6 bi thay doi trong qua trinh
guri hay khdng. Mét tin nhin di duoc ky c6 thé dugc gan cho mét nguoi dung (hoic to

churc) cu thé khoa cong khai.

Hau nhu tat ca cac ung dung client e-mail phd bién hd tro viéc ky két va xac

minh cé4c thong diép e-mail da ky két. Nguoi ta khuyén cao ngudoi sir dung 1a:
« Tao mot cap khoa cong khai ca nhan hoac cap khoa bi mat ca nhan.

« Tai 1én khoa cong khai cua ho dé ton trong cac may chu quan Iy chu chét nhu
vay thi nhiing nguoi khéc, nhirg ngudi ma cé thé nhan duoc e-mail cua ho cé thé xac

minh tinh toan ven cua tin nhén.
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« Kich hoat tinh ning, d¢ theo mic dinh, cac chit ky tu dong caa e-mail.

« Kiém tra tat ca cac chir ky trén email nhan dugc va hay can than véi tin nhan
khong c6 chit hoic tin nhan khéng hop 1é - trudng hop 1y twdng 1a x4c minh mot céch

1y twdng ngudn gbc thuc sy cua e-mail.

g
/

Sender’s Email Server Receiving Emalil Server

Figure 16: Digitally signed e-mail - recipient validation of authenticity

Mot chir ky trong tin nhan vé ban chit 1a mot gia tri bam cai ma sir dung céc
khia canh cta khoa bi mat caa ngudi gui tin gom c6: do dai cua tin nhin, ngay va thoi
gian. Nguoi nhan e-mail s dung khoa cong khai két hop véi cac dia chi email cua
nguoi giri dé xac minh gié tri bam nay. Cac ndi dung cia e-mail khong nén duoc thay

doi boi bat ky may chi mail trung gian nao.

Néi chung, diéu quan trong can phai luu ¥ rang, khéng ¢ han ché vé viéc tao ra
mot cap khda cong khai/ khoa bi mat nao cho bat ky dia chi e-mail nao, mot nguoi o
thé chon va sau d6 tai 1én cac khoa cong khai dén mot may cha quan ly chia chét
Internet. Vi vy, n6 van con c6 kha ning dé cho mot ke lira dao (phisher) guri di mot e-

mail véi mét dia chi gia mao va chix ky sé d6 vai mot chia khéa ma ching so hitu.

3.1.4.1. SIMIME va PGP
Hién nay c6 hai phwong phap phd bién dé cung cap chir ky dién tir. Po 1a S /
MIME va PGP (bao gém PGP / MIME va OpenPGP véi tiéu chuan mai hon). Hau hét
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cac (ng dung mail Internet d6i véi cac nha cung cap cac san pham 16n c6 kha niang st
dung va hiéu S / MIME, PGP / MIME va OpenPGP déu st dung chit ky sé trong thu

dién tir (e-mail).

Mic du ho cung cap céc dich vy twong tu cho ngudi str dung e-mail, nhung hai
phuong phap c6 dinh dang rat khac nhau. Quan trong hon 13 ngudi st dung va doanh
nghiép déu cd dugc cac dang khac nhau d6i véi cac chiing chi khac nhau caa ho. Diéu
nay c6 nghia 1a nguoi ding s& chi sir dung mét giao thirc khong giao tiép voi nhiing

ngudi st dung khac, ma ho ciing khong thé chia sé ching dé xac thuc.

3.1.4.2. Nhitng diém chinh cho SMIME va PGP:

« S/MIME ban dau duoc phat trién boi cong ty RSA Data Security; D6 1a dya
trén cac dir liéu dinh dang PKCS # 7 cho cac tin nhan, va cac dinh dang X.509v3 cho
viéc cap chang chi. PKCS # 7 duoc dya vao n cac ASN.1, dinh dang DER cho dir liéu.

« PGP / MIME duoc dua trén PGP, duoc phat trién bai nhiéu ca nhan, mot sd
ngudi hién nay di gia nhap v6i nhau nhu tap doan PGP. Cac dinh dang tin nhan va
gidy chting nhian d3 duoc tao ra tr dau va st dung ma hdéa nhi phan don gian.
OpenPGP ciling dua trén PGP.

« SIMIME, PGP / MIME, va OpenPGP MIME sir dung dé cau trdc tin nhan. Ho
tin cady vao multipart/MIME da duoc ky, loai ma duoc mo ta trong REC 1847 dé
chuyén thong diép ky qua Internet.

3.1.4.3. Uu diém

1) Tiéu chuan kinh doanh

Ké tir khi S/MIME tré thanh mét tiéu chuan kinh doanh, né di duoc tich hop
vao hau hét cac tiéu chuan e-mail cia khach hang. Vi vay n6 cé thé lam viéc ma khong

c6 cac yéu cau phan citng va yéu cau phan mém bo sung.
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2) Pong nhat dwong mon kiém toan (audit Trail)

Nhitng ké lra dao gia dang (phisher) sir dung chit ky s trong e-mail cua ching
phai dang ky khoa cong khai ciia chling véi co quan chinh quyén ¢ tham quyén. Qué
trinh dang ky c6 thé cung cap mot duong mon kiém toan manh hon khi truy t6 nhiing
ké lra dao gia dang.

3) Méi quan hé tin cay

Hop phép kinh doanh e-mail ¢6 thé dugc xac dinh tét hon bai khach hang, do d6
tao ra mot sy tin tuéng 16n hon trong méi quan hé véi khach hang cua ho.
3.1.4.4. Nhwoc diém
1) Web dwa trén hé tree E-mail

Khéng phai tat ca cac khach hang déu dya trén web mail hd tro S / MIME (vi du
nhu: Hotmail, AOL, Yahoo! Mail, Outlook Web Access cho Exchange 5.5).

2) Tén mién gay hiéu 1am

Khach hang van phai kiém tra chit ché céc dia chi gui (From:), dia chi cho céc

tén mién cd thé sai (vi du nhu support@mybank.com thay vi support@mybank.com).

3) Kiém tra truy hoi
Nguoi nhan c6 thé khdng kiém tra tinh trang thu héi chang chi.

3.1.5. Canh giac cia khach hang
Khach hang c6 thé mat mot sé budce dé tranh tro thanh nan nhan cta vu tin cong
ltra d40 truc tuyén, nhitg bude ma lién quan dén viéc kiém tra noi dung duoc trinh bay

cho ho va dat cau hoi vé tinh xéc thuc caa né.

Canh gi4c chung (ngoai nhitng gi da duoc trinh bay trong phan trén) thi can cha y:
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« Néu ban nhan dugc mot e-mail canh bao cho ban, véi rat it hodc khong co
thong béo, rang maot tai khoan caa ban sé bi khoa, trir khi ban xé&c nhan lai thong tin
thanh toan, dung tra 10i hodc nhap vao lién két trong e-mail. Thay vao d6, lién hé véi
cac cong ty duoc trich dan trong cac e-mail bang cach sir dung mot sé dién thoai hoic

dia chi trang web ma ban biét 1a chinh hang.

« Khong bao gio tra loi cac e-mail HTML véi céc hinh thire nhing. Bat ky thdng
tin guri qua e-mail (tham chi néu né 1 hop phap) sé& duoc giri vian ban rd rang va co thé

dugc nhin thay dé dang.

* Tranh thong tin ca nhan va thong tin tai chinh gui trong thu dién ta. Trudc khi
trinh thong tin tai chinh théng qua mot trang web, hdy tim kiém "khoéa -lock™ biéu
tugng trén thanh trang thai cua trinh duyét. N6 s& bao hiéu rang liéu thong tin cua ban

dugc an toan trong subt truyén dan hay khdng.

« Pbi véi cac trang web dugc nhan dinh 13 an toan, hdy xem xét cac ching chi
SSL di dwoc nhan va dam bao rang né da duoc phat hanh béi mot co quan ching nhan
dang tin cay. Thdng tin vé gidy chang nhan SSL c¢d thé thu dugc bing cach kich dup
chuot vao "khda-lock™ biéu twong & dudi cing cua trinh duyét, hodc bang cach nhan

phai chuot vao mot trang web va chon “properties”.

« Kiém tra thé tin dung va bao cao tai khoan ngan hang ngay sau khi ban nhan
duoc chung dé xac dinh xem liéu c6 bat ky khoan phi trai phép nao khong. Néu sy xéc
nhan cta ban tré hon mot vai ngay, hay goi téi cong ty thé tin dung hoic ngan hang cua

ban dé xac nhan dia chi va sé du tai khoan thanh toan cua ban.

3.1.5.1. Rita tién (Scams Job)
V6i nhitng thanh cdng cua tro gian lan lra dao (phishing scam) trong thu thap
théng tin tai chinh ca nhan tur cac nan nhan caa ching, nhitng ké hra dao (phisher) da

phat trién theo ddi ltra dao nham chuyén giao mét cach an toan cac khoan tién bi danh
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cip. Phuong phap nay ngay cang duoc nhitng ké hra dao st dung dén muc tro 18n phd

bién 1a do chung loi dung qua qua trinh kra dao nhirng viéc l1am gia (take job scam).

3.1.5.2. Cach ma tro gian lin viéc lam gid thuc hién
« Nhitng ké lira dao khai thac mot sb tai khoan ngan hang theo hudng tan cong

chuan cua lira d4o gia dang.

« Sau d6, van dé chiing gap phai 1a khdng lay duoc tién vi hau hét cac ngan hang

Internet khdng cho phép chuyén truc tiép vao tai khoan ¢ nuéc ngoai.

« Mot cach thong thuong dé tranh nhitng han ché nay 1a thong qua viéc lira dao.
Nhitng ké lira dao cung cip nhitng "cong viéc" théng qua thu rac e-mail, quang céo vé
viéc mot 1am gia nao do trén cac trang web viéc 1am chinh thdng hay gui tin dong loat

cac thu rac (spam) tuc thoi.

« Mot khi ho d3 tuyén dung mot duoc mot ngudi (luc nay duoc coi 1a con la —
mule), thi ngay sau d6 ngudi ndy s& dugc hudng din dé tao mot tai khoan ngan hang
mai voi cadc ngan hang da duoc khai thac (hoac dang dugc ho st dung nhu la mot
khach hang), ngan hang ma nhiing ké lra dao da khai thac cac tai khoan trude do.
Nhitng ké lira dao sau d6 loai bo tién tir tai khoan khai thac dugc va dwa vao tai khoan

cua “con la”.

« Céc con la s& dugc giai thich ring day 1a mot khoan thanh todn ma can phai
duogc chuyén giao va duoc yéu cau rut tién, rdi trir "hoa hong" cua ho, va duong day nay

thuong théng qua cac dich vu nhu Western Union tdi mot nuéc chau Au hoic chau A.

« Ldc nay nhitng ké hra dao da c6 dugc phan 16n sé tién tir cac tai khoan khai
thac ban dau va khi tién duogc theo dai boi cac ngan hang hay cong an, con la con lai c6

trach nhiém vai no.
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3.1.5.3. Uu diém
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Gia ca: Bing cach lun nhan thuc dugc chiéu hudng tin cong lira dao gia dang

phd bién va su hiéu biét 1am thé nao dé wng phd lai ching, khach hang c6 thé cé nhitng

hanh déng va&i muc chi phi hop Iy nhat dé ty bao vé minh.

3.1.5.4. Nhwoc diém

1) Thdng tin qua tai

Véi rat nhidu phuong huéng tan cong va cac bude twong (tng ma phai duoc thuc

hién dé xac dinh cac méi de doa, khach hang thuong qua tai véi qué trinh phat hién can

thiét. Biéu nay c6 thé din dén khach hang khong tin tuang hoic sir dung bat ky phuong

phép truyén thong dién tir nao.

2) Thay d6i chién truong (Battlefield)
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Nhitng ké lira dao dang khong ngirng phat trién cac ky thuat lira dao mai dé gay
nham 13n cho khach hang va che gidu ban chat that su cua thong diép. Diéu nay 1am

cho ngay cang khé khin hon dé xac dinh céc cudc tan cong.

32. PHIA MAY CHU

Bing cach thuc hién cac ky thuat chéng hra dao gia dang (anti-phishing) théng
minh vao bao mat tng dung web cua t6 chuc, phat trién cac quy trinh noi bo dé chéng
lai cac huéng tin cong hra dao gia dang va huéng dan khach hang — diéu nay c6 thé
dong mat vai tro hiru ich trong viéc bao vé khach hang khoi bi tan cong trong tuong lai.
Bang cach thuc hién cong viéc nay tir phia may chu, cac to chirc c6 thé thuc hién cac
budéc 16n hon trong viée gitp d& dé bao vé chdng lai nhitng gi luén ludn 13 méi de doa

phuc tap va xao quyét.
O phia may chu, bao vé chéng lai lira dao co thé duoc tao nén boi:
 Nang cao nhan thuc cua khach hang.
« Cung cap thong tin dé co thé xac nhan vé thdng bao chinh thuc.

« Pam bao ring cac ung dung web Internet duoc an toan dé phat trién va khdng

bao gom cac hudng tan cong dé dang duoc khai thac.

« Str dung hé thdng xac thyc manh mé dya vao thé bai token.

« Duy tri hé théng dat tén don gian va dé hiéu.
3.2.1. Nhan thirc ciia khach hang

Diéu quan trong 1a té chic lién tuc théng bao cho khach hang va nguoi st dung
ing dung khéc cua cac mdi nguy hiém tir cac cudc tan cong hra dao gia dang va nhiing
hanh d6ng phong ngira ¢ sin. Dac biét, thong tin phai c6 thé thiy dugc vé cach ma to

chuc giao tiép an toan véi khach hang caa ho. Vi du, mét bai viét twong tu nhu sau day

s& giup khach hang xac dinh lira dao e-mail duoc gui trong tén cua to chic.
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"MyBank will never initiate a request for sensitive information from you via e-mail
(i.e., Social Security Number, Personal ID, Password, PIN or account number). If you
receive an e-mail that requests this type of sensitive information, you should be
suspicious of it. We strongly suggest that you do not share your Personal 1D, Password,
PIN or account number with anyone, under any circumstances.

If you suspect that you have received a fraudulent e-mail, or wish to validate an official
e-mail from MyBank, please visit our antiphishing page
http://mybank.com/antiphishing.aspx"

Tam dich:

"MyBank sé khdng bao gio bar dau mét yéu cau thong tin nhay cam tir ban qua e-mail
(vi du, s6 an sinh xa hdi, ID c& nhan, mdt khau, PIN hodc sé tai khoan). Néu ban nhdn
dwroC mét e-mail yéu cau logi thdng tin nhay cam, ban nén canh giac véi nd. Ching toi
dé nghi rang ban khéng chia sé 1D c& nhan cua ban, mdt khau, ma PIN hodc sé tai
khodn véi bdt ky ai, trong bdt ky trieong hop nao.

Néu ban nghi ngo' rang ban da nhdn dwoc mét e-mail lira dao, hodc muén xéac nhan
mot e-mail chinh  thuc tor MyBank, wvui long truy cgp trang
http://mybank.com/antiphishing.aspxantiphishing cua chung téi

Céc budc quan trong trong viéc gitip dd dé dam bao nhan thac khach hang va
tiép tuc canh béo:

« Nhic nhd khach hang lién tuc. Viéc nay c6 thé thuc hién dugc véi cac thong
bdo nho trén trang diang nhap quan trong vé cach ma td chic giao tiép véi khach hang
cua ho. Khéach hang truy cap vao trang nén dugc nhic nhd dé suy nghi vé tinh hop

phéap cua cac e-mail (hoac théng tin lién lac khac) cai ma lai ho truy cap vao trang.

« Cung cip mot phuong phap dé dang cho khach hang dé théng béo lira dao gia

mao, hoic nhiing email gian lan khéc co thé duogc giri trong tén cua to chirc. Piéu nay
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http://mybank.com/antiphishing.aspxantiphishing

thue hién duoc bang cach cung cap céc lién két rd rang trén cac trang duoc xac thuc va
gitip & dé khach hang bao céo bat ky kha niang nao c6 thé 1a lira dao gia mao va ciing
cung cap 1oi khuyén trong viéc xac nhan mot sy gia mao. Quan trong hon, cac to chuc
phai dau tu du ngudn luc dé xem lai cac ban dé trinh va c6 kha ning 1am viéc véi cac

co quan thuc thi phép luat va cac ISP dé ngan chan cudc tin céng duoc tién hanh.

« Cung cap loi khuyén vé cach lam thé nao dé xac minh tinh toan ven cua cac

trang web ma ho dang str dung. Diéu ndy bao gém viéc lam thé nao dé:
- Kiém tra céc thiét 1ap bao mat cua trinh duyét web cua ho.

- Kiém tra két ndi cua ho dé an toan khi qua SSL.

I3
mnma

- Xem lai c&c "6 khoa - padlock™ va chir ky chirng nhan cua trang.
- Giai ma dong URL trong trinh duyét cua ho.

« Xay dyng chinh sach truyén thdng cua cong ty va thuc thi ching. Tao chinh
sach ctia cong ty ddi véi ndi dung e-mail dé hop phép e-mail dam bao khdng thé bi nham
1an véi cac cudc tan cong hira dao. Pam bao rang cac co quan c6 kha ning giao tiép voi
khach hang hiéu rd cac chinh sach va thyuc hién cac bude dé thyc thi ching (chang han

nhu pham vi ma hé thdng dang kiém tra noi dung, duoc xem xét lai boi doi QA, wv).

« Bé c6 hiéu qua, to chic phai dam bao rang ho dang giri mot thong diép rd
rang, ngan gon va phu hop cho khach hang cua ho. Vi du, khéng dang thong béo tuyén
bd "khéng bao gi¢ nhic ngudi sir dung dién vao dinh dang trong mot e-mail nao do"
mot ngay va sau do giri mot yéu cau e-mail dé thanh toan hoa don tryc tuyén ngay hom

sau, trong d6 bao gdm mot mau diang nhap trong e-mail.

« Phan ng nhanh chéng va rd rang vé cac 4m muu di dugc xac dinh 12 hra déo.

Diéu quan trong khach hang hiéu rang méi de doa nay la c6 that, va té chizc dang 1am
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viéc dé bao vé ho chdng lai cudc tan cong. Tuy nhién, cac to chirc phai cha ¥ khong dé

tran ngap quéa nhiéu thong tin véi khach hang.

3.2.1.1. Uu diém
1) Chi phi thip
Trong s6 tat ca cac ky thuat chong lira dao gia dang (anti-phishing), thi ki thuat

nao dam bao cac khach hang nhan thie duoc nhitng méi de doa va cd thé co hanh dong

tu phong ngira thi chiing to rang ky thuat d6 dugc dau tu xting dang.
2) Yéu ciu vé ky thuat thap
Bang cach cung cap mot giai phap cong nghé thap nhung lai dat dén trinh d6 de

doa cao, khach hang c6 thé dé tin twéng hon rang mdi lién hé caa ho vai to chic duoc

dam bao an toan.
3.2.1.2. Nhwoc diém
1) Y&u ciu tinh nhit quan cao

Cham soc khach hang phai ludn duoc thuc hién dé dam bao rang thdng tin lién
lac dugc thuc hién mot cach nhat quan. Mot quyét dinh sai 1am c6 thé lam suy yéu
nhiéu cong viéc.

2) Théng tin dé qué tai hé thong

Can phai can than dé khong lam qué tai thong tin dén véi khach hang va lam

cho ho so hi trong viéc sir dung cac ngudn tai nguyén truc tuyén cia to chuc.

3.2.2. Gi tri truyén thong mang tinh ndi bd
Budc nay c6 thé duoc thuc hién bai mot t6 chace dé gilp xac nhan thong tin lién
lac cua khach hang chinh thirc va cung cip mot phuong tién dé xac dinh liéu ¢ kha

nang 1a cac cudc tan cong lira dao. Gan két chit ché véi cac van dé vé nhan thac cua
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khach hang d3 duoc thao luan, ¢ mot sb ky thuat ma to chic ¢ thé ap dung dé thdng
tin lién lac chinh thtc, tuy nhién viéc cham séc khach hang phai duoc thuc hién dé chi
sir dung cac ky thuat thich hop vaéi kha nang cua tirng khach hang va gié tri mang tinh

thuong mai ddi véi tirng d6i twong khéach hang.

3.2.2.1. Thw dién tir cd nhan

E-mail gui dén khach hang nén dwoc ca nhan hoa cho timg ddi twong nguoi
nhan. Viéc ca nhan hoa nay cé thé dao dong tir viéc sir dung tén caa khach hang, hoic
tham khao mot sé phan khéc cua thong tin dugc chia sé duy nhat gitra khach hang véi

t6 chirc hay doanh nghiép. Mot sé vi du nhu:

* Noi dung thu thuong c6: "Dear Mr Smith" thay vi "Dear Sir," hay "khach hang

tiém ning cua chdng toi (Our valued customer)"

« Chu tai khoan thé tin dung "##*#* ##%* %% 32 722" (dam bao rang chi cd cac

phan caa thong tin bi mat duoc st dung)

« Tham khao cac lién hé ca nhan khoi xudng nhu "quan ly tai khoan cua ban ba

Mrs Jane Doe ..."

Cac to chirc phai dam bao rang ching khong bi rd ri bat ky chi tiét bi mat nao
cua khach hang (chang han nhu cac chi tiét day du vé dia chi, mat khau, théng tin tai

khoan cé nhan, vv) trong théng tin lién lac cua ho.

3.2.2.2. Tham khdo théng bdo truwoc do (Previous Message Referral)
C6 thé tham khao mot mau e-mail da duoc guri dén khach hang - do d6 can thuc
hién viéc thiét 1ap sy tin tuéng trong truyén tin. Diéu ndy c6 thé dat duoc thdng qua cac

phuong tién khac nhau. Cac phuong phap pho bién nhat Ia:
« Tham khao cac thong tin rd rang vé cac chu dé va ngay gui cua e-mail trudc.

« Binh ky gui cac e-mail nhac nho.
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Trong cac phuong phap tham khao, phuong phép dua vao e-mail cé tinh kha thi
hon c4, nhung chdng lai rat khé khan di véi nhiéu khach hang trong viéc xac nhan duoc
email. O day c6 su dam bao rang khach hang van git lai quyén truy cap vao mot e-mail
trude d6 dé xac minh trinh tu - va day 1a cach dic biét dé biét liéu to chuc c6 gui cho

khéch hang mét s6 Tugng 16n e-mail hoc tin nhan quang céo thuong xuyén khong.

3.2.2.3. C4c cong théng tin xdc thuwc ting dung trang mang (\Web Application
Validation Portals)

Mot phuong phap thanh cong cia viéc cung cap su bao dam cho khach hang vé
tinh xé&c thyc cua thong tin lién lac d6 1a cung cdp mot cong thdng tin trén trang web
cuia cong ty, va sau d6 cung cap kha ning xac dinh mot cudc tan céng hra dao méi. Céac
cong thdng tin web tdn tai dé cho phép khach hang sao chép / dan noi dung tin nhin
nhan dugc caa ho vao mot hinh thirc tuong tac, va cho cac tng dung dé hién thi r tinh

xac thuc cua thong diép.

Néu thong bao that bai khi kiém tra tinh xac thyc, thi cac tin nhan sé& ty dong
duoc xé&c nhan bai té chic, va duoc danh gid xem cac tin nhan c6 chira yéu té cua mot

cudc tan cong lira dao nguy hiém nao khéng.

Tuong tu nhu vay, Can dugc cung cap mot giao dién ma trong d6 khach hang c6
thé sao chép hay dan cac URL nghi ngd ma ho da nhan dugc. Cac tng dung sau d6 xéc

nhan ligu rang day c6 phai 1a mot URL hop phap lién quan dén t6 chirc khong.

3.2.2.4. Hinh dnh hay dm thanh ca nhan trong thu dién tir

C6 thé nhing cac dix liéu hinh anh hay am thanh c& nhan trong mot e-mail. Tai
liu nay s& duoc cung cap boi cac khach hang trude day, hoic c6 chira twong duong
v6i mot bi mat chia sé. Tuy nhién, phuong phap nay khong dugc khuyén khich vi n6
c6 thé dua ra két qua khong cd hiéu qua thdng qua viéc thuc hién cac non-HTML hoic

tap tin dinh kém e-mail & phia khach hang.
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3.2.2.5. Uu diém
Hiéu qua: Qua trinh don gian cua ca nhan hoa thong tin lién lac 1am cho né dé
dang hon nhiéu ddi véi khach hang trong viéc xac dinh théng tin chinh thic tir cac

email spam. Lam cho qué trinh chitng thuc nguédn tin nhanh hon va hiéu qua hon.

3.2.2.6. Nhwoc diém

1) Tai nguyén bd sung

T6 chac thuong phai mé rong dich vu xac nhan truc tuyén caa ho viéc nay sé

doi hoi ngudn luc bd sung - ca vé phét trién va quan ly dién ra ngay-qua-ngay.
2) Nhan thac caa khach hang

Khach hang c6 thé khéng sir dung hoiac khong nhan thirc dugc tim quan trong

cua nhirng hanh dong tu bao vé mang tinh ca nhan.

3.2.3. Bio mat ing dung trang mang déi véi khach hang

Céc t6 chirc lién tuc danh gia thap kha ning chéng lira déo cua céc wng dung
web tdy chinh caa ho. Bing cach &p dung cac chirc ning kiém tra ndi dung manh va
thuc hién mot vai "ca nhan héa" cac phan bo sung an ninh, nhiéu hudng tan cong lia

dao phd bién c6 thé dugc g& bo.

Bao mat ung dung web dya trén cung cip cic phuong phap dau tr mang lai
nhiéu loi nhuan Ién nhat (bang for the buck) 1a phuong phap bao vé khach hang chéng

lai c&c cudc tan cong lira dao.

M&i quan tdm an ninh chinh xoay quanh céc 15 hong (c6 tinh chat chéng chéo)
ngdy cang trg nén tinh vi. Nhirng 16 hong chong chéo nhau thuong vuot ra khoi cac
chién Iwoc bao vé khach khac do cac méi quan hé tin cay von cé giita khach hang va

chu s& hitu trang web - dan dén céc cudc tan cong thanh cong (va khéng thé phat hién).
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3.2.3.1. Xac thuc ngi dung
Mot trong nhiing 16 hong bao mat pho bién nhat trong cac tng dung web dya

trén tiy chinh lién quan dén quy trinh xac nhan dau vao kém (hozc khong ton tai).

CAac nguyén tic quan trong dé thuc hién thanh céng qua trinh xac nhan noi dung

bao gom:

« Khong bao gio thuc su tin tuong dir liéu duoc gui tr mot nguoi dung hoac cac

thanh phan ung dung khéc.

« Khong bao gid thuc hién gui lai dix liéu truc tiép cho ngudi ding mét ang

dung ma khoéng “khtr trung” no trudc tién.
« Ludn ludn “khtr tring” dit lidu trude khi “ché bién” hoac luu trix no.

« Pam bao rang tit ca cac dic tinh nguy hiém (tic 1a dic tinh c6 thé duoc giai
thich bai cac tién trinh wng dung trinh duyét khach hang duyét hoc tién trinh tng dung
nén) vi nhu tao thanh mot ngdn ngir thuc thi dugc thay thé bang phién ban HTML
thich hop an toan cua ching. Vi du, it hon so vai dac tinh <" ¢c6 mét y nghia dac biét

trong HTML - nhu vay la can duoc tra lai cho nguoi st dung nhu &It.

« Bam bao rang tat ca cac dir liéu duoc “khu trung” bang cach giai ma co ché
ma hoa thong thuong (ching han nhu % 2E, % C0% AE, % U002E, %% 35% 63) tré
lai voi dic tinh gbe cua ching. Mot 1an nita, néu dic tinh nay "khong an toan", né phai
duoc két xuit trong cac dinh dang twong duong HTML. Luu y rang tién trinh giai ma

nay cé thé thuc thi.

3.2.3.2. Xw ly phién (Session handling)
Ban chat phi trang thai cua truyén thong HTTP va HTTPS doi hoi phai 4p dung diing
cac quy trinh xtr ly phién. Nhiéu tng dung tiy chinh thuc hién cac ty chinh théi quen quan

ly ma cd kha nang dé bi tin cong dé tin cong cac phién tan duoc cai san.
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DPé vuot qua mot cudc tin cong theo phién dit trudc, cac nha phét trién phai

dam bao cac churc nang wrng dung cta ho tuén thu theo cach sau day:
« Khong bao gid chap nhan thdng tin phién trong URL.

« Bam bao rang nhan SessionID c6 gigi han thai gian hét han va ho duoc kiém

tra trudc khi s dung véi mdi yéu cau caa khach hang.

« Céc ing dung phai ¢ kha ning thu hoi hoat dong cua SessionID va khong tai

ché cling SessionID trong mot khoang thai gian dai.

« Bit ky cb gang nao dé gui mot SessionlD khong hop 1é (tic 12 mot trong d6 da
hét han, bi thu hdi, m& rong vuot ra ngoai cudc song tuyét ddi caa nd, hoac khong bao
gio dugc phét hanh) thi két qua trong mot chuyén hudng phia may chi dén trang ding

nhap va dugc cap mot SessionlD mdi.

« Khong bao gid gitt mot SessionID ma ban dau duoc cung cap qua HTTP sau
khi khach hang di dang nhap trén mot két ndi an toan (tic 1a HTTPS). Sau khi xéac

thuc, khach hang luén ludn can duoc phat mot SessionlD méi.

3.2.3.3. Nang lyc URL

Ddi véi cac ung dung dua trén web ma thay nd can thiét phai sir dung client-
side chuyén huéng dén cac dia diém trang khac hoic may chu/host khéc, thi viéc dac
biét cham séc/quan tAm phai duoc thuc hién trong chitng nhan c6 di kha nang vé ban
chat/dac tinh caa lién két truge. Nhitng nha Phét trién ung dung can phai nhan thac

duoc cac k¥ thuat thao luan trong phan 2 cua bai viét nay.
Thuc hanh tét nhat ddi véi nang luc caa URL 12:

« Khong chuyén hudng tham khao URL hozc dudng dan tap tin thay thé truc tiép
trong trinh duyét; Vi du nhu:
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http://mybank.com/redirect.aspx ? URL=secure.mybank.com.

« Ludn ludn duy tri mot gia tri da dwoc phé duyét, danh sach cac URL chuyén
huéng. Vi dy, quan Iy danh sach phia may chi caa URL lién két véi mot tham sb chi s6.
Khi mot khéch hang di theo mét lién két, ho s& tham khao chi s6 ndy, va céc trang chuyén

huéng tré vé s& chira cac URL duoc quan 1y day du.
« Khong bao gid cho phép khach hang cung cip cac URL cua riéng ho.

» Khong bao gio cho phép dia chi IP dugc st dung trong théng tin URL. Ludn
lubn sir dung tén mién day du, hoic it nhat ciing tién hanh tra ctru tén nguoc trén dia

chi IP va x4c minh ring né nam véi mot mién ang dung dang tin cy.

3.2.3.4. C4C Quy trinh thim dinh

Doi véi nhitng muu dd kra dao, muc tiéu chinh cua cudc tan cong 1a dé nim bat
thong tin xac thuc caa khach hang. Pé 1am nhu vay, nhitng ké tin cong phai c6 kha
ning giam sat tat ca cac thong tin duoc ndp trong giai doan dang nhap ung dung. Céc
t6 chirc ¢6 thé sir dung nhiéu phuong phap dé 1am cho qua trinh nay khé khin hon ddi

véi nhitng ké ltra dao.

Phat trién (ng dung nén xem lai cac chi dan toan dién dé xéac thuc tuy chinh
HTML dé ngin chin duoc hau hét cac hinh thirc tin cdng c6 thé. Tuy nhién, lién quan mot

cach dic biét dén su bao vé chdng lai cac cudc tan cong lira dao, cac nha phat trién nén:

« Pam bao rang toi thiéu mot qua trinh dang nhap c6 hai giai doan duoc su
dung. Nhitng khach hang dau tién duoc trinh bay véi mot man hinh dang nhap ma ho
phai trinh bay chi tiét tai khoan ma thuong it an toan (tac 1a c6 mot xac suat cao ma
khach hang c6 thé sir dung nhitng chi tiét trén cac trang web khac - chiang han nhu tén
dang nhap cta ho va sb thé tin dung). Sau khi di qua trang nay thanh céng, ho duoc
dan dén véi mot trang thir hai cai ma doi hoi hai hay doc nhat mau théng tin xac thuc

trudc khi ho ¢d thé thyc thi cac tng dung thich hop.
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« Sir dung cac quy trinh chong khda-dang nhap (key-logging) vi nhu Iya chon
cac phan dic biét cua mot mat khau hay cum mat khau ldy tir cac hop danh séch tha

xubng (drop-down) rat duoc khuyén khich.

« C gang sir dung noi dung c& nhan (két hop véi nhan thire cua khach hang) dé
xac dinh céc trang web gia mao. Vi du, khi mot khach hang ban dau tao ra tai khoan
truc tuyén cua ho, ho s& c6 thé lya chon hoac tai 18n hinh anh ca nhan cua ho. P hoa
ca nhan nay s€ luén luoén duoc trinh bay cho ho trong giai doan thar hai ctaa qué trinh
xé&c thuc va trén bat ky trang xac thuc nao. D6 hoa nay c6 thé duoc sir dung nhu mot

ky thuat Watermark voi tinh xac thuc dé chdng lai noi dung gia mao.

« Khong 1am cho qua trinh x4c thyc quéa phic tap. Hay hiéu rang khéach hang bi
mat kha ning hoat dong (disabled customers) c6 thé gip kho khan véi mét sé chuac

nang vi nhu cac hop kéo - tha (drop-down boxes).

3.2.3.5. Quy dinh anh (Image Regulation)
Khi nhiéu cudc tan cong hra dao dya vao viéc luu trir mot ban sao cua trang web
duoc nham dén trén mot hé thdng diéu khién cua ké lra dao, thi s& ¢ nhitng con

duong tiém ning cho céc to chire dé tu dong xac dinh mot trang web gia mao.

Tuy thudc vao viéc cac phisher da phan anh toan bo trang web (bao gom cac
trang va d6 hoa lién quan) hoic chi duoc luu trit mot trang HTML d4 stra (ma db hoa
tham chiéu dit trén cac may chu, té chic thuc), nd cé thé 1am gian doan hoic xac dinh

tinh duy nhat ngudn gdc cudc tan cong.
Hai phuong phap c6 san dé phat trién ting dung do6 1a:

« Chu ky hinh anh: Mai trang tng dung hop phap tham chiéu cac hinh anh d6
hoa cu thanh bai mot tén duy nhat. Mdi gio, tén caa nhiing hinh anh duoc thay ddi va
yéu cau trang phai tham khao c4c tén hinh anh méi. Vi thé bat ky ban sao (copy) hét

han ndo cua trang d6 ma tao ra ban tham chiéu dén nhirng hinh anh dwogc luu trix tap
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trung s& tra nén 15i thoi mot cach nhanh chong. Néu mot hinh anh hét han duoc yéu
cau (say 2+ hours old) thi mot hinh anh khac duoc cung cap - ¢6 1& viéc dé nghi rang
cac khach hang dang nhap lai dé téi cac trang web chinh thong (chang han nhu "Canh
bao: Image Expired — hinh anh da hét han").

« Cac hinh anh phién — gigi han (Session — bound): Nghién ctru sdu hon vé
nguyén ly chu ky hinh anh, c6 thé tham khao tit ca cac hinh anh véi mot tén cé cac
SessionID hién tai cia nguoi dung. Do d6, mdt khi mét trang web gia mao da duoc
phét hién (tham chi néu cac phisher dang str dung db hoa duoc luu trix tai dia phuong),
thi t6 chac c6 thé xem lai nhat ky cua ho trong mét nd luc dé tim ra ngudn gbc xuét xi
Cla cac trang web sao chép. Diéu nay dic biét hiru ich cho céc trang web gia mao, céc
trang ma ciing st dung nodi dung yéu cau truy cap xac thuc va chi cé thé dat dugc boi

mét phisher thuc su sir dung mat tai khoan thuc & vi tri dau tién.

Ngoai ra, to chac co thé sir dung cdng nghé watermarking trong suét -
transpareng hozc vo hinh- invisible va nhing théng tin phién-session vao d6 hoa riéng cua

minh. Tuy nhién, qua trinh ndy s& phai chiu cac chi phi hiéu suat cao & phia may chu.

3.2.3.6. Uu diém

1) Tinh manh mé

Bang cach bo sung an ninh thich hop dé phét trién cac tng dung tdy chinh web,
t6 chuc thay rang khong phai chi 12 nhitng ¢ng dung cua ho c6 kha ning t6t hon dé
chéng cac cudc tan cong lira dao, ma con virng manh tong thé trong viéc chong lai cac

cudc tan cong tinh vi hon khac da dat duoc.
2) Hiéu qua vé mat chi phi

Bang céch sira chita cac van dé bao mat trong tng dung, sé lwong cac cudc tan

cong theo huéng c6 san cho mot phisher giam di dang ké. Nhu vay dam bao @ng dung
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co ban chang minh su phong thu chéng lai cac méi de doa hién tai va twong lai mang

lai hiéu qua vé& mat chi phi.
3) Poc lap déi véi khach hang

Cai tién an ninh véi cac ung dung phia méay chu thuong khong lién quan dén
nhitng thay ddi vé kinh nghiém cua khéch hang. Vi vay nhimg thay doi c6 thé duogc

tién hanh doc 1ap véi cu hinh client-side cua khach hang.
3.2.3.7. Nhwoc diém
1) Can céc yéu cau phat trién ky ning
Thuc hién nhitng bd sung an ninh can yéu cau phat trién ki ning vai mot sb

kinh nghiém trong viéc thuc hién dam bao an ninh. Nhitng nguon tai nguyén nay

thuong kha kho khan dé co duogc ching.
2) Phai dwoc thir nghiém

Céc t6 chuc phai dam bao rang tat ca cac tinh ning bao mat mai (cling voi bat ky
stra d6i ung dung tidu chuan nao) déu duogc kiém tra ki ludng vé goc do an ninh trudc
khi di vao thuc té (hodc cang sém cang tét sau khi duoc dua ra st dung chinh thuc).
3) Chi phi quan ly hiéu suit

Ngudn lrc xir Iy mé rong binh thudng dugc yéu cau dé thuc hién cac co ché bao

mat. Do d6 hiéu suat tng dung c6 thé bi anh huong xau.

3.2.4. Xac thuc dura trén thé bai manh (Strong Token)

C6 mot sé phuong phap xac thuc 1a 1am cho viéc sir dung cac hé théng bén
ngoai tao ra cac mat khau st dung 1 1an hoic tao ra cac mat khau dya trén thoi gian.
Cac hé théng nay, thudng dugc goi 1a hé thdng xéac thuc dua trén thé bai token, c6 thé

dua trén cac thiét bi vat Iy (nhu khoa (key)-bo tdi nhé gon hay may tinh) hoic phan
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mém. Muc dich 1a tao ra mat khau manh ( chi st dung mét lan: one - time) cai ma

khong thé duoc sir dung lip di 1ap lai dé xdm nhap vao mot tng dung.

Khéch hang cua cac tng dung dya trén web hop phép cé thé s dung mot thé vat
ly giéng nhu mot thé thong minh hoac may tinh dé cung cip mét mat khau cho 1 luot sir

dung hozc mat khau st dung trong mét khoang thai gian nhat dinh (time-dependant).

HTTPS + Secure Token

Q

User's Browser Web Application Server

Figure 18: Strong token-based authentication

Do chi phi ldp dit va chi phi bao dudng cao, nén giai phap nay 1a phu hop nhit
véi cac ang dung web giao dich gia tri cao cai ma gan nhu khong yéu cau sb luong 16n

nguoi sir dung.

Nhu véi bat ky qua trinh xac thuc ndo, cac té chic phai cd sy can bing gitra
nhitng chi tiét ca nhan hoic bi mat duoc téi thiéu can thiét dé xac thuc tinh duy nhat
ctia mot khach hang, va 1am thé nao nhirng théng tin nay hoic duoc cong khai hoic c6
thé duoc st dung bai khach hang dé truy cap vao web caa mot to chic khac dua trén
cac (g dung. Bang cach lam giam kha ning cta cac chi tiét xac thuc duoc chia sé
gitta nhiéu t6 chuc, s& 6 rat it co hoi cho ké tan cong dé cd thé danh cap thdng tin

nhan dang nguoi dung.
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3.2.4.1. Uu diém
1) Sw phu thugc thai gian

Cac mat khau phu thudc thoi gian, vi vay, trir khi cac phisher c6 thé truy xuat va
sir dung thdng tin nay trong gidi han thoi gian dinh trude, néu khong sau d6 mat khau

s& hét han va tré nén vo dung.
2) Truy cap thé bai (token) vat ly

Mot phisher phai truy cap vat Iy dén cic ma thong bao dé mao danh nguoi ding

va thuc hién céc hanh vi trom cip.
3) Tao cam giac tin twéng

Nguoi ding ¢d xu hudng tin tuong hé thong xéac thuc dya trén token cho cac

giao dich tién té.
4) Chéng gian 1an

Viéc nhan dbi thé token vat 1y doi hoi su tinh té hon nhiéu, ngay ca khi cac nan

nhan cung cép s PIN c& nhan cua minh ma duoc gin lién vai token.

3.2.4.2. Nhwoc diém

1) Pao tao nguoi st dung

Nguoi st dung phai dugc cung cap cac hudng dan vé céch sir dung cac ma

thong bao vat Iy trong mot khudn kho phu thudce vao thoi gian.
2) Céc chi phi cho thé bai (token)

Thé vat 1y thuong tén kém dé san xuat va phan phdi dén ngudi dung. Mdi the
vat ly c6 thé c6 gia trong khoang tir 7 $ ¢én 70 $, ciing véi cac chi phi phan phédi (nhu

buu phi) duoc di cung.
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3) Thoi gian thiét 1ap

Viéc tao tai khoan va phan phdi thé thuong s& doi hoi can mot sé ngay trude khi
nguoi dung cd kha nang truy cap vao cac ung dung web.

4) Chi phi quan ly cao

Quan ly hé thdng thé token yéu cau nhiéu nd lyc hon va tiép can 16n hon véi

cac ngudn lyc noi bo.
5) C4c vén dé bij chia nhé

Mot khéch hang cé thé can phai mang theo nhiéu thé, mdi thé cho mdi dich vu

ma ho da dang ky.

3.2.5. M4y chii va nhiing hi¢p wéc lién két

S6 lugng 16N cac cudc tan cong hra dao tan dung su nham 13n bi gay ra bai to
chuc sir dung tén phuc tap véi cac dich vu luu trir-host va cac URL khong thé doc duoc
(chang han nhu céac tén mién day du). Hau hét khach hang déu khdng hiéu vé ki thuat
va dé dang bi choang ngop véi nhitng thdng tin dai va phac tap duoc trinh bay trong

cac URLS "theo sau cac lién két nay".

Bat cir & ddu ciing 0 thé xay ra cac cudc tan cong lira dao nay, nén céc to chic

can phai:
« Luén ludn st dung domain c6 cting ngudn géc. Vi du nhu:

http://www.mybank.com/ebank thay cho http://www.mybank-ebank.com

http://www.mybank.com/UK thay cho http://uk.mybank.com

https://secure.mybank.com thay cho https://www.secure-mybank.com

e Ty dong chuyén hudng cac tén domain duoc ding ky trong khu vuc hoic

trong cac khu vuc khéac téi cac domain chinh caa céng ty. Vi du nhu:
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http://www.mybank.com/ebank
http://www.mybank-ebank.com/
http://www.mybank.com/UK
http://uk.mybank.com/
https://secure.mybank.com/
https://www.secure-mybank.com/

http://www.mybank.co.uk  chuyén huéng toi  http://www.mybank.com/UK

https://secure.mybank.com.au chuyén hudng téi https:/secure.mybank.com/AU

http://www.mybank-investor.de chuyén huéng toi

http://www.mybank.com/DE/Investor

e Su dung c4c t&n may chu-host ma dai dién cho tinh chat tng dung dua trén
web. Vi du nhu:

https://secure.mybank.com thay cho https://www.mybank.com

http://invest.mybank.com thay cho http://www.InvestorAtMyBank.com

e Lubn ludn sir dung URL don gian nhat hay cac may cha c6 thé luu trir tén.
Vi du nhu:

https://secure.mybank.com thay cho https://www.mybank.com/secureinvestor

http://news.mybank.com/UK thay cho

http://www.mybank.co.uk/onlinebanking/changes/news

e Sir dung su chuyén ddi dia chi va cong nghé can bang tai dé tranh sir dung

ctia cac may chu duge danh sé. Vi du nhu:

http://www.mybank.com thay cho http://www3.mybank.com

e Khdng bao gio giit thdng tin vé phién giao dich trong 1 dang URL. Vi du,

Khong dugc lam nhu sau:

http://www.mybank.com/ebanking/transfers/doit.aspx?funds=34000&agent=k
elly02&sessionid=898939289834

Thay vao d6, hay giit cac URL cang sach cang tét va quan ly cac théng tin mo
rong thong qua cac k¥ thuat quan ly phién phia may chu phu hop (dugc wu tién), hoac
giir cac dit liéu trong linh vuc an cua cac tai lieu HTML va chi sir dung cac lénh HTTP
POST (it duoc ua thich).
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3.2.5.1. Uu diém

1) D& ap dung

Viéc p dung mét quy ude dat tn manh mé va don gian cho may chu va dat tén

URL 12 mét qué trinh don gian. N6 ¢6 thé dugc &p dung mét cach nhanh chéng.
2) Xac dinh hiru hinh

Mot quy udc dit tén don gian dé d& dang hon cho khach hang phat hién cac
duong dan (link) lira d4o va hiéu duogc dich dén trang caa ching.
3) D& dang dé giai thich

CAc td chirc cd thé giai thich kha don gian vé quy udc dit tén cua ho, va dua ra

loi khuy@n c6 ¥ nghia trong viéc xac dinh va bao céo cac lién két doc hai.

3.2.5.2. Nhwoc diém
Sira d6i wng dung: Mot sb cac tng dung phirc tap véi cac tén may chia duoc mé

hoa cting ¢ thé dugc yéu cau cap nhat.

3.3. PHIA DOANH NGHIEP

Doanh nghiép va cac ISP c6 thé thuc hién cac budc & cap d6 doanh nghiép dé
bao vé chdng lai lira dao gia mao tir d6 bao vé cac khach hang cua ho va ngudi sir dung
noi bd. Nhiing giai phap bao mat doanh nghiép hoat dong két hop vai phia khach hang
va cac co ché bao mat phia may chy, s& cung cip dang ké phong tha theo chiéu sau

chdng lira dao va vo s6 nhitng méi de doa hién tai khac.
Céc buéc quan trong dé chéng lra dao bao mat cho doanh nghiép bao gom:
« Ty dong xac nhan viéc gui cac dia chi may cha e-mail.

« Chix ky sé trong céc dich vy e-mail.
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* Giam sat cac linh vuc cua cong ty va thong bao diang ky "twong tu'".
« Quan 1y doc quyén bao vé theo pham vi hoic tai cac cong-gateway.
* Cac dich vu do bén thir ba quan ly.

3.3.1. Xac thue phia may chi giri thw dién tir

Nhiéu phuong phap di duoc dé xuat dé xac thuc viéc gui e-mail caa may chua.
V& ban chat, may cha giri mail cia nguoi giri duwoc xac nhan (chang han nhu do phan
giai nguoc cua thong tin tén mién dén maot dia chi IP cu thé hodc mot pham vi cu thé)
ctia may cha nhan mail. Néu dija chi IP cua ngudoi giri khong phai 1a mét dia chi duoc

uy quyén cho cac mién e-mail, e-mail s& bi loai bé bang may chu nhan mail.

DNS Server
Only servers with a registered IP Address
of 80.102.92.11 are authorised senders for
the domain *@domain.uk™
<>
\/ K Senders Domain and IP
“.__Address are checked
-
~
Sy SMTP E J >
~
o § ~§
S Email Dropped
Sender’'s Email Server Receiving Email Server Recipient
user@domain.uk (IP 212.80.12.10)

Figure 19: Mail server authentication — DNS querying of MX records

Ngoai ra, thdng qua viéc sir dung SMTP an toan, van chuyén e-mail ¢ thé dugc
thuc hién qua mot lién két SSL/TLS dd dugc ma hoa. Khi b gui email cua cac may
chu mail két ndi t6i may chu mail ngudi nhan, thi gidy ching nhan dugc trao ddi trudc
khi mot lién két duoc ma hoa dugc thanh 1ap. Viéc xac thuc cac ching chi c6 thé dugc
sir dung dé nhan dién mot ngudi gui tin cay. Viéc “mat tich” chimng chi khdng hop 1é hay

bi thu hoi s& ngan chan mot két ndi an toan xay ra va khdng cho phép cung cap e-mail.
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Néu duoc yéu cau, thi viéc kiém tra bd sung voi cac may chi DNS ¢6 thé duoc
sir dung dé dam bao rang cac may cha mail chi duoc uy quyén c6 thé gui e-mail trén

cac két ndi SMTP an toan.

Certificate Authority Server
Validates issued server certificates
and manages certificate revocation.

l - Senders server certificate

“~._ details are verified

e e}

Secure SMTP

Sender’s Server

Sender’s Email Server Certificate Receiving Email Server

Figure 20: Mail server authentication — server certificates

Muc dich ctia viéc xac nhan dia chi may chi gui 1a dé gidp cat giam khéi luong thu
rac (spam), va day nhanh viéc tiép nhan e-mail duoc biét d&én tir mét ngudn "tét". Tuy
nhién, ca hai hé théng co thé duogc khic phuc véi cau hinh may chi nghéo, dic biét 1a néu
cac may chu guri ¢6 thé hoat dong nhur mét tac nhan role mo. Didu quan trong can lwu ¥ 1a
an toan SMTP khong thudng duoc trién khai. Tuy nhién, xac nhan e-mail server 1 c6 ich
trong thdng tin lién lac ndi bo cong ty khi dugc két hop vai cac nguyén tac may cha mail,
nhirng may ma khda hay khéng thtra nhan inbound e-mail, ma st dung "From": dia chi ma

chi c6 thé dén tir nhimg ngudi ding noi bo.

3.3.1.1. Uu diém
1) C4u hinh dé& dang
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Viéc cap nhat cac may chit DNS véi cac ban ghi MX c6 lién quan cho moi may

chi mail 1a can thiét cho d6 phan giai nguoc cia méay cha mail hop 18 trong giéi han mién.
2) Phong ngira giau tén

Cac may chu gui dugc xac nhan/xac thuc truge khi e-mail duoc chap nhan boi

cac may cha nhan. Do d6, may chu giri cua nhitng ké hira dao khéng thé an danh duoc.
3) Nhan dang thw dién tir cia doanh nghiép

Sy xac thyc (validation) cia may chu gui thu c6 thé duoc str dung dé xac dinh

e-mail doanh nghiép hgp phap, do d6 lam giam e-mail dugc nhan dinh la spam.

3.3.1.2. Nhwoc diém

1) D& dang gia mao dia chi bén giri email

Vi dia chi SMTP guri binh thuong khéng thé nhin thay nguoi nhan e-mail, nén

né van con co thé gia mao tir phia bén g email.
2) Chuyén tiép thw dién tir (E-mail Forwarding)

Hoic khong co phuong phap cho phép cac qua trinh chuyén tiép e-mail. Viéc

X4c thuc cua server guii e-mail phu thugc truc tiép vao nhirng két néi bo nhan bén gii.
3) Dich vu E-mail cia bén thir ba

Cac nha cung cip dich vy e-mail ctia bén thi ba (nhu MessageLabs) hanh dong

nhu giao nhan e-mail.
4) Phan phéi SMTP an toan

SMTP an toan qua SSL/TLS Ia cac giao thirc khdng phé bién, hoic ciing khong

phai 1a viéc thuc hién cua cac kién tric chitng nhan hd trg cho cac may cha mail.
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3.3.2. Thu dién tir sir dung chir ky s6 (Digitally Signed E-mail)

Céac doanh nghiép c6 thé cau hinh may chu nhan e-mail cua ho dé tu dong xac
nhan bang chir ky sé e-mail trudc khi chuyén dén nguoi nhan. Qua trinh nay cé thé
chtrng minh duoc su hiéu qua hon cho mét t6 chire, va cac budc ty dong c6 thé duoc
thuce hién dé canh bao cho nguoi nhan khéng hop 18 hoic cac e-mail khong st dung

chir ky (hay khong dugc danh dau).

Ngoai ra, cac may chu e-mail doanh nghiép c6 thé dwoc cdu hinh dé cac e-mail
gui di ludn duoc ky. Bang cach 1am nhu vay, mot gidy ching nhan ky thuat sé duy
nhat “cia cong ty” c¢d thé duoc sir dung va khach hang da nhan dwoc nhiing chir ky e-

mail c6 thé tu tin rang tin nhan nhan dugc cua ho 1a hop phép.

Certificate Authority Server
Validates issued server certificates
and manages certificale revocation,

a

\ < Senders certificate
A S delalls are verified

Recipient

Sender’s Email Server Receiving Email Server

Figure 21: Digitally signed e-mail - receiving mail server validation of authenticity

3.3.3. Giam sat mién
Piéu quan trong la to chitc mot cach can than theo ddi viéc dang ky tén mién

Internet lién quan dén t6 chtc cua ho. Cac cong ty nén duoc giam sat lién tuc viéc dang
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ky tén mién va hé théng tén mién cho céc tén mién xam pham tén thwong hiéu cua ho,
va c6 thé duoc str dung dé tung ra cac trang web gia mao dé danh lira khach hang. C6

hai linh vuc quan tam:

1. Cac han sir dyng va ra han méi ddi véi cac tén mién (domains) caa cong ty

hién cé.
2. Viéc dang ky cac tén mién co tén twong tu nhau.

3.3.3.1. Tén mién hét han va gia han mai

C6 rat nhiéu co quan cho phép diang ky tén mién trudc day thudc so hitu cua
mét t6 chirc ma chua duoc gia han. Boi vi nhiéu té chuc sé hitu nhiéu tén mién, nén
viéc cham séc tét phai duoc thuc hién dé quan Iy cac khoan thanh toan gia han néu ho
muén giir lai n6. Néu khong dang ky lai tén mién mot cach kip thoi sé dan dén sy mat
mét cua cac dich vu hoic cac tn mién (domains) cé thé bi mua boi mot bén tha ba (vi

du: mién tra ciru tén khong con lién két ¢én mot dia chi IP).

3.3.3.2. Pding ky tén mién cé tén twong tw nhau

D6 1a mot qua trinh don gian cho mot ngudi ndo d6 ding ky mot tén mién thong
qua bat ky to chirc diang ky tén mién nao, & bat ct noi ndo trén thé gidi. Do do, co
nhiéu tuyén dudng va co hoi cho cac bén thir ba dé dang ky tén mién do co thé xam
pham nhan hiéu cua mot to chic hoic st dung dé lira khach hang tin rang ho da dat

dén mot may chu hop phép.

Vi du, gia st tén cua to chic 1a "Global Widgets" va trang web binh thudng cua

ho 12 www.globalwidgets.com , c4c t6 chtc can giit mot con mat than trong kiém tra:

« Tén c6 dau ndi - www.global-widgets.com
« Cy thé qudc gia - www.globalwidgets.com.au

« Kha nang hop phap - www.secure-globalwidgets.com
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« Tur ngir bi sdo tron - www.widgetglobal.com
* Tén host dai- www.global.widgets.com
» Kho phat am khac - www.globalwidget.com hay www.globallwidgets.com

« Truong hop bi xao tron khéng rd rang - www.giobaiwidgets.com

(www.globalwidgets.com)

Hién nay c6 cé4c dich vy thuong mai c6 sin ma gilp cac t6 chac giam sat cac
dich vu tén mién va canh bao khi cd kha ning de doa tén mién méi dugc ding ky.
Tuong ty nhu vay, cac dich vu canh béo ton tai ma s& quan sat phong hacking-chat pho

bién va dién dan gui bai cho cac cudc thao luan vé lira dao va lira dao gia mao khac.

3.3.4. C4c dich vu cong (Gateway services)

Cac vanh dai mang doanh nghiép la mét noi ly tuong cho viéc thém céac dich vu
bao vé cira ngd ma cd thé giam sat va kiém soat ca théng tin lién lac trong va ngoai
nuéc. Nhitng dich vu nay cé thé duoc str dung dé xac dinh noi dung hra dao gia dang
doc hai; cho di né nam trong e-mail hoic trong cac ludng truyén thong khac. Céc dich

vu cong cap doanh nghiép dién hinh bao gom:

« Cong Anti-Virus Scanning : duoc sir dung dé phét hién virus, méa doc hai va cac

file dinh nhi phan c6 chira phan mém Trojan horse.

« Cong Anti-Spam Filtering: kiém tra dya trén quy tic cua noi dung e-mail cho
cac cum tir quan trong (nhu Viagra) va 1oi ndi xau, thudng duoc sir dung dé nhan dang
thu rac pho bién, nhung ciing c6 kha nang ngan chan nhiéu hinh thirc tan cong lira dao

dugc thiét ké dé tim kiém nhu thu rac thong thuong.

« Cong Content Filtering: Su kiém duyét vai nhiéu loai phuong phap thong tin

lien lac ddi vai cac ndi dung xau hoic cac yéu cau (nhu e-mail, IM, AOL, HTTP,
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FTP). B4o vé don gian véi ngudi ding truy cip cac trang web ndi tiéng xau hay noi

tiéng nguy hiém.

« Céc dich vu Proxy: Viéc quan ly ndi tiép cua giao thic Internet va kiém soét
trén céc kiéu truyén théng ra ngoai. Bao vé chéng lai cac cudc tin cong trong nudc
thng qua viéc sir dung cac dia chi mang. Bao vé tét chdng ro ri thdng tin chung cua

cau hinh mang noi bd.

3.3.4.1. Uu diém
1) Cap nhat hiéu qua

S& la dé dang hon, va nhanh hon, cho mot co quan 1én trong viéc cap nhat mot
s6 luong twong ddi nho cua b quét cong hon 1a & dam bao rang tat ca cac bo quét
may tinh dé ban duogc cap nhat. Bo quét virus may tinh dé ban ty dong cap nhat su

gitp d&, nhung van con hoi cham hon so véi cac ban cap nhat gateway.
2) Sw déc 1ap ISP

cong loc ndi dung la rat hiéu qua trong viéc ngan chin truy cap vao cac trang
web lra dao duoc biét dén hoic ndi dung duoc biét dén, ma khong can chd doi cho

mot ISP dé loai bo céc trang web vi pham lira dao.
3) Ché d bao vé dwoc wu tién truéc tién
M3 doc hai c6 thé bi chan ngay tir khi méi xam nhap vao mang.

3.3.4.2. Nhwoc diém

1) Nhitng han ché vé luu lweng
Mét s6 dang cua luu lwong mang khong thé bi quét.

2) Cac thay ddi Firewall
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Trién khai mot s6 cong c6 thé yéu cau cau hinh thi cong cac tudng lra va cac

thiét bi cong khac dé thuc hién cac quy tic chan.
3) Sw bao vé ngwoi sir dung chuyén ving

Nguoi sir dung chuyén ving vi nhu nhan vién ban hang dién thoai di dong

khoéng duoc bao vé boi céc cong dich vu.

3.3.5. Cac dich vu quan ly

Trong khi c&c hé théng phong thu vanh dai cung cdp mét su bao vé tét chéng lai
nhiéu hudng tin cdng lira dao phd bién, nhitng ké lira dao (cung véi bo may gui thu
rac) khdng ngung phat trién cac phuong phap duoc thiét ké dé vuot qua cac tac nhan
bao vé. Céc dich vu quan 1y trong cac linh vuc chéng thu spam va chdng lira dao gia
dang cung cap cai tién rat c6 gia tri trong cong tac bao vé an ninh. Diéu nay phan Ién
nam trong kha niang cua ching nham phan tich céc tin nhin dang e-mail duoc gui di
trén mic d6 toan cau, va xac dinh cac chu dé chung giira e-mail doc hai. Vi du, mot to
chi c6 thé nhan dugc nam hay sau e-mail nguy trang kira dao mét cach can than véi noi
dung chi thay ddi nho - khong du dé kich hoat mot phan @ng chdng thu spam - trong
khi céc nha cung cip dich vu quan 1y da phat hién hang ngan cac e-mail véi cuing mot
kiéu mau, nhitng email nay kich hoat chuong trinh chéng spam va chéng phishing. Khi
giao dich véi phishing va spam, khéi lwong e-mail 1a mot thanh phan quan trong trong

viéc xac dinh cac hoat dong doc hai.

3.3.5.1. Gidm sdt hoat dong clia trang mang

Céc nha cung cap dich vy quan ly c6 thé trién khai dwa trén cac chuong trinh tong
quan dé theo ddi cac URL va cac noi dung web tir cac trang web tir xa, tich cuc tim kiém
cho tat ca cac trudng hop 6 logo, nhan hiéu hang hod, hodc noi dung web doc dao cia
mét to chtrc. Cude diéu tra to chirc dang ky thué bao cung cip mét "danh sach tring"

ngudi ¢6 tham quyén vé logo, nhan hiéu, va noi dung trang web duy nhat cho cac nha
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cung cap dich vy. Khi cac chuong trinh phat trién bi trién khai trai phép hoic cac logo
dai dién, thuong hiéu, hodc noi dung web khac so véi nha cung cip dua ra, thi nhitng

hoat dong khac phuc hau qua cd thé duoc thyc hién ngay tir phia nguoi sir dung.

3.3.5.2. Uu diém
1) Dé sir dung

Ké tir khi dich vu nay duoc cung cap boi thanh phan bén ngoai, thi c6 rét it cac

y&u cau nodi bo trong viéc thiét 1ap va ciu hinh dich vu.
2) Tam nhin rong hon

Céc nha cung cap dich vu quan 1y da xem xét sau khi nhiéu t6 chuc trén toan cau
cd kha ning hién thi tuyét voi vé cac mbi de doa hién tai va cé thé dé dang xac dinh céc
mbi de doa; Thong thudng nhd d6 s& giam xudng dudi ngudng kich hoat tiéu chuan.

3) Sw can thiép kip thoi

Cac lénh hop phap c6 thé duoc tao ra nhu 13 két qua caa viéc giam sat hoat dong

mang tinh néi dung, va xac dinh stir dung khdng hop ngay ca khi khong co6 cac email

ltra dao da duoc phat hién.

3.3.5.3. Nhuwoc diém
1) Ton kém

Ddi véi céc td chirc 16n, viéc gia cong phan mém bao vé cac nha cung cap dich
vu quan ly c6 thé tén kém. Ddi véi cac t6 chirc nho hon, thi chi phi ¢6 thé it hon so voi

viéc ho tu chay cac dich vu véi cac ngudn tai nguyén duoc danh riéng.
2) Quan ly xac thuc 16i
Céc budc phai dugc thuc hién dé quan ly xac thuc 15i (failse positive) va cac thi

tuc kiém dich - doi hoi nguén luc ndi bo dé giam sat va quan ly qua trinh nay.

64



Chwong 4. UNG DUNG PHONG TRANH TRONG TRINH DUYET

4.1. SPOOFGUARD

La mot phan b sung (plug-in) twong thich vé6i Internet Explorer. SpoofGuard
dat mgt “den canh bao” tai thanh cong cu (toolbar) cta trinh duyét web, va chuyén mau
tir xanh sang vang hodc do néu ban truy cip vao mot trang web phishing. Néu ban ¢b
giang cung cap thong tin, SpoofGuard s& ctru dit lidu va canh bao ban. Mirc d6 canh bao

cao hay thap c6 thé duoc diéu chinh qua cac théng sd.

4.1.1. Kién tric ciia SpoofGuard

SpoofGuard duoc viét biang Visual C ++, sir dung ca Windows Template
Library (WTL) 7.0 va Microsoft Foundation Class Library (MFC). Hai 16p cira sb
Spoof Guard thuc hién giao dién CWindowImpl dé xac dinh su xuét hién va tuong tac
cua ngudi dung thanh céng cu. Su tuong tac gitra cAc phén hé chinh, mo ta dudi day,

duoc thé hién trong hinh dudi:

ReflectionWnd

ConfigDlg

Sends user messages
(e.g. button click)

Requests Options window
(user settings) to pop up.
Requests a pop

up warning if

WarnBa_lr shows UWToolBar
that a site’s total

alert value is

higher than the

Requests Current Page

user's threshold. Status window to pop up.

Sends current user
settings (e.g. weight
values, alert level)

WarnBar

DomainDlg

SpoofGuard architecture
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Céc phén hé trén chinh la cac ham dugc lap trinh tao nén chuong trinh

SpoofGuard, véi vai trd cu thé sau:

+ Warner: Day 1a mot thanh phan COM, duoc cai vao thanh cong cu SpoofGuard.

Tat ca cac danh gid trang web va kiém tra bai dit liéu duoc thuc hién o day.

+ Reflectionwnd: 16p CWindowImpl nay thwc hién cira so trong suét, cai ma &
trén dau trang cua cac thanh cdng cu va phan anh thong diép sir dung (vi du nhu cu
click chugt) & UWToolBar. WarnBar yéu cau ReflectionwWnd bat 1én mot thong diép

canh bao khi ngudi ding cé gang dé gui thong tin nhay cam t6i mot may chu dang ngo.

+ UWToolBar: [6p CWindowImpl nay dinh nghia sy xuat hién caa thanh cong
cu. UWToolBar luu trir nhitng cai dat ngudi dung (vi du kiém tra chi s6, ngudng,
\V.V..) trong thoi gian chay. WarnBar yéu cau UWToolBar cho cac thiét lap dé xac dinh
mau dén giao thong va cac thong diép canh bao xuét hién trong hop thoai trang thai
trang hién hanh (Current Page Status). Cai dat nguoi dung dugc luu trit trong registry
khi SpoofGuard dong.

+ ConfigDlg m& ra mot cira so tly chon khi ngudi ding nhap chudt vao nit
Options. ToolBar cap nhat cac thiét 1ap nguoi dung dwa trén cac két qua ma ConfigDlg
tra vé khi ctra s cham dit.

+ DomainDLG mo cira s trang Trang thai hién khi nguoi ding nhap chudt vao biéu

twong dén giao théng. N6 chira dung nhimg thong diép canh bao cu thé vao trang hién tai.

4.1.2. Cai diit

Tai phan mém SpoofGuard vé tai link: https:/crypto.stanford.edu/SpoofGuard/

Chay file cai dat, khdi dong lai trinh duyét, trong cura sO trinh duyét, tai thanh cong cu,

nhan chudt phai réi chon WarnBar Class.
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Menu Bar

Favorites Bar
Compatibility View Button
Command Bar

Status Bar

WarnBar Class

Lq ;ﬁi. t Toolbars
Cug ize »

Thanh cong cu SpoofGuard c6 3 nat: Settings (noi nguodi ding thiét 1ap cac

Ll IISIKSISINESS

4.1.3. Giao dién

thong sé) , Status (hién thi mién website ma ban truy cap) va Reset (x6a moi dir li¢u

ma SpoofGuard thu thdp dugc, nhung khong x6a History cua Internet Explorer).

& Google - Win,

S L5 e
E

ile  Edit Vi

=
Tt

- & = ]
M v BD - Lo T Pager Safety Toolsv @+
i

updal

e tes built in ith
c Get Google Chrome

Google

Google Search | I'm Feeling Lucky

3 Make Google my homepage

Advertising Programs  Business Solutions +Google  About Google  Google com.vn

4.1.4. Nguyén ly hoat dong

Khi nguoi diung truy cip vao mét trang web, SpoofGuard s& dua ra 5 kiém tra
(check) trong 2 vong (round): Domain Name Check, URL check, Email Check, Password
Field check va Image check. Muc d6 kiém tra ctia mdi check duoc thé hién thong qua 1
con s goi 1a weight do nguoi ding thiét 1ap (co thé thiét 1ap weight cho mdi check dé cho
check nay c6 gia tri 1on hon check kia). Két qua ciia mdi check s& duoc cong lai voi nhau.

Néu website c6 van dé, check s& tra vé két qua 13 activated. Nguoi dung ciing
can phai dinh muc gia tri giéi han trong muc Total Alert Level, dé mot website s& bi
danh diu 13 web phishing, dén d6 ctia Spoof Guard sé& hién 1én dé canh bao ring day la

mot website nguy hiém.
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Vong kiém tra dau tién xuat hién khi ban vira truy cdp va mot website moi. Tai
thoi diém nay, trinh duyét chi c6 dugc thong tin duy nhét 13 tén mién va URL cua
website d6. Cho nén, 2 kiém tra dau tién tai vong 1 1a Domain Name check va URL
check. Néu két qua cua 2 check nay du dé danh déu website 13 phishing, ban s& nhan
dugc ngay mot canh bao trudc khi trinh duyét hién thi ndi dung website do. Néu

khong, cac kiém tra khac & vong 2 s& thyc hién tiép.

1| Options - SpoofGuard

Total Alert Level

Host Name Check
Weight

Host Name Check
Sensitivity

URL Check Weight

Password Fields Check
Weight

Unencrypted Password
Check Weight

Links Check Weight
Links Check Sensitivity
Image Check Weight
Maximum Host Name

History Entries

Email Referral Check
Weight

¥ Save Image Hashes

1000

Jddddddd ddd

¥ Enable Confirmation Warning

[V Enable Password Protection

Sets the threshold SpoofGuard uses before
flagging a Web site.

Compares the current host name with
SpoofGuard's stored list of previously visited
host names.

Edit Distance tolerance—the number of
inserts or deletes required to change one
host name into another.

Examines the URL for possible spoofing.

Examines the HTML document for password
input fields.

Checks for unencrypted password fields.

Examines the links on the current page using
the URL check.

Minimum Threshold to be considered a
suspicious link

Compares images on the current page with
SpoofGuard's stored images of previously
visited pages.

Stores host names in a list in order to perform
the Host Name Check.

Checks for pages that you may have been
referred to by an email link.

Requests confirmation before navigating to a
page that triggers the "Total Alert Level™
threshold.

Allows maintaining a list of image hashes with
which SpoofGuard performs the Image
Check.

Keeps track of your passwords and displays a
warning when you try to input the same
username and password on different sites.

=

Cancel

Nhu vdy, mdi check dya vao tiéu chuan gi dé tra vé két qua 1a activated? Cac

céch thie kiém tra nay do nguoi viét chuong trinh quy dinh va hién thuc, & day chi gidi
thiéu mot so tidu chuan don gian.

Domain Name Check: bang cach so sanh tén mién ctia website ma ban dang truy
cip vao véi tén mién ciia cac website bi danh dau gan nhit di duogc luu trong history cta
trinh duyét; URL check: kiém tra xem trong URL c¢6 chita cac user name kha nghi hodc

c¢6 chtra cac giao thirc truy cap la khac véi cac chuan hay khong (http, https, ftp, gopher,
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socks); Password Field check: kiém tra xem trong noi dung website c¢6 nhimg ving nio

cho nguoi dung nhap password ma khong dugc ma hoa hay khong v.v...

6o mua deal khuyén msi gia ré - Windows Internet Explorer =@
o

€ Hot Deal: Cuni

(©) L2 hittp://www hotdeal.vn

o

i Favorites | g5 ] Suggested Sites v @] Web Slice Gallery ~

[2] Hot Deal: Cing mua chung theo nhém, mua dea.. | B~ v [ d v Pagev Safetyv Toolsv @~ ~
TS P =
e TiM TR Ty N VW nAN NGAIN UU A ] :
‘&a}}‘TIM RIINE NHAN NGHIN UU DAl £ > MUA NGAY =
£ et J | SpoofGuard 158
@ Hb Chi Minh » =3 Déng ky ban tin « <, Hotline
. The URL that you have just loaded may be a spocf.

* @ H tro trwec tuyen + This Web page was opened in a new Internet Explorer window. Either
you have opened a new window, or you may have clicked on an e-mail
fink from your e-mail program. Note that many deceptive and/or
unsolicited e-mails contain links to Web sites that are actually spoofed
sites,

— & + This page contains password input fields. Make sure that you know

FAtca0anh s and trust this site before submitting any personal information, Also n

ensure that this site supports encryption by checking for https://" in the

Address bar.

« The password input fields on this page are not encrypted.

\;n GIO HANG

Do you believe this may be a spoofed site?

Danh muc

No
Deal M&i

w0 An Uéng

Deal Ban Chay

Tén nién
Vui vé
Sudn sé

Da dep #
Dang xinh - b .

Thir nghiém chwong trinh véi 1 trang web qudng cdo ban hang- lan ding nhdp dau tién

(W) Spa & Lam Bep

i Dao Tao & Giai Tri

File Edit

Spoof [hotdealun  [&]Options... M Reset...

Jr Favorites | i @] Suggested Sites v (@] Web Slice Gallery + e —

[Z] Hot Deal: Cng mua chung theo nhém, mua dea... o~ v [ feh v Pagev Safetyv Tooksv @~
A

3+7TIM TRUNG RHUC SiNH

@ TU233 DENHET 293 "~

» MUA NGAY
@ Ho Chi Minh = Bang ky ban tin « &, Hotline: 08 7300 5757

« @ H tro trc tuyén

Tatcadanhmuc  ~ n

Eﬂ GIO HANG
Danh muc

Deal M6
fy Anubng zopimchat

Ciing trang web trén sé ¢é dén canh bdo mau vang véi lan ddng nhdp tiép theo (sau

khi chon “yes” ) va loc bo cdc dir liéu bi nghi ngo phishing trong trang web
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4.1.5. Uu diém va nhugc diém

4.1.5.1. Uu diém
+ Cong cu chdng hra dao SpoofGuard gilp va mot s diém yéu vé bao mat caa

phan 16n cac trang web hién tai.

+ Thong tin canh bao cta SpoofGuard gitp nguoi dung tu xac dinh dugc ca

nhitng méi nguy hiém tiém tang (néu c6) cua Website.
+ Cac k¥ thuat chdng hra dao duoc thuc hién va thir nghiém trong SpoofGuard

duoc thiét ké dé phat hién cac cudc tan cong lira dao Web ma khong can bat ky su hop

tac tur cac trang web co kha nang bi gia mao hoac da bi gia mao.

4.1.5.2. Nhuwoc diém

+ Chi &p dung duoc vai trinh duyét Internet Explorer (IE).

+ Cong cu str dung thuat toan MD5 két hop véi thuat toan SHA-1, thuét todn ma
hién nay da duoc phat hién ra nhiéu 15 hong, do d6 k¥ thuat nay khéng thé chdng lai mot
s6 dang gia mao nguy hiém.

+ Trong mét s6 truong hop check sum khdng thé tin tudng duoc (vi du, néu né
duogc 13y tir 1 1énh nhu tap tin da tai vé), trong trudng hop d6 SpoofGuard chi c6 chirc
nam kiém tra 16i. Do d6 no6 ap dung phl hop cho phia Client, thong thuong véi cac

chuyén gia (hay phia Server) s& khdng can ding dén tng dung nay.

4.2. TRANG WEB KIEM TRA LUA PAO GIA DANG PHISH TANK

4.2.1. Co ban vé Phish Tank
PhishTank 12 mot website mién phi cho moi ngudi cé thé kiém tra, theo ddi va

chia sé¢ dit liéu vé phishing. PhishTank duoc diéu hanh boi OpenDNS, mét cong ty
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thanh Iap nam 2005 nham cai thién Internet an toan hon, nhanh hon, va DNS théng
minh hon. PhishTank 1a mét trang web va dich vu web (API-Application Programming
Interface - Giao dién lap trinh tng dung) voi muc dich nhan théng tin vé cac trang web
lira ¢ao0. N6 khong phai 1a mot phan cua phan mém, va né khdng chay trén may tinh
cua ban. PhishTank khong xac nhan bat ky phan mém bao mat dic trung nao, nhung no

lai dua ra bat ctr didu gi d6 giup bao vé ngudi ding truc tuyén.

Ddi véi nhitng nguoi dung, sau khi hoan thanh viéc dang ky PhishTank mién
phi va str dung giao dién 1ap trinh ung dung (API) dé 1ap trinh gui théng tin hoic yéu
cau théng tin tir PhishTank, nhiing thong tin duoc thém vao s& duoc ghi lai, trong d6
¢ cac tén man hinh ("User ID"), chia khoa APL, hanh dong, cac thdng s, va cac dia
chi IP duoc sir dung dé thyc hién yéu cau. St dung API 1a khéng cé giéi han, va nd la
mién phi, nhung PhishTank c6 thé st dung dit liéu nay dé xac dinh qua muc cac ngudn
tai nguyén PhishTank qua API. PhishTank ciing c6 thé trung cau y kién phan hoi tir
ngudi st dung API thong qua dia chi email d3 ding ky cua ho vé cach ma API duoc sir

dung, va 1am thé nao nd co thé dugc cai thién.

Truy cip vao dia chi http://www.phishtank.com/ dé co thé sir dung trang web nay.

<  [1 www.phishtank.com % a
222 Ungdung 4D Cactabmaidéng [ Suggested Sites [ Taixudng

e service that makes your Internet safer, faster, and smarter. Get started today!

Register | Forgot Password

Join the fight against phishing
Submit suspected phishes. Track the status of your submissions.

Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

[ http:// | [Tsita phish?

Recent Submissions ﬁ
You can help! Sign in or register (free! fast!) to verify these suspected phishes.
1D URL Submitted by

Ll S
513 B

B @
7 7

= 10
B
BB &
b [F B
7

o

o o o
kBB
o la I

http://cliebook.com/Update/
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Sau khi nhép dia chi trang web muon kiém tra vao, s€ dua ra két qua du doan

chi tiét; Dudi day 1a mot sb vi du minh hoa:

PhISRTankK = o.: o e net, into the Tank.

Home Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists

Submission #11807 is not a phish

Submitted Oct 2nd 2006 9:56 PM by bobothn (Current time: Mar 23rd 2016 2:17 AM JITC)
http: / /google.com

This site is not a phishing site.

Shows voting details or wvisit the site

Verified: Is NOT a phish Next unverified phish >

As verified by davidu villageidiot phatness Char micwpurr bowlbwv4

Is a phish 0%

1= NoT = phish

.
Screenshot of site View site in frame View technical details Vievs site in new windows I

Network
64.233.166.@,/23 (AS15169 Google Inc.,US)

wWhois
Whois Server Version 2.0

Demain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net
for detailed information.

Két quad khi kiém tra trang web http://google.com

IS al'lk " Out of the Net, into the Tank.

Home AddAPhish Verify APhish PhishSearch Stats FAQ Developers Mailing Lists My Account

Submission #3912984 is currently ONLINE

Submitted Mar 23rd 2016 2:15 AM by cleanmx (Current time: Mar 23rd 2016 2:19 AM UTC)

http://pueblados22.mx/js/paypal.com.update/

Vote: |EEYEll IsNOTaphish | Vote: | don'tknow (?) Nextunverified phish >

This submission needs more votes to be confirmed or denied.

Screenshotofsite | View sitein frame | View technical details | View site in new window O

' PayPal

Protecting buyers.

Email address If an eligible item you've purchased online, eBay o1
significantly different to the seller's description, let t
we find something's wrong, our Buyer Protection [
full purchase orice of the eliaible item plus shipbinc

Login to your account

Két qua la “phishing” khi kiém tra trang web lg,
voi dia chi la: http://pueblados22.mx/js/paypal.com.update
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Doi tac cua PhishTank gdm cac to chtc 16n 1a: Yahoo Mail, McAfee, nhdm
chéng Phishing APWG, Carnegie Mellon, Stbernard, Mozilla, Kaspersky, Fire trust,
WOT, Finra, Surbl, Opera, Careerbuilder.com , Sitetruth, Avira. Cac t6 chirc nay sir

dung dir li€u d¢ trinh va duogc x4ac nhan qua PhishTank.

4.2.2. Uu diém
+ Giao dién than thién, don gian, dé st dung.

+ Théng tin vé Phishing duoc cap nhat nhanh chdng vi ngoai kha viéc kiém tra,
thi bat ky ngudi ding nao ciing c6 thé dé xuat mot trang web nghi ngd 1a Phishing gitp
canh bao nhirng nguoi sau.

4.2.3. Nhuge diém

+ Chi ¢6 kha nang phong Phishing, khong c¢6 kha nang chéng Phishing.

43.NETCRAFT

Netcraft 1a cong ty da khao sat Internet tir 1995 va thu thap bién thién cia
Internet trong vong gan 20 nim qua. Pay 1a mot cong ty cia Anh Quéc va co do tin
ciy rt cao. Extension Netcraft dua vao nhitng thong tin tir ngudi dung théng bao
nhitng trang web ddc hai va dugc Netcraft thir nghiém va xac thyuc trude khi hinh thanh
bo luat can. Theo Netcraft, cho dén thang Tam nam 2014, Netcraft da phat hi¢n va
block 9.9 tri¢u trang web phishing (mot phuong thic ltra ddo trén mang).

Thir nghiém cho thdy gan nhu tuyét ddi cac trang den tdi dung dé phishing déu
bi block. C6 mdt s trang phishing méi khong duge block, ¢6 18 do chua bi thong bao
va chua dugc cap nhat trong co s¢ dir li€u cuia Netcraft. Extension nay gon nhe va hau

nhu khong c6 anh huong gi dén hiéu suit va van toc duyét web.
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4.3.1. Cai dit

Tai phan mém Netcraft vé tai link: http:/toolbar.netcraft.com/install chon trinh

duyét mudn cai dit (¢ ddy ta minh hoa véi trinh duyét Google Chrome). Hinh minh hoa:

[ C' | [ toolbar.netcraft.com/install
£ Apps Homewvn @8 IC2IC P Ug04-Ug04 Manufac:  [l] Standardization Tren: 23 ALLDATASHEET.COM () Speedtest.net by Oo} Tai Autocad 2014 Full  "\J TO TUC

_ercraer

Search [ ]

Netcraft Extension

Download the Netcraft Extension

Download Now

S Home Netcraft Extension is available for:

» Download Now!
+/ Reporta Phish > N
+1 Site Report
+1 Top Reporters ‘
+i Incentives for reporters

+i Phishiest TLDs

»1 Phishiest Countries

»i Phishiest Hosters

»1 Phishiest Certificate Authorities
»1 Phishing Map System Requirements
+1 Takedown Map

Firefox Google Chrome™ Opera

= Firefox 1.0 or later on all platforms (Windows/Mac/Linux
+/ Most Popular Websites s ¢ ; )

»1 Branded Extensions = Google Chrome 26 or Iater on all platforms (Windows/Mac/Linux)

Tiép tuc cai dit theo hudng dan ta, khi cai dit add-on duoc hoan thanh s& thay

biéu twong Netcraft bén goc phai trén cling ciia trinh duyét:

€ 9 C 8 https;/chromegoogle.com/webstore/category/apps bedll 1B

POF

3 pps () Homewn [ 1C2IC ¥ Ug04-Ug04 Manufac: ) Standardization Tren: %) ALLDATASHEET.COM  (7) Speedtestnetby Ock  [I] Ve PhigulwuVaTrii - [~
| chrome.google.com

(lra hang Chrome tryc
@ tuyén

IF

Site Report

& A B Nl : - Risk Rating: 0
A ! i i gy Country: Us Site rank: 3,565
L \ C h a nge First seen:  Nov 2008  Host: Google Inc.
Tién ich PFS: v SSLv3: Supported

Your Clock

4.3.2. Nguyén ly hoat dong
Netcraft 13 add-on st dung dé giai quyét cung van dé vé phishing. Netcraft
Toolbar cai dat mot thanh cong cu dé hién thi mirc d6 rui ro (Risk rating), hang cua site

(rank) va cung cap mot lién két bao cao (Site Report- bao cdo ndy cung cdp cho ban
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cac thdng tin ma Netcraft thu thap dugc vé site). Ciing trén cong cu ndy, thanh bar 1a
mot menu sd xuéng, vO1 menu nay ban cé thé bao c4o mot site.

Tinh ning quan trong nhat ctia cong cu nay ddi voi ngudi dung 1a xép hang rii
ro (Risk Rating). Thanh bar ndy s& c6 mau xanh (néu site ¢c6 murc rii ro thap) hoic do
(néu site ¢c6 murc rui ro cao). C6 mot s6 hé sb di kém véi viée tinh toan do rui ro. Hé s6
chinh 1a tudi doi ciia site.

Pé dé hiéu ¢ day ta dwa ra hinh anh giai thich chi vé tinh ning ciia Netcraft
duoc 1y tir trang chu ctia nha cung cip (http:/toolbar.netcraft.com )

Iﬁ'iii‘ x i

| [N Metcraft Anti-Phishing Toolbar

Country:

The flag and two-letter 150
code of the country the
current site is hosted in

Rizk Fating:
Gauge the trustwoaorthiness
of the current site

| L ] [ Il'l wwwexamplebank.col
M A—

AETCRAFT - Services - | i Since: Sep 2000 Rank: 311393 Site Report B [UK] Netcraft

Hast:
The name of the
organisation
hosting the current

Since:
The first Metcraft Web

Metcraft & Services menu:
Access MNetcraft services
and report Phishing sites

Paopularity amongst
toolbar users

Site Repor:

Link ta & detailed
report

Server Survey thiz site
WaS SEEnin

fl i | »

Gidi thich tinh nang cia Netcraft trong Firefox (voi Google Chrome ciing twong ty)
4.3.3. Uu diém va nhuoc diém

4.3.3.1. Uu diém

+ Giao dién don gian, d& hiéu va dé sir dung.

+ Cung cap chi tiét cac thong tin caa trang Web (nhu: mic d6 rui ro (Risk
Rating), tudi doi cua site, mirc d6 pho biét cua Site (rank), tén cta host hién tai dang

duoc dat, tir d6 gilp ngudi ding co lya chon dung dan vé tinh toan ven cua trang Web.
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4.3.3.2. Nhwoc diém
+ Pé co dugce thong tin day du vé trang web, ngudi ding phai qua truy cap vao trang

web, do d6 khong ¢6 hiéu qua véi nhitng trang c6 chira ma doc hai hay gan kém virus.

+ Khéng c0 tac dung vai nhirng site khong duoc cap nhat (vi du site do nguoi

dung mai tu tao ra).
4.4. DRWEB ANTI-VIRUS LINK CHECKER

4.4.1. Co ban vé Dr.Web Anti-Virus Link Checker

Dr.Web Anti-Virus Link Checker 1a mot phan mé rong cho trinh duyét web (hd
tro ca Chrome, Firefox, IE, Safari va Opera) va ca trinh quan li email Thunderbird. St
dung trinh quét virus truc tuyén caa Dr. Web, Dr.Web Anti-Virus Link Checker cd thé
phat hién tat ca cac file khdng an toan trong trang web. Add-on nay ciing cé chirc ning
tu dong quét tat ca cac duong link trén cdc mang x& hoi nhu Facebook, Vk.com hay

Google+. Dich vy nay xuat hién tir nam 2003 va duoc cap nhat theo dinh ky.
Cai dat twong ty nhu ddi voi tng dung Netcraft da trinh bay & trén.

Vi du 1: Canh bao khi vao 1 trang web th 3, & day 14y vi du 12 tir trang facebook,
trang thir 3 1a 1 link duoc giéi thiéu tir d6, khi nhan chudt vao dudng link do, 1ap tic

Dr.Web s& hién ra canh bao dé nhac nhd ngudi dung nhu hinh dudi.

You are leaving the Facebook website via an external link =
https://wwvew.youtube.comfwatch?v=iudaBgRIY

at Be especially cautious in following the links received in ads or
\d o, = from people you do not know. Remember that third-party

| o websites may contain misleading information and threaten your
[‘ | computer.

|

Go I Close i

\ { 56.100 thanh vién
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Vi du 2: Kiém tra xem duong dan nao dé c6 mdi nguy hiém gi khong:

B e e N R AR N N

[NpoBepka cCblNOK calTa k="~
Psdmaster.ru Open link in new tab

A’
= 1 nam trude * 1.616 luot xem
-

Open link in new window

Bupgeoypoku ans HoBUuKOS - h
paccMaTpusaeMm paciluMpenue |

[l 1023 | Save link as...
Copy link address

Open link in incognito window

Dr. Web - Mejor Antivirus p

TuTecnoMundo - Apps y Juego [l e @ T QRO AL L)
3 nam trude + 35.031 luot xem)
Dr. Web es para mi el mejor ant Inspect ﬁ Ctrl+Shift+]

los malwares que puedan afect

I s DrWeb v.9 Anti-virus Life lic v9.02.1 APK Licence 2017

Click chugt phdi vao Link can kiém tra, chon “Check with Dr.Web”

S
oA

R
N\

 DOWNLOAD = NEWS ° SUPPORT

C i google. viceLogin? |
service=y ilel=3& i Ps%3A%2F%2F 27 .com%2Fsignin%3Fnextt
File size: 70.04 KB

File MD5: e2c303858b35e756788e764309837fe7

25| Doctor Web. Ltd. ® 2016 Send a virus Privac

Sau khi Dr.Web quét sé hién ra két qud: nhuw vi du trén 1a 1 trang Web an toan “Clean”

4.4.2. Uu diém

+ Dé sir dung, dung luong chuong trinh nhé (hon 100Mb) nén khong anh huong

dén hiéu nang ciia may tinh.

+ Giao dién don gian, lubn canh bao nguoi dung kip thoi nhung khong gay kho

khin cho viéc sir dung. Do d6 kha ning phong va chéng Phishing cao.
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4.4.3. Nhuge diém
+ Thong tin Phishing do nha cung cip cap nhat theo dinh ky, do d6 s& khong cé

tac dung ddi vé6i cac mdi de doa mai.

45. TONG KET CHUONG

Trong phan nghién ctru ndy, t6i d3 dwa ra mot s6 phuong phap dé phong va
chbng Phishing. Tuy nhién thyc t&, d6i mat voi Phishing ¢ 18 1a van dé nan giai nhat,
chung ta khong thé diét no, va ciing chwa c6 phuong phap nao dé diét né. Trong phan
nay toi dé xuét nén két hop nhiéu phuong phap voi nhau dé dat hiéu qua phong chong

Phishing t&t nhat:

+ Trudc khi dang nhap nén sir dung cong cu Phish Tank dé kiém tra xem day co

phai trang web Itra ddo khong?

+ Khi da x4c nhan dugc day khong phai 1a trang web Itra ddo, st dung cong cu

Dr.Web dé kiém tra xem c6 chua virus hay phan mém doc hai gi khong;

+ St dung Netcraft dé xac thuc nhing thong tin vé trang Web nham déo bao do

tin cdy cao hon d6i vo1 ngudi su dung.

+ Truong hgp sir dung trinh duyét 1a IE thi thay vi dung Netcraft ta sir dung
cong cu SpoofGuard dé xem cac thong tin va cac canh bao vé kha niang Phishing cta

trang WEB.
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KET LUAN

Lu4n vin véi dé tai “Lira ddo qua mang va Cach phong tranh” co cac két qua

chinh nhu sau:
1/. Tim hiéu nghién ctru vé lira ddo trén mang may tinh.
2/. Thur nghiém tng dung phong tranh Itra ddo trong trinh duy¢t Web.

Viéc y thire dugc van nan lira dao gia dang (phishing) trén thé gi6i ciing nhu tai
Viét nam la rat quan trong. Viét Nam ndi tiéng thé gidi véi viéc an cap phan mém c6
ban quyén thi khéng co ly gi ma “phishing” khi c6 diéu kién s& khong phat trién. Dé
phong chdng lai kiéu tan cdng nay, khong co cach nao hiéu qua bang cach gido duc cho
nhitng ngudi ding may tinh nhitng thu doan hra dao caa ké tan cong, lra dao dé ho tu

biét canh giac.
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BANG CHU VIET TAT, TU CHUYEN MON BANG TIENG ANH

Attacker Ké tan cong
Client May tram/ may khach
Enterprise Doanh nghiép
Chi nhitng nguoi (nhém nguodi) cd hanh dong
tham nhap véi muc dich pha hoai hoac vi pham
Hacker N e 3 N f 1A
phap luat nham phuc vu nhitng muc dich xau
Xa cua minh
IRC Internet Relay Chat | Mang tro chuyén truc tuyén
Main-In-The-Middle
MITM
Attacks
Online Truc tuyén
Phisher Ké ltra dao
Phishing Liura dao gia dang
Phishing Lira dao gia mao
scam

Proxy Server

May chu ao: dong vai tro cai dat cac chirc nang
trung gian gitra nguoi dung tram va Internet

Uniform Resource

URL L ocator binh vi tai nguyén
Server May chu
Spam Thu réc (trong hop thu di¢n tu)

Watermarking

La mot ky thuat an gidu thong tin dac biét
nhiam dua cac dau hiéu vao anh sb
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