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GIOI THIEU

Lira d40 qua mang ( Social Engineering ) dugc thyuc hién chu yéu dua trén viéc
khai thac hanh vi va tdm 1y cta nguoi st dung Internet; Va cac “16 hong” trong hé
théng an ninh mang may tinh. Puoc phan 1am 2 nhom:

1- Cb gang danh lira moi ngudi gui tién truc tiép cho ké hra dao (vi du: gia bo
gap truc trac).

2- Lira d40 nham muc dich an cap théng tin ca nhan va dix liéu may tinh.

Mot trong nhiing hinh thic lira dao qua mang kha phd bién 1a “phishing — lira
dao gia dang”. Trong phan nghién ctu nay ta sé& tap trung nghién ctu vao hinh thic lia

dao gia dang “phishing”.



Chwong 1 - LY THUYET CAC DANG LUA PAO QUA MANG

1.1. KHAI NIEM LUA PAO GIA DANG

Lira dao gia dang (phishing) 1a loai hinh gian 1an (thwong mai) trén Internet, mot
thanh phan ctia “Social Engineering — k§ nghé lira dao” trén mang. Nguyén tic cua lira
dao gia dang 1a bang cach nao d6 “lra” nguoi ding giri thong tin nhay cam dén ké lira
dao; cac thong tin nhu tén, dia chi, mat khau, sb thé tin dung, ma thé¢ ATM, s6 an sinh
xa hoi,... . Cach thuc hién chu yéu la m6 phong lai giao dién dang nhap trang web cua
cic website c6 that, ké lira dédo s& dan du nan nhan dién céc thong tin vao trang “dom”
d6 rdi truyén tai dén anh ta (thay vi dén server hop phap) dé thyuc hién hanh vi danh cap
thong tin bat hgp phap ma ngudi str dung khong hay biét.

1.2. LICHSU LUA DAO GIA DANG

Tir "phishing", ban dau xuat phét tir s twong dong giéng véi cach ma bon toi
pham Internet dau tién sir dung e-mail dé nhtr "lira dao-phish” cho mat khau va céc di
liéu tai chinh tir mot bién nguoi sir dung Internet. Thuat ngir ndy dugc dit ra trong nim
1996 khoang thoi gian cua tin tic ké ma da an cap tai khoan (account) cuia America
Online (AOL) bang cach hra dao mat khau tir viéc nhimg nguoi ding AOL khéng nghi

ngo.

Pén nam 1996, tai khoan bi hack da duoc goi 12 "lra dao-phish", va dén nam

1997, Phish 1a giao dich tich cuc giita cac hacker nhu mét hinh thirc tién té dién to.

Qua thoi gian, dinh nghia thé ndo 1a mot cudc tan cong hra dao-phishing da bi

mo di va phat trién rong hon.

Do ty I¢ thanh cdng cao cua nhirng vu ltra dao, hién nay no duoc lan rong thanh

Itra dao gia dang —phishing;



1.3. TONG HQP VE MOT SO TO CHUC BI TAN CONG LUA PAO GIA DANG

IMF (Quy Tién té Qudc té)

Tin tic da tién hanh cac cudc tin cong trude ngdy 14/5/2011, khi Strauss-Kahn,
cuu Téng giam ddc IMF bj bét tai New York. Cudc tin cong xam nhap vao may chu
cua Quy Tién té Quéc té (IMF) c6 thé do céc tin tic, 1am viéc cho chinh pht nao do &
nudc ngoai, thyc hién. Tin tic da danh cép $6 lugng 16n dir li€u bao gém email va
nhiéu tai liéu khac. Cac dit liéu ctia IMF rat nhay cam vi n6 chira rat nhiéu thong tin bi
mat vé tinh hinh tai chinh cia nhiéu qudc gia trén thé gidi va né co thé anh huong dén
thi truong toan cau. Tuy nhién, hién van chua c6 thong tin o rang vé céc tai liéu ma tin

tic da danh cip.

Google

Hoém 1/6/2011, Google cho biét hing phat hién cac cudc xdm nhdp danh cip
hang trim tai khoan nguoi ding va mat khau Gmail. Trong sd cic tai khoan bi danh
cip, co rat nhiéu tai khoan cta cac quan chuc chinh phtt My, cic quan chirc ¢ khu vire

chau A, cac nha bao...

Sony

Vu tin c6ng mang nham vao hing Sony Pictures c6 thé di vao lich st nhu vu
x4m nhdp mang may tinh 16n nhat nam 2014. C4c thong tin s an sinh xa hoi, hop thu
dién tir va tién luong cta cac ngdi sao va nhan vién ciia Sony, cling nhu ban sao cac bo
phim chua phat hanh da bi tung 1én mang.

Nhiéu nguoi suy doan Béc Triéu Tién dung sau vu 10 ri dit liéu 16n nay vi cude
tAn cong xay ra vai ngay trudc sy kién ra mat du kién cua “The Interview”, bo phim

hai vé mdt vu am sat hu cau cua CIA nham vao nha Ianh dao Triéu Tién Kim Jong-un.



Chuong 2. CAC PHUONG PHAP LUA PAO GIA DANG
2.1.NHUNG YEU TO BE CUQC TAN CONG LUA PAO GIA DANG THANH CONG

2.1.1. Su thiéu hiéu biét

Sy thiéu hiéu biét vé hé thong mang va may tinh di gitp cho cic hacker khai
thac nhitng thong tin nhay cam. Dic biét dbi v6i nhitng nguoi thudng xuyén mua ban,
thanh toan qua mang thi can phai hiéu 6 viéc cung cap credit card 13 rit quan trong va

biét dugc khi nao nén cung cap, khi nao khong.

2.1.2. Nghé thuat danh lira 40 giac

Nghé thuat ctia sy danh Itra 4o giac chinh la lam cho nan nhan khong con phan
biét dugc dau la that dau la gid. Ky thuat danh ltra do giac s€ tao ra mét trang web,
hodic mot 14 thu...nhimg thtr ma ngdy nao ban ciing truy cip, nd giébng nhau dén muc

gan nhu nguoi ta khong thé phat hién ra su gia mao.

2.1.3. Khong chii y dén nhiing chi tiéu an toan

Nhu d3 noi & trén, nhitng canh bao thuong bi nguoi ding bé qua, chinh diéu do
da tao diéu kién cho hacker tan cong thanh cong hon. Nguoi dung ciing thuong khong
chu y dén nhiing chi tiéu an toan. Vi du khi ban truy cap mot website thanh toan truc
tuyén, ban phai hiéu nhitng quy dinh an toan ctia website kiéu nay, nhu théng tin vé gidy
ching nhan (Cerificate), nha cung cap, ndi dung, va nhiéu quy dinh khac. Windows
thuong nhan biét nhitng quy dinh an toan nay, va néu khong dii n6 sé 1ap tirc canh bao
cho ngudi st dung. Tuy nhién, c6 mdt sd ngudi dung cam thay phién phirc véi nhiing

canh bao nay va da tit chirc ning nay di, vi thé ma ho d& dang tré thanh nan nhan.



2.2.NHUNG PHUONG THUC CUA LUA PAO GIA DANG

2.2.1. Thu dién tir va thw rac (Email and Spam)

Hacker sé& tién hanh giri hang loat cac thu dén nhimng dia chi email hop 1¢. Bang
nhing ky thuat va cong cu khic nhau, hacker tién hanh thu thap dia chi email trudc.
Hacker di loi dung viéc ndy dé giri di nhitng 14 thu ¢6 ndi dung bén ngoai c6 vé hop 18.
Nhing n6i dung nay thudong cé tinh khan cap, doi hoi ngudi nhan thu phai cung cép
thong tin ngay lap tic. Hacker str dung giao thirc SMTP kém theo mot s6 ky thuat dé

14 mao truong “Mail From” khién cho nguoi nhan khong ¢d chat nghi ngd nao.
g : g g :

2.2.2. Phat tan dwa trén cac trang mang (Web-based Delivery)

Mot ky thuat tiép theo ctia Phishing 1a dya vao viéc phat tan cic website lira
dao. Ban thuong thdy cac website dang nhu kiém tién online. Chung yéu cu ban cung
cap cac thong tin tai khoan ngan hang dé tién hanh tra tién cong. Ban khong ngan ngai
gi khi dang chd doi s6 tién cong hau hinh. Két cudc tién cong khong thiy ma tién trong

tai khoan ciing khong con.

Mot hinh thtrc khac 1a khiéu khich sy td mo ctia ngudi dung. Bing cach chén
vao trang web nhitng bién hiéu (banner) hoic nhitng dong chir (text) quang céo co ¥
khiéu khich sy t0 mo ctiia nguoi dung. Vi du nhu nhitng hinh anh khiéu dam, nhirng ndi
dung dang ndng. K&t qua sau khi click vao d6 thi may tinh ctia ban c6 thé bi nhiém mot

loai virus malware nao d6, virus nay s€ phuc vu cho mot cong tan cong khac.

2.2.3. Mang luéi tro chuyén truc tuyén va tin nhin khan (Irc and Instant Messaging)

Bang nhimng k¥ thuit tn cong, nhitng ké lira dao tién hanh giri tin nhan tic thi
dén hang loat nguoi dung. Nhimng noi dung duoc giri thudng c6 lién quan dén hang loat
nguoi dung, va ciing loi dung vao tri to mo cia moi ngudi. Ky thuat tinh vi cua kiéu

Itra ddo nay la gia dang nick chat.



2.2.4. Cac may tinh bi nhiém phin mém gian diép (Trojaned Hosts)

Mot kiéu lira dao khac 1a lira cho nan nhén cai vao may tinh ciia minh mot phan
mém gian diép. Phin mém gian diép (trojan, keylog) nay s& phuc vu cho mét myc dich
tan cong khac. Pién hinh cta céng viéc nay 1a nan nhan bi nhiém trojan va trd thanh

mot may tinh con trong mot cudc tan cong tong thé trén di¢n rong.

2.3. CAC KIEU LUA PAO GIA DANG
Can cr theo cach thirc hoat dong, nguoi ta phan loai nhitng cudc tan cong lira dao

ra thanh cac loai sau.

2.3.1. TAn cong MITM

O k§ thuat nay, may tinh cua ké tin cong duoc xem nhu 13 may tinh trung gian giira
may tinh ctia nguoi dung va website that. Nhimg ké tin cong dung 1én mot may tinh
trung gian dé nhan dir liéu cua nguodi dung va chuyén nd cho website that. Hodc nhan
dit liéu ctia website that roi chuyén cho nguoi dung. Dir li¢u khi chuyén qua lai s€ dugc

luu trt lai tai may tinh cua ké tan cong.
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Tdn cong MITM (Main-in-the-Middle)

Nhiing ké& tin cong ngoai viéc dung 1én Proxy Server gia roi du con mdi dén con

nghi dén viéc tdn cong vao cac Proxy Server thit nay dé 1ay dir lidu.



Mot cach khac dé tin cong trong k¥ thuat ndy, 1a tim cach lam léch duong di
cta goi dir liu. Mot diém can luu ¥ rang, ki thuit tin cong nay khong phan biét giao

thirc web 1a HTTP hay HTTPS.

2.3.2. Cac cudc tan cong giy roi URL (URL Obfuscation Attacks)

Lam réi URL (URL Obfuscation) 1a 1am an hoic gia mao URL xuat hién trén cac
thanh dia chi mot cach hop phép. Phuong phap tan cong 1am réi URL st dung dé 1am cho
cudc tan cdng va lira dao truc tuyén trd nén hop phap hon. Mot trang web xem qua thi hop
phép véi hinh anh, tén tudi ciia cong ty, nhung nhiing lién két trong d6 s& dan dén nhiing

trang web cta hacker. Viéc gia mao c6 thé nham dén nhimg ngudi dung bat can.

2.3.3. Tan cong XSS (Cross-Site Scripting Attacks)

Cross-Site Scripting hay con duoc goi tit 1a XSS (thay vi goi tit 1a CSS la dé
tranh nham 1an v&i CSS-Cascading Style Sheet cia HTML) 1a mét ki thuat tin cong
bang cach chén vao cic website dong (ASP, PHP, CGI, JSP ...). Cac hacker s& chén
nhitng doan script doc hai (thong thuong la javascript hoac HTML) vao website va sé
duoc thuc thi & phia ngudi dung (trong trinh duyét cua nguoi dung). Phu thudc vao muc

dich ctia hacker, nhitng doan Javascript dugc chén vao dé lay nhitng thong tin nhu:
+ Cookie; + Keylogging; + Phishing.

2.3.4. Tan cong an (Hidden Attacks)

Attacker st dung cac ngdén ngit 1ap trinh HTML, DHTML, hodc ngon ngir dang
script khac dé chén vao trinh duyét ctia nguoi dung. Hodc st dung céc ky tu dac biét dé
danh Iira nguoi dung. Nhitng phuong thirc thuong duoc attacker st dung 1a 1am 4n céc
frame. Cac Frame s& dugc attacker 1am an di trén trinh duyét ciia nguoi dung, qua dé
attacker c6 thé chén vao nhitng doan ma ddc. Mot cach khac dé tin cong la ghi dé ndi
dung trang web hoic thay d6i hinh anh trén trang web. Qua nhirng ndi dung bj thay dbi

nay, attaker s€ chén nhitng doan ma doc hai vao do.



Chuwong 3. PHUONG PHAP PHONG TRANH LUA PAO GIA DANG

3.1. PHIAMAY TRAM

O phia khach hang, kha ning bao vé chéng lai lira dao c6 thé duoc tao nén véi:

3.1.1. Céac doanh nghiép bao vé may tinh dé ban
Ly tuéng nhat, hé théng may tinh dé ban nén dwoc cau hinh dé sir dung bao vé
nhiéu doanh nghiép may tinh dé ban (ngay ca khi tinh ning nay sao lai bt ky dich vu

bao vé nao trong pham vi cng ty), va cé kha nang thyc hién cac dich vu sau:
« Bao vé phong chdng Virus cuc bo (Anti-Virus)  Tuong ltra ca nhan
* IDS ca nhan * Phat hién Spyware
« Phong chdng thu rac (Anti-Spam) ddi véi ting ca nhan.
Uu diém : - Cai dat dé dang.
- Bao vé chuyén sau (Defense-in-Depth).
- C6 su két hop bao vé chéo (protection Overlapping).
- Nang cao nhan thac va néng cao canh giac phong thu mang tinh noi bo.
Nhwoc diém: - Chi phi dit mua cao (purchasing price).
- Can gia han thué bao (Subscription Renewals).
- Phirc tap va yéu cau kha nang vé quan ly.

3.1.2. D¢ nhay cua thw dién tir (E-mail)
Chtic ning nay duoc nhiing mot cac khdng can thiét (thuong dugc dé mic dinh)

duoc khai thac boi céc cudc tin cong lira dao (clng voi su ting 1én vé X4c suit cua céc



loai tan céng khac nhau). N6i chung, cac tng dung phd bién nhat cho phép nguoi ding

tit chirc ning nguy hiém nhat.
3.1.2.1. HTML duwa trén thw dién tir
3.1.2.2. Chan tin dinh kéem (attachment Blocking)

3.1.2.3. Uu diém

- Vuot qua su 1am ric rdi héa HTML; - Loai duoc cac virus dinh kém tép tin.
3.1.2.4. Nhwoc diém
- Dé doc; - Gi6i han ky tu trong tin nhin; - Chan lya chon hop Iy.

3.1.3. Kha nang cua trinh duyét

3.1.3.1. Loai bo trinh duyét |E (Microsoft Internet Explorer)

Trinh duyét web cua Microsoft 1a Internet Explorer, 1a trinh duyét web co san
phtic tap nhat. Do d6 né c6 mot hd so theo ddi rat dai viéc phat hién 16 hong va khai

thac ching tu xa.

3.1.3.2. Gin kém cdc céng cu chéong liva dio gid dang (Anti-Phishing Plug-ins)

Ngay nay, ngay cang ting s6 luong cic nha san xuit phan mém chuyén dung
chéng hra dao gia dang (phishing) cung cip trinh duyét plug-ins. Thong thuong, cac
plug-ins duoc thém vao thanh céng cu (toolbar) cua trinh duyét va cung cip mot co s
giam sét hoat dong. Nhitng thanh céng cu thuong duoc goi la "dién thoai nha" cho moi

URL, xac minh nhirng may chu hién tai va lap danh sach cac vu lira dao gia dang.

3.1.3.3. Uu diém
- Cai tién bao mat duoc thuc hién tac thi, nhanh chéng. Déng thoi chuyén dan

tr mot trinh duyét web phac tap thanh trinh duyét véi chirc nang dugc giam nhe tac



thi. Ngoai ra con c6 kha ning chdng lai cac 16 hong bao mat pho bién nhat va 16 hong

trong Internet Explorer.

- Téc do: Trinh duyét web it phtc tap thuong truy cap va xem chat liéu dya trén

web nhanh hon.

3.1.3.4. Nhwoc diém

- Mat cac chirc ning duoc mé rong; - Viéc dua ra cac tng dung web phuc tap.

- Phan hdi cua Plug-ins: Plug-ins thudng chi c¢é tac dung di véi nhitng cng cu

dd duoc biét dén, dugc phan phdi rong rai, va cac cudc tan cong lira dao.

3.1.4. Sir dung chir ky s6 trong thw dién tir

C6 thé nén sir dung céac hé thdng mat ma khoa cong cong dé 1am chix ky ky thuat
s6 trong e-mail. Viéc ky nay c6 thé dugc st dung dé xac minh tinh toan ven cua noi
dung tin nhan - tir 6 x4c dinh xem liéu ndi dung tin nhan cé bi thay doi trong qua trinh

gui hay khéng.
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Figure 16: Digitally signed e-mail - recipient validation of authenticity

3.1.4.1. SIMIME va PGP
Hién nay c6 hai phwong phap phd bién dé cung cap chir ky dién tir. Do 1a S /
MIME va PGP (bao gom PGP / MIME va OpenPGP véi tiéu chuan méi hon).

3.1.4.2. Nhitng diém chinh cho S/MIME va PGP:
« S/MIME ban dau duoc phét trién boi cong ty RSA Data Security;
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« PGP / MIME dugc dya trén PGP, duoc phét trién bai nhiéu ca nhan, mot s6

nguoi hién nay da gia nhap véi nhau nhu tap doan PGP.
« SIMIME, PGP / MIME, va OpenPGP MIME sir dung dé cau tric tin nhan.

3.1.4.3. Uu diém
1) N6 da duoc tich hop vao hau hét cac tiéu chuan e-mail cia khach hang. Vi vay

né c6 thé 1am viéc ma khong c6 cac yéu cau phan cing va yéu cau phan mém bd sung.
2) bong nhit dudng mon kiém toan (audit Trail). 3) Méi quan hé tin cay.

3.1.4.4. Nhuwoc diém

1) Khéng phai tat ca cac khach hang déu dua trén web mail hd trg S / MIME.
2) Tén mién gay hiéu 1am
3) Kiém tra truy héi: Nguoi nhan cd thé khéng kiém tra tinh trang thu héi ching chi.

3.1.5. Canh giac ciia khach hang
Khach hang c6 thé mat mot sé budce dé tranh tro thanh nan nhan cia vu tin cong
lra da0 truc tuyén, nhitng budc ma lién quan dén viéc kiém tra ndi dung duoc trinh bay

cho ho va dat cau hoi vé tinh xéc thuc cta né.
3.1.5.1. Reza tién (Scams Job)
3.1.5.2. Cach ma tro gian Ign vigc lam gid thac hién

3.1.5.3. Uu diém: vé mit gia ca: Bang cach ludn nhan thic duoc chiéu huéng
tan cdng lira dao gia dang phd bién va sy hiéu biét 1am thé nao dé tng phé lai ching,

khach hang cd thé c6 nhitng hanh dong véi muac chi phi hop Iy nhat dé t bao vé minh.
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3.1.5.4. Nhwoc diém
1) Thdng tin qua tai; 2) Lién tuc thay doi chién truong (Battlefield) gay

nham 1an cho khach hang va che diu ban chat that cua thong diép.

32. PHIA MAY CHU

O phia may chu, bao vé chdng lai lira d4o c6 thé dugc tao nén bai:

3.2.1. Nhan thirc ciia khach hang
Céc budc quan trong trong viéc gitip d& dé dam bao nhan thicc khach hang va

tiép tuc canh bao Ia:
« Nhic nhé khéch hang lién tyc.

« Cung cap mot phuong phap dé& dang cho khach hang dé thong béo hra dao gia

mao, hoic nhiing email gian 1an khac c6 thé duoc gui trong tén caa to chic.

« Cung cip loi khuyén vé cach 1am thé nao dé xac minh tinh toan ven cua cac

trang web ma ho dang sur dung.
« Xay dung chinh séch truyén théng caa cong ty va thuc thi ching.

« Pé ¢6 hiéu qua, t6 chuc phai dam bao riang ho dang giri mot thong diép rd

rang, ngan gon va phu hop cho khach hang cua ho.
« Phan tng nhanh chéng va rd rang vé cac 4am muu da duoc xac dinh 12 lira dao.

3.2.1.1. Uu diém
1) Chiphithap;  2) Yéu cau vé k¥ thuat thap.

3.2.1.2. Nhwoc diém

1) Y&u cau tinh nhat quan cao; 2) Théng tin d& qué tai hé thong

3.2.2. Gia tri truyén thong mang tinh ndi bd
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Budc nay cd thé dugc thyuc hién bai mot to chize dé gilp xac nhan thang tin lién
lac cua khach hang chinh thirc va cung cip mot phuong tién dé xac dinh liéu ¢ kha

nang 1a c&c cudc tan cong lira dao.

3.2.2.1. Thw dién tir cA nhan
E-mail gui dén khach hang nén dugc ca nhan hoa cho ting ddi twong ngudi
nhan. Céc t6 chirc phai dam bao rang ching khéng bi ro ri bat ky chi tiét bi mat nao

cua khéach hang trong théng tin lién lac cta ho.

3.2.2.2. Tham khdo thong bao trwdc do (Previous Message Referral)
C6 thé tham khao mot mau e-mail dd dwoc giri dén khéach hang - do d6 can thyc
hién viéc thiét 1ap sy tin tudng trong truyén tin. Diéu nay cé thé dat duoc théng qua cac

phuong tién khac nhau.

3.2.2.3. C4c Céng théng tin xdc thuc ing dung trang mang (\Web Application
Validation Portals)

Cac cong thong tin web ton tai dé cho phép khéach hang sao chép / dan noi dung
tin nhan nhan duoc cua ho vao mot hinh thirc twong tac, va cho cac tng dung dé hién
thi rd tinh xéac thuc cua thong diép. Tuong tu nhu vy, Can dugc cung cip mot giao
dién ma trong d6 khach hang c6 thé sao chép hay dan cac URL nghi ngd ma ho da
nhan dugc. Cac (ng dung sau d6 xac nhan liéu rang day co phai 1a mot URL hop phép

lién quan dén t6 chire khong.

3.2.2.4. Hinh dnh hay dm thanh ca nhdan trong thuw dién ti
C6 thé nhang cac dit liéu hinh anh hay &m thanh c& nhan trong mot e-mail. Tai
liu nay s& duoc cung cap boi cac khach hang truée day, hoic c6 chira twong duong

vai mot bi mat chia sé.
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3.2.2.5. Uu diém
Hiéu qua: Qua trinh don gian cua ca nhan hoa thong tin lién lac 1am cho né dé
dang hon nhiéu ddi véi khach hang trong viéc xac dinh théng tin chinh thic tir cac

email spam. Lam cho qué trinh chitng thuc nguédn tin nhanh hon va hiéu qua hon.

3.2.2.6. Nhwoc diém

1) Can tai nguyén b sung.

2) Nhan thicc cua khach hang: Khach hang cé thé khéng su dung hoic khdng

nhan thire dugc tim quan trong cia nhirg hanh dong ty bao vé mang tinh ca nhan.

3.2.3. Bio mit g dung trang mang doi véi khach hang
Bao mat ung dung web dya trén cung cip cic phuong phip dau tu mang lai
nhiéu loi nhuan Ié6n nhat (bang for the buck) 1a phuong phap bao vé khach hang chéng

lai c&c cudc tan cong lira dao.
3.2.3.1. Xac thuc ngi dung
3.2.3.2. Xur ly phién (Session handling)
3.2.3.3. Nang luc URL
3.2.3.4. Céc quy trinh thdm dinh
3.2.3.5. Quy dinh danh (Image Regulation)
3.2.3.6. Uu diém
1) Tinh manh mg;  2) Hiéu qua vé mat chi phi; 3) Poc lap ddi véi khach hang

3.2.3.7. Nhwoc diém
1) Can c4c yéu cau phat trién ky nang;  2) Phai duoc thir nghiém; 3) Chi phi quan Iy

hiéu suét.
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3.2.4. Xac thuc dya trén thé bai manh (Strong Token)
Khach hang cua cac ang dung dwa trén web hop phap c6 thé s dung mot thé vat
ly giéng nhu mot thé thdng minh hoic may tinh dé cung ciAp mét mat khau cho 1 luot sir

dung hodc mat khau st dung trong mot khoang thoi gian nhat dinh (time-dependant).

e B 5 \\\
| o
; ‘\

HTTPS + Secure Token
3
=
\,

User's Browser Web Application ervnr

Figure 18: Strong token-based authentication

3.2.4.1. Uu diém

1) Mat khau cé sy phu thudc thoi gian; 3) Tao cam giac tin tudng.
2) Truy cap thé bai (token) vat ly; 4) Chéng gian lan.
3.2.4.2. Nhwoc diém.
1) Pao tao nguoi su dung; 2) Céc chi phi cho thé bai (token);

3) Mat thoi gian thiét 1ap; 4) Chi phi quan Iy cao;  5) Céc van dé bj chia nho.

3.2.5. M4y chii va nhirng hiép wéc lién két

S6 lugng 16N cac cude tan cong hra dao tan dung sw nham 13n bi gay ra bai to
chutc st dung tén phirc tap vai cac dich vu luu trit-host va cac URL khong thé doc dugc
(chang han nhu cac tén mién day du). Hau hét khach hang déu khong hiéu vé ky thuat
va dé dang bi choang ngop véi nhitng thong tin dai va phirc tap dugc trinh bay trong
cac URLs "theo sau cé4c lién két nay". Bat cr ¢ dau ciing 6 thé xay ra cac cudc tan

cong lira d4o nay, nén cac té chic can phai:

« Ludn ludn str dung domain c6 cting ngudn géc.
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« Tu ddng chuyén hudng céc tén domain dugc ding ky trong khu vuc hoic

trong cac khu vuc khac téi cdc domain chinh cua cong ty.
« Sir dung c4c tén may chu-host ma dai dién cho tinh chat wng dung dua trén web.
« Ludn ludn sir dung URL don gian nhat hay cac may chi c6 thé luu trir tén.

« Sir dung su chuyén d6i dia chi va cdng nghé can bang tai dé tranh st dung cua

cac may cha dugc danh sd.
« Khong bao gio giir théng tin vé phién giao dich trong 1 dang URL.

3.2.5.1. Uu diém
1) Dé &p dung; 2) Xac dinh hitu hinh; 3) D& dang dé giai thich

3.2.5.2. Nhwoc diém
Sira d6i wng dung: Mot sb cac tng dung phirc tap véi cac tén may chi duoc mé

hoa cting ¢ thé dugc yéu cau cap nhat.

3.3. PHIA DOANH NGHIEP

Cdc buéc quan trong dé chong lira dao bao mdt cho doanh nghiép bao gom:

3.3.1. Xac thue phia may chu gii thw dién ti

V& ban chat, may chu guri mail cia ngudi giri duoc xac nhan (chang han nhu do
phan giai nguoc caa théng tin tén mién dén mot dia chi IP cu thé hoac mot pham vi cu
thé) cia may chi nhan mail. Néu dia chi IP cua ngudi guri khong phai 1a mét dia chi

duoc uy quyén cho cac mién e-mail, e-mail s& bi loai b bang may chu nhan mail.

Ngoai ra, thdng qua viéc sir dung SMTP an toan, van chuyén e-mail c6 thé dugc
thuc hién qua mot lién két SSL/TLS dd dugc ma hoa. Khi b gui email cua cac may
cha mail két ndi téi may chu mail ngudi nhan, thi gidy chitng nhan duogc trao ddi trudc

khi mot lién két duoc ma hoa dugc thanh 1ap. Viéc xac thuc cac ching chi c6 thé dugc
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sir dung dé nhan dién mot ngudi gui tin cay. Viéc “mat tich” chimng chi khdng hop 1é hay
bi thu hoi s& ngan chan mot két ndi an toan xay ra va khdng cho phép cung cap e-mail.
Néu duoc yéu cau, thi viéc kiém tra bd sung véi cac may chu DNS c6 thé duoc

sir dung dé dam bao rang cac may cha mail chi duoc ay quyén c6 thé gui e-mail trén

cac két néi SMTP an toan.

3.3.1.1. Uu diém

1) Cau hinh d& dang; 2) Phong ngira giau tén; 3) Nhan dang thu dién tir caa doanh nghiép.

3.3.1.2. Nhwoc diém
1) Dé dang gia mao dia chi bén giri email; 3) Dich vu E-mail cta bén thu ba.
2) Chuyén tiép thu dién tir (E-mail Forwarding); 4) Phan phbi SMTP an toan.

3.3.2. Thu dién tir st dung chir ky s6 (Digitally Signed E-mail)

Cac doanh nghiép c6 thé cdu hinh may cha nhan e-mail caa ho dé tu dong xac
nhan bang chir ky sé e-mail trudc khi chuyén dén nguoi nhan. Ngoai ra, cac may chi
e-mail doanh nghiép c6 thé duoc cdu hinh dé cac e-mail gui di luén duoc ky. Bang
cach 1am nhu vay, mét gidy ching nhan ky thuat s6 duy nhat “cta cong ty” ¢6 thé dugc
sir dung va khach hang dd nhan dugc nhitng chit ky e-mail c6 thé tu tin rang tin nhan

nhan dugc caa ho la hop phap.

~
Certificate Authority Server
& Validates issued server cartificates
N and manages certificate revocation.
°
>
\ < Senders certificate
delalls are venfied
//\ 1 >\ //\\
NS S< I SMTP X 1) %%
. = . e
\J ] Recipient
Sender’s Email Server Receiving Email Server

Figure 21: Digitally signed e-mail - receiving mail server validation of authenticity
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3.3.3. Giam sat mién

Piéu quan trong la to chitc mot cach can than theo ddi viéc dang ky tén mién
Internet lién quan dén t6 chtc cua ho. Cac cong ty nén duoc giam sat lién tuc viéc dang
ky tén mién va hé théng tén mién cho céc tén mién xam pham tén thwong hiéu cua ho,
va c6 thé duoc str dung dé tung ra cac trang web gia mao dé danh lira khach hang. C6

hai linh vuc quan tam:
3.3.3.1. Tén mién hét han va gia han méi
3.3.3.2. Pdng ky tén mién cé tén twong tw nhau

3.3.4. Cac dich vu cong (Gateway services)

Cac vanh dai mang doanh nghiép la mét noi Iy tuéng cho viéc thém céc dich vu
bao vé cira ngd ma cé thé giam séat va kiém soat ca thong tin lién lac trong va ngoai
nuéc. Nhiing dich vu ndy c6 thé duoc st dung dé xac dinh noi dung lra dao gia dang
doc hai; cho di né nam trong e-mail hozc trong cac ludng truyén thong khéc. Cac dich

vu cong cap doanh nghiép dién hinh bao gom:
« Cong Anti-Virus Scanning; « C6ng Anti-Spam Filtering
« Cong Content Filtering; « Cac dich vy Proxy

3.3.4.1. Uu diém

1) Cap nhat hiéu qua; 2) Sy doc 1ap ISP; 3) Ché do bao vé duoc wu tién trudce tién.

3.3.4.2. Nhwoc diém

1) Nhitng han ché vé luu lugng: Mét s6 dang cua luu lwong mang khong thé bi quét.

2) Cac thay doi Firewall; 3) Yéu cau su bao vé ngudi sir dung chuyén ving.
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3.3.5. Cac dich vu quan ly
Cac dich vu quan 1y trong cac linh vuc chong thu spam va chéng lra dao gia

dang cung cp cai tién rat co gié tri trong cdng tac bao vé an ninh.

3.3.5.1. Gidam sat hoat dong cua trang mang

Céc nha cung cap dich vu quan 1y cd thé trién khai dua trén cac chwong trinh tong
quan dé theo ddi cac URL va cac noi dung web tir c4c trang web tir xa, tich cuc tim kiém
cho tat ca cac trudng hop ¢6 logo, nhan hiéu hang hod, hoic noi dung web doc dao cua

mat td chic.

3.3.5.2. Uu diém

1) D& sir dung; 2) Tam nhin rong hon;  3) Su can thiép kip thoi.

3.3.5.3. Nhuroc diém

1) Tén kém; 2) Quan ly xéc thyc 15i
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Chuong 4. UNG DUNG PHONG TRANH TRONG TRINH DUYET

4.1. SPOOFGUARD

La mot phan b sung (plug-in) twong thich véi Internet Explorer.

4.1.1. Kién tric cia SpoofGuard
Su tuong tac gitra cac phan

ReflectionWnd

Requests a pop
up warning if
WarnBar shows
that a site’s total
alert value is
higher than the
user’s threshold.

WarnBar

hé chinh, mé ta dudi day, dugc thé hién trong hinh:

ConfigDlg

Sends user messages

(e.g. button click) Requests Options window

(user settings) to pop up.

UWToolBar

Requests Current Page
Status window to pop up.
Sends current user
settings (e.g. weight
values, alert level)

DomainDlg

SpoofGuard architecture

Céc phén hé trén chinh la cac ham dugc lap trinh tao nén chuong trinh

SpoofGuard, véi vai trd cu thé sau:

4.1.2. Cai dit

Tai phan mém SpoofGuard vé tai link: https:/crypto.stanford.edu/SpoofGuard/

Chay file cai dat, khéi dong lai trinh duyét, trong ctra s0 trinh duyét, tai thanh cong cu,

nhan chudt phai roi chon WarnBar

4.1.3. Giao dién

Class.

Thanh cong cu SpoofGuard c6 3 nit: Settings (noi ngudi dung thiét lap cac

thong s6), Status (hién thi mién website ma ban truy cp) va Reset (x6a moi dit liéu ma

SpoofGuard thu thap dugc, nhung khong x6a History cua Internet Explorer).
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4.1.4. Nguyén ly hoat dong

Khi nguoi dung truy cip vao mot trang web, SpoofGuard s& dua ra 5 kiém tra
(check) trong 2 vong (round): Domain Name Check, URL check, Email Check, Password
Field check va Image check. Muc d6 kiém tra ctia mdi check duoc thé hién thong qua 1
con s goi 1a weight do nguoi ding thiét 1ap (co thé thiét 1ap weight cho mdi check dé cho
check nay c6 gia tri 16n hon check kia). Két qua ctiia mdi check s& duoc cong lai v6i nhau,

sau d6 so sanh véi gia tri thiét 1ap weight dé dua ra két qua c6 phai 14 phishing hay khong.
4.1.5. Uu diém va nhwoc diém

4.1.5.1. Uu diém

+ Gilp va mot s6 diém yéu vé bao mat caa phan 16n céc trang web hién tai.

+ théng tin canh bao cua SpoofGuard gitp nguoi dung tu xac dinh dugc ca

nhitng méi nguy hiém tiém tang (néu c6) cua Website.

+ SpoofGuard c6 kha ning phét hién cac cudc tan cong lira dao Web ma khdng

can bat ky su hop tac tir cac trang web.

4.1.5.2. Nhwoe diém

+ Chi ap dung duoc vai trinh duyét Internet Explorer (IE).

+ K§ thuat nay khéng thé chng lai mot s6 dang gia mao nguy hiém. Do d6 chi &p
dung phu hgp cho phia Client, thong thuong véi cdc chuyén gia (hay phia Server) sé

khong can dung dén tng dung nay.
4.2. TRANG WEB KIEM TRA LUA PAO GIA DANG PHISH TANK
4.2.1. Co ban vé Phish Tank
PhishTank 1a mot website mién phi cho moi nguoi c6 thé kiém tra, theo doi va

chia s¢ dir liéu vé phishing.
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Truy cap vao dia chi http://www.phishtank.com/ dé str dung trang web nay.

4.2.2. Uu diém
+ Giao dién than thién, don gian, dé s dung.

+ Théng tin vé Phishing dugc cap nhat nhanh chéng.

4.2.3. Nhuoc diém
+ Chi c6 kha ning phong Phishing, khong c6 kha ning chéng Phishing.
43.NETCRAFT

Netcraft 13 cong ty da khao sat Internet tir 1995 va thu thap bién thién cua
Internet trong vong gan 20 nim qua. Pay 1a mot cong ty cia Anh Quéc va co do tin

cay rat cao. Netcraft 1 add-on st dung dé giai quyét cung van dé vé phishing.

4.3.1. Cai dit

Tai phan mém Netcraft vé tai link: http:/toolbar.netcraft.com/install chon trinh

duyét mudn cai dat va lam theo hudéng dén

4.3.2. Nguyén ly hoat dong

Netcraft Toolbar cai dit mot thanh cong cu dé hién thi mic do rai ro (Risk
rating), hang cua site (rank) va cung cdp mot lién két bao cio (Site Report- béo c4o nay
cung cip cho ban cac thong tin ma Netcraft thu thap duoc vé site). Ciing trén cong cu

nay, thanh bar 1a mgt menu s6 xudng, véi menu nay ban c6 thé bao cao mot site.

Firefox
Risk Rating: Couritry:

i-Phishi Gauge the trustwarthiness The flag and two-lstter IS0
| Il etcraft Anti-Phishing Toolbar | Gatae the trustu: o o twcoeter

current ste is hosted in
& In ‘examplebank.col

IETCRAFT - Services - | EEENL Since: Sep 2000 Rank: 311393 Site Report BB [UK] Netcroft

Metcraft & Services menu:
Access Netcratft services
and report Phishing sites

Hast:
Popularity amangst The name of the
toolbar uzers arganization
Site Report. hasting the current

i
Link to & detailed
report

Gidi thich tinh nang cia Netcraft trong Firefox (voi Google Chrome ciing tuong ty)
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4.3.3. Uu diém va nhuoc diém

4.3.3.1. Uu diém

+ Giao dién don gian, d& hiéu va d& str dung, Extension ndy gon nhe va hau nhu
khong c6 anh hudng gi dén hiéu suat va van téc duyét web.

+ Cung cép chi tiét cac thdng tin cua trang Web nho d6 gilp ngudi ding ¢6 lua

chon dung din vé tinh toan ven cua trang Web.

4.3.3.2. Nhwoc diém
+ Khdng c6 hiéu qua véi nhitng trang c6 chira sin méa doc hai hay gan kém virus.

+ C6 mét sb trang phishing mai khong duge block, c6 1& do chua bi thong bao

va chua dugc cap nhat trong co s¢ dir liéu cua Netcraft.
4.4, DR.WEB ANTI-VIRUS LINK CHECKER
4.4.1. Co ban vé Dr.Web Anti-Virus Link Checker

Dr.Web Anti-Virus Link Checker 1a mot phan mé rong cho trinh duyét web (hd
tro ca Chrome, Firefox, IE, Safari va Opera) va ca trinh quan li email Thunderbird.
Dr.Web Anti-Virus Link Checker cd thé phat hién tit ca cac file khdng an toan trong
trang web. Add-on nay ciing c6 chtic ning ty dong quét tat ca cac duong link trén cac
mang xa hoi nhu Facebook, Vk.com hay Google+. Dich vu ndy xuat hién tir naim 2003

va duoc cap nhat theo dinh ky.

4.4.2. Uu diém

+ D& sir dung, dung lugng chuong trinh nho (hon 100Mb) nén khong anh huéng

dén hiéu ning ctia may tinh. C6 kha ning phong va chéng Phishing cao.

4.4.3. Nhuoc diém
+ Thong tin Phishing do nha cung cip cap nhat theo dinh ky, do dé s& khong c6

tac dung ddi véi cac méi de doa mai.
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4.5.TONG KET CHUONG

Trong phan nghién ciru nay, t6i da dwa ra mot s phwong phap dé phong va
chng Phishing. Tuy nhién thuc té, d6i mit v6i Phishing c6 18 12 van dé nan giai nhat,
chung ta khong thé diét no, va ciing chua c6 phuong phap nao dé diét nd. Trong phan
nay toi dé xuét nén két hop nhiéu phuong phap voi nhau dé dat hiéu qua phong chong

Phishing t&t nhét:

Budc 1: Trude khi dang nhap nén sir dung cong cu Phish Tank dé kiém tra xem
day c6 phai trang web ltra ddo khong; Budce 2: Khi da xac nhan dugce day khong phai 1a
trang web lira dao, st dung cong cu Dr.Web dé kiém tra xem c6 chira virus hay phan
mém doc hai gi khong; Bude 3: Sir dung Netcraft dé x4c thuc nhitng thong tin vé trang
Web nham dao bao d6 tin cay cao hon ddi véi ngudi sir dung. Budc 4: Trudng hop sir
dung trinh duyét 13 IE thi thay vi ding Netcraft ta sir dung coéng cu SpoofGuard dé xem

cac thong tin va cac canh bao vé kha nang Phishing cua trang WEB.

KET LUAN

Luan vin véi dé tai “Lira ddo qua mang va cach phong tranh” co cac két qua

chinh nhu sau:
1/. Tim hiéu nghién ctru vé lira ddo trén mang méy tinh.
2/. Thir nghiém g dung phong tranh ltra ddo trong trinh duyét Web.

Viéc y thize dugc van nan lira dao gia dang (phishing) trén thé gigi ciing nhu tai
Viét nam 4 rat quan trong. Viét Nam noi tiéng thé gigi voi viéc an cap phan mém c6
ban quyén thi khéng c6 ly gi ma “phishing” khi c6 diéu kién s& khong phat trién. Bé
phong va chéng lai kiéu tin coéng nay, khéng c6 cach nao hiéu qua bang cach gido duc
cho nhitng ngudi ding may tinh nhiing thi doan lira dao cua ké tan cong, lira dao dé ho

tu biét canh giéc.
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