LOI CAM ON

Trude hét, toi xin gii 10i cAm on sau sac t6i co GS. TS Thai Tra My da gianh
nhiéu thai gian dé huéng dan, gép ¥ toi hoan thanh luan van nay. Toi xin gii 1o
cam on chan thanh nhat t6i thay PGS.TS Hoang Xuan Huan da gitup d6, dong
vién trong hoc tap, nghién citu khoa hoc ciing nhu kinh nghiém trong cudc song.

Toi ciing xin dudce bay t6 long biét on t6i cac thay, co trong Khoa Cong nghe
thong tin, truong Dai hoc Cong nghé da tham gia giang day va chia sé nhiing
kinh nghiém quy bau cho tap thé va ca nhan toi néi rieng. Cac thay co da tao ra
moi trudng hoc tap, lam viéc khoa hoc nghiém tic, hiéu qua gitp to6i ¢6 thé hoc
héi, trau doi kién thiic.

Toi cling xin gui 101 cdm on téi Ban giam déc Hoc vién An ninh nhan dan, 1anh
dao Khoa Cong nghé va An ninh thong tin cting cac dong nghiép da tao diéu kien
thuan 1¢i cho toi tham gia va hoan thanh khoéa hoc.

Trén tat ca, toi xin gui 16i biét on t6i b6, me va toan thé gia dinh, ngudi than.
Dic biét, B6 me t6i nhitng ngusi nudi toi khon 16n, da phai lam viec vat va ké tir
khi t6i con nhé dé tao diéu kién cho toi c6 thé dén truong theo dudi uéc mo va
hoai bao ctia minh.

Tac gia

Pham Van Céanh



LOI CAM DOAN

Toi xin cam doan, nhitng kién thic trinh bay trong luan van la do toi tim hiéu,
nghién cttu va trinh bay lai. Trong qué trinh lam luan van t6i ¢6 tham khao céac
tai lieu c6 lien quan va da ghi ro nguon tai lieu tham khio d6. Nhiing két qua
méi trong luan van 1a ciia riéng t6i, khong sao chép tir bat k¥ mot cong trinh nao

khac. Néu c6 dieu gi khong trung thire, t6i xin hoan toan chiu trach nhiem.

Tac gia

Pham Vian Canh
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MO DAU

Cuing v6i sy phét trién ctia Internet, cac mang xa hoi da phét trién manh mé
va tré thanh mot xu huéng méi thu hat nhiéu ngusi st dung trén internet. Hién
nay, c6 hang ty nguoi stt dung mang xa hoi trén toan thé gisi. Nho c6 mang xa
hoi, ngusi ding c¢6 thé trao doi thong tin véi nhau mot cach nhanh chéng bat ke
khodng cach dia Iy va thoi gian. Khong nhiing thé, mang xa hoi con cung cap cho
ngudi ding rat nhiéu tién ich v ng dung hitu ich, lam cho cudc séng clia con
ngusi ngay cang tré nén thuan tien.

Mang xa hoi khong nhitng ké thita nhitng dic tinh ctia mang luéi xa hoi thuc
nhu: tuong tac giita nguoi diing, lan truyén thong tin, tao 4nh hudng trong mang
lu6i vv.. ma con mang nhieu dic tinh méi nhu: thong tin trong thé gidi thue dude
cap nhat trén mang mot cach nhanh chéng, sy lan truyen thong tin gitta ngudi
diing xay ra trong thoi gian ngan, sy bung né thong tin véi cac nguodn tin tic
khac nhau vv.. C6 thé néi, hién nay mang xa hoi la nguon cung tri thitc doi dao
va thuan tién cho con ngudoi.

Ngoai nhitng lgi ich mang x& hoi mamg lai, ngusi dung trén mang xa hoi con
phai déi mit v6i nhiéu nguy co mat an toan. Mot trong nhiing nguy co doé la
ngusi dung bi tan cong, xam nhap lay cap thong tin mot cach cht dich. Hoat
dong zdm nhap don gidn 1a glii yéu cau két ban mot cach chtt dong véi ¥ do xau.
Hoat dong xam nhap thanh cong khi nguoi dung dong ¥ yéu cau két ban ctia ké
tan cong. Khi d6, ngusi diing vo tinh dé 16 cac thong tin c6 gia tri dé ké tan cong
st dung v6i muc dich xau.

Trong cac nghién ctu lién quan, Elyashar [5], Michael Fire 7], Boshmaf [6] d&
thiét ké cac Socialbot bat chuée hanh dong clia ngusi ding that sau d6 tién hanh
hoat dong xam nhap dén nguoi ding trén mang xa hoi véi dieén rong. Dac biét,
Elyashar [4] da két hop cac nghién ctu trén dé thiét ké mot mang ludi Socialbot
xam nhap dén ngusi diing trong mot t6 chiic cu thé. Nghién ctu nay chi ra rang,
viéc xam nhap t6i nguoi dung kha dé dang véi ty 1é xam nhap thanh cong cao ti
50 dén 70 %. Diéu nay cho thay ngudi ding c6 xu huéng chua can trong trong
viéc chon ban bé clia minh trén mang xa hoi.

Thiic day béi thuc té va nghién ctu trén, tac gia nhan thay viec dua mot giai

phap dé phong ngita st xam nhap t6i ngusi diing trén mang xa hoi mang tinh



cap thiét béi su chél quan va nhan thic ctia ngudi diing vé sy nguy hiém ciia hoat
dong tan cong. Ho chua nhan ra cac hoat dong ciing nhu sy hau qua clia sy tan
cong. Ké tan cong co thé st dung nhing thong tin nay cho muc dich xau nhu:
tan cong phéat tan virus, gii tin nhin rac, gid mao ngudi ding dé lita dao vv..

Dic biét, khi nguoi bi tan cong la ngudi ding trong mot to chiic cu thé, nhing
thong tin ctia ho khong chi la thong tin ca nhan ma con la nhitng thong tin lién
quan dén t6 chiic ma ho tham gia. Ké tan cong thé sit dung nhing thong tin nay
cho viéc thu thap théng tin, tai tao lai co cau to chiic ciia ho phuc vu cho muc
dich xau. Vi vay, trong luan van nay, tac gid nghién cttu "Mot giai phap phong
ngirta xam nhap trén mang xa hoi truc tuyén". Dong gop chinh clia luan
van la viéc tim hiéu, phan tich hoat dong xam nhap lay thong tin ctia ngusi ding
mang xa hoi dién rong va dua ra mot giai phap phong ngtra sy xam nhap nay.
Ngoai phan két luan, bé cuc chinh ciia luan van gom bon chuong nhu sau:

Chuong 1: Gidi thiéu vé mang xa hoi

Chuong nay gi6i thiéu tong quan vé mang xa hoi gom: Dinh nghia, su hinh
thanh va phat trién clia mang xa hoi, dic tinh ctia mang xa hoi. Tac gia ciling
trinh bay nhiing lgi ich va hau qua ma mang xa hoi mang lai. Déc biét, trong
phan nay téc gid ciing trinh bay tong quan va phan tich mot s6 huéng nghien ciu
d6i véi mang xa hoi.

Chuong 2: Cac nguy cd mat an toan trén mang xa hoi

Chuong nay trinh bay cac nguy co mat an toan trén mang xa hoi. Tac gid di
sau phan tich cac nguy co ro i thong tin ctia ngusi diing, hoat dong ctia ké tan
cong nham lay cap thong tin ctia ngudi dung va dic biet hanh vi tin cong clia
Socialbots trén mang dién rong. Day 1a nhitng dit kién quan trong dé dé tac gia
dé xuat gidi phap phong ngita sy xam nhap trong Chuong 3.

Chuong 3: Giai phap phong ngira xam nhap lay théng tin trén mang
xa hoi dbi v6i mbi cic nhan trong td chic

Chuong nay trinh bay nhitng két qua chinh ctia luan van. T thyc trang da
néu 6 chuong 2, tac gid dé xuat bai toan phat hién sy xam nhap t6i nguoi dung
trong to chtic trén mang xa hoi. Pua ra mot gidi phap phong ngira sy xam nhap
dira trén sy phan tich hoat dong tan cong c6 chtt dich. Trong cac bude ciia gidi
phap nay, tac gid dua ra mot s6 két qua phan tich 1y thuyét cho mdi bude. Cudi
ciing, 1a dé xuat gidi thuat hieu qua dé xay dung giai phap phong ngita.

Chuong 4: Thuc nghiém



Chuong nay trinh bay két qua thuc nghiém trén dit lieu mang xa hoi thuc
Facebook. Thuc nghiém chon ra nhitng t6 chic c6 kich ¢d khac nhau sau dé xay
dung giai phap phong ngita ¢ chuong 3 doéi v6i nhiing to chiic da chon. Két qua
thuc nghiém cho thay, giai phap dé xuat c6 thé phong ngira dude su tan cong xam

nhap téi ngusi dung trong t6 chiic véi kha nang thanh cong cao.



Chuong 1

GIOI THIEU VE MANG XA HOT

1.1 Giéi thiéu chung vé mang xa hoi

Mang xa hoi, hay goi 13 mang xa hoi 4o (tiéng Anh: Social network) 1a dich vu
n6i két cac thanh vien cting sé thich trén Internet lai v6i nhau véi nhiéu muc dich
khac nhau khong phan biét khong gian va thoi gian. Nhitng ngusi tham gia vao
mang xa hoi con duge goi la cu dan mang.

Cung v6i su phét trien manh mé ctia Internet, cac mang xa hoi da phat trién
mot cach nhanh chéng. Ngusi dilng trén mang cé thé giao tiép vé6i nhau bat chap
khodng cach dia 1y, nho do su lien két v tuong tac gitta con ngudi v6i nhau trd
nén thudng xuyen va nhanh chéng. Céac hoc gia cho rang thuat ngit "xa hoi" giai
thich cho cac tinh nang giéng nhu mot xa hoi thuyc ciia mang.

Mot mang xa hoi thong thuong c6 nhitng tinh ndng nhu: chat, e-mail, phim
anh, voice chat, chia sé file, blog va xa luan. C6 nhiéu cach dé cac thanh vién tim
kiém ban be, doi tac do 1a: dya theo cdc nhém (vi du nhu tén truong hodc tén
thanh phd), dya trén thong tin ca4 nhan (nhu dia chi e-mail hodc screen name),
hodc dua trén sé thich ca nhan (nhu thé thao, phim anh, sach bao, hodc ca nhac),
linh vyc quan tam: kinh doanh, mua ban. Nho vao cac tinh nang nay, mang xa
hoi ¢6 thé két ndi moi ngudi, chia sé s thich va hoat dong khong phan biét ché
do chinh tri, kinh té v& khodng céch. Qua e-mail va tin nhan ttc thoi, cac cong
dong tryc tuyén dude tao ra khi moi ngudi c6 thé dé dang trao doi thong tin véi
nhau.

Ngoai ra, mang x4 hoi con xay duyng nhiéu moi truong nén tang cho nhiéu tien
ich, tng dung cho ngusi dung. Chinh vi vay, ngoai viéc sit dung mang xa hoi cho
viéc trao doi thong tin thi ngusi diing con cé theé tién hanh nhiéu hoat dong khac
tlly theo cac tién tich déi v6i trang mang xa hoi cung cap.

S6 lugng nguoi ding mang x4 hoi trén toan cau tang nhanh chong trong nhitng

nam gan day, theo thong ké ctia cac nha khoa hoc, méi ngay c6 hang ty nguoi trén



thé gi6i st dung tat cd cac mang xa hoi [1]. D61 v6i mang xa hoi Facebook !, tinh
trung binh méi ngusi dung danh 7 gi va 45 phut moéi thang [3]; 32 trieu lugt like
va comment moi ngay trén Facebook [2]. Nhiing s6 lieu nay cho thiy cang ngay
cang c¢6 nhiéu ngusi dung st dung mang xa hoi va mang xa hoi da trd thanh mot
xu huéng 16n vé6i tat cd ngudi dung trén Internet. Ciing theo xu huéng nay, cac
mang xa hoi méi duge lap dé khai thac cac khia canh khac nhau dap tng toan
dién nhu cau nguoi dung.

Trong viéc giam sat va phan tich hanh vi cia con ngudi, cac cong ty da si
dung mang xa hoi dé tim hiéu vé tinh céch va hanh vi ctia nhan vién, dac biet 1a
nhitng nhan vién tiém ning. Facebook va cac mang xa hoi khac dang ngay cang
trd thanh déi tugng clia nghién citu hoc thuat. Cac hoc gid ¢ nhiéu linh vyc da
bat dau diéu tra vé tic dong clia cac trang mang xa hoi. Nhitng van dé nay bao
gom: tinh chat, sy rieng tu clia nguoi diing, tinh x4 hoi, van héa gidi tré va gido
duc. Nhiéu nghién citu cho thay rang cic cA nhan c6 xu huéng ting cudng tinh
an danh trong viéc két ban trén Facebook dé duy tri lien lac va thudng nay lam
md di ranh gidi gitta cong viéc va cuoc song gia dinh.

Mang xa hoi c¢6 nhiéu dnh hudng t6i cac hoat dong trong thé gidi thic. Theo
mot nghién citu vao nam 2015, 63% s6 nguoi st dung Facebook hay Twitter &
M§ xem cac mang nay la nguon thong tin chinh thitc. Trong d6, nhiing tin tic
ve gidi trf dude quan tam nhat. Khi nguoi dung doc cac tin t@ ma ho quan tam,
ho ¢6 nhiéu kha ning sé duy tri tro cudc tro chuyén dé. Ngoai ra, khi noi dung
cuoc tro chuyén lien quan dén cac van deé chinh tri, ngusi diing ¢6 nhiéu kha nang
néi lén ¥ kién ctia minh vé quan diém chinh tri. Trong nam 2011, cong ty HCL
Technologies da tién hanh nghién citu cho thay ring 50% cac nha tuyen dung
Anh da cam viéc st dung cac trang mang xa hoi hodc dich vu trong gio lam viéc.
Nghién cttu nay ciing cho thay rang ngusi diing ciing c¢6 anh hudng vé cam xtc
khi tham gia vao mang xa hoi.

Mang xa hoi c¢6 nhiéu d&nh hudng dén cdc mdi quan hé trong thé gidi thiye. C6
mot s6 cong ty khuyén khich ngudi lao dong ctia minh st dung mang x& hoi dé
tao ra cac két noéi trong noi bo. Gido vien cling thuong xuyén st dung mang xa
hoi dé giit két ndi v6i céc sinh vien ctia ho hosic dang tai tai lieu, thong tin ve
bai hoc. Nhitng c4 nhan duge hudng 1gi tit mang xa hoi muoén gitt két noéi véi doi

tac clia ho. Ngoai ra, ngudi diing c6 thé tao thanh cidc nhém cé cing sé thich hay

Lhttps://www.facebook.com



dam mé vé mot linh vuc nhat dinh.

1.1.1 Lich s phat trién ctia mang xa hoi

Mang xa hoi xuat hién lan dau tien nam 1995 vdéi sy ra doi ciia trang Class-
mate? v6i muc dich két néi ban hoc v6i nhau. Tiép theo 1a sy xuat hién cia
SixDegrees? vao nam 1997 v6i muc dich giao luu két ban dya theo s thich. Nam
2002, mang xa hoi Friendster? ra doi va trd thanh mot trao luu mdi tai Hoa Ky
v6i hang trieu nguoi diing dang ky. Tuy nhién, véi sy phat trién qua nhanh vé sb
nguoi dung cling nhu nhu cau tuong tac gitta ho trén mang xa hoi nay ngay cang
l6n dan dén he théng may chi cia Friendster thuong bi qua tai moi ngay, gay
that vong cho nguoi dung.

Ké thita cac budc phat trién ciia cac mang xa hoi di trude, nam 2004 mang xa
hoi MySpace® ra doi véi nhiéu tinh ning mdi cho phép ngudi ding tai cac hinh
anh video nhanh chéng thu hat hang chuc ngan thanh vién méi moi ngay. Khong
nhiing vay, cac thanh vién cii ciia Friendster ciing chuyén qua MySpace chi trong
vong mot nam. Diéu nay ciing phan anh ré nhu cau ctia ngudi ding déi véi mot

mang xa hoi cang ngay cang 16n. Mang xa hoi gio khong chi 1a mot khong gian
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Hinh 1.1: Doanh thu clia mang xa hoi Facebook (don vi Trieu USD)

dé ngusi dung trao doi, tuong téc, két ban v6i nhau ma con la noi thé hién quan
diém, ¥ kién, sé thich.. ctia ngusi diing. Nam dugce céc nhu cau ciia nay clia ngusi
dung, MySpace tré thanh mang xa hoi dau tién c6 nhiéu lugt xem hon cad Google

va dugce tap doan News Corporation mua lai v6i gia 580 trieu USD.

2https://www.classmate.com
Shttps://www.sixgegrees.org
4https://www.friendster.org

Shttps://www.myspace.org



Hinh 1.2: Sy phan bd ctia MXH trén toan thé gidi [45]

Nam 2006, sy ra doi clia mang xa hoi Facebook danh dau buéc ngoat mdi cho
hé théng mang xa hoi tryc tuyén. V6i nén tang nén tang Facebook Platform hd
tr¢ mang mé cho cac tng dung, ngudi dilng c6 thé tao ra nhing tng dung méi
cho ca nhan minh cling nhu cac thanh vién khac. Facebook nhanh chéng gat hai
duge thanh cong vuge bac, mang lai hang tram tinh nang mdéi cho Facebook va
déng gop khong nhé cho con s6 trung binh 19 phat ma cac thanh vién bé ra trén
trang nay mdi ngay [3]. Dén day khai niém vé mang xa hoi mdi thyce sy duge hinh
thanh va day du giéng nhu hién nay.

Ngay nay c6 hang tram mang xa hoi trén toan thé gidi, nhin chung MySpace
va Facebook la nhitng mang xa hoi noi tiéng nhat. Ngoai ra, con s6 mot s6 mang
xa hoi 16n khac nhu Orkut va Hib tai Nam My; Friendster tai chau A va cac ddo
quéc Thai Binh Duong. Mot s6 mang xa hoi gat hai duge nhiéu cong dang ké nhu
Bebo tai Anh, CyWorld tai Han Qudc, Mixi tai Nhat Ban. o) Viét Nam hién nay
c6 mot s6 mang xa hoi nhu: Zing Me, YuMe, Tamtay ciing da thu hat duge nhiéu

nguoi dung nhiéu muc dich khac nhau.

1.1.2 Nhitng dic diém chung ctia mang xa hoi

Mot mang x4 hoi giong nhu mot x4 hoi 4o, trong dé mdi tai khoan 1a mot ca
nhan trong xa hoi. Tuy nhién, khac v6i thé giéi thiyc, mdi mang xa hoi bao gom
mot s6 dic diem noi bat: kha ning truyen tai thong tin nhanh va luu trit lugng
thong tin khong 16, tinh tuong téc, tinh lien két cong dong.

Khd nang truyén tai va luu trid thong tin:

Mot dic diém quan trong trén mang xa hoi la nhitng thong tin, xu huéng trén
mang x4 hoi dudc lan truyén rong rai trong thoi gian ngan. Nhitng thanh vien

trong mang xa hoi la mot mit xich dé tao ra mang luéi truyén tai thong tin do.



Ngudi ding trong mang xa hoi c6 thé tuong tac véi nhau bat ké khoang céch vé
dia 1y, ngon ngit, gidi tinh, ton gido. Néu nhu trong thé gisi thic, ching ta phai
gap nhau dé trao doi, tro chuyén, hay cung hop téc thi ngay nay viéc do that don
gidn va thuan tién hon rat nhicu.

Mbi mang xa ho déu c6 nhiing chiic ning tuong ti nhau nhu: ding trang thai,
dang tai nhac, hinh anh, video clip, tao thong diép vv..nhung dudc phan b6 dung
lugng khac nhau. Céac trang mang xa hoi luu trit thong tin nhom va siap xép ching
theo nhitng trinh tu thoi gian, nhd dé ngusi st dung cé thé truy cap va tim lai
nhitng thong tin da dang tai.

La nhing website md, noi dung duge xay dung hoan toan dua trén cac thanh
vien tham gia. Nguoi diing ciing c6 thé chia sé cac quan dém ca nhan ctia minh
v6i nhitng ngusi xung quanh. Day la mot diac diém quan trong trong mang xa
hoi, né gitp mdi ngusi ding c6 noi thé hien quan diém, ¥ kién rieng ctia minh vé
mot van dé nado do.

Tinh da phuong tién:

Hoat dong theo nguyén Iy ctia web 2.0, mang xa hoi ¢6 rat nhiéu tién ich nho sy
két hop cac yéu té van ban, am thanh, hinh anh. Mot trang mang xa hoi giong
c6 thé cung cap nhiéu ing dung khac nhau cho ngudi ding. Sau khi dang ky mé
tai khoan, ngusi diing c6 thé tu do xay dung mot khong gian rieng cho ban than.
Nhd céc tien ich v dich vu ma mang x& hoi cung cap, ngudi dung c6 thé chia sé
dudsng dan, tép tin, hinh anh, video..Khong nhiing vay, ho con c6 thé tham gia
vao cic tro choi tryc tuyén doi héi c6 nhiéu nguoi cling tham gia, giii tin nhén,
chat v6i ban ve, tit d6 tao dyng cdc moi quan hé trong xa hoi 4o.

Tinh lien két cong dong:

Day la dac diém ctia mang x& hdi cho phép md rong pham vi két néi gitta con
ngudi véi cong ngudi trong mot khong gian phi thue. Nguoi st dung c6 thé tré
thanh ban ctia nhau thong qua viéc 18i maoi két ban ma khong can gap gd truc
tiép. Viec tao ra lien két nay tao ra mot cong dong mang véi s6 lugng thanh vien
16n. Nhitng ngudi chia sé cliing mot méi quan tam cé thé tap hgp lai thanh cac
nhom tré mang xa hoi, thuong xuyén giao luu, chia sé trén mang thong qua viéc
binh luan hay dan dén cac lien két chung ctia nhom.

Vé cau tao, nhin chung mdi mang xa hoi déu duge cau thanh bdi hai yeu to

chinh sau:

- Nut (node): La mot thie thé trong mang, thirc thé nay thudng biéu dién méi
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Tén Miéu ta S6 thanh vién
Facebook Pho bién, nhiéu nhan vat noi tiéng 900,000,000
Twitter Mang nhin tin nhanh, blog nhé 310,000,000

LinkedIn  Kinh doanh va mang luéi chuyén nghiép 255,000,000
Pinterest Béang ghi chi truc tuyén, chia sé s thich 250,000,000

Google+ Téng hop 120,000,000
MySpace Téng hop 61,037,000
Others 255,539,000

Bang 1.1: Mot s6 mang xa hoi tieu biéu
ngudi dung trong mang.

- Lien két (tie, link): 13 mdi quan hé gitta cac thuc thé d6. Trong mang xa hoi

c6 nhiéu kiéu lien két khac nhau nhu: lien két vo huéng, lien két c¢6 huéng.
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Hinh 1.3: Cau tao cia mot MXH [18]

Nhu vay véi cau tric mang xa hoi nhu trén, déi v6i cac bai toan lien quan dén
mang x4 hoi, chiing ta c6 thé mé hinh héa mang xa hoi bang do thi. Tity ting bai
toan cu thé ma mo hinh dd thi c6 thé la: Do thi ¢6 huéng, vo hudng, c¢6 trong sb
vv.. Ngoai ra, mot s6 nghién citu dé xuat xét thuoc tinh cho cac dinh tuong ting

véi su quan tam cho ngudi dung.
1.2 Lgi ich cia mang xa hoi
1.2.1 Ung dung trong kinh doanh

Viéc st dung cac dich v mang xa hoi clia cic doanh nghiép 14 mot tiem ning
16n ¢6 mot a&nh hudng 16n déi véi kinh té thé gidi. Mang xa hoi két ndi moi nguoi
v6i chi phi thap; diéu nay mang lai 1di ich cho cac doanh nghiép tim cach mé rong

hon trong hoat dong kinh doanh ctia ho, tit viéc giao dich vdi khach hang, doéi

tac. Cac mang nay thuong dong vai tro nhu mot cong cu quan 1y quan hé khach
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hang cho cac cong ty ban san pham va dich vu, cac mang xa hoi c6 thé lam cho
né dé dang hon dé gitt lien lac v6i cac khach hang trén toan thé gidi.

D6i v6i viee quang ba thuong hiéu ciia doanh nghiép, cac cong ty ciing ¢ thé
stt dung mang x& hoi dé quang cédo dudi dang biéu ngit va vin ban. Ngoai ra, cac
ting dung cho cac trang web mang xa hoi da mé rong cho cac doanh nghiép nang
cao kha nang thic day san pham, tao moi trudng tuong tac thuan lgi hon cho san

pham qua d6 xay duyng thuong hiéu 16n manh cho doanh nghiép.

Hinh 1.4: Cac nha kinh doanh sit dung MXH cho hoat dong marketing [45].

Stic manh clia cac mang xa hoi tao ra st hop tac déi véi cac nguoi dung trong
doanh nghiép, cac doanh nghiép khac nhau trén toan thé gisi, khong phan biet
lanh thé 14 mot xu huéng tat yéu. Didu nay tao ra mot méi trudng kinh doanh

ning dong va trién vong ddi véi kinh té toan cau.

1.2.2 Tim kiém cac moi quan hé

Con ngudi hién dai c6 it thoi gian danh cho ban than va md rong cdc moéi quan
hé. Nho ¢6 mang xa hoi, con ngudi ¢6 thé tim kiém cac moi quan hé méi cling
nhu duy tri caic mdi quan hé hien co.

Cé6 nhiéu ngusi st dung chi can st dung né dé giit lien lac v6i ban be va dong
nghiép ctia ho. Ho ¢6 thé néi chuyen v6i nhau, tuong tac v6i nhau trén mang xa
hoi thay vi gap nhau tryc tiép.

Ngoai ra ho ciing ¢6 thé mé rong cac méi quan hé khac vé moi linh vuce veé
ngusi diing quan tam. Ngudi diing ¢ thé két ban véi trong nhiéu nhém ban véi
nhiing s thich, sé truong khac nhau. Hau hét cac mang xa hoi déu yéu cau ngudi
diing dé dua ra mot s6 thong tin nhat dinh thuong bao gdm: do tuoi, gidi tinh, dia

diém, quan diém, s& thich vv.. Tuy nhién, nhing thong tin rat ca nhan thuong
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khong duge khuyén khich vi 1§ do an toan. Diéu nay cho phép ngudi dung khac
tim kiém theo mot s6 loai tiéu chuan phit hop déi véi minh va duy tri mot miic
do an danh tuong tu nhu hau hét cac dich vu hen ho truc tuyén.

Mot trong viéc tim kiém moi quan hé mdi theo xu huéng mdéi day 1a nhu cau
hen ho, tim ban. Nhu cau nay da tré thanh mot nhu cau manh mé trong thé gisi
thuc trong béi canh con ngudi ngdy cang trd nén c6 it thoi gian riéng tu cho ban
than. Nhiéu mang xa hoi cung cap mot moi truong truc tuyén dé moi ngusi giao

tiép va trao doi thong tin ca nhan cho cac muc dich hen ho.

1.2.3 Ung dung trong gido duc

Cac mang xa hoi cing duge st dung cho viéc hoc tap. Theo bao cao ctia Hoi
Lién hiép gido duc My (The National School Boards Association), 60 % sinh vién
stt dung mang xa hoi néi chuyén vé chi dé gido duc truc tuyén, va hon 50% néi
chuyén cu thé vé viec hoc & trudng. Ngoai ra, hon 60% gido vién sit dung mang xa
hoi va cac phuong tién truyén thong phuc vu cho viéc gidng day ciia minh, gom:

chia sé tai lieu, bai gidng, gido an, bai tap va cac thong tin vé mon hoc [45].
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Hinh 1.5: Mang xa hoi HASTAC

Theo xu thé d6 mot s6 mang xa hoi ra doi tap trung vao viéc hd trg cac moi
quan hé giita gido vien va sinh vien cho viéc hoc tap, phét trién su nghiép gido duc
va chia sé hoc lieu. Dién hinh 14 mang xa hoi HASTAC tao méi truong cho viéc
hoc tap va nghién ctiu trong gido duc dai hoc. Mang xa hoi Ning ho trg gido vién
trong cong viéc gidng day ctia minh. Mot s6 mang xa hoi khac nhu: TermWiki,
Learn Central, TeachStreet va cac trang web khac duge xay dung dé thic day
moi cac quan hé trong gido duc bao gom cac blog gido duc, ePortfolios ciing nhu
thong tin lién lac nhu chat, bai théo luan, va cac dién dan hoc tap. Nhing trang

mang xa hoi nay cling ¢6 noi dung tinh nang chia sé, danh gia cho phép ngusi
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hoc danh gia doi v6i nguoi day, tai lieu, bai giang ... Thém vao d6, cac MXH ciing
con c6 thém cac chic nang giam sat doi véi phu huynh va gido vien doi véi con

em minh.

1.2.4 Ung dung trong y té va sic khoe

Cac mang xa hoi dang ciing bat dau tng dung cac tién ich cham séc stc khoe
nhu mot phuong tien dé truyen dat kién thic vé thé chat hay pho bién kién thic
clia béac s vé cac loai bénh thuong gip. Day 1d mot xu huéng méi ndi duge cac
mang x& hoi tao ra dé gitp cac thanh vien véi chiing benh khac nhau vé thé chat
cling tinh than [56].

Déi v6i nhitng ngusi mic beénh do moi truong séng thay doi mang xa hoi
PatientsLikeMe cung cap cho céc thanh vién co hoi dé két ndi véi nhitng ngusi
khac. Dong thoi cung cap dit lieu nghién cttu vé bénh nhan c6 lién quan véi dieu
kién giong véi ho.

patientslikeme

W °
Livggbett‘er, together!™

Making healthcare better for everyone through sharing, support, and research

Hinh 1.6: Mang xa hoi Patients Like Me.

D6i v6i nhitng nguoi nghién rugu va nghién, Sober cung cap cho ngudi dan
trong viéc phuc hoi kha niang giao tiép véi nhau va tang cuong su phuc hoi clia
ho. DailyStrength 14 mot trang web cung cap cdc nhém hé trg cho mot loat cac
chti dé va diéu kién, bao gom cac chit dé ho trg duge cung cap bdi PatientsLikeMe
va SoberCircle.

Mot s6 mang x4 hoi nham muc dich khuyén khich 16i séng lanh manh déi véi
ngudi ding. Vi du nhu: Mang x4 hoi SparkPeople cung cap cho cong dong cac
cong cu trg dong dang trong viéc gidm can, Fitocracy va QUENTIQ tap trung
vao huéng dan ngusi diing trong tap thé duc hoac cho phép ngudi ding chia sé

tap luyén ctia minh va nhan xét vé nhitng nguoi dung khac.
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1.2.5 Tac dong chinh tri va xa hoi

Cac mang xa hoi gan day da cho thiy mot gia tri 16n trong phong céc trao xa
hoi va chinh tri. Trong cudc cach mang Ai Cap nam 2011, Facebook va Twitter
déu déng mot vai tro then chét trong két ndi cdc ca nhan va to chiic trong cudc
noi day. Cac nha hoat dong Ai Cap da dua cac thong tin vé ké hoach hoat dong
cho nhém ngudi ciia ho trén mang cac mang nay. Ho ciing dua ra nhiing bang
chiing cho hang ngan ngudi vé sy tan bao ctia chinh phii qua cac video.

Tuy vay, d6i véi chiéu huéng nguge lai, mang xa hoi c6 thé 1a mot cong cu
quan trong trong cudc cach mang va noéi day nhung no6 ciing cho phép cac co quan
chinh pht dé dé& dang xac dinh va dan 4p nhitng ngusi biéu tinh hoac bat dong

chinh kién.

1.2.6 Cac tng dung cho chinh phu

Cac co quan hanh chinh cting stt dung mang xa hoi véi cac muc dich khac nhau.
St dung cong cu mang xa hoi 1a mot cach nhanh chéong va dé dang dé tiép nhan
nhitng ¥ kién ctia cong ching v dé cho cong ching cap nhat hoat dong ctia ho.
Tuy nhién diéu nay di kém v6i mot nguy co qua lam dung cac trang mang xa hoi.
Diéu nay ciing c6 thé gia ting su s¢ hai, dé phong ciia ngusi dan doi véi chinh
pht.

Trong van dé quan 1y nha nuée doi véi cac hoat dong xa hoi va phuc vu ngusi
dan, cac mang xa hoi c6 vai tro quan trong va tré thanh nhimg xu huéng méi
chua ting thay trude day. Trung tam kiém soéat dich benh M§ da chtng minh tam
quan trong ctia tiém chiing déi véi tré em trén trang mang Whyville. Whyville va
Trung tam diéu hanh Dai duong va khi quyén (National Oceanic and Atmospheric
Administration) ctia My da thong bao c6 mot hon dao ao trén trang mang Second
Life, qua d6 moi ngusi dan c6 thé kham pha cac hang dong ngam hodc tim hiéu

tac dong clia sy néng lén toan cau.
1.3 Mot s6 van dé dudc nghién ciu trén mang xa hoi

V6i su ra doi va phét trién manh mé, hién nay mang xa hoi da va dang thu hut
nhiéu st chil ¥, quan tam ciia cac nha nghién citu. Rat nhiéu nhiing nghién citu
va bang sang ché c6 tinh ting dung cao duge ap dung tréen MXH. Bang dudi day
thong ke vé s6 luong nghién cttu va bang sang ché vé MXH 6 My tu 2003 dén
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2010 [45].
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Hinh 1.7: S6 lugng nghién cttu va séng ché vé MXH & My tir 2003 dén 2010 [45]

Trong phan nay luan van sé dé cap dén nhiing van dé dang duge quan tam,

nghién ctu ddi v6i mang xa hoi hién nay.
1.3.1 Khai pha d@ liéu trén mang xa hoi

Khai pha dit lieu trén mang xa hoi thuc chat 13 mot bai toan khong méi vi cac
mang x4 hoi thiyc chat cac mang xa hoi 1a nhitng trang web. Tuy vay, do nhing
diic diém rieng ctia mang xa hoi, viec khai pha va phan tich dit liéu ciing c6 nhiéu
huéng tiép can, phuong phap va muc tiéu khac. Mot bai toan quan trong trong
16p bai toan nay la khai pha quan diém cong dong mang xa hoi.

Bai toan khai pha quan diém cong dong mang xa hoi 1a danh gid quan diém
clia ngudi dung trén mang xa hoi vé ciing mot su kién, hién tuong. Khai pha quan
diém cong dong bao gdm ba bai toan dién hinh la: phan 16p quan diém, khai phé
va tong hop quan diém dua trén dic trung, khai pha quan hé (so sanh). Trong
may nam gan day, nhiéu cong trinh nghién citu da dé xuat cac phuong phap khai
pha quan diém cong dong st dung cac ki thuat trong khai pha dit lieu va hoc may
nhu phuong phap hoc cay quyét dinh, mang Bayes, phuong phéap k lang giéng gan
nhat (kNN) [16], phuong phap may véc to hd trg (SVM), cac k§ thuat hoc méy
nita giam sat vv.. Cac cong b dién hinh c6 ké ké dén 1a cac cong trinh [14, 15].

Khi cac doanh nghiém ting dung viéc khai thac dit lieu ngusi diing, ho c6 thé
nang cao doanh s6 va lgi nhuan ctia ho dya trén nhitng thong tin hoc c6 dugc.
Ngoai ra, v6i dit lieu nay, cac cong ty tao ra cac ho so khach hang véi va hanh vi
truc tuyén. Tit day, ho c¢6 thé dua ra cac chién Iuge phit hgp nhéat cho hoat dong

kinh doanh ctia minh.



16

1.3.2 Phat hién cau triac cong dong trén mang xa hoi

Bai toan phat hién cau tric cong dong (Community Structure) duge quan tam
khong chi trén mang xa hoi ma con déi véi Khoa hoc mang ludi (Network Science)
n6i chung. Mot mang ludi duge goi 1a ¢6 cau tric cong dong néu nhu cac dinh
trong mang c6 thé dé dang nhém lai thanh cac tap hgp (c6 kha nang chong chéo
) sao cho trong tap hgp d6 mat do két ndi gitta cac dinh bién trong 16n hon cac

dinh & bén ngoai [27]. Mdi tap nhu vay goi 1a mot cong dong.

Hinh 1.8: Mang va cau triic cong dong tuong ting sit dung Modularity [46].

Xét theo tieu chi cau tric, viec danh gia cong dong theo cau tric mang duge
danh gia theo hai tieu chi: Cau tric cong dong tach roi (khong chong chéo) va cau
tric cong dong chong chéo. Trong truong hop phat hién cong dong khong chong
chéo, mat do ctia nhom cac nit, canh véi cac két ndi day dac trong noi bo va két
n6i méng manh gitta cac nhom. Mdi nit trong mang chi thuoc duy nhat mot cong
dong. Céu tric cong dong chong chéo 1a mot dinh nghia tong quat hon, theo do6
mdi niit c6 thé thuoe nhidu cong dong khac nhau. Céc cap nit cé nhicu kha ning
dugc két noi néu ho déu 1a thanh vien ciia mot cong dong, va it ¢6 kha nang duge

két noi néu ho khong nam chung mot cong dong.

Hinh 1.9: Ciu triic Cong ddng tach r&i va chdng chéo
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Gia stt rang do thi G = (V, E) gom tap dinh 1a V, tap canh 1a Eva |V| =n, |E| =
m. Ma tran ké ctia do thi 1a A = A;;, bac clia dinh v € V' 1a d(v). Viéc danh gia

cong dong co thée dua theo cac tiéu chi sau:

- Modularity (Newman 2006 [43]): Gi4 stt tap cong dong ctia do thi 1a C =
{C1,Cs,...,C;}, viec phat hién cong dong duya trén cic dai ham Modularity

Sau:
1 did

QO =5 2 (Ay—5
NI

)dij

Trong d6 &;; = 1 néu nhu i va j thudc cing mot cong dong, nguoc lai §;; = 0.
Gia tri ctia ham Modularity c6 thé am hodc duong, gia tri cang 16n thi cau

tric cong dong ctia do thi cang manh mé.

- Dénh gia cong dong dua trén ham mat do (Fortunato 2007 [44]):

Cin

= 2
Clej

¢(C)

Trong d6 €™ s6 lugng céc canh c6 dinh dau va dinh cudi nam trong C. Ddi
v6i cach danh gia nay, tap C ¢ V dudce goi 1a cong dong néu ¢(C) > 7, 7 1a gia
tri ngudng cho cong dong
- Céc phuong phap stt dung cac qué trinh ngau nghién, xac suat [40], st dung
thuoc tinh cta cac dinh [41].
Viéc phat hién cong dong con dudgc phan loai theo tieu chi thoi gian 1a: Cong
dong tinh (Static Community) va cong dong dong (Dynamic Community). Di
v6i cong dong tinh, viec xét cau tric cong dong tai mot thoi diém xac dinh. Déi

véi cong dong dong lai xét cau tric cong dong cé su thay doi theo thoi gian.

time

Hinh 1.10: Cau triic Cong dong theo thoi gian
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1.3.3 Tb6i da héa lan truyén théng tin trén mang xa hoi

Cac mang xa hoi cung cAp mot moi truong lan truyén thong tin nhanh chong
va thuan tien. D6 1a mot wu thé 16n déi véi viec stt dung mang trong tiép thi thic
day sdn xuat d6i véi doanh nghiép. Bai toan tdi da héa anh hudng (Influence
Mazimizing) xuat phat tit nhu cau thyc tién khi can chon mot s6 lugng k nguoi
ding (gi6i han ngudi hyc) dé khdi tao qua trinh lan truyén hosic bat dau anh
hudng (goi 1a tap hat giéng) sao cho s6 ngudi bi &nh bdi thong tin lan truyén 1a
cyc dai. Bai toan nay c¢6 ¥ nghia 16n trong hoat dong tiép thi (marketing) doi véi
cac hoat dong kinh doanh trén mang xa hoi hién nay.

C6 theé lay vi du nhu sau: Mot doanh nghiép méi san xuat mot san pham méi,
ho muén thic day quang cédo san pham ctia ho véi nhitng diic tinh ndi bat téi
ngusi diing trén mang xa hoi. Dé lam viéc nay ho can chon ngusi ding ban dau
dé bat dau thuyét phuc ho tin dimg san pham ctia minh (thai do tich cure). Sau d6
thong tin vé san pham bat dau lan truyén dén cac nguoi dung khac. Tuy nhieén,
do hoanh canh vé nhan lyc va tai chinh, ho chi ¢6 thé tién hanh hoat dong tiép
thi, thuyét phuc déi véi k nguoi dung nhat dinh. Yeu cau dat ra chon k nguoi
diing ndo dé bit dau su lan truyén tin vé san pham ctia minh trén MXH sao cho
ngudi ding cé thai do tich cuc 1a 16n nhat.

C6 thé nhan xét néu ngusi ding duge chon la ngudi quan trong trong mang
lw6i, c6 sttc anh hudng 16n thi sitc anh hudéng sé 16n. Bai toan nay nhan dugce
nhiéu sy quan tam clia nhitng nha nhién citu trong thoi gian gan day, n6é khong
chi quan trong doi v6i mang xa hoi ma con déi véi khoa hoc mang lu6i néi chung.

Kemp [38] 1a ngudi dau tién phét biéu bai toan nay trén mo hinh mang xa hoi.
Dong thoi, ong ciing da dua ra hai mo hinh lan truyén thong tin trén mang x4
hoi dé 1a Mo hinh nguéng (Threshold) va moé bac doc lap (Independent Cascade),
trong hai mo hinh nay, ong chi ra bai toan t6i da anh hudéng (Influence Maximum)
14 bai toan NP-Kho va dua ra mot thuat toan tham lam c6 ty 1é xap xi la 1 —1/e
dua trén tinh chat ctia ham muc tiéu 1a submodular.

Hién nay, 16p bai toan tdi da héa &nh huéng trén mang xa hoi c6 nhicu huéng

phét trién khac nhau, c6 thé ké ra mot s6 nghién cttu lien quan nhu sau:

- Tbi da héa anh hudng tich cyc d6i véi ngusi diing trén mang xa hoi [31]: Tim
k nguoi ding hat gidéng dé khéi tao lan truyén sao cho dnh huéng tich cuc

ma ho gay ra trén mang xa hoi la cuc dai.
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- T6i da héa &nh huéng dén mot ngusi dung cu thé [32]: Tim k& ngusi ding
trén mang xa hoi dé khdi tao lan truyén sao cho anh hudng gay ra dén ngusi

dung z 1a 16n nhat.

- Tim s6 ngudi diing cuc tiéu co thé gay anh hudng trén mang trong dién rong
[55]: Tim s6 ngusi nhé nhat c¢6 thé gay ra anh huéng dén £.|V],5 € (0,1)

ngudi trén mang, véi V 1a s6 dinh ctia do thi biéu dién mang xa hoi.

- T6i da hoéa anh hudng trén mang xa hoi dong: Gidi quyét bai toan trén mo

hinh mang x4 hoi dong thay déi theo thai gian [33].

Trong 16p bai toan nay, c¢6 hai 16p mo hinh lan truyén thong tin duge st dung dé
& m6 hinh ngudng va moé hinh thac nuée [38]:

e Mo hinh ngudng tuyén tinh (Linear Threshold Model): Cho do thi c6 trong
s6 G = (V, E,w) v6i |V| = n,|E| = m. Trong mo hinh nay, méi dinh v ¢6 mot
ngudong 6,. Goi N(v) 13 tap dinh hang xém clia v, cic trong s6 théa man diéu
kien: ), o N S 1 Qua trinh lan truyen thong tin dugc thire hién theo ting
buée rdi rac. Tai bude ¢, mot dinh chua duge kich hoat v duge kich hoat néu

thoa man diéu kien sau:

Z w(u,v) > 0,

ueNe(v)
Trong d6 N*(v) la tap hang x6m ctia v da dugce kich hoat. M6i dinh khi da
duoc kich hoat sé git nguyén trang théi, qua trinh dién ra dén khi khong cé
thém dinh nao duge kich hoat.

e Mo hinh bac doc lap (Independent Cascade Model): Trong mdi buée, khi mot
dinh v dudc kich hoat, né sé c6 mot co hoi duy nhat dé gay anh huéng véi

mot dinh lang giéng v v6i xac xuat thanh cong 1a p(u, v).

Ngoai nhitng huéng nghién ctu trén, hién nay bai toan nay con phat trién theo
huéng rang budc lan truyén theo thoi gian, xac suat lan truyén dudi hai mo hinh

LT va IC va t6c do lan truyen [42].

1.3.4 Phat hién, giam sat va ngan ngua thong tin sai l1énh trén
mang xa hoi

Trong thuc té trén mang xa hoi luon ton tai nhitng thong tin lenh lac, khong

lanh manh gay ra 4nh hudng tiéu cyc dén nguoi ding trén mang xa hoi. Hon nita
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v6i si lan truyén thong tin nhanh chéng trén mang xa hoi, néu nhitng thong tin
sai lenh nay dén dugc nhicu nguoi dung thi hau qua sé cang 16n.

D6i véi nhitng van dé mang tinh x& hoi, nhitng thong tin sai léenh d4nh hudng
tieu ciic dén tam 1y, doi song tinh than ctia nguoi dung khi ching duge phét tan
trén mang. Vi du: Nhitng thong tin khong dung vé sy phat tan mot dich bénh
nguy hiém anh hudéng tiéu cuc dén ngudi ding trén mang. N6 c¢6 thé anh hudng
dén tinh than, thai do, tham chi ca kinh té ctia khu viie nguoi diing sinh song.
Trong hoat dong kinh doanh, nhing thong tin sai lénh tiéu cuc vé san pham cia
mot doanh nghiép anh hudng xau dén tai chinh, gia ban, doanh thu, va tham chi
13 thuong hiéu ctia doanh nghiép d6. D6i véi tiing c4 nhan, nhiing thong tin sai
lenh vé ho c6 thé anh huéng rat xau, lam dao 1on cudc séng ciia ho.

Nhitng truong hop trén cho ta thay, viec doi phé véi cac thong tin sai lenh 14
vo cling cap bach. Tuy nhién, viéc phat hién nhitng nguon chita thong tin sai lénh
la khong don gian. Do do6 thay vi viéc phat hién cac thong tin nay, nhiitng nghién
citu thuong tap trung vao viéc giam sat va lan truyén thong tin t6t dé doi khang,
lan 4t cac thong tin xau. Trong viéc giam sat cac thong tin sai lenh H Zhang [48]
da dé xuat giai phap tim s6 node giam sat nhé nhat sao cho c6 thé phat hien
dugce thong tin sai 1énh trén MXH véi ty 1é 7.

Trong viéc han ché phat tan thong tin sai lenh, Zhang [39] dé xuat bai toan
tim s6 nat nhé nhat trong khodng céch ¢ (viing Nj()) d6i v6i nguon phat thong
tin sai lenh dé vo hiéu héa sao cho thong tin sai lenh dén nat dich r dugce gidi

han.

Hinh 1.11: V5 higu héa cac nit trong viing Na(s) dé ngan chin thong tin sai lenh [39]

Trong hinh 1.11, tap nit S = {s1, s2, 53} 1a nguon phat, khi § = 2, tap dinh t6i wu
dé tién hanh vo hiéu héa trong truong hop nay la {vs, vg}.

Trong viec khit nhiém déi v6i nguon tin sai lenh, Nguyen [36] dé xuat bai toan
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tim tap nguoi dung hat giéng sao cho ty 1é khit nhiém sau thoi gian T° déi voi
nguon thong tin sai lénh I trong mang 1a 8 € (0,1). Ttic 1a khit nhiem doi véi cac
nguon phat nay sao cho s6 ngudi dung duge khit nhiém 1a 5.|V|. Ho da dua ra
bén truong hop cho ca T va I, tuy nghién trong nghién cttu nay ho chi gidi quyét
cho trudng hgp I chua biét va T 1a hitu han. Ho cling dua ra mot thuat toan gan
ding ¢6 chan trén trong viéc tim 10i giai bai toan.

Ceren [34] dua ra bai toan phan béc lai thong tin sai lenh bang cach chon
ngudi ding dé thuyét phuc ho nhan thic duge céc thong tin dé phan bac lai,
triét tieu cac thong tin sai lénh. Trong nghién citu nay, tac gia da xay dung mo
hinh Oblivious Independent Campaign, ho ching minh day la bai toan NP-Kho

va ham muyc tiéu la ham don diéu tang va submodular.

1.3.5 Phat hién, ngan chan ro ri thong tin trén mang xa hoi

Mot nguy co déi véi ngusi dung khi sit dung mang x4 hoi 1a sy ro ri thong tin.
Thong tin bi ro ri ¢ day c6 thé 1a cac thong tin ca nhan nguoi diing nhu: e-mail,
dia chi, co quan, sé thich, ban be vv.. Day la nhiing thong tin ma ké xau c6 the
loi dung dé phuc vu cho cac muc dich ctia ching. Ching c6 thé ding cac thong
tin nay dé lita ddo, giii spam, phat tan virus, ... Van dé nay sé duge luan vin deé
cap chi tiét hon 6 Chuong 2.

Ngoai nhitng thong tin c4 nhan, ngusi ding ciing con dé 16 nhing thong tin
noi dung bai diang, dé cap hay chia sé ctia minh. Vi du: Khi mot ngusi diing muodn
chia sé nhitng thong tin, trang thai ciia minh cho ban beé ma khong muén han
ché nguoi dung trong mang. Nhung thong tin nay c6 thé vo tinh bi nhitng ngudi
khong ma ho khong mong mudn biét. Vé van dé nay, Shen [51] [53] da xay dung
bai toan t6i da hoa tin tudng trong chia sé thong tin tudng trong chia sé thong
tin v6i ban be trong khi han ché kha nang thong tin dén duge ngudi ding khong

mong mudn vdi xac suat nho hon hodc bang ngudng 7 € (0, 1).
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Chuong 2

CAC NGUY CO MAT AN TOAN TREN MANG XA HOI

Trong phan nay, luan van néu lén cic nguy co mat an toan khi stt dung mang
xa hoi. Trong nhitng nguy co nay, c6 nhitng nguy co truyen thong da xuat hieén
trude khi cadc mang xa hoi tréd nén pho bién. Ngoai ra, luan vin ciing dé cap dén
cac nguy cd mdéi nay sinh bdi dac tinh cia mang xa hoi. Trong d6 dac biét tap
trung vao nhitng nguy cd ro ri théng tin. Day la nhiing nguy co méi duge quan
tam trong thoi gian gan day. Nhitng nguy co nay nay sinh va pho bién dya vao dic
tinh lan truyen thong tin manh mé clia cic mang xa hoi. Nhitng két qua nghién
citu cho thay rang viéc ro ri thong tin ctia ngudi diing mot cach chii quan hay
khéach quan 1a khé& dé& dang va ké xau c6 thé tan cong dén ngudsi dung dé lay cip
thong tin mot cach dé dang. Dac biét hon, ké tan cong thyc hién nhitng cuoc tan
cong lay cap thong tin v6i quy mo 16n. Ching thie hién cuoc tan cong nham lay
thong tin ctia nhitng ngusi diing mang xa hoi trong t6 chiic nhat dinh véi ty le
thanh cong cao. Day ciing 13 ndi dung chinh ma luan van da tim hic¢u dé dua ra

bién phap phong ngtra hiéu qua.
2.1 Cac nguy cd mat an toan truyen théng

Cac nguy co mat an toan truyen thong da xuat hién tir khi mang Internet duge
st dung rong rai. Trong nhitng nguy co nay, ké tan cong thuong st dung cac phan
mém doc hai, thu rac, tan cong CSS (Cross-Site Scripting), phishing. Cac van dé
nay tiép tuc dién ra trén cac mang xa hoi quy mo 16n. Mic dit nhiing nguy co
nay da dude giai quyét trude do6, tuy nhién ching c¢6 xu huéng phat trién manh
do tinh chat lan truyén nhanh chéng ctia cac mang xa hoi. Cac nguy co nay loi
dung thong tin ctia ngusi dung tréen MXH dé tan cong khong chi ngudi dimng ma
con tan cong ban be ctia ho bang cach gid mao hay lita ddo.

Vi duy, ké tan cong c6 thé gin ma doc bén trong mot thu rac hap dan cé st
dung cic thong tin ctia ngudi dung bén trong né. Do tinh chat ca nhan ho#ic phan
xa tir nhién khi nhin thay nhitng thong tin ctia minh, kha nang cao nguoi ding

md thu va lay nhiém ma doc. Trong nhicu truong hop, muc tiéu clia cac cudc tan
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cong huéng dén 1a tai sin c6 gia tri va thiét yéu clia nguoi ding nhu s6 thé tin
dung, mat khau tai khoan vv.. Dang béo dong la cac nguy co kic¢u nay c6 thé khai
thac cac thong tin bi danh cép clia nguoi diing bi nhiém dé gii tin nhin gid mao
clia ngudi ding hosic tham chi thay doéi thong tin c4 nhan clia ngusi ding.

Du6i day, luan van néu ra mot s6 nguy co truyén théng phd bién hien dugc

thyc hién rong rai trong nhiing nam gan day.

2.1.1 Ma doc

Ma doc (Malware) 1a phan mém doc hai duge phét trién dé thu thap thong tin
clia ngudi diing va truy cap vao thong tin cid nhan ctia ho. Ma doc sit dung cau
tric clia cac mang xa hoi dé lan rong gitta ngudi ding va ban be clia ho.

Trong mot sb6 truong hop, cac phan mém doc hai ¢6 thé st dung cac thong
tin thu dugc dé mao danh ngusi dung va gii tin nhan dé lay lan dén ban be cta
ngusi dung.

Mot trong cac ma doc dau tien hoat dong theo nguyen tac trén 1a Koobface.
Koobface 13 phan mém doc hai dau tién lan rong thanh cong qua cdc mang xa hoi
nhu Facebook, MySpace va Twitter. Khi ngusi dung nhiém ma doc nay, Koobface
c6 ging dé thu thap thong tin dang nhap va lay nhiém méay tinh ctia ngusi ding
dé lan nhanh thanh mot mang ludi rong 16n goi 14 botnet [54], gidng nhu mot
"doi quan zombie" ma do6i tuong bi loi dung 1a cac may tinh. Sau dé cic may tinh
trong mang botnet dudc st dung cho cac hoat dong toi pham, chang han nhu gti

tin nhan rac va tan cong cdAc may tinh vd may chi khac trén Internet.

2.1.2 Phishing

Phishing hay lita ddo 1a mot dang ciia cac ky thuat tan cong xa hoi (social
engineering) dé lay dugc nhiing thong tin riéng tu, c6 gia tri cia ngusi diing bang
cach gid mao mot nguoi dang tin cay trén mang. Trong nghién citu gan day ve
van dé nay cho thay rang ngusi diing trén mang xa hoi c6 kha nang bi lita ddo
bdi hinh thic nay cao hon do ban chat tuong tic clia mang xa hoi giong nhu mot
xa hoi thuc [9].

Hon nita, trong nhitng nam gan day, nhiing hoat dong lita dao trong cdc mang
x4 hoi da tang manh. Theo bao céo tinh bao an ninh ctia Microsoft, 84,5% tat ca
cac cudc tan cong lita ddo nham vao ngudi st dung trén cac trang mang xa hoi

[17]. D6i v6i mang xa hoi Facebook, ké tan cong c6 thé thu hit ngusi diing dang
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nhap va cic trang Facebook gid mao. Sau do6, 1ay lan gitta nguoi dung bang cich
moi ban be click vao mot lién két duge dang trén ctia nguoi diing. Tuy nhién, sau

d6 Facebook da hanh dong dé ngan chan céc cudc tan cong nay.

2.1.3 Gl thu rac

Thu rac (Spammers) 1a thu dieén tt duge giii dén nguoi ding ma ho khong
mong mudn. Noi dung clia cac thu ndy thuong 1 cac thong diép quang cdo. Ké
gtii thu gidce tren MXH st dung nén tang san cé clia mang xa hoi dé gt cac thong
diép quang cao dén nguoi ding khac bang cach tao mot tai khoan gid mao. Ké
gli thu gidc ciing c6 thé gii cac thong dieép nay bing cac dang binh luan trén céc
trang duge nhiéu ngusi theo déi, dé cap. Mot vi du vé su pho bién ctia thu rac c6
thé tim thay trén mang xa hoi Twitter. Vao thang 8 nanm 2009 11% cac tin nhin
Twitter 1a tin nhan rac. Tuy nhién, vao dau nam 2010, Twitter da cat thanh cong

xubng ty 1& thu rac xuéng con 1% [10].

2.1.4 Tan cong CSS

Tan cong CSS (Cross-Site Scripting) 1a mot ki thuat tan cong bang cach chen
vao cac website dong (ASP, PHP, CGI, JSP ...) nhing thé HTML hay nhing
doan ma script nguy hiém c6 thé gay nguy hai cho nhing ngudi sit dung khac.
Trong d6, nhitng doan ma nguy hiém dudc chen vao hau hét duge viét bing cac
Client-Site Script nhu JavaScript, JScript, DHTML va ciing c¢6 thé la ca cac thé
HTML.

Attacker sends URL Link via email or embedded in
another web page to the victim

Victim clicks link and requests page {with
malicious script as parameters) >

0

webserver returns the page embedded with
the script the attacker chose

0

IBWt Compatible

victims web browser then
executes the script

Hinh 2.1: Tan cong XSS

D61 v6i CSS, nguoi bi tan cong 1a nguoi dung chit khong phai 14 cic website, ké
tan cong c6 thé ding XSS dé giti nhitng doan script doc hai t6i mot ngusi ding
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bat ky va trinh duyét clia nguoi dung sé thyc thi nhitng doan script di va gii ve
cho ké tan cong nhitng thong tin ciia nguoi dung thong qua email hodc server do
ké tan cong dinh sin tit trudc.

Nhitng trang mang xa hoi ciing 1a nén tang dé ké tan cong st dung k¥ thuat
nay. Hon nita, ké tan cong c6 theé sit dung 16 hong CSS két hop véi véi moi truong
mang x4 hoi dé tao mot sau CSS c6 thé lan rong trén toan bo mang [11]. Trong
thang 4 nam 2009, mot sau XSS c6 tén la Mikeyy da nhanh chong lan rong cac
tweet tir dong trén mang xa hoi Twitter t6i nhiéu nguoi dung, trong d6 cé nhitng
ngusi dimng noi tiéng nhu Oprah Winfrey va Ashton Kutcher. Céc sau Mikeyy da
stt dung mot diém yéu XSS va cau tric mang Twitter dé lay lan trén mang x4 hoi
nay [12].

2.1.5 Lwra dao trén Internet

Lita ddo trén Internet (Internet Fraud): hay con goi la ltta déo trén mang, dung
dé chi su truy cap Internet dé lita ddo hay lgi dung nguoi diing trén mang. Hinh
thiic lita ddo nay xuat phat tir nhitng hinh thitc lita ddo trong mang xa hoi thuc.
Trong nhitng nam gan day, nhitng ké lita ddo hack dudc vao tai khoan ciia ngudi
diing va chiém quyén dang nhap vao tai khoan ctia ho. Mot khi ho quan ly dé
dang nhap vao tai khoan ctia ngusi dung, nhing ké lira ddo khéo 1éo hoi ban be
ctia nguoi diing dé hd trg trong viec chuyén tién vao tai khoan ngan hang cta
ngusi lita ddo. Mot nan nhan ctia kicu lita dao nay 1a Abigail Pickett. Trong khi
di du lich 6 Colombia, Abigail phat hién tai khoan Facebook ctia minh da bi hack
béi mot ngusi nao do6 & Nigeria. Sau d6 c¢od ta phat hién ra né da duge sit dung
va yéu cau gii tién cho ban be ctia minh véi Iy do ring c6 dang "méc ket" [13].
Ngoai ra c¢6 nhiéu hinh thitc lita ddo trén mang nay da dang, phiic tap va cang

ngay cang nhiéu thi doan tinh vi hon.

2.2 Tan cong mao nhan (Sybil attack)

Mot hinh thic tan cong duge céc hacker st dung 1a thi thuat tao ra nhiéu
trang web trén nhiéu tén mién khac nhau mot cach cé chi ¥, lien két dén nhau
nham tang tht hang cho 1 hay 1 nhém website cu thé. Sau dé lgi dung viec cac
search engine xem 1 website 1a c6 tam quan trong cao hon khi nhiéu website khac
lien két dén né.

Néu coi cac website duge xem la cidc nut mang, c6 lien két dén nhau tuong
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ing véi cac canh trong do thi. Nt ndo cang nhan nhiéu lién két dén né thi cang
chiing t6 nit d6 quan trong. Nhitng ngusi phat tan noi dung rac hay spammer lgi
dung quy téc nay dé tao ra mot lien két nham bay cac cong tim kiém va ngudi
dung. Day chinh hinh thtc clia tAn cong mao nhan ma doi tuong khai thac cia
n6 1a cac hé thong dya vao tam quan trong ctia mot lién két trong mang hay con
goi 1a hé thong danh tiéng (reputation system). Cai tén Sybil Attack lay tén theo
mot bénh nhan “Sybil” (Shirley Ardell Mason) méc chiing roi loan da nhan cach
(multiple personality disorder) dé &m chi viéc gid mao nhiéu dinh danh diing cho

muc dich khong trung thie. Trong cac mang xa hoi, ngudi c6 cht dich tan cong

S-®

. Sybil voter

Sybil voter

collector 1 o= N

honest voter

Hinh 2.2: Tan cong mao nhan

mao nhan sé tao mot s6 luong cac nat ao du 1én dé ting cuong anh hudng len
mang. Moi mot ntt 4o méi sé déng vai tro nhu 14 mot phiéu bau cho ngusi tan
cong. Vi du trén hée théng mang xa hoi Yotube. Ké tan cong co thé tao cac nit
gia dé dang ky hay "like" déi v6i mot s6 kénh nhim c6 1¢i cho ching. Trong viec
ngin chin sy gid mao nay Bimal [59] da dé xudt mot phuong phap nham xép
hang cac vung tin cay cta cac node theo cac mic khac nhau. Tuy nhién, phuong

phap nay phu thudc vao tham s6 «, 3,7 ma mang tinh chat dinh tinh cao.

o
_— .
.o Y o

Bk ——— = [ooo---oi.c---o ioo---o]

L .. Ranking
L ]

Trusted ey
Identity

Hinh 2.3: Xép hang ving
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2.3 Ro ri thong tin trén mang xa hoi

Ngoai nhiing nguy co mat an toan truyen thong néi trén, ngudi dung trén mang
x4 hoi con déi mat v6i nhitng nguy co 1o ri thong tin. Sy ro ri thong tin dem lai
cho nguoi dung cling nhu cong dong mang x4 hoi néi chung nhitng tac hai to 16n.

D6i v6i ca nhan, nhitng thong tin bi ro ri dén nhitng ngudi dung khac ma ho
khong muén chia sé thong tin anh huéng 16n dén tinh rieng tu qua dé cé thé anh
huéng dén doi séng tin than ctia ho hay lgi ich ctia ho. Déi v6i nhiing to chic
hoiic cong dong, su ro ri thong tin clia méi thanh vien c6 thé tiét ho vé co cau to
chiic, hoat dong va nhitng thong tin clia to chitc d6. C6 hai nhém nguyén nhan
dan t6i sy do ri thong tin clia ngudi diing bao gom: nguyén nhan chii quan va

nguyén nhan khach quan.

2.3.1 Nguyén nhan chu quan

Trong nguyén nhan chii quan, ngusi dung vo tinh lam 16 lot thong tin ctia minh
thong qua hinh thtc chia sé thong tin, dang bai hoac sit dung cac chitic nang khac
clia mang xa hoi. Thong tin nay vo tinh sé dén dudce v6i nhitng ngudi diing ma

ho khong mong mudn biét duge thong tin nay.

Share on
u's wall

User u *-;.

Sharing
Probability
ay,

-~
Mention %/ ’O,b
: u knows the Probability 4
information Puv
u mentions the
infoinhisnewpost_

. —_—— ,@"/
- tk th 2
Friend 1 £ knows the oo
information @Q

& /’VFn‘endZ : g :_K

Users —>
Unwanted Target t

Hinh 2.4: Sy rd ri thong tin

Trong viéc phong ngtra sy ro ri thong tin, Dinh [51] da d&t ra bai toan t6i da
hoéa st chia sé thong tin trong khi han ché thong tin ro ri dén nguoi dung khong
mong muon, tic 1a xac suat ro ri thong tin nho hon mot ngudng cho trude.

Trong nghién cttu nay ho da xay dung bai toan trén mo hinh mang xa hoi SML
c6 hai tinh nang 1a chia sé va dé cap trang thai tuong tng véi céc chitc nang

chia sé va dé cap trang thai d6i véi cdc mang xa hoi hién nay, ho chi ra day 1a
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bai toan NP-day du va dua ra thuat toan hieu qua dé gidi quyét. Trong két qua
thiic nghiem ho chi ra rang khong nén chia sé thong tin véi nhiing nguoi c6 s6
lugng ban be 16n vi kha nang dé ro i thong tin cao hon so véi ngusi diing khéc.
Nghién cttu nay con duge Shen [53] tiép tuc phan tich vé 1y thuyét do phiic tap
trong cac truong hop khac nhau ctia bai toan ciing nhut tinh ddm bdo vé mat toi

uu cua thuat toan.

2.3.2 Nguyén nhan khach quan

Déi v6i nguyén nhan khach quan, ké tan cong chti dich thuyc hién cic cudc tan
cong dén ngusi dung nham lay thong tin ngusi ding, nhu: dia chi email, thong
tin ban be, thong tin noi lam viéc, cac to chic ctia ho tham gia..hoiic ¢ thé 1a
nhing thong tin c6 gia tri nhu tai khoan ngusi dung.

Khi lay cdp dugc nhitng thong tin trén, ké tan cong c6 thé sit dung ching cho
nhitng muc dich xau. Vi duy, ching c6 thé thu thap e-mail ctia ngusi diing nham
glii spam, thu rac dé Ia ddo, phat tan virus phuc vu cho muc dich xau. Trong
nghién cttu lién quan dén van dé nay, Bosmanf [6] da thiét ké mot Socialbots (1a
nhitng mot tai khoan gid trén mang xa hoi) bat chude cac hanh dong ciia ngudi
duing that roi tan cong dén nguoi diing that bang cach giii yéu cau két ban dén
ho.

Néu ngudi dung chap nhan yéu cau két ban, Socialbot sé ngay lap tiic c6 duge
cic thong tin ca nhan ctia ngudi dung qua dé thyc hién cac chién luge phéat tan

thu rac quy mo l6n.

& C&C Channel M=

Botmaster

i, 3 o Socialbots

Botherder | Online Social Network }

Hinh 2.5: Socialbot tin coéng dén ngudi dung

Socialbot (ntit mau den) tan cong dén dén cdc nit mau xam qua dé lan rong
tan cong dén cac ntt mau trang (chua bi tan cong).
Ké tan cong ciing c6 thé ding cac thong tin ctia nguoi ding dé gid mao nguoi

diing dé lita ddo ban be, ngudi than ctia ho hoiic thuc hién ban hang truc tuyén
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trén mang

2.4 Tan cong xam nhap, lay cap thong tin déi véi ca nhan trong
to chiic

Ké tan cong c6 thé thiyc hién céc cude tan cong dén nhitng ngusi ding trong
mot to0 chite dé 1ay thong tin ctia ngudi dung ciing nhu thonng tin vé t6 chiic ma
ho dang tham gia. Nhitng thong tin nay dugc ké tan cong st dung dé tai tao lai
bo may to chitc trong thé gisi thue. Qua dé nam 16 vai tro ciia mdi ngusi ding
trong to chiic, co cau bo may t6 chiic, hay tham chi 1a nhitng thong diép ma ngudi
diing trong t6 chitc trao doi v6i nhau. Nhitng théng tin nay cé thé phuc vu cho
cic muc dich xau nhu cac trong cac hoat dong gian diép thuong mai hoac céac
hoat dong mang tinh canh tranh khéac.

Trong huéng nghién cttu vé van dé nay, Yashar [7] da dua ra mot thuat todn
dé thu thap thong tin clia cdc nhan vién trong mot t6 chitc cu thé trén mang xa
hoi tit cong ching va tit d6 c¢6 thé thé dugdce tai tao thong tin vé to chiic, ngoai ra
ong ciing da st dung Socialbots dé trich xuat thong tin trong mot to chiic trén
mang xa hoi [5].

Socialboot da dugc gt yéu cau két ban véi nhitng nguoi stt dung trong t6 chiic
cu thé trén cac mang xa hoi. Khi chap nhan yéu cau két ban nay, Socialbot sé c6
duge cac thong tin vé nguoi ding va cac thong tin lien quan dén t6 chiic ma ho

dang tham gia.

Social network

s,
0. §
/%~ Organization |
“\ \‘\ : 'J
‘ ’ “ .
A | P 9"
[ | Vet

° Legend: *
® Attacker ® Monitored @ Social Network User Profile
Profile

Hinh 2.6: Ké tan cong xam nhap lay cip thong tin ciia ngudi diing trong td chiic

Yashar [4] da dé xuat mot phuong phap két hop tat ca cac nghien ciu [5, 6, 7]
stt dung Socialbot dé tham nhap vao ngudi stt dung cu thé trong té chitc muc tieu.
Ho tao ra ba Socialbot Si, Sz, S5 dé tan cong cong dén ba to chic trén mang xa
hoi Facebook goi la Oy, Os, O3.
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Céc Socialbots nay ho xam nhap dén ngusi ding dich trong mot t6 chiic bing
cach tao ra su tin tuéng cho ho thong qua nhitng ngusi ban ciia ho theo phuong
thitic nhu sau: Dau tién, ching tao ra thong tin cid nhan gidng nhu ngudi dung
that. Sau d6 ching giii két ban véi it nhat 50 nguoi ding bat ky trén mang xa
hoi, véi viéc lira chon nhitng ngudsi ¢6 trén 1000 ban trén mang xa hoi. Socialbot
xac dinh t6 chitc dich can tan cong va chon ra 10 ngudi diing trong méi to chiic
nay. Trude khi giii yéu cau két ban t6i mdi ngudi dung dich nay, cac Socialbot giii
yéu cau két ban t6i nhitng ngudi ban ctia ngudi dung dich dé tao mdi tin tudng
qua ban be ctia ho. Cudi cuing ching gii yéu cau két ban dén nguoi dung dich
trong to chiic. S3 bi vo hieu héa do ngudi ding trong to chitc thudc cac qubc gia
khac nhau do do6, viéc gii yeéu cau két ban véi ¥ do xau dé dang bi nhan ra do su
dé phong cua nguoi dung. Ngugc lai, cac Socialbot Si, Se xam nhap véi hieu qua

Ccao.

Hinh 2.7: Két qua tan cong ciia Socialbot S; véi t6 chiic O;.

Két qua thi nghiém nay duge thé hién trong hinh 2.7 va2.8. Cac niit mau xanh
14 cay biéu dién nguoi dung chap nhan yeéu cau két ban, mau dé 1a nhitng ngudi
da tir chdi, mau vang hinh tam giac 1a nguoi dung dich da chap nhan yéu cau va
mau den hinh thoi 1a nhitng ngudi da ti chdi

Qua nghién citu trén, ho chi ra ring that dé dang dé xam nhap t6i ngusi diing
dich va ty 1é thanh cong cua viéc xam nhap 1a 50 % va 70 % [4]. Ho cling cling
dua ra nhan dinh rang s6 lugng ngudi ban chung chap nhan yéu cau két ban cang
16n thi kha nang xam nhap cang cao. Nghién ciic nay ciing cho thay mot thyc té
rang kha nang ro ri, bi lay thong thong tin ciia ngudi sit dung rat cao, ngudi st

dung nén can than hon trong viéc lya chon ban be trén cac mang xa hoi. Nguoi
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Hinh 2.8: Két qua tan cong ciia Socialbot Sy véi t6 chiic Os.

diing khong nhan thitc duge kha nang cac nguy co tan cong nay, ho can c¢6 nhitng
st Iya chon t6t hon vé ban beé clia ho trén mang xa hoi. Ké tan cong c6 thé thuc
hién bién phap nay trén mang dién rong dé thu thap dude cac thong tin ngudi
duing. Véi ty lé thanh cong trén, ciing c6 thé noéi ho ciing c6 thé lay duge thong
tin tit nhiéu to chic bing phuong phap tuong tu.

Qua nghién citu nay, tac gia nhan thiy rang viec bao vé ngudi diing trong to
chtic trude sy xam nhap clia cac Socialbots 13 mot thach thitc 16n can gidi quyét.
Can phai c6 mot giai phap hieu qua dé phong ngita, khuyén cao trudc sy xam
nhap trén. Do vay, trong luan van nay, tac gid manh dan dé xuat mot giai phap
nhim nham phong ngita syt xam nhap. Chi tiét gidi phap nay sé dugc luan vin

trinh bay ¢ Chuong 3.
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Chuong 3

PHONG NGUA SU XAM NHAP LAY THONG TIN DOI
VOI NGUCOI DUNG TRONG TO CHUC

3.1 Phat biéu bai toan

Nhu da trinh bay & chuong 2, ké tan cong c6 thé thuc hien hoat dong xam nhap
dén ngusi diing trong to chic dé lay thong tin sau dé st dung cac thong tin nay
cho muc dich xau. Hanh dong tan cong & day hiéu don gian la gii yéu cau két ban
dén ngudi diing. Néu ngusi diing chap nhan yéu cau két ban nay, ké tan cong cé
thé lay dugc cac thong tin ctia ngusi diing. Ching c6 thé st dung cac théng tin
nay cho cac muc dich xau nhu: gii tin nhan rac, phat tan virus, gid mao ngudi
ding dé lira dao vv..

Ngoai ra, nguoi ding con c6 nhitng thong tin trong t6 chiic ma ho tham gia
ké tan cong c6 thé st dung céc thong tin nay dé tai tao cac thong tin khac vé
to chiic va st dung cho céc muc dich xau. Véi thye té ngusi diing trén mang xa
hoi van chua nhan thic ré6 duge su cach thic cling nhu sy nguy hiém ciia hoat
dong tan cong xam nhap nay, ké tan cong sit dung Socialbots [4, 5, 6] dat dugc
ty thanh cong rat cao (ti 50% dén 70%).

Xuét phat tit thuc té nay, mot yeu cau cap thiét dat ra la: Lam thé nao cd thé
bdo vé nguoi ding trudc hoat dong xam nhdp tdi nguoi ding trong mot to chic
cua Socialbots?

Dé giai quyét van dé trén, trong chuong nay, luan vin dua ra mot giai phap
dé phong ngita tan cong dua trén viec xay dung mot ving an toan bao quanh t6
chitc ma ho tham gia. Ngusi ding trong to chiic duge khuyén céo chi nén két ban
v6i cac nguoi diing khac trong viing an toan nay va than trong hon déi véi nhiing
16i moi két ban bén ngoai ving an toan.

Trong luan van nay, mot mang xa hoi dugce bicu dién béi mot do thi cé hudng,

c6 trong s6 G = (V, E,w) vdi:
e V 1a tap hop n dinh biéu dién ngusi dung mang trong MXH.

e E la tap hop m canh ctia do thi biéu dién moi quan hé ban be gitta hai ngudi
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dung.

e w(u,v) 1a trong s6 clia cac canh (u,v) 14 mot sé thie duong biéu dién cho cac
tan sb tuong tac, trao doi gitta hai ngudi ding. w(u,v) = 0 néu giita hai dinh

u va v khong ton tai canh, w(u,v) > 0 néu gitta v vA v ton tai canh noi.

N(u) 1a tap cac dinh ke (hang x6m) ctia dinh v, d(v) 1a bac ctia dinh v. N_(v) va
N, (v) tuong ting 1a dinh ké di vao va di ra tit dinh v, s6 luong cac dinh nay lan
gt 1a d_(v) v dy (v).

Mot tap hop U € V, U = {u1,uz, .,us} gom k phan ti bi¢u dién cho tat ca ngusi
diing trong mot t6 chitc ma ching ta can phai bao vé. Trén mo6 hinh dd thi nay,

bai toan duge phat biéu nhu sau.

Dinh nghia 3.1 (Bai toan phong ngita xam nhap) Cho do thi G = (V, E, w)
biéu dién mot mang xd hoi, tap U C V biéu dién cho ngudi ding trong mot to
chic cu thé. Lam thé nao dé phdt hién sy xam nhap cia ké tan cong co chu 3 g

két ban dén nhimg nguoi dung trong to chite U ?
3.2 Giai phap phong ngitra su xam nhap

Trong phan nay, luan vin duwa ra mot giai phap phong ngita xam nhap bao gom
cac qua trinh sau: Bai todn phong ngtia zdm nhdp néi trén bao gom cac qua trinh

nhu sau:

1. Dau tién, luan dé xuat mot do do méi nham danh gia mdi quan hé gitta hai
ngudi ding goi 1a ®(u,v). Y tudng ciia do do nay 1a danh gid mdi quan he
gitta hai nguoi dung thong qua 7' ngusi dung trung gian gitta ho. D6 do nay
md rong ¥ tudng clia cdc nghién citu [8, 21] trong viec danh gia sy than thiét

hay mtic do quan trong clia moéi quan hé gitta hai nguoi dung.

2. Thit hai, dya trén do do ®() luan van xay dyng mot mo hinh Cong dong an
toan (Safety Community) G*¢ = (V*¢, F*¢) dbi v6i mdi to chitc ma chimg ta
can bao vé khéi syt xam nhap. Cong dong an toan 13 mot viing an toan gom
c6 mot tap ngudi dung va lién két an toan, cé tac dung tao ra mot moi truong

an toan cho tat cad moi ngudi diing trong to chie.

3. Cudi cting, luan van xay dung bai toan T6i da héa su an toan trong cong
dong an toan nham chon ra nhitng ngusi ding an toan nhat véi ty le 3 € (0,1)

trong cong dong an toan G*¢ (goi 1a bai toan 8-MTO), cac dinh trong 161 giai
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goi la vung f-MTO. Muc dich bai toan nay la chon ra nhitng ngusi dung an
toan nhat déi véi tat ca nguoi dung trong to chiic trong con dong an toan.
Ngudi diing trong to chitc sé duge khuyén cédo chi nén két ban véi cac ngusi
diing khéc trong cong dong an toan nay dé phong ngita sut xam nhap ciia ké

tan cong.

Hinh 3.1: Tap ngudi dung U, ving S-MTO va Cong dong an toan SC

Muc dich cudi cing ctia gidi phap nay 1a tim kiém 161 giai ctia bai toan g8-MTO
(ttic 1a tim vimg S-MTO) dé xay dung mot vimg an toan trén mang bao boc va
bao vé cho tap nguoi ding U. Chi tiét va sy phan tich ctia méi qua trinh trong

gidi phap phong ngtta nayy duge luan van néu & cac muc tiép theo.
3.3 Do do quan hé va lién két an toan giita hai ngudi diing

Trong phan nay, luan vin dua dé xuat mot do do dé danh gia moi quan hé giita hai
ngudi ding trong mang xa hoi. Truée hét, dé phan tich va uéc luong anh hudng
gitta nguoi dung qua nhiing ngusi dung trung gian, luan van ap dung phuong

phap chuan héa trong s6 clia mang.

3.3.1 Chuan héa trong sb trong dé thi

Goi d6 G’ = (V, E',«w') 1a do thi biéu dién mot mang xa hoi. Dé danh gia anh
huéng gitta cac dinh trong do thi, luan van st dung cau tric do thi tong quat nhat
la do6 thi c6 huéng dé bicu dién lai do thi. Theo d6 do thi G’ = (V, E',w') dugc

biéu dién lai béi mot dd thi c6 hudng, c6 trong sé6 G = (V, E, w), trong dé trong s6
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w(u,v) bicu dién ty lé anh hudng ctia dinh « déi v6i dinh v. V6i mdi trudng hop
cu thé, trong s6 nay dude dinh nghia nhu sau:
Néu G’ 1a do6 thi vo hudng:
w'(u,v)

w(u,v) = oo @ 7) (3.1)

Néu G’ 1a do thi c6 hudng:
w'(u,v)

ZieNJr(u) w’(u,i) (32)

w(u,v) =

Trong hai trudng hop ta déu do tong trong s6 cac canh dén mot dinh uw € V
déu bang 1. Trong s6 w(u,v) thé hién ty lé sy 4nh hudng, miic d6 quan tam clia
dinh u t6i dinh v so vé6i tat ca cac dinh lang giéng ciia v. Trong sd nay cang cao

thi mitc do quan tam clia u dén v cang 16n va ngugc lai.

Hinh 3.2: Vi du chuén héa trong sb.

Viéc danh gid nay phit hop véi thuyc tién tuong tac gitta hai nguoi dung, néu
ngudi dung v "danh nhiéu sy quan tam" cho ngudi diing v thi ti 1é tuong tac gitta

u va v chiém ty 1é cao hon so véi cic nguoi dung khac 13 ban cla w.

3.3.2 D0 do quan hé gitta hai ngudi dung

Trong viéc xac dinh moéi quan hé gitta hai ngusi dung trén MXH, da c6 nhiéu
nghién ctu dé cap dén van dé nay. Trong dé noéi bat hon ca la nhitng nghién ciu
cia Leskovec[21] va Fire[§].

Leskovec [21] nhan xét rdng ban clia ban trong cdc mang xa hoi ¢6 kha nang
cao la ban ctia nhau. Fire [8] dua ra mot do do goi la friend-measure. Do do nay
cho réng cang nhicéu két noi gitta cAc nude lang giéng clia hai ngudi dung, thi kha
nang hai nguoi dung két ndi véi nhau cang cao. Theo d6, do do gitta hai nguoi
dung v va v duge dinh nghia nhu sau:

friend-measure(u, v) = Z Z §(x,y) (3.3)

€N (u) yeN (v)
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Trong d6, §(z,y) = 1 néu (z,y) € E hoac (y,z) € E, 6(x,y) = 0 trong trudng hop
ngude lai. Han ché ctia do do nay 1a chi dudce sit dung do thi vo huéng, do thi
khong trong s6 va chi xac dinh cidc méi quan hé thong qua nhitng ngudi ban chung
khong xét thong qua thong qua nhiéu hon mot nguoi dung trung gian.

Trong thuc té, hai nguoi st dung c6 thé anh hudng dén nhau bing truyeén
miéng va mang xa hoi ciing thita huéng tinh chat d6 ciia mang xa hoi thic, tham
chi con nhanh chéng v manh mé hon. Nguoi diing c6 thé gay anh hudng qua lai
thong qua ngusi ding trung gian giita hai ngusi diing dé. Do d6, chiing ta c6 the
danh gid moi quan heé gitta hai nguoi stt dung thong qua nhiing ngusi ding trung
gian gitta ho.

C6 thé lay mot vi du don gidn nhu sau: C6 ba ngudi diing z, y, 2 trén mang
x4 hoi, nguoi dung = va y than thiét véi nhau, y vA z ciing than thiét véi nhau.
Theo quan hé nay, nguoi diing = ¢6 thé gay anh huéng dén y va sut anh hudng nay
dugc y gay nén déi véi z. Do d6, = c6 the gay anh hudng gian tiép dén z thong
qua ngudi trung gian y.

Bing cach st dung do thi G = (V, E,w) dé danh gia anh hudng gitta hai ngudi
duing, luan vin st dung uéc lugng trong [47] dé danh gia Anh huéng gitta hai ngusi
dung thong qua nhiing ngudi dung trung gian bang tich trong so trén duong di
gitta hai nguoi dung. Theo d6, goi P(u,v) 14 mot duong di don c6 huéng tit v dén
v, anh huéng clia v dén v theo duong di P(u,v) dugc udc lugng béi:

W(Puv) =[] wlab) (3.4)

(a,b)eP(u,v)

° 0.25 ° 0.15 ° 03 °

W(P(u.v))=w(u, X) X W(X, y) X W(y, v)=0.25x0.15x0.3=0.0125

Hinh 3.3: Uéc lugng anh hudng déi véi duong di.

Cha y riang diéu kién ap dung véi uée lugng nay 1a dudng so cap, ttc 1a khong
c6 chu trinh. Trong trudng hop dudng di xuat hién chu trinh thi viec danh gia
khong con chinh xéac.

Béng cac ap dung cac udc lugng & cong thite (3.4) va cdc phan tich trén, luan
vin dé xuat mot do do mdi khic phuc nhuge diém ctia Fire [8] dé danh gia mdi

quan hé gitta hai ngusi dung dyra trén y tuéng sau:
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1. Banh gia do do gita hai ngusi st dung théng qua t,¢ > 0 ngudi dung trung

gian.

2. Danh gia ddi véi tat ca cdc duong di don (khong c6 chu trinh) gitta hai nguoi
dung.

Ap dung cong thitc (3.4), luan van dua ra mot danh gia moi quan hé gitta hai
ngudi dimg u,v (theo chidu tit « dén) biang tong anh hudng ddi v6i tat ca duong

di tt v dén v qua ¢ ngudi dung trung gian gitta ho bang cong thitc sau:

o(u,v,t) = > W(P(u,v)) (3.5)

P(u,v)€P,|P|=t+1

Trong d6 P(u,v) 1a duong di tit v dén v, P 1a tat ca cac duong di don (khong
tao thanh chu trinh) di qua ¢ ngusi dung trung gian (tic 1a c¢6 do dai t +1).

Cubi cung, luan van xuat do do ham lugng moi quan hé ®(u,v) gitta hai nguoi
diing qua nhiéu nhat 7" nguoi diing trung gian, trong d6 7 14 mot tham sé duge
cho truée béi dinh nghia sau:

Dinh nghia 3.2 Do do ham luong moi quan hé gitta hai ngudi dung trong mot
mang xa hoi G = (V, E,w) (cé hudng hodc vo hudng) qua T nguoi ding trung gian
duogc xac dinh boi:

uvT

M@

o(u,v,t) (3.6)
t=0

Y nghia clia cong thitc (3.6) cho phép xac dinh cac mdi quan hé gitta ngusi sit
dung dya trén viéc danh gia quan hé ctia ho thong qua nhiéu 7 ngusi dung trung
gian do6i véi tat ca cac moi quan hé ma ho da tham gia. Chu ¥ rang viec danh gia
nay theo chiéu &nh hudng tit diem dau dén diém cudi. Do vay néu dao vi tri gitta
u va v trong cong thitc (3.6) thi gia tri sé thay doi.

Viéc danh gid nay ciing thé hien ding mdi quan hé gitta hai ngusi dung trén
mang xa hoi. Anh huéng gitta hai ngudi dung dén nhau trén mang déi véi nhau
¢6 thé khéac nhau do mic do wu tién va su quan tam khac nhau.

Trong mot mang xa hoi quy mo 16n, thong tin trén cac canh gita nhitng ngusi
dung thuong bi thiéu. Viéc mat thong tin xdy ra trong qué trinh trich xuat thong
tin. Bang cach st dung bién phap nay, ching ta c6 thé lam giau (lam tang thém
nhiing thong tin can thiét) clia mang bang cach tinh toan két noi gitta ngudi dung

mot cach gian tiép.
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3.3.3 Thuat toan tinh ®(.)

Ap dung clia ¢ tudng thuat toan loang duyet dd thi theo chidu rong, trong
phan nay luan vin dua ra mot thuat toan hiéu qua dé tinh do do @ tit mot dinh
u 161 cac dinh v khac c¢6 khodng cidch nhdé nhat véi u 1a: d(u,v) < T + 1. Do néu
d(u,v) > T + 1 thi khong ton tai duong di qua 7' dinh trung gian tit v dén v nén
®(u,v) = 0. V6i nhan dinh nay, viéc tinh toan sé duge gidm b6t nhiéu do khong

phai xét tat ca cap dinh (u,v) € V2.

Algorithm 1: Thuat toan tinh ®(u,v,T)
Data: G = (V,E,w),u,T.
Result: ®(u,v,T),Vv € V, (u # v)|d(u,v) <T + 1.

1 begin
2 | Plv,t)«0;
3 Qold — 07 Qnew — (2)7
4 t <+ 0;
5 | Qnew < U
6 while t < T do
7 for x € Q,q do
8 \\ Tim tat ca cac dinh c6 thé di dén tir 2.
9 for v € V,w(z,v) # 0 do
10 foreach P € P(z,t—1) do
11 if Viec théem v vao P khong tao chu trinh then
12 Qne’w — Qnew U {U}a
13 P(v) + P+ {v};
14 P(v,t) < P(v) + P(v,t);
15 W(v,t) + W(P)w(x,v);
16 D(u,v,T) + W(v,t) + ®(u,v,T);
17 end
18 end
19 end
20 end
21 Qold — Qnew;
22 Qnew — mv
23 t+—t+1;
24 end
25 end

Dura trén y tuéng ctia thuat toan loang, thuat toan tinh do do tit mot dinh u
t6i cac dinh v c6 khoang cach d(u,v) € T + 1 dudc mo ta nhu sau: Goi P(v,t) la
tap cac dudng di tit v dén v qua t ngudi ding trung gian, W (P(v,t)) 1 tong trong
s6 clia tat ca cac duong di thuoc P(v,t). Qg VA Quew 12 hai danh sach duyét theo
chiéu rong.

Bit dau tit cac dinh = thuoc Q,y, thuat toan tim céc dinh v c6 thé di dén tit
z, sau d6 cap nhat duong di tit v dén cac v bang cach xét viec them v vao duong

di tit v dén x 1a P € P(x,t — 1) dang xét c¢6 tao thanh chu trinh khong.
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Néu viéc thém v vao P khong tao thanh chu trinh, tao c6 mot duong di méi tir
u dén v (goi 14 P(v)) qua t, nguoi dung trung gian. Thém dinh v vao danh sach
mdi va them dudng di ndy vao tap P(v,t) va tinh toan trong s6 ctiia duong di nay
dé cap nhat két qua vao W (u,t) va ®(u,v).

Cudi cling, thuat toan cap nhat lai cic danh sach Qiq, Qnew dé tinh toan déi
v6i cac duong di méi s6 ngudi dung trung gian tang thém 1, tiép tuc qua trinh
nay dén khit=1T.

Viéc tinh todn do do quan hé c6 y nghia rat quan trong trong viéc xay dung
cong dong an toan. Sau day, ta sé xét do phic tap trong viéc tinh toan do do nay.
Xét vong lap for tit dong 7 dén dong 20, vong lap nay sé xét tat cd cac dinh c6
thé di tit dinh « véi khoang cach bang ¢ + 1 tiic 1a qua ¢t ngudi dimg trung gian.
Goi M(t) 1a s6 dinh trong tap Quew trong modi bude t. R6 rang M(t) cling chinh
14 s6 canh tit nhitng nguoi dung trong Quq V& Qnew-

Xét vong lap while (ngoai vong lap for) tit dong 6 dén dong 24, theo quy tac
nhan ta c6 s6 phép toan la: M(0) 4+ M (1) + ...+ M(T).

Day 13 mot khoi luong tinh toadn kha 16n déi véi viec doi véi mdi dinh déi véi
mot mang xa hoi 16n. Céac dai lugng M (t) phu thuodc s6 bac ctia dinh. S6 bac cang
16n, s6 phép toan dé tinh dai lugng nay cang 16n. Xét mot truong hop don gian
khi tat c& cac dinh c6 cting bac la do, thi M(t) = d5™.

3.3.4 Lién két an toan

Mot cau héi dat ra sau khi luong hoéa duge mdi quan hé gitta hai nguoi dung,
mot cau héi dat ra la lam thé nao dé biét mot mdi quan heé 13 tin cay hay an toan?
D@ giai quyét van dé trén ta st dung mot ngudng an toan la 0, mot ngusi diing

v nao d6 c6 ®(u,v,T) > 0 thi mdi quan hé nay an toan déi vdi u.

S(u,0.T) = >¢ an toan vii u
< 6#  khong an toan véi u

Ngudng an toan nay cé6 thé thu duge nhd cac phuong phép thong ké thuc nghiem.
Suy an toan danh gia tinh an toan bing ®(u,v) ¢ thé chéng lai sy xam nhap clia
Socialbots S dé cap trong [4].

That vay, trong [4] dua ra gidi phdp xam nhap t6i mot ca nhan X trong mot
to chitc U bang cach giti yéu cau két ban véi nhitng ngudi ban chung ciia X (ttic
13 56 ngudi diing trung gian 1a ¢ = 1). Mot khi chiing ta sit dung do do ®(u,v) dé

xem xét viec giii yéu cau két ban téi X vdi tham s6 T > 2 ching ta sé han ché
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sy xam nhap. Trong truong hop nay, ching ta xem xét moi quan hé gitta S va X
qua T ngudi trung gian nén c6 thé thé tranh duge viec két ban S thong qua ngudi
ban chung ctia X (tic la T =1) va néu chon chon duge tham s6 6 pht hgp sé loc

dudc viée tan cong cé chu dich tir S.
3.4 Cong dong an toan

Nhu da phan tich § phan truée, viec danh gia quan hé ngusi dung thong qua
® c6 thé loc duge Socialbot. Dita trén nhan dinh nay luan van dé xuat xay dung
mo6t moé hinh goi 1a Cong dong an toan (Safety Community model) ddi véi méi to
chitc v6i muc dich tao thanh mot ving an toan déi véi t6 chitc bao gom nhing
ngusi dimg trong to chitc va nhiing ngudi ding khac trong mang xa hoi duge lien
két v6i nhau bdi lien két an toan.

Hau hét cac nghién cttu vé phat hién cau tric cong dong dua trén téi da hoa
modularity [19] va mat do canh trong mang [20]. Tuy nhién, trong luan vin nay
khong ap dung nhitng danh gia trudc day vé cau tric cong dong. Muc tiéu huéng
tdi trong xay dung Cong dong an toan 1a tao mot moi truong an toan gitta ngudi
diing véi nhau bao quanh t6 chitc ngusi ding. Ngoai ra, mot yéu t6 can hudng
dén 13 nhitng ngusi trong Cong dong an toan phai thuc sut 1a an toan doi véi tat
cd nhing ngusi ding trong toé chitc. Theo tiéu chi d6, luan vin dua ra mot udc

lugng su an toan ctia mot ca nhan véi t6 chiic béi dinh nghia sau:
Dinh nghia 3.3 (D6 tin tuéng) Do tin tudng clia mot to chic U doi vdi nguoi

dung v khong thuoc to chic U duge wdc lugng bang cong thie sau:

1
flv) = ] > (u,0,T) (3.7)

uelU

Goi tap nguoi dung U = {uy,us, ..,u;}, c6 s6 luong 1a

Ul = k, 6 la nguéng an
toan, T 1a cac tham sb cho trude, tap f = f(v),v € G*¢ 1a gia tri do an toan cla
mot dinh v véi t6 chitc U. Cong dong an toan (SC model) duge dinh nghia nhu

sau:

Dinh nghia 3.4 (Cong dong an toan) Cong dong an toan ciia tap ngudi ding
U trén do thi G = (V, E,w,®) vdi s6 budc k ky hié¢u la k-SC(U,0) la do thi G*¢ =
(Vs EsC wse 0, f). Vdi cac dai lugng: V3¢, E5¢ duge dinh nghia dé quy nhu sau:

1. Bat dau: V*¢ = U, nghia la Cong dong an toan ban dau chi bao gom nhiing

ngudi dung trong to chic.
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2. Lap: Tiuw moi dinh v € V3¢, zét cic dinh v € V \ V*¢, néu ®(u,v,T) > 0 thi
them v vao V*¢, canh (u,v) vao E*¢, w(u,v) = ®(u,v,T). Viéc lap dung la

khi so budc lap la k.

Viéc gigi han xay dung Cong dong an toan trong k bude dé gisi han vé do dai
cac lien két an toan doi véi to chite U. Néu do dai lien két nay qua l6n thi ngusi
duing trén chudi lien két nay khong cé ¥ nghia nhiéu véi to chiic U.

Cong dong an toan k — SC(U) 1a mot do thi ¢6 hudng cac canh deéu 13 cac liéen
két an toan. Mdi dinh bat ki luon c6 khoang cach nhé hon hoac bang k véi it nhat

mot dinh v € U.

3.5 Bai toan cuc dai tin tuéng trong Coéng dong an toan
3.5.1 Xay dung bai toan

Viéc thém ngudi diing méi vao Cong dong an toan khong ddm bao rang nguoi
dé déu an toan véi tat cd moi ngudi trong to chitc U vi cach xay dyng cong dong
nay tit dinh nghia. Trong mo6 hinh SC, ton tai nhitng ngudsi dung chi mdi quan
hé an toan d6i véi mot ngudi ding cu thé (goi 14 X) trong to chitc va ching ta
khong thé xac nhan sy an ciia ho toan véi nhitng ngudi khac trong to chitc. Néi
cach khac, né la mot sy an toan c6 tinh dia phuong, khong phai toan dién cho
tat ca.

Néu ké tan cong sit dung Socialboots S duge dé xuat trong [4] ¢6 thé xam nhap
dén X bang cach tao ra mdi quan hé an toan X (qua T ngudi trung gian) va sau
d6 ho c6 thé xam nhap vao Cong dong an toan. Viéc nay cé thé duce thuc hien
dugce khi S da chon ngudi trong t6 chiic ¢6 s6 lugng ban be it nhat va xam nhap
dén ho theo phuong phap da néu trong [4]. Bang phan tich trén, luan van deé xuat

mot bai toan chon ra nhiing ngusi dung an toan theo cac tiéu chi sau:

1. Chon ra nhitng nguoi dung trong Cong dong an toan c¢6 moéi quan hé an toan

gian tiép véi ngusi diing trong to chiic.

2. Chon s6 ngudi dung nhé hon s6 nguoi dung trong Cong dong an toan, cé ty
- U]
le la g e (|VSC|,1 )

3. Chon ngusi dimng theo do an toan clia ngusi dimg véi ca to chiic U, ham muc

tieu 1a tong do tin tudng Y owease f(v).
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V6i cac tieu chi trén, bai toan Cuyc dai an toan cho tat ci ngusi ding trong to

(Mazimizing Trust for Organization - MTO) chitc duge phat biéu nhu sau:

Dinh nghia 3.5 (Bai toan cuc dai an toan (3-MTO)) Cho Cong dong an toan
cia tap nguoi dung: U = {uy,us,..,us} trén do thi G = (V, E,w) la SC(G,U,0) la
do thi G*¢ = (V5¢, E*¢, f).

Haéy tim do thi Gy = (Vin, Ey) la do thi con clia G*¢ = (V*¢, E*¢) théa man U C Vi,
moi dinh v € Vy, lién thong vdi it nhat mot dinh w € U sao cho so lz[cmg dinh ciia

Vin| < BV, B € (%, 1) va tong gid tri do tin tudng: H(G Z f(v) dat
vEVin

cuc dat.

3.5.2 Do khé cua bai toan

Day 1a mot bai toan t6i uu roi rac trén do thi, bai toan nay dude ching minh 1a

NP-Day dua qua dinh 1y sau.
Dinh ly 3.1 3-MTO la bai toan NP-Day dii.
Chitng minh. Dé chiing minh MTO la bai toan NP-Day d, ta can chiing minh
hai khang dinh sau:
1) MTO thuoc 16p bai toan NP.
2) MTO la bai todan NP-Kho.

Xét phién ban quyét dinh ciia bai toan 3-MTO nhu sau:
Cho do thi G*¢ = (V3¢ E%¢, f), tap U = {uy,uz, ..,u;},U C V¢, mot s thuc 8 €
(“’Z’C’ ) va mot s6 thice Z. C6 ton tai hay khong mot do thi Gy, = Vi, Ep) 1a
do thi con ctia G*¢ = (V*¢, £5¢) théa man U C V,,,, moi dinh v € V}, lién thong véi

it nhat mot dinh « € U sao cho:

e S6 lugng dinh: |V,,| < B.|V¥.

e Tong s6 gia tri do an toan clia mdi dinh: H(G Z flv

veV,

Ta thiy ring v6i mot do thi con G, clia G¢, viéc kiém tra mot do dd thi nay co
thoa man yéu cau ctia bai toan trén hay khong trude hét ta can kiém tra tat ca
cac dinh v € V,, c6 théa man diéu kien lien thong v6i dinh U e V¢, Viéc kiém
tra tinh lién thong can mot thua toan thoi gian da thiic (thuat toan duyet do thi

theo chiéu sau hosic rong). Do d6, déi véi Gy, can mot thuat todn thoi gian da
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Cy

_ C1 C2
0 Y 0
s; dinh B s, dinh s, dinh _|

Hinh 3.4: Chuyén thé hién tit S-MTO dén 0-1 Knapsack

thitc dé kiém tra G, c6 phai 1a 15i gidi chap nhan dugc ctia 8-MTO hay khong?
Diéu nay kéo theo f-MTO la bai toan thuoc 16p NP.

Dé chiing minh MTO 1a bai toan NP-Kho, ta tién hanh lam gidm (reduce) tit
mot bai toan NP-day du da biét, 6 day ta chon bai toan 0-1 Knapsack.
Bai toan 0-1 Knapsack: Bai toan nay phién ban quyét dinh dugc phat biéu
duéi dang 0-1 nhu sau: Cho 2n + 2 s6 nguyén duong: S, K, s1, 52, .., Sn, C1,C2, .., Cn.
C6 ton tai hay khong mot day {z1,z2,..,z,},2; € {0,1} sao cho: 31 | s;z; < S va
S ciwg > K?
Thuat toan chuyén doéi thé hién tir 0-1 Knapsack sang MTO:
Cho (S, K, s1, 2, .., p,C1,C2, .., ¢y) 12 mot thé hién clia bai toan 0-1 Knapsack, ta

xay dung do6 thi do thi (G*¢, Gy, 3, Z) nhu sau:
- S6 dinh ctia do thilan+ Y0 s
- Dau tién, tao U gom n dinh c¢6 do an toan f(u;) = 0,u; € U.

- V6i moi dinh goc u; ta dung mot duong di p; gom c6 s;+1 dinh. Dinh dau tien
ciia duong di 1a w;, s; — 1 dinh tiép theo dugc noi tiép véi nhau c¢6 f(u) = 0,

dinh cudi cing c6 f(us,11) = ¢;.

- Dat § = [B.|[V*|] = S +n va Z = K, trong d6 [z] 1a s6 nguyeén 16n nhat khong

vuct qua x.

Ta thay rang phép xay dung dit liéu tit bai toan 0-1 Knapsack sang bai toan MTO
dugce thuce hién trong thoi gian da thiic theo n.

Phan thuan: Néu bai toan 5-MTO cé 1oi gidi thi bai todn 0-1 Knapsack ciing cé
loi guar tuong ing.

Gia st bai toan tim thay mot do thi con Gy, = (Vin, Ep) clia G%¢ théa man yeéu

cau, tic la: U € V,,, va mdi dinh v € V;,, déu lién thong vé6i it nhat mot dinh uw € U
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sao cho V < B.|V*¢| va H(Gp,) > Z. Do méi mot dudng di p; chi ¢6 mot dinh cudi
cting (dinh thit s; + 1) do an toan f(.) khac 0 1a ¢;, nén H(G,,) sé bing tong nhan
ctia mot s6 dinh nay, tic la: H(Gp) = Y,/ ¢ trong d6 I 1a tap chi s6 clia cac dinh
c6 gia tri ham f 1a ¢; duge chon, do d6: >, > Z = K.

Do tinh chat ctia G,, nén néu dinh c6 nhan la ¢; duge chon thi tat ca cac dinh
tren duong di p; phai duge chon. Do d6 tong s6 dinh trén cac duong di dude chon
va s6 dinh goc 1a: 3, si +n (vi ching ta luon phéi chon cac dinh goc va so dinh
gbc ¢ day 1a n). S6 dinh nay luon nho hon hodc s6 dinh ctia do thi Gy, vi Gy, €6
thé c6 nhitng dinh khéc c6 gia tri ham f bang 0. Do do: Yicrsitn<=0=5+n,
hay Y., s < S. Vay bai toan Knapsack duge thoa méan véi 161 gidi 1a tap chi s6
1.

Phan nghich: Néu bai todn 0-1 Knapsack cé i gidi thi bai todn 5-MTO ciing
co loi quar tuong ing.

Gia sit rang bai toan Knapsack duge théa man, va I 1a tap chi s6 duge lya chon
trong bai toan Knapsack tic la: >, ;5 < 5,3 ;¢ > K.

Trong do thi G5¢ dugc xay dung & trén ta chon do thi G,, bao gdm cac dudng
di p; v6ii € I. S6 dinh ctia do thi G,, chinh 13 s6 dinh ciia cac duong duge chon
va 86 dinh goc: Y, si+n < S+n=8va HG)=>,.,¢ > K = Z. Vay MTO
ciing dugc thoa man.

Dinh 1y dugc chiitng minh hoan toan!

3.5.3 Thuat toan tham lam GA

Do -MTO la bai toan NP-Day du, do d6 khong ton tai mot thuat toan c6 thoi
gian chay 1a da thitc cho bai todn nay (véi giai thuyét P # NP).
Trong muc nay, luan van dua ra mot thuat toan tham lam Greedy Algorithm -GA
tim kiém nhanh 10i gidi dya trén y tudng cap nhat 10i gidi qua ting bang cach
thém vao cac dinh c6 do an toan toan f(.) 16n nhat.
Thuat toan nay sé cap nhap 10i gidi clia bai toan tiing budc bang cach thém dinh
v €V c6 do an toan f(u) cao nhat vao 10i gidi 6 moi bude. Tiép tuc lip lai qua
trinh nay cho dén khi trude khi s6 dinh ctia 161 gidi khong thda man yéu cau, tic
la 16n hon f.[V*|.

Do phiic tap ctia thuat toan dugc phat biéu va ching minh béi bo dé sau:
B6 dé 3.1 Thudt toan tham lam c¢é do phic tap la O(B.n?)), vdi V5| = n.

Chitng minh. Vong lap while (tit dong 3 dén 13) mat thoi gian tinh toan toi da
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Algorithm 2: Thuat toan tham lam - GA
Data: G*¢ = (V*¢, E5¢,w*e, ), 8,U = {ug,ug, ..., up}.
Result: G, = (Vin, En).

1 begin

2 Vi < U,

3 while |V,,,| < 5.]V*°| do

4 Jmaz < 0;

5 foreach v € V*¢\ V,,, do
6 if f(v) > fiae then
7 fmaa: — f(’l});

8 U+ v;

9 end
10 end
11 Vin < v
12 E,, « E, + (u,v);
13 end
14 Return G,,;
15 end

1a [8.n]. Vong lap foreach (tit dong 5 dén dong 10) can |V*¢| — |V,,| < n phép tinh.
Theo quy tac nhan, do phiic tap ctia thuat toan 1a O(3.n?)

Do 3 € (0,1) nén trong trudng hop B nhé rat nhé thuat toan nay cé thé coi thuat
toan nay c6 do phic tap tuyén tinh. Trong trudng hop nay thuat toan dam bao
tim kiém 10i gidi mot cdch nhanh chéng nhung ddm bio ham muc tiéu gan véi 1oi

giai toi uu.



Chuong 4

THUC NGHIEM

4.1 Muc dich thuc nghiém

Trong phan nay, luan van trinh két qua thic nghiéem nham danh gia hieu qua
clia gidi phap phong ngtta xam nhap dugc dé xuat. Noi dung ctia thyc nghiém
bao gom:

1. Mo phong lai qua trinh tan cong ctia Socialbots d6i véi nguoi dung trong mot

t6 chitc trén mang xa hoi dua trén phuong phap trong [4, 5, 7] trén dit lieu
mang x& hoi thuc dugce thu thap va dudc an danh.

2. Xay dung Cong dong an toan cho mdi to chiic.

3. Xay dung viing 5-MTO trong Cong dong an toan bang thuat toan GA tuong
tng v6i mdi t6 chitc. Pua ra két qua cach ly cia ving an toan S-MTO dbi

vil cac Socialbots.

4. Két luan va phan tich.
4.2 Dt liéu tién hanh thuc nghiém

Dit lieu dudce tién hanh thuyc nghiém bao gom di liéu ctia hai mang xa hoi Flickr
va BlogCatalog. Day 1 céac mang xa hoi phd bién c6 tinh chéat cong dong va nhom

cong dong va to chric.

e Flickr: La mang x4 hoi vdi chitc nang chinh 13 duy tri két ndi gitta nguoi
dung, luu trit va chia sé hinh dnh va duy tri cong dong tryc tuyén. Dit lieu
clia mang x4 hoi nay duge Tang [61] thu thap thiét lap ché do an danh gom:
80,513 nguoi dung va 5,899, 882 lien két ban be. Trong dé c6 195 nhém ngudi
dung dai tham gia va cling mot to chiic hoic cling sé thich. Trong dit lieu
nay, luan van chon ra hai nhém nguoi dung 1a Uy va Uy ¢6 s6 ngudi dung

tuong tng la 101 va 895.

e BlogCatalog: La mang xa hoi két néi cac blogger trén toan thé gidi va gan

nhu hau hét blogger déu tham gia va mang nay dé quang ba cho blog ctia
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minh. Dit ligu vé mang nay duge Tang [60] thu thap gom: 10,312 ngudi dung
va 333,983, trong d6 c¢6 39 nhom, to chitc ngusi ding. Trong dit licu nay, luan

van chon ra hai to chiic 1a Us va Uy c6 s6 ngudi ding tuong tng la.

Cac bo dit lieu tién hanh thuc nghiem duge biéu dién duéi dang dé mot thi vo

huéng khong c6 trong so.

Tén mang S6 luong ngudi diing S6 lién két S6 nhém
Flickr 80,513 5,899,882 195
BlogCatalog 10,312 333,983 39

Bang 4.1: Dit lieu tién hanh thi nghiem

Tb6 chiic S6 lugng ngudi ding Tén mang
U, 101 Flickr
Us 895 Flickr
Us 167 BlogCatalog
U, 778 BlogCatalog

Bang 4.2: Cac tb chitc ngudi ding tién hanh thi nghiem

Dé danh gia hi¢u qua clia 16i giai ctia bai toan MTO, trong viéc phong ngita,
st xam nhap, luan vin moé phéng tan cong ctia Socialbot t6i ngudi diing cu thé
trong to chiic bang phuong phéap trong [4] sau dé dua ra ty 1é thanh cong s6 ban
chung ctia ngudi diing dich chap nhan yéu cau két ban.

Thuc nghiém dude tién hanh véi dit lieu mang quy mo 16n, do dé cac chuong
trinh dugc tién hanh trén may tinh c6 téc do tinh toan dé dam bao hiéu xuat va
thoi gian chay thitc nghiem. Cu thé, cau hinh may tinh nhu sau: Chipset: Intel (R)
Xeon CPU-E3-1231 v3 @3,4 GHz (8 core), RAM: 16 GB, he diéu hanh Microsoft
Window 7, 64 bit.

4.3 Mo phéng tan cong cua Socialbots

Trong phan nay, luan vin mo phéng tan cong t6i mot nguoi ding cu thé trong
t6 chiic bang Thuat toan 3 [4]. Do viéc xay dung cac hoat dong ctia Socialbot [4]
trén mang xa hoi thyc doi héi can nhiéu thoi gian va quy trinh phic tap. Do d6,
luan van nay chi mo phéng lai sit tAn cong ctia Socialbot trén dit lieu vé mang x4
hoi. Cac két qua nay van dam bao tinh khach quan ctia két qua tan cong va. Thi
nhat, do viéc tan cong sit dung thuat toan trén tuong tu véi phuong phap trong
[4, 5, 6]. Thit hai, dt lieu mang xa hoi la di lieu khach quan, dong nhat véi mang
x& hoi thuc & tai thoi diém thu thap. Thit ba, sit dung thong ke vé két qua tan
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cong trong [4] dé dua ra cac xac suat phit hop. Viéc tao ra Socialbots dugc gia
lap bang cach tao ra mot dinh méi trong mang va tao cac lien két (canh) khi két

ban thanh cong.

Algorithm 3: Simulation of Socialbots’s attack

Data: S-Socialbot, O-target organization, OrgPublicGraph
OrgPublicGraph < Organizational — Crawler(S,Uids, O);
1+ 0;
while ¢ < 10 do
TU sers < ChooseRandomT argetedU sers(O);
1 1+1
end
TargetedU ser Friends < FindOrgFriends(O,TU sers, OrgPublicGraph);
for f € TargetedUsersFriends do
| SendFriendRequest(f);
end
for TU € TargetedUsers do
| SendFriendRequest(TU);
end

© 0 N O Tk W N

o e e
W N = O

Cac thi tuc va cac bién trong phuong phap nay dude mo ta nhu sau:
e OrgPublicGraph: Dit lieu vé mang x& hoi c¢6 chita t6 chrc.
e S: Socialbots.
e O: T6 chiic ma Socialbots muén tan cong.

e Organizational —Crawler(S, Uids, O): Lay dit lieu vé mang xa hoi chiia t6 chiic
0.

e TUsers: La tap ngudi ding dich trong t6 chic O ma Socialbot muén tan

cong.

e ChooseRandomTargetedUsers(O): Thi tuc chon ngau nhién mot ngusi dung
trong to6 chic O.

e FindOrgFriends(O,TUsers, OrgPublicGraph): Thu tuc tim cac ban be cua
ngudi dung dich TUsers.

e SendFriendRequest(v): Thu tuc gii yéu cau két ban dén nguoi dung v.

Dé bit dau tan cong xam nhap, Socialbots S 1y dit lieu vé mang xa hoi chita
cac ngudi diing trong to chiic O. Sau d6, S chon ra 10 ngudi diing trong to chtc
O mot cach ngau nhieén. Tiép theo, S tim ban clia nguoi dung dich sau d6 gii yéu
cau két ban doi véi tat ca ngitoi dung nay. Cudi cing S gii yéu cau két ban véi

ngudi dung dich trong to chiic.
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Luan van dua ra mot xac xuat chap nhan két ban ctia Socialbot S déi v6i moi
ngudi dung 1a: peecept.- St dung phuong phap théng ke két qué trong [4], ta thu
duge két qua: paceept = 0.325.

D6i v6i mdi to chite U;, quy trinh tan cong ctia Socialbot S dudge mé phéng lai

theo cac buéde sau:

1. Tao mot dinh méi bicu dién cho Sociabots trong mang (goi la dinh S;) do6i
v6i mdi to chic U;.
2. Chon ra 10 ngusi diing mot cach ngdu nhién trong céc to chiic.

3. Tim kiém ban be (ban chung) ctia cac nguoi dung dich X trong U. Sau d6 giii
yeu cau két ban dén cac ban chung nay theo ty 1é thanh cong 14 paeeper = 0.325.

Thute hién 10 lan d6i véi moéi ban chung sau dé lay két qua trung binh.
4. Tao lien két gitta dinh S; v6i ban chung tuong ting néu két ban thanh cong.

Luan van st dung phuong phép tan cong nay doéi véi cac t6 chic Uy, Us, Us, Uy.

Két qua clia qua trinh tan cong duge trinh bay & cac bang 4.3, 4.4, 4.5 va 4.6.

Nguoi dung dich S6 ban chap nhan Tong s6 ban Ty 1é chap nhan

T1 72 193 37.31
T2 1 3 33.33
T3 11 22 50.0
T4 64 193 33.16
T5 19 47 40.43
T6 2 11 18.18
T7 5 11 45.45
T8 3 9 33.33
T9 3 11 27.27
T10 67 200 33.50
Tong s6 247 700 35.29

Béang 4.3: Két qua mo phdng tin cong ctia Socialbot véi Uy

Két qua nay mo phong nay hoan toan phit hgp véi két qua néu trong [4] vé ty
lé s6 ban chung ciia nguoi dung dich chap nhap két ban. Ta thay rang doéi véi 4
to chiic, két qua nay giao dong trong khoang [34.04 ; 39.22], trong d6 thap nhat
1a 34.04 ddi v6i to chitc Us, cao nhat 14 39.02 doi véi to chitc Us. So sanh véi ty 16
37.09% va 33.33% doi véi hai to chitc Oy va Oy [4], ty 1é mo phéng tan cong dam

bao s6 luong ban chung dong ¥ ké ban ciia ké tan cong 1a tuong dong.
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Ngudi dung dich S6 ban chip nhan Tong sé6 ban Ty lé chip nhan

T1 55 144 38.19
T2 21 70 30.00
T3 44 135 32.59
T4 129 368 35.05
T5 50 174 28.74
T6 315 928 33.94
T7 25 76 32.89
T8 2 4 50.00
T9 182 524 34.73
T10 5 9 55.56

Tong s6 828 2,432 34.04

Bang 4.4: Két qua mo phéng tin cong clia Socialbot véi Us

Nguoi ding dich S6 ban chiap nhan Tong s6 ban Ty 1é chap nhan

T1 10 20 50.00
T2 10 27 37.04
T3 32 67 47.76
T4 22 69 31.88
T5 5 14 35.71
T6 14 33 42.42
T7 1 3 33.33
T8 6 12 50.00
T9 6 12 50.00
T10 6 26 23.08

Tong s6 111 283 39.22

Bang 4.5: Két qua mo phéng tan cong clia Socialbot véi Us

4.4 Hiéu qua phong ngira xam nhap cua vung an toan 5-MTO

D6i v6i mbi to chiic Socialbot gia lap dé c6 mot sb luong ban chung nhat dinh
v6i nguoi dung dich trong té chitc. Trong phan nay, luan vin tién hanh thuc
nghiem xay dung ving an toan S-MTO theo thuat toan tham lam dé danh gié

hiéu qua céach ly.
4.4.1 Tieén x& ly d@ lieu

Dit liéu tién hanh thi nghiem duge biéu dién dusi dang do thi vo huéng khong
c6 trong s6. Dé thu dugc trong sb tit dit lieu, tac gia st dung phuong phap lay

trong sb trong [38]. Theo do, trong s6 ctia mdi canh (u,v) € E dugce tinh theo cong

cong thrc:
c(u,v)

d(u)

Trong d6, c(u,v) 1a s6 canh gitta hai dinh « va v. Sau khi thu duge do thi c6 trong

(4.1)

w'(u,v) =

s6 G' = (V', E',w') biéu dién dit licu thyc nghiém, luan vin 4p dung phuong phap

chuan héa trong s6 trong Chuong 3 dé chuan héa trong s6 ctia do thi G'.
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Ngudi dung dich S6 ban chip nhan Tong sé6 ban Ty lé chip nhan

T1 3 8 37.5
T2 2 11 18.18
T3 11 27 40.74
T4 50 133 37.59
T5 2 4 50.00
T6 26 73 35.62
T7 3 8 37.50
T8 3 6 50.00
T9 56 164 34.15
T10 5 9 55.56

Tong s6 161 443 36.34

Bang 4.6: Két qua mo6 phéng tan cong clia Socialbot véi Uy

4.4.2 Két qua xay dung Cong dong an toan

Déi v6i mdi t6 chiic, thuc nghiem tién hanh xay dung céc cong dong an toan
tuong tng. Cac tham s6 can thiét lap cho méi to chitc gom gom: S6 ngudi ding

trung gian 7' dé tinh do do ®, s6 buéc lip k va ngudng an toan 6.

Té chic U1 UQ U3 U4
Mang Flickr Flickr BlogCatalog BlogCatalog
Sé lugng ngudi ding 101 895 167 778
T 2 1 2 2
k 4 4 3 5
0 0.23 0.35 0.33 0.23
Vse 1,646 7,052 1,270 5,527
Es° 1,920 10,050 3,044 56,744
f(S:) 0.0007407 0.0184033 0.0190195 0.0145107
Thai gian chay 12h 48h gan 12h 48h

Béng 4.7: Thiét lap tham s6 cho méi t6 chiic

Tham s6 va két qua xay dung Cong dong an toan cho méi t6 chitc duge trinh
bay trong bang 4.7.

Cac tham sb trén duge dua ra dua trén két qua thong ke déi véi mot phan di
licu nhoé ctia mdi mang. Tham s6 T phu thudc vao cau tric mang la s6 bac trung
binh ctia mang. Trong chuong 3 ta da nhan dinh rang, do phic tap ctia tinh do
do tang khi s6 bac cang 1én. Do do, trong khuon khoé thie nghiem, luan vin chon
T = {1,2}.

Do dit lieu mang xa hoi 16n nén viéc tinh toan trong viéc xay dung Cong dong
an toan la rat 16n doi véi mdi to chite 1a rat 16n. Chi phi ctia viéc tinh toan nay
hau hét ndm & viéc tinh toan do do ®. Ddi vé6i céc to chiic c6 s6 lugng ngusi ding
nhé U; va Us, thoi gian chay 1a khodng gan 12h. Déi véi to chiic c6 s6 lugng ngusi
dung 16n hon 1& Us va Uy thoi gian chay gan 24h.
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4.4.3 Hiéu qua caa -MTO

Sau khi da xay dung cong dong an toan cho mdi t6 chiic, luan vin tién hanh tim
11 giai cho bai toan 3-MTO bang thuat toan tham lam GA.

Thuat toan dugc tién hanh véi cac tham s6 5 = {0.30;0.90} véi cac mbc cach nhau
0.05. Hieu qué cach ly cho 04 to chic Uy, Uy, Us va Uy dugce trinh bay trong cac
bang 4.8, 4.9, 4.10 va 4.11.

Tham s6 3 S6 dinh Ham muc tiéu Két qua cach ly S,
0.30 493 142.97 Cach ly
0.35 576 161.28 Cach ly
0.40 658 171.08 Cach ly
0.45 740 185.04 Céach ly
0.50 823 192.72 Cach ly
0.55 905 208.15 Céach ly
0.60 987 217.14 Cach ly
0.65 1069 224.49 Cach ly
0.70 1152 236.76 Cach ly
0.75 1234 246.82 Khong cach ly duge
0.80 1316 250.12 Khong cach ly duge
0.85 1399 251.82 Khong cach ly duge
0.90 1481 252.34 Khong cach ly duge

Béang 4.8: Két qua tim vimng S-MTO dbi véi t6 chitc Uy

Tham sb6 3 S6 dinh Ham muc tiéu Két qua cach ly S,
0.30 2115 676.81 Céch ly
0.35 2468 765.08 Cach ly
0.40 2820 846.65 Céch ly
0.45 3173 936.07 Cach ly
0.50 3526 1022.54 Céach ly
0.55 3878 1085.84 Cach ly
0.60 4231 1163.52 Céch ly
0.65 4583 1237.41 Céach ly
0.70 4936 1380.05 Cach ly
0.75 5289 1401.59 Céach ly
0.80 5641 1466.62 Cach ly
0.85 5994 1528.47 Céach ly
0.90 6346 1523.04 Khong cach ly dugc

Béang 4.9: Két qua tim vimmg S-MTO dbi véi t6 chitc Us

4.5 Két luan va nhan xét

D6i véi cac to chiic ¢6 s6 luong ngudi diing nhdé 1a U; va Us véi cac gia tri tuong
ung la 8 < 0.70 va 8 < 0.80 vung S-MTO van cach ly duge Sy va Ss véi cac gia tri
16n hon khong cach ly duge.
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Tham sb6 3 S6 dinh Ham muc tiéu Két qua cach ly véi Ss
0.30 381 123.81 Cach ly
0.35 444 135.59 Céch ly
0.40 508 145.01 Cach ly
0.45 571 153.66 Cach ly
0.50 635 160.02 Céch ly
0.55 698 165.71 Cach ly
0.60 762 170.63 Céch ly
0.65 825 175.29 Cach ly
0.70 889 179.96 Céch ly
0.75 952 182.58 Céch ly
0.80 1016 185.07 Khoéng cach ly dugc
0.85 1079 187.96 Khong cach ly duge
0.90 1143 190.69 Khoéng cach ly dugc

Bang 4.10: Két qua tim viing f-MTO dbi véi t6 chiic Us

Tham sb6 3 S6 dinh Ham muc tiéu Két qua cach ly véi S,
0.30 1658 530.56 Cach ly
0.35 1934 599.34 Céch ly
0.40 2210 603.12 Cach ly
0.45 2487 733.67 Cach ly
0.50 2763 801.27 Céch ly
0.55 3039 867.72 Cach ly
0.60 3316 895.32 Céch ly
0.65 3592 933.92 Cach ly
0.70 3868 967.18 Céch ly
0.75 4145 994.81 Cach ly
0.80 4421 1016.83 Cach ly
0.85 4697 1033.34 Céch ly
0.90 4974 1044.54 Khong cach ly duge

Bang 4.11: Két qua tim viing f-MTO dbi véi t6 chiic Uy

Déi véi t6 chiic ¢6 s6 lugng ngusi ding 16n hon nhu: Uy va Uy ving S-MTO c6
thé cach ly duge Sy va Sy véi cac gid tri 8 cao (8 = 0.85), chi v6i B = 0.9 khong
cach ly dugc.

Két qua nay c6 thé do hai nguyén nhan sau: Thit nhat, thuat toan tham lam
chi chon dugc gia tri toi wu dia phuong. Thit hai, s6 luong dinh trong tap Uz nhd
so v6i Uy va Uy do d6 S5 va Sy dat dude do an toan cao doi véi Us va Uy

Tt két qué trén cho thay hiéu qua ciia ving an toan S-MTO tim bdi thuat
toan GA c6 hieu qua phong ngita tot. Da s6 cac truong hop Socialbot khong thé
xam nhap dugc vao ving nay, do dé c6 thée dung két qua nay gii canh béo téi

ngusi ding trude mot 16i mai yéu cau két ban.
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KET LUAN

Sy ro ri thong tin trén mang xa hoi 13 mot nguy co 16n doi véi ngusi dung. Su
ro 1i nay c6 thé dén tit sy chii quan ctia ngudi ding hosic duge ké tan cong thu
thap mot cach c6 chu dich. Do ké tan cong st dung cac hoat dong tinh vi, nguoi
diing dé dang bi xam nhap va dé 16 céc thong tin déi véi ké tan cong. Hon nita,
hoat dong nay dem nhiing hau qua nghiém trong cho ngusi dung vi ké tan dinh
sdn muc tiéu tir trude va ké tan cong co thé thyc hien hoat dong nay trén mang
v6i quy mo 16n. Do do, viec dua ra mot gidi phap phong nguoi sy xam nhap lay
cap thong tin 1a viéc lam hét sitc cap thiét d6i véi nguoi dung trén mang xa hoi.

Trong luan van nay, tac gid dua ra mot phuong phap dé phong ngita st xam
nhap t6i nguoi ding trong mot té chic cu thé. Luan vin dua trén nghién ctu
[4, 5, 6] dé phan tich sy tdn cong trén mang dién rong ciia Socialbots, qua d6 dé
mot phuong phép dé phong ngita qua trinh xam nhap. Luan vin da dat duge mot

s6 két qua chinh nhu sau:

e Tim hicu, khai quat vé mang x& hoi, mot sd bai toan dudc quan tam trén
mang x& hoi. Tim hiéu vé céc nguy co mat an toan doéi véi ngusi ding trén
mang xa hoi. Dic biét luan van di sau tim hiéu vé céc nguy co 1o ri thong
tin trén mang xa hoi, hinh thic tan cong lay cap thong tin c6 chu dich bang

viéc st dung Socialbot.

e D& xuat mot giai phap phong ngira sy xam t6i ngusi ding trong to chiic bao
gdom nhap gom nhiéu quéa trinh gom cac cong viee: Xay dung do do moi quan
hé gifta hai ngudi dung. Stt dung do do nay xay dung mot Cong dong an toan

bao tat cd cac ngudi dung trong to chiic.

e Trong cong dong an toan, xay dung bai toan t6i uu do an toan nham chon
ra ving f-MTO gom nhing ngudi diing c6 do an toan cao nhat déi véi moi
ngudi dimg trong to chiic (bai toan S-MTO), bai toan nay dude chiing minh
thuoc 16p NP-Day du. Luan vin dé xuat mot thuat toan tham lam dé giai

quyét bai toan nay.

e Két qua thuc nghiem cho thiay viing an toan S-MTO c6 kha ning cach ly

dudc st tan cong ciia Socialbots v6i hiéu qua cao.

Mic dit da c6 gang va nd luc hét minh, nhung do thoi gian nghién ctu va trinh
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do ctia ban than c6 han nén luan vin khong thé tranh khoéi nhitng thiéu sét va
han ché, tac gia rat mong nhan dugce nhiing ¥ kién déng gép dé luan van dat dugc
két qud tot hon.

Huéng phat trién:

Trong thoi gian téi, tac gid dé xuat mot sd6 huéng phat trien clia luan vin nhu

sau:

e Thiét ké thuat toan xap xy to6t hon cho viéc tim ving an toan g-MTO. Thuat
toan dam bao thoi gian da thitc luon dam bao ty lé két qua so véi 1oi gidi toi
uu.

e Tién hanh thuc nghiem nhiéu hon véi nhitng t6 chiic c6 cau tric khac nhau,
trén cac mang xa hoi khac nhau. Qua dé, dua ra cac giai phap lyga chon cac

tham so: T, 60, k, 5 tot nhat cho mdi cau tric mang.

e Phat trien phuong phap phong ngita cho cdc mang phtic hop ma mdi ngudi
duing c6 nhiéu tai khoan trén cidc mang khac nhau va co6 syt anh xa tuong ting

gitta cac mang.
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