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Cling v6i sy phét trién clia Internet, cic mang xa hoi da phét trién manh mé
va tré thanh mot xu huéng méi thu hat nhiéu ngusi sit dung trén internet. Ngoai
nhitng 1¢i ich mang x4 hoi mamg lai, ngudi diing trén mang xa hoi con phai doi
mit v6i nhiéu nguy co mat an toan. Mot trong nhitng nguy co dé 1a nguoi dung
bi tan cong, xam nhap lay cap thong tin mot cach chi dich. Hoat dong zam nhap
don gidn 1a glii yéu cau két ban mot cach chtt dong véi ¥ do xau nhu gii thu rac,
phat tan virus, ltta ddo. Dac biét, khi ngudi bi tan cong 1a ngudsi ding trong mot
t6 chiic cu thé, nhitng thong tin ctia ho khong chi 1a thong tin c4 nhan ma con
14 nhitng thong tin lien quan dén to chiic ma ho tham gia. Trong cac nghién ctu
lien quan [5, 7, 6, 4] da chi ra rdng, viec xam nhap t6i nguoi dung kha dé dang
vdi ty 1é xam nhap thanh cong cao tit 50 dén 70 %. Diéu nay cho thay ngudi dung
c6 xu huéng chua can trong trong viéc chon ban be ctia minh trén mang xa hoi.

Thic day béi thuc té va nghién ctu trén, tac gia nhan thiy viec dua mot giai
phap dé phong ngita sy xam nhap t6i ngusi diing trén mang xa hoi mang tinh
cap thiét béi su chii quan va nhan thic clia ngudi diing vé su nguy hiém ctia hoat
dong tan cong. Vi vay, trong luan van nay, tac gid nghién ciu "Mot gidi phap
phong ngira xam nhap trén mang xa hoi truc tuyén". Déng goép chinh ciia
luan van la dua ra mot gidi phap phong ngita xam nhap déi v6i mot to chiic ngusi
diing. Ngoai phan két luan, b6 cuc chinh ciia luan van gom bon chuong nhu sau:

Chuong 1: Gigi thiéu vé mang xa hoi

Chuong nay gi6i thiéu tong quan vé mang xa hoi gom: Dinh nghia, st hinh
thanh va phét trién clia mang xa hoi, dic tinh clia mang xa hoi.

Chuong 2: Cac nguy cd mat an toan trén mang xa hoi

Chuong nay trinh bay cdc nguy co mat an toan trén mang xa hoi. Tac gid di
sau phan tich hoat dong ciia ké tan cong nham lay cip thong tin ctia nguoi dung
va diic biet hanh vi tan cong ctia Socialbots trén mang dién rong.

Chuong 3: Giai phap phong ngira xam nhap lay théng tin trén mang
x4 hoi dbéi v6i mbi cic nhan trong td chic

Chuong nay trinh bay nhiing két qua chinh ciia luan vin. Trong chuong nay
tac gia dé xuat mot gidi phap phong ngita st xam nhap dya trén sy phan tich
hoat dong tan cong c6 chii dich t6i ngusi dung trong mot t6 chiic cu thé.

Chuong 4: Thuc nghiém

Chuong nay trinh bay két qud thuc nghiém tréen di lieu mang xa hoi thuc
Facebook. Thuc nghiém chon ra nhitng t6 chtic c6 kich ¢d khac nhau sau dé xay
dung gidi phap phong ngita & chuong 3 déi véi nhitng t6 chite da chon.



Chuong 1

GIOI THIEU VE MANG XA HOT

1.1 Giéi thiéu chung vé mang xa hoi

Mang x4 hoi, hay goi 1a mang xa hoi 4o (tiéng Anh: Social network) 1a dich vu
n6i két cac thanh vien cting sé thich trén Internet lai v6i nhau véi nhiéu muc dich
khac nhau khong phan biét khong gian va thoi gian. Nhitng ngusi tham gia vao
mang xa hoéi con duge goi la cu dan mang.

Mot mang x& hoi thong thuong c6 nhitng tinh nang nhu: chat, e-mail, phim
anh, voice chat, chia sé file, blog v& x& luan. Cé nhiéu cach dé cac thanh vién tim
kiém ban be, do6i tac do 1a: dya theo cdc nhom (vi du nhu tén truong hodc tén
thanh phd), dya trén thong tin c4 nhan (nhu dia chi e-mail hodc screen name),
hodc dua trén sé thich ca nhan (nhu thé thao, phim anh, sach bao, hodc ca nhac),
linh vyc quan tam: kinh doanh, mua ban. Nho vao cac tinh nang nay, mang xa
hoi ¢6 thé két ndi moi ngudi, chia sé s thich va hoat dong khong phan biét ché
do chinh tri, kinh té va khoang cach.

S6 lugng nguoi diing mang x4 hoi trén toan cau tang nhanh chong trong nhitng
nam gan day, theo thong ké clia cdc nha khoa hoc, mdi ngay c6 hang ty ngudi trén
thé gidi st dung tat ca cac mang xa hoi [1]. Ddi v6i mang xa hoi Facebook , tinh
trung binh méi ngusi dung danh 7 gic va 45 phut moéi thang [3]; 32 trieu lugt like
va comment moi ngay trén Facebook [2]. Nhiing s6 lieu nay cho thiy cang ngay
cang c¢6 nhiéu ngusi dung st dung mang xa hoi va mang xa hoi da tréd thanh mot
xu huéng 16n v6i tat cd nguoi dung trén Internet. Ciing theo xu huéng nay, cac
mang xa hoi méi duge lap dé khai thac cac khia canh khac nhau dap tng toan
dién nhu cau nguoi dung.

1.1.1 Lich s phat trién ctia mang xa hoi

Mang xa hoi xuat hién lan dau tién nam 1995 vdéi sy ra doi ciia trang Class-
mate v6i muc dich két néi ban hoc v6i nhau. Tiép theo 1a su xuat hién cia
SixDegreesvao nam 1997 v6i muc dich giao luu két ban dya theo s thich. Nam
2002, mang xa hoi Friendster ra doi va tré thanh mot trao luu mdéi tai Hoa Ky
v6i hang trieu ngusi dung dang ky. Ké thita cac budc phat trién clia cic mang
xa hoi di trude, nam 2004 mang xa hoi MySpace ra doi v6i nhiéu tinh ning méi
cho phép ngusi dung tai cac hinh anh video nhanh chéng thu hat hang chuc ngan
thanh vién méi mdi ngay. Nam 2006, su ra doi cia mang xa hoi Facebook déanh
dau bude ngodt mdi cho hé théng mang xa hoi tryc tuyén. Ngay nay c6 hang tram



mang x4 hoi trén toan thé gidi, nhin chung MySpace va Facebook 1a nhitng mang
x& hoi ndi tiéng nhét.

1.1.2 Nhitng dic diém chung ctia mang xa hoi

Khd nang truyén tai va luu tri thong tin:

Mot dic diém quan trong trén mang xa hoi la nhitng thong tin, xu huéng trén
mang x4 hoi dugce lan truyén rong rai trong thoi gian ngan.

Tinh da phuong tién:

Hoat dong theo nguyén 1y ciia web 2.0, mang xa hoi ¢6 rat nhiéu tién ich nho sy
két hop cdc yéu t6 van ban, am thanh, hinh dnh. Mot trang mang xa hoi giong
c6 thé cung cap nhiéu ting dung khac nhau cho ngudi dung.

Tinh lien két cong dong:

Day la diic diém cia mang x& hoi cho phép mé rong pham vi két ndi giita con
ngudi véi cong ngudi trong mot khong gian phi thue. Nguoi st dung c6 thé tré
thanh ban ctia nhau thong qua viéc 10i mdoi két ban ma khong can gap gd truc
tiép. Viec tao ra lien két nay tao ra mot cong dong mang véi s6 luong thanh vien
16n.

Cau tao mang xd hoi: Vé cau tao, nhin chung mdi mang xa hoi déu duge cau
thanh bdi hai yéu t6 chinh sau:

- Nut (node): La mot thie thé trong mang, thire thé nay thusng biéu dién méi
ngudi dung trong mang.

- Lién két (tie, link): 13 mdi quan hé gitta cac thuc thé d6. Trong mang xa hoi
c6 nhiéu kiéu lien két khac nhau nhu: lien két vo huéng, lién két c¢6 huéng.

V6i cau tric mang xa hoi nhu trén, déi véi cac bai toan lien quan dén mang

x& hoi, chiing ta c6 thé mo hinh héa mang x& hoi bang do thi.

1.2 Lgi ich ciia mang xa hoi

Véi dic tinh lan truyén thong tin nhanh chéng déi véi ngusi diing. Mang xa hoi
c6 nhiéu ting dung quan trong trong tat ca cac linh viec, trong dé ¢6 mot s6 linh
vite quan trong la: kinh doanh, gido duc, chinh tri, y té va cac ting dung déi véi
chinh ph.

1.3 Mot sé van dé dudc nghién citu trén mang xa hoi

1.3.1 Khai pha d@ liéu trén mang xa hoi

Khai pha dit lieu trén mang xa hoi thic chat 13 mot bai toan khong mdi vi cac

mang x4 hoi thiyc chat cac mang xa hoi 1a nhitng trang web. Tuy vay, do nhitng



dic diém rieng ctia mang xa hoi, viec khai pha va phan tich dit lieu ciing c6 nhiéu
huéng tiép can, phuong phap va muc tieu khac.

1.3.2 Phat hién ciu tric cong dong trén mang xa hoi

Mot mang luéi duge goi 1a ¢6 cau tric cong dong néu nhu cac dinh trong mang
c6 thé d& dang nhom lai thanh cac tap hgp (c6 kha nang chong chéo) sao cho
trong tap hop dé mat do két noi gitta cac dinh bién trong 16n hon cac dinh & bén
ngoai [27]. Viéc danh gia cong dong c6 thé dua theo céc tiéu chi sau: Modularity
[43], mat do [44], phuong phap st dung cac qué trinh ngau nghién [40], st dung
thuoc tinh ctia cac dinh [41].

1.3.3 Tb6i da héa lan truyén théng tin trén mang xa hoi

Bai toan t6i da hoa anh hudéng (Influence Maximizing) xuat phat tit nhu cau
thuc tién khi can chon mot s6 lugng k ngudi ding (giéi han ngudi lic) dé khéi tao
qué trinh lan truyén hodc bat dau anh hudng (goi la tap hat giong) sao cho s6
ngudi bi anh bdi thong tin lan truyéen la cyc dai. Kemp [38] 1a ngudi dau tien phat
biéu bai toan nay trén mo hinh mang xa hoi. Dong thdi, 6ng ciing da dua ra hai
mo hinh lan truyén thong tin 1a4 mo hinh ngudng tuyén tinh (Linear Threshold)
va mo bac doc 1ap (Independent Cascade). Hién nay, 16p bai toan t6i da hoa anh
huéng trén mang xa hoi c6 nhiéu huéng phat trien khac nhau, c6 thé ké ra mot
s6 nghién cttu lien quan la: [31][32] [55][33].

1.3.4 Phat hién, giam sat va ngan ngtra thong tin sai lénh trén
mang xa hoi

Trong thyc té trén mang xa hoi luon ton tai nhiing thong tin lénh lac, khong
lanh manh gay ra 4nh hudéng tiéu cyc dén nguoi dung trén mang xa hoi. Hon nita
v6i su lan truyén thong tin nhanh chéng trén mang xa hoi, néu nhitng thong tin
sai lenh nay dén dude nhiéu ngusi diing thi hau qua sé cang 16n. Déi v6i nhitng
van dé mang tinh xa hoi, nhitng thong tin sai lenh dnh hudng tiéu cuc dén tam
ly, doi song tinh than ctia nguoi dung khi ching duge phat tan trén mang. Cac
nghién cttu lien quan dién hinh dén van dé nay 1a [48] [39].

1.3.5 Phat hién, ngan chan ro ri thong tin trén mang xa hoi

Mot nguy co déi véi ngusi dung khi sit dung mang xa hai 1a sy ro i thong tin.
Thong tin bi ro ri & day cé thé 1a cac thong tin ca nhan ngudi diing nhu: e-mail,
dia chi, co quan, s& thich, ban be vv.. Ké xau c6 thé dung cac thong tin nay dé
ltta ddo, giii spam, phat tan virus vv.. Cac nghién cttu lieu quan dén van dé nay
la [51] [53].



Chuong 2

CAC NGUY CO MAT AN TOAN TREN MANG XA HOI

2.1 CAc nguy cd mat an toan truyén théng

2.1.1 Ma doc

Ma doc (Malware) 14 phan mém doc hai duge phat trién dé thu thap thong tin
clia nguoi diing va truy cap vao thong tin cid nhan ctia ho. Ma doc sit dung cau

tric ctia cac mang xa hoi dé lan rong gitta ngudi ding va ban be clia ho.

2.1.2 Phishing

Phishing hay lita ddo 1a mot dang clia cac ky thuat tan cong xa hoi (social
engineering) dé lay dugc nhing thong tin riéng tu, c6 gia tri cia ngusi diing bang
cach gia mao mot ngusi dang tin cay trén mang.

2.1.3 Gt thu rac

Thu rac (Spammers) 1a thu dién tit duge giii dén ngudi dung ma ho khong mong
mudn. Noi dung clia cac thu nay thuong 1a cac thong diép quang cao. Ké gii thu
gidc tren MXH st dung nén tang san c6 ctia mang xa hoi dé gii cac thong diep
quang cao dén nguoi diing khac bang cach tao mot tai khoan gid mao.

2.1.4 Tan cong CSS

Tan cong CSS (Cross-Site Scripting) 13 mot ki thuat tan cong bang cdch chen
vao cac website dong (ASP, PHP, CGI, JSP ...) nhiing thé HTML hay nhirng doan
ma4 script nguy hiém c6 thé gay nguy hai cho nhitng ngusi stt dung khac.

2.1.5 Liwra dao trén Internet

Lita ddo trén Internet (Internet Fraud): hay con goi la ltta déo trén mang, dung
dé chi sy truy cap Internet dé lita ddo hay lgi dung ngusi ding trén mang. Hinh
thiic lita ddo nay xuat phat tir nhitng hinh thitc ltta ddo trong mang xa hoi thuc.



2.2 Tan cong mao nhan (Sybil attack)

Mot hinh thic tin cong dude cac hacker st dung la tht thuat tao ra nhiéu
trang web trén nhiéu tén mién khac nhau mot cach cé chi ¥, lien két dén nhau
nham tang tht hang cho 1 hay 1 nhom website cu thé. Sau dé lgi dung viec cac
search engine xem 1 website 1a c6 tam quan trong cao hon khi nhiéu website khac
lien két dén né.
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Hinh 2.1: T4n cong mao nhan

2.3 RO ri thong tin trén mang xa hoi

2.3.1 Nguyén nhan chi quan

Trong nguyén nhan chii quan, ngudsi dung vo tinh lam 16 lot thong tin ciia minh
thong qua hinh thtc chia sé thong tin, dang bai hoac sit dung cac chitc nang khac
clia mang x4 hoi. Thong tin nay vo tinh sé dén duge véi nhiing ngudi dung ma
ho khong mong mudn biét duge thong tin nay. Cac nghién cttu tiéu bicu vé van
dé nay la [51] [53].

2.3.2 Nguyén nhan khach quan

Déi v6i nguyén nhan khach quan, ké tan cong chti dich thuyc hién cic cudc tan
cong dén nguoi dung nham lay thong tin ngusi dung, nhu: dia chi email, thong
tin ban be, thong tin noi lam viéc, cac td chiic ctia ho tham gia..hodc c6 thé 1a
nhitng thong tin c¢6 gia tri nhu tai khoan ngusi dung. Trong nghién citu lién quan
dén van dé nay, Bosmanf [6] da thiét ké mot Socialbots (l1a nhiing mot tai khoan
gid trén mang xa hoi) bat chude cac hanh dong clia nguoi duing that roi tan cong
dén ngusi dung that bang cach gii yéu cau két ban dén ho. Néu ngudi dung chap
nhan yéu cau két ban, Socialbot sé ngay lap tiic c6 duge cac thong tin ca nhan
ctia ngudi diing qua d6 thiic hién cic chién luge phat tan thu rac quy mo 16n. Ké
tan cong ciing c6 thé ding cac thong tin ctia ngusi ding dé gid mao ngudi ding
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dé lita dao ban be, ngudi than ciia ho hodc thue hien ban hang truc tuyén trén

mang

2.4 Tén céng xam nhap, lay cap théng tin déi véi ca nhan trong
t6 chiic

Ké tan cong c6 thé thiyc hién cic cude tan cong dén nhitng ngusi ding trong
mot t6 chite dé 1ay thong tin ctia ngudi diing ciing nhu thong tin vé to chitc ma
ho dang tham gia. Nhitng thong tin nay dugc ké tan cong st dung dé tai tao lai
bo méy to chitc trong thé gisi thuc hoiic st dung cho cac muc dich xau. Yashar
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Hinh 2.3: Ké tan cong xam nhap lay cdp thong tin ciia ngudi diing trong t6 chiic

[4] da dé xuat mot phuong phap két hop tat cd cdc nghién citu [5, 6, 7] st dung
Socialbot dé tham nhap vio ngudi sit dung cu thé trong to chic muc tieu. Ho
tao ra ba Socialbot S;, S, S5 dé tan cong cong dén ba to chitc trén mang xa hoi
Facebook goi la Oy, 04, Os.

Cac Socialbots nay ho xam nhap dén ngusi dung dich trong mot t6 chiic bang
cach tao ra sy tin tuéng cho ho thong qua nhirng ngusi ban cta ho theo phuong
thitc nhu sau: Dau tién, ching tao ra thong tin c4 nhan giong nhu ngudi dung
that. Sau d6 ching giii két ban vé6i it nhat 50 nguoi diing bat ky trén mang xa hoi,
véi viéc lya chon nhitng ngusi cé trén 1000 ban trén mang xa hoi. Socialbot xac
dinh t6 chitc dich can tan cong va chon ra 10 ngudi diing trong mdi to chiic nay.
Trude khi giti yeu cau két ban t6i mdi ngudi ding dich nay, cic Socialbot giii yéu
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cau két ban t6i nhitng ngusi ban ciia ngusi ding dich dé tao moéi tin tudng qua
ban be ctia ho. Cudi ciing chiing gii yéu cau két ban dén nguoi dung dich trong
to chiic. S3 bi vo hieu héa do ngudi dimg trong to chiic thuoc céc quoc gia khac
nhau do do, viéc giii yéu cau két ban véi y do xau dé dang bi nhan ra do sy dé
phong cua ngudsi dung. Ngudgce lai, cac Socialbot S, S xam nhap véi hiéu qua cao.
Qua nghién ctu trén, ho chi ra rang that dé dang dé xam nhap téi ngusi dung
dich va ty lé thanh cong ctia viec xam nhap 1a 50 % va 70 % [4]. Ho cling cing
dua ra nhan dinh réng s6 lugng ngudi ban chung chap nhan yéu cau két ban cang
16n thi kha nang xam nhap cang cao. Nghién ciic nay ciing cho thay mot thuc té
rang kha nang ro ri, bi lay thong thong tin ciia nguoi sit dung rat cao, nguoi st
dung nén can than hon trong viéc Iua chon ban beé trén cac mang xa hoi. Ngusi
dung khong nhan thitc duge kha nang cac nguy cd tan cong nay, ho can c¢6 nhitng
sut Iya chon t6t hon vé ban beé clia ho trén mang xa hoi. Ké tan cong c6 thé thuc
hién bién phap nay trén mang dién rong dé thu thap dudce cac thong tin ngusi
diing. Véi ty lé thanh cong trén, ciing c6 thé noéi ho ciing c6 thé lay duge thong
tin tit nhiéu to chitc bang phuong phap tuong tu.

Qua nghién citu nay, tac gid nhan thay rang viec bdo vé ngudi dung trong to
chiic trude sy xam nhap ciia cac Socialbots 1a mot thach thic 16n can giai quyét.
Can phai c6 mot giai phap hiéu qua dé phong ngira, khuyén cédo trudc sy xam
nhap trén. Do vay, trong luan van nay, tac gid manh dan dé xuat mot giai phap
nham nhim phong ngita st xam nhap. Chi tiét gidi phap nay sé dugc luan van
trinh bay ¢ Chuong 3.



Chuong 3

PHONG NGUA SU XAM NHAP LAY THONG TIN DOI
VOI NGUCOI DUNG TRONG TO CHUC

3.1 Phat biéu bai toan

Nhu da trinh bay & chuong 2, ké tan cong c6 thé thuc hién hoat dong xam nhap
dén ngusi dung trong to chic dé 1ay thong tin sau dé sit dung cac thong tin nay
cho muc dich xau. Hanh dong tan cong & day hiéu don gian la giii yéu cau két ban
dén nguoi dung. Néu nguoi diing chap nhan yéu cau két ban nay, ké tan cong cé
the 1ay dudc cac thong tin ctia ngusi dung. Ching cé thé st dung céc thong tin
nay cho cac muc dich xau nhu: gii tin nhan rac, phat tan virus, gid mao nguoi
ding dé lira dao vv..

Ngoai ra, ngusi ding con c6 nhitng thong tin trong t6 chtic ma ho tham gia
ké tan cong co thé sit dung cac thong tin nay dé tai tao cac thong tin khac ve
to chiic va st dung cho cac muc dich xau. V6i thic té ngusi diing trén mang xa
hoi vAn chuwa nhan thitc ré duge sy cach thic ciing nhu sy nguy hiém ciia hoat
dong tan cong xam nhap nay, ké tan cong sit dung Socialbots [4, 5, 6] dat dugc
ty thanh cong rat cao (ti 50% dén 70%).

Xuét phat tit thuc té nay, mot yeu cau cap thiét dat ra la: Lam thé nao cd thé
bao vé nguoi dung trudc hoat dong xdm nhap tdi nguoi dung trong mot to chic
cua Socialbots?

Dé giai quyét van dé tren, trong chuong nay, luan van dua ra mot gidi phéap
dé phong ngita tan cong dua trén viec xay dung mot ving an toan bao quanh to
chiic ma ho tham gia. Ngudi diing trong t6 chiic duge khuyén cao chi nén két ban
v6i cac nguoi diing khéc trong viing an toan nay va than trong hon déi véi nhitng
16i moi két ban bén ngoai ving an toan.

Trong luan van nay, mot mang xa hoi duge biéu dién béi mot do thi cd hudnyg,
c6 trong s6 G = (V, E,w) vdi:

e V 1a tap hop n dinh biéu dién ngusi dung mang trong MXH.

e E la tap hop m canh clia do thi biéu dién moi quan hé ban be gitta hai ngudi
dung.
e w(u,v) 1a trong sb clia cac canh (u,v) 1& mot sé thuc duong biéu dién cho céc
tan sb tuong tac, trao doi gitta hai ngudi ding. w(u,v) = 0 néu giita hai dinh
u va v khong ton tai canh, w(u,v) > 0 néu gitta v vA v ton tai canh noi.
N_(v) vd Ny (v) tuong ting 1a dinh ké di vao va di ra tit dinh v, s6 lugng cac dinh
nay lan lugt 1a d_(v) va dy(v).
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Mot tap hop U € V, U = {u1,uz,.,u;;} gom k phan ti bi¢u dién cho tit ca ngusi
diing trong mot t6 chiic ma ching ta can phai bao vé. Trén mo6 hinh dd thi nay,
bai toan duge phat biéu nhu sau.

Dinh nghia 3.1 (Bai toan phong ngita xam nhap) Cho do thi G = (V, E,w)
biéu dién mot mang xd hoi, tap U C V biéu dién cho ngudi ding trong mot to
chitc cu thé. Lam thé nao dé phdt hién sw xam nhap cia ké tin cong cé chi 1 qii
két ban dén nhimg nguoi dung trong to chite U ?

3.2 Giai phap phong ngitra su xam nhap

Trong phan nay, luan van dua ra mot giai phap phong ngita xam nhap bao gom
cac qua trinh sau: Bai todn phong ngtia xdm nhdap noéi trén bao gom cac qua trinh

nhu sau:

1. Dau tién, luan dé xuat mot do do méi nham danh gia mdi quan hé gitta hai
ngudi dung goi la &(u,v). Y tudng ctia do do nay la danh gia méi quan he
gitta hai ngusi dung thong qua T ngusi dung trung gian gita ho. Do do nay
md rong ¥y tudng clia cac nghién citu [8, 21] trong viéc danh gia sy than thiét
hay mtc do quan trong clia moi quan hé gitta hai nguoi dung.

2. Thit hai, dira trén do do ®() luan van xay dyng mot mo hinh Cong dong an
toan (Safety Community) G*¢ = (V*¢, E*¢) dbi v6i mdi to chiic ma chimg ta
can bao vé khéi syt xam nhap. Cong dong an toan 13 mot viing an toan gom
c6 mot tap ngudi dung va lien két an toan, cé tac dung tao ra mot moi truong
an toan cho tat cad moi ngudi diing trong to chic.

3. Cudi cling, luan van xay dung bai toan T6i da héa su tin tudng trong cong
dong an toan nham chon ra nhitng nguoi dung an toan nhat véi ty 1& 8 € (0,1)
trong cong dong an toan G*¢ (goi 1a bai toan B-MTO), cac dinh trong 161 giai
goi la vung S-MTO. Muc dich bai toan nay la chon ra nhitng ngusi dung an
toan nhat doi véi tat ca nguoi diing trong t6 chiic trong con dong an toan.
Ngudi dung trong to chiic sé duge khuyén céo chi nén két ban véi cac ngusi
diing khac trong cong dong an toan nay dé phong ngita sut xam nhap cia ké

tan cong.

3.3 Do do quan hé va lién két an toan giita hai ngudi diing

3.3.1 Chuan héa trong sb trong dé thi

Goi do G’ = (V, E/,w') 1a do thi biéu dién mot mang xa hoi. Dé danh gia anh
huéng gitta cac dinh trong do thi, luan van st dung cau tric do thi tong quat nhat
13 do thi c6 huéng dé bicu dién lai do thi. Theo d6 do thi G’ = (V, E',w') duge



Hinh 3.1: Tap ngudi ding U, ving S-MTO va Cong dong an toan SC

biéu dién lai bdi mot do thi c6 hudng, c6 trong s6 G = (V, E,w), trong d6 trong s6
w(u,v) bieu dién ty lé 4nh hudng ctia dinh u d6i v6i dinh v. V6i mdi truong hop
cu thé, trong s6 nay dugce dinh nghia nhu sau:

Néu G’ 1a do thi vo hudéng:

w'(u, v)

w(u,v) = , 3.1
(w.2) > ieN(v) W' (u, i) (3.1)
Néu G’ 1a do6 thi c6 hudng:
/
w(u,v) = w(u,v) (3.2)

i N (u) W' (u, 1)

3.3.2 D0 do quan hé gitta hai ngudi dung

Trong thuec té, hai ngudi sit dung c6 thé anh huéng dén nhau bang truyén miéng
va mang x4 hoi ciing thita hudng tinh chat d6 clia mang xa hoi thiye. Luan van
stt dung udc lugng trong [47] dé danh gia anh hudng gitta hai ngusi ding thong
qua nhiing nguoi ding trung gian bang tich trong s6 trén duong di gitta hai nguoi
dung. Theo do6, goi P(u,v) 1a mot duong di don c¢6 huéng tit v dén v, anh hudéng
clia u dén v theo duong di P(u,v) dugc uéc lugng béi:

W(Puv) =[] wlab) (3.3)

(a,b)eP(u,w)

° 0.25 ° 0.15 ° 03 G

W(Pu,v))=w(u, X) X w(X, y) X W(y, v)=0.25x0.15x0.3=0.0125

Hinh 3.2: Uéc lugng anh hudng déi véi duong di.
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Béng cac ap dung cac udc lugng & cong thite (3.3) va cAc phan tich trén, luan
vin dé xuat mot do do méi khic phuc nhuge diém ctia Fire [8] dé danh gia mbi
quan hé gitta hai nguoi dung dya trén y tudng sau:

1. Banh gia do do gitta hai ngusi st dung thong qua ¢, ¢ > 0 ngusi dung trung
gian.

2. Danh gia ddi véi tat ca cac duong di don (khong c6 chu trinh) gitta hai nguoi
dung.

Ap dung cong thitc (3.3), luan van dwa ra mot danh gia mdi quan he giita hai
ngudi dimg u,v (theo chidu tit « dén) biang tong anh hudng ddi vé6i tat ca dudng
di tt v dén v qua t nguoi dung trung gian gitta ho bang cong thitc sau:

p(u,v,t) = > W(P(u,v)) (3.4)
P(u,v)eP,|P|=t+1

Trong d6 P(u,v) 1a dudng di tit v dén v, P 1a tat ca cac dudng di don (khong
tao thanh chu trinh) di qua ¢ ngusi dung trung gian (tic la c¢6 do dai t +1).
Dinh nghia 3.2 Do do ham luong moi quan hé gitta hai ngudi dung trong mot
mang xa hoi G = (V, E,w) (cé hudng hodc vo hudng) qua T nguoi ding trung gian
duoc zac dinh boi:

uvT

Mq

o(u,v,t) (3.5)
t=0

3.3.3 Lién két an toan

Dé dinh luong quan hé la an toan, dang tin cay tac gid st dung mot ngudng an
toan 1a 6, mot nguoi dung v nao dé c6 ®(u,v,T) > 0 thi modi quan hé nay an toan
déi véi u.

>6 an toan véi u

& (u,v,T) :{

<60 khong an toan véi u

3.4 Cong dong an toan

Nhu da phan tich & phan truéc, viec danh gia quan hé nguoi dung thong qua
® c6 thé loc duge Socialbot. Duta trén nhan dinh nay luan van dé xuat xay dung
mot mo hinh goi 1a Cong dong an toan (Safety Community model) ddi véi mdi to
chiic v6i muc dich tao thanh mot viing an toan déi véi to chitc bao gdm nhing
ngusi diing trong to chitc va nhitng ngudi ding khac trong mang xa hoi duge lien
két v6i nhau bdi lien két an toan.

Dinh nghia 3.3 (D6 tin tuwéng) Do tin tudng ciia mot to chitc U doi vdi ngudi
dung v khong thuoc to chiec U duge uéfc luong bang cong thic sau:

f(v) =10 Z (u,v,T) (3.6)

uelU
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Goi tap nguoi dung U = {u, ug, .., uz}, c6 s6 luong 13

Ul =k, 6 la ngudng an toan,
T 1a cac tham s6 cho truée, tap f = f(v),v € G*¢ 1a gia tri do an toan clia mot
dinh v v6i t6 chitc U. Cong dong an toan (SC model) dudc dinh nghia nhu sau:

Dinh nghia 3.4 (Cong dong an toan) Cong dong an toan ciia tap ngudi ding
U trén do thi G = (V, E,w,®) vdi s6 budc k ky hiéu la k-SC(U,0) la do thi G*¢ =
(Vs EsC wse 0, f). Vdi cac dai lugng: V3¢, E5¢ duge dinh nghia dé quy nhu sau:

1. Bat dau: V*¢ = U, nghia la Cong dong an toan ban dau chi bao gom nhing
nguoi ding trong to chic.
2. Lap: Tu moi dinh v € V3¢, zét cic dinh v € V \ V*¢, néu ®(u,v,T) > 0 thi

théem v vao V¢, canh (u,v) vao E*¢, w*‘(u,v) = ®(u,v,T). Viéc lap dung la
khi s6 bude lap la k.

3.5 Bai toan cuc dai tin tuéng trong Céng dong an toan
3.5.1 Xay dung bai toan

Luan van dé xuat mot bai toan chon ra nhitng ngudi diing an toan theo cac
tiéu chi sau:

1. Chon ra nhitng ngudi dung trong Cong dong an toan c¢6 méi quan hé an toan
gidn tiép véi nguoi ding trong to chiic.

2. Chon s6 nguoi dung nhé hon sé nguoi dung trong Cong dong an toan, ¢ ty
A 13 U]
le 1a 6 c (W, 1].

3. Chon ngudi diing theo do an toan ciia ngudi dung véi ca to chie U, ham muc
tieu 1a tong do tin tudng 3, cqee ().

V6i cac tieu chi trén, bai toan Cuyc dai an toan cho tat ci ngusi ding trong to
(Mazimizing Trust for Organization - MTO) chiic duge phéat biéu nhu sau:

Dinh nghia 3.5 (Bai toan cuc dai an toan (3-MTO)) Cho Cong dong an toan

ctia tap nguoi ding: U = {uy,us, ..,u;} trén do thi G = (V,E,w) la SC(G,U,0) la

o thi G = (V*¢, B¢ f).

Hay tim do thi Gy = (Vin, Ew) la do thi con clia G*¢ = (V*¢, E*¢) théa man U C Vi,

moi dinh v € V,, lien thong vdi it nhat mot dinh v € U sao cho s6 lugng dinh ciia

|Vin| < BV, B € ( Ul ,1) va tong gid tri do tin tudng: H(G,) = Z f(v) dat
lvsc| veEVH

cuc dat.

Dinh ly 3.1 3-MTO la bai toan NP-Day di.
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Algorithm 1: Thuat toan tham lam - GA

Data: G*¢ = (V*¢, B¢, w*c, f), B, U = {uy, uz,...,ux}.
Result: G, = (Viu, En).

1 begin

2 Vi < U,

3 while |V,,,| < 5.|]V*°| do

5 foreach v € V*¢\ 'V, do
6 if f(v) > fiae then
7 fmar — f(’l));

8 U < v;

9 end
10 end
11 Vin — u;
12 E,, + En + (u,v);
13 end
14 Return G,,;
15 end

3.5.2 Thuat toan tham lam GA
Do phtic tap ctia thuat toan duge phat biéu va ching minh béi bo dé sau:

Bb dé 3.1 Thudt todn tham lam c¢é do phic tap la O(B.n2)), vdi V5| = n.



Chuong 4

THUC NGHIEM

4.1 Muc dich thuc nghiém

1. Mo phéng lai qué trinh tan cong ctia Socialbots do6i véi ngusi diing trong mot
to chiic trén mang xa hoi dua trén phuong phap trong [4, 5, 7] trén dit lieu
mang xa hoi thuc duge thu thap va duge an danh.

2. Xay dung Cong dong an toan cho méi t6 chiic.

3. Xay dung ving 8-MTO trong Cong dong an toan bang thuat toan GA tuong
tng v6i mdi t6 chitc. Pua ra két qua cach ly ctia ving an toan S-MTO dbi
véi cac Socialbots.

4. Két luan va phan tich.
4.2 Dt liéu tién hanh thuc nghiém

Cac bo dit lieu tién hanh thuc nghiem duge biéu dién dusi dang dd mot thi
vo huéng khong c6 trong s6. CAau hinh méy tinh nhu sau: Chipset: Intel (R)

Tén mang S6 luong ngudi ding S6 lién két S6 nhém Ngudn
Flickr 80,513 5,899,882 195 [61]
BlogCatalog 10,312 333,983 39 [60]

Bang 4.1: Dit liéu tién hanh thi nghiem

To chic S6 lugng ngudi diing Tén mang
Uy 101 Flickr
U, 895 Flickr
Us 167 BlogCatalog
U, 778 BlogCatalog

Bang 4.2: Cac tb chitc ngudi diing tién hanh thi nghiem

Xeon CPU-E3-1231 v3 @3,4 GHz (8 core), RAM: 16 GB, hé diéu hanh Microsoft
Window 7, 64 bit.

4.3 Mo phéng tan cong cuia Socialbots

Trong phan nay, luan van mo phéng tan cong t6i mot nguoi ding cu thé trong
t6 chiic bang Thuat toan 2 [4].
Cac thi tuc va cac bién trong phuong phap nay dude moé ta nhu sau:

15
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Algorithm 2: Simulation of Socialbots’s attack

Data: S-Socialbot, O-target organization, OrgPublicGraph
OrgPublicGraph < Organizational — Crawler(S,Uids, O);
1+ 0;
while ¢ < 10 do
TU sers < ChooseRandomT argetedU sers(O);
t—1+1
end
TargetedU ser Friends < FindOrgFriends(O,TUsers, OrgPublicGraph);
for f € TargetedUsersFriends do
‘ SendF'riendRequest(f);
end
for TU € TargetedUsers do
| SendFriendRequest(TU);
end

© 00 N O kW N

I
w N = O

e OrgPublicGraph: Dit lieu vé mang xa hoi c6 chita to chic.
e S: Socialbots.
e O: T6 chiic ma Socialbots muén tan cong.

e Organizational —Crawler(S, Uids, O): Lay dit liéu vé mang x4 hoi chita to chiic
0.

e TUsers: La tap ngudi dung dich trong t6 chiic O ma Socialbot muén tan

cong.

e ChooseRandomTargetedUsers(O): Thi tuc chon ngau nhién mot ngusi dung
trong to chiic O.

e FindOrgFriends(O,TUsers, OrgPublicGraph): Thu tuc tim cac ban be cua
ngudi dung dich TUsers.

o SendFriendRequest(v): Thi tuc giii yéu cau két ban dén nguoi dung v.

Déi v6i méi to chiic U;, quy trinh tidn cong cia Socialbot S duge mo phéng lai

theo cac buéde sau:

1. Tao mot dinh méi bic¢u dién cho Sociabots trong mang (goi la dinh S;) d6i
v6i méi to chiic U;.

2. Chon ra 10 ngusi diing mot cach ngdu nhién trong céc to chiic.

3. Tim kiém ban be (ban chung) ctia cac nguoi dung dich X trong U. Sau d6 gti
yeu cau két ban dén cac ban chung nay theo ty 1é thanh cong 1a paeeper = 0.325.
Thuc hién 10 lan d6i véi mo6i ban chung sau dé 1ay két qua trung binh.

4. Tao lién két gitta dinh S; v6i ban chung tuong ting néu két ban thanh cong.

Luan vin st dung phuong phap tan cong nay doéi véi cac t6 chic Uy, Us, Us, Uy.
Két qua clia qua trinh tan cong duge trinh bay & cac bang 4.3, 4.4, 4.5 va 4.6.
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Ngudi dung dich S6 ban chidp nhan Tong s6 ban Ty 1é chap nhan

T1 72 193 37.31
T2 1 3 33.33
T3 11 22 50.0
T4 64 193 33.16
T5 19 47 40.43
T6 2 11 18.18
T7 5 11 45.45
T8 3 9 33.33
T9 3 11 27.27
T10 67 200 33.50

Tong sb 247 700 35.29

Bang 4.3: Két qua mo phéng tin cong clia Socialbot véi Uy

Ngudi dung dich S6 ban chidp nhan Tong s6 ban Ty 1é chap nhan

T1 55 144 38.19
T2 21 70 30.00
T3 44 135 32.59
T4 129 368 35.05
T5 50 174 28.74
T6 315 928 33.94
T7 25 76 32.89
T8 2 4 50.00
T9 182 524 34.73
T10 5 9 55.56

Tong s6 828 2,432 34.04

Bang 4.4: Két qua mo phéng tin cong clia Socialbot véi Us

Két qua nay mo phong nay hoan toan phit hgp véi két qua néu trong [4] vé ty
lé s6 ban chung ciia ngudi diing dich chap nhap két ban.

4.4 Hiéu qua phong ngira xam nhap cia vung an toan -MTO

Trong phan nay, luan vin tién hanh thic nghiem xay dyng viing an toan S-MTO
theo thuat todn tham lam dé danh gia hiéu qua cach ly.

4.4.1 Tieén x& ly d@ lieu

Dé thu dugc trong so6 tit dit lieu, tac gia sit dung phuong phéap lay trong s6 trong

[38] theo cong cong thiic:
c(u,v)
d(u)

Trong d6, c(u,v) 1a s6 canh gitta hai dinh « va v. Sau khi thu dugce do thi c6 trong

(4.1)

w'(u,v) =

s6 G' = (V', E',w') biéu dién dit licu thyc nghiém, luan vin 4p dung phuong phap
chuan hoéa trong s6 trong Chuong 3 dé chuan hoa trong s6 ctia do thi G’.
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Ngudi diing dich  S6 ban chap nhan

Tong s6 ban Ty 1é chap nhan

T1 10 20 50.00
T2 10 27 37.04
T3 32 67 47.76
T4 22 69 31.88
T5 5 14 35.71
T6 14 33 42.42
T7 1 3 33.33
T8 6 12 50.00
T9 6 12 50.00
T10 6 26 23.08
Tong sb 111 283 39.22

Bang 4.5: Két qua mo6 phéng tan cong ciia Socialbot véi Us

Ngudi dung dich S6 ban chidp nhan Tong s6 ban Ty 1é chap nhan
T1 3 8 37.5
T2 2 11 18.18
T3 11 27 40.74
T4 50 133 37.59
Tb5 2 4 50.00
T6 26 73 35.62
T7 3 8 37.50
T8 3 6 50.00
T9 56 164 34.15
T10 5 9 55.56

Tong sb 161 443 36.34

Bang 4.6: Két qua mo6 phéng tan cong ciia Socialbot véi Uy

4.4.2 Két qua xay dung Cong dong an toan

4.4.3 Hiéu qua caa -MTO

Sau khi da xay dung cong dong an toan cho mdi to chiic, luan van tién hanh tim
101 giai cho bai toan S-MTO bang thuat toan tham lam GA. Thuat toan dudc tién
hanh vé6i cac tham s6 8 = {0.30;0.90} v6i cac moc cach nhau 0.05. Hi¢u qué cach
ly cho 04 t6 chiic Uy, Us, Us va Uy duge trinh bay trong cac bang 4.8, 4.9, 4.10 va

4.11.

4.5 Két luan

Tt két qua trén cho thay hieu qua ciia viing an toan f-MTO tim béi thuat toan
GA c6 hieéu qua phong ngira t6t. Da s6 cac truong hop Socialbot khong thé xam
nhap dudc vao viing nay, do d6 cé thé ding két qua nay gii canh bao téi ngusi

diing truéc mot 10i maoi yéu cau két ban.
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Té chic U1 UQ U3 U4
Mang Flickr Flickr BlogCatalog BlogCatalog
Sé lugng ngudi ding 101 895 167 778
T 2 1 2 2
k 4 4 3 5
0 0.23 0.35 0.33 0.23
Vse 1,646 7,052 1,270 5,527
Es° 1,920 10,050 3,044 56,744
f(S:) 0.0007407 0.0184033 0.0190195 0.0145107
Thai gian chay 12h 48h gan 12h 48h

Béang 4.7: Két qua xay dung cong dong an toan cho mdi to chric

Tham s6 3 S6 dinh Ham muc tiéu Két qua cach ly S,
0.30 493 142.97 Céach ly
0.35 576 161.28 Cach ly
0.40 658 171.08 Céch ly
0.45 740 185.04 Céach ly
0.50 823 192.72 Céach ly
0.55 905 208.15 Céach ly
0.60 987 217.14 Céch ly
0.65 1069 224.49 Céach ly
0.70 1152 236.76 Cach ly
0.75 1234 246.82 Khong cach ly duge
0.80 1316 250.12 Khoéng cach ly dugc
0.85 1399 251.82 Khéng céch ly duge
0.90 1481 252.34 Khong cach ly duge

Béang 4.8: Két qua tim vimng S-MTO déi véi t6 chite Uy

Tham sb6 3 S6 dinh Ham muc tiéu Két qua cach ly S,
0.30 2115 676.81 Céch ly
0.35 2468 765.08 Cach ly
0.40 2820 846.65 Céch ly
0.45 3173 936.07 Cach ly
0.50 3526 1022.54 Céach ly
0.55 3878 1085.84 Cach ly
0.60 4231 1163.52 Céch ly
0.65 4583 1237.41 Cach ly
0.70 4936 1380.05 Cach ly
0.75 5289 1401.59 Céach ly
0.80 5641 1466.62 Cach ly
0.85 5994 1528.47 Céach ly
0.90 6346 1523.04 Khong cach ly dugc

Béang 4.9: Két qua tim vimng S-MTO dbi véi t6 chitc Us
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Tham sb6 3 S6 dinh Ham muc tiéu Két qua cach ly véi Ss
0.30 381 123.81 Cach ly
0.35 444 135.59 Céch ly
0.40 508 145.01 Cach ly
0.45 571 153.66 Cach ly
0.50 635 160.02 Céch ly
0.55 698 165.71 Cach ly
0.60 762 170.63 Céch ly
0.65 825 175.29 Cach ly
0.70 889 179.96 Céch ly
0.75 952 182.58 Céach ly
0.80 1016 185.07 Khoéng cach ly dugc
0.85 1079 187.96 Khong cach ly duge
0.90 1143 190.69 Khoéng cach ly dugc

Bang 4.10: Két qua tim viing f-MTO dbi véi t6 chiic Us

Tham s6 3 S6 dinh Ham muc tiéu Két qua cach ly véi S,
0.30 1658 530.56 Cach ly
0.35 1934 599.34 Cach ly
0.40 2210 603.12 Cach ly
0.45 2487 733.67 Céach ly
0.50 2763 801.27 Cach ly
0.55 3039 867.72 Cach ly
0.60 3316 895.32 Cach ly
0.65 3592 933.92 Cach ly
0.70 3868 967.18 Cach ly
0.75 4145 994.81 Cach ly
0.80 4421 1016.83 Cach ly
0.85 4697 1033.34 Cach ly
0.90 4974 1044.54 Khong cach ly duge

Béang 4.11: Két qua tim viing 3-MTO dbi véi to chiie Uy
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KET LUAN

Su 1o i thong tin trén mang xa hoi 14 mot nguy co 16n doéi véi nguoi diing. Su
ro 11 nay c6 thé dén tit su chii quan ctia ngudi dung hodc duge ké tan cong thu
thap mot cach c6 chii dich. Do ké tan cong st dung cic hoat dong tinh vi, ngudi
diing dé& dang bi xam nhap va dé 16 cac thong tin doi véi ké tan cong. Hon nita,
hoat dong nay dem nhiing hau qua nghiém trong cho ngusi dung vi ké tan dinh
s&n muc tieu tir trude va ké tan cong co thé thuc hien hoat dong nay trén mang
v6i quy mo 16n. Do do, viec dua ra mot gidi phap phong nguoi sy xam nhap lay
cap thong tin 1a viéc 1am hét sitc cap thiét d6i véi nguoi dung trén mang x4 hoi.

Trong luan vin nay, tac gia dua ra mot phuong phap dé phong ngita su xam
nhap t6i nguoi ding trong mot té chic cu thé. Luan vin dua trén nghién ctu
[4, 5, 6] dé phan tich sy tan cong trén mang dién rong cia Socialbots, qua do dé
mot phuong phap dé phong ngtta qua trinh xam nhap. Luan vian da dat dugc mot
sO két qua chinh nhu sau:

e Tim hicu, khai quat vé mang x& hoi, mot sd bai toan dudc quan tam trén
mang xa hoi. Tim hiéu vé cac nguy co mat an toan déi véi ngudi dung trén
mang xa hoi. Dac biét luan van di sau tim hiéu vé cac nguy co ro ri thong
tin trén mang xa hoi, hinh thitc tin cong lay cap thong tin c6 chi dich bang
viéc sit dung Socialbot.

e Dé xuat mot giai phap phong ngita sy xam t6i ngudi ding trong to chic bao
gom nhap gom nhiéu qué trinh gom cac cong viéc: Xay dung do do moi quan
hé gitta hai ngudi dung. Stt dung do do nay xay dung mot Cong dong an toan
bao tat ca cac nguoi dung trong to chiic.

e Trong cong dong an toan, xay dung bai toan t6i wu do an toan nham chon
ra ving S-MTO gom nhiing nguoi dung c6 do an toan cao nhat déi véi moi
ngudi dimg trong to chiic (bai toan S-MTO), bai toan nay dude chitng minh
thuoc 16p NP-Day di. Luan vin dé xudt mot thuat toan tham lam dé giai

quyét bai toan nay.

e Két qua thuyc nghiém cho thay ving an toan 3-MTO c6 kha nang cach ly
dude sy tan cong ctia Socialbots véi hieu qua cao.

Mac dit dd ¢6 gdng va nd Iyc hét minh, nhung do thoi gian nghién citu va trinh
do clia ban than c6 han nén luan vin khong thé tranh khoéi nhing thiéu sot va
han ché, tac gia rat mong nhan dugc nhitng ¥ kién déng gop dé luan van dat duge
két qua tot hon.
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Huéng phat trién:

Trong thoi gian t6i, tac gia dé xudt mot sd6 huéng phat trién ctia luan van nhu

sau:

e Thiét ké thuat toan xap xy tot hon cho viéc tim viing an toan f-MTO. Thuat
toan dam bao thoi gian da thiic luon dam bao ty lé két qua so véi 10i gidi toi
uu.

e Tién hanh thuc nghiem nhiéu hon véi nhitng t6 chiic c6 cau tric khac nhau,
trén cac mang xa hoi khac nhau. Qua dé, dua ra cac giai phap lua chon cac
tham so: T, 60, k, 5 tot nhat cho mdi cau tric mang.

e Phét trien phuong phap phong ngita cho cdc mang phtic hop ma mdi ngudi
dung c6 nhiéu tai khoan trén cdc mang khac nhau va co6 syt anh xa tuong tng

gitta cac mang.
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