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MO PAU

MPLS VPN la mét lya chon méi cho cho mang dién rong WAN. N6 dang ngay
cang duogc tré nén phé bién trong nén cong nghiép vién thong. Céc khach hang doanh
nghiép dang dan dan huéng téi nhitng nha cung cap dich vu c6 trién khai ung dung
MPLS VPN. Ly do chinh cho su thay dol nay nam ¢ viéc MPLS c6 kha ning cung cap
san cac tinh nang bao mat va céac két ndi da diém t6i da diém. QoS la mét thanh phan
rat quan trong trong cac mang khach hang. Mang doanh nghiép thuong c6 nhiéu loai
lwu lwong nhu thoai, hinh va dir liéu di qua mot ha ting mang duy nhat.

Trong luan vin nay t6i s& trinh bay nghién cau ciia minh vé cac van dé cua QoS
(tr&, bién thién tré, mat goi...) trong mdi truong MPLS VPN. N6 s& 1a co s dé nha
cung cap dich vu va khach hang duy tri mét chat luong dich vu 6n dinh cho céac luu
luong hinh, tiéng, dit liéu... chay qua mdi truong nay.

Dé dat duoc chét luong dich vu tir diém dau t6i diém cudi mot cach on dinh,
nha cung cap dich vu va khach hang doanh nghiép phai 1am viéc véi nhau mét céch
chit ché dong thoi chia sé cac chinh sach gidng nhau bai vi nha cung cap dich vu tham
gia vao dinh tuyén caa khach hang trong méi trudng MPLS VPN. Chlng ta s& sir dung
md hinh chét luong dich vu DiffServ cho méi trudng MPLS VPN. Bong thoi ching ta
cling sé& lya chon mot md hinh 4,5 hoic 6 16p dich vu cho nha cung cip dich vu va
khach hang dé trién khai thir nghiém.

Trong phan cudi tdi s& tién hanh thir nghiém chat luong dich vu (6 mat goi,
tré, bién thién tré...) tir diém dau t6i diém cudi. Sau d6 ching ta s& so séanh két qua caa
cac tham sb trén khi 4p dung va khi khéng ap dung mé hinh chit luong dich vu
DiffServ trong mang MPLS VPN. Ching ta s& thay rd rang trong phan két qua khi str
dung mé hinh chit luong dich vu DiffServ cac tham sé tré, mat goi, bién thién tré s&
tang khi dir liéu trong mang ting 1én. Tuy nhién sau khi 4p dung md hinh chat luong
dich vu DiffServ c4c tham sé trén s& khong bi anh huéng khi ting luu luong dir liéu
trong mang va cung cap mot muc chét luong dich vu 6n dinh.
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CHUONG 1. TONG QUAN VE MANG RIENG AO - VPN
VPN ¢4 thé duoc hiéu nhu 13 mang két néi céc site khach hang dam bao an ninh
trén co sé ha tang mang chung ciing vai cac chinh sach diéu khién truy cap va bao mat
nhu mot mang riéng. Tuy duoc xay dung trén co s& ha ting c6 sdn caa mang cong
cong nhung VPN lai co duogc céc tinh chat cua mot mang cuc bd nhu khi sir dung cac
duong kénh thué riéng. Chuong nay sé& trinh bay tir nhimg nguyén 1y co ban nhat trong
hoat dong trao ddi thdng tin caa cac mang truyén thong.

1.1 Mang Internet va kién tric giao thirc mang Internet

1.1.1 Swra doi mang Internet

Tién than cua mang Internet ngay nay l1a mang ARPANET. Co quan quan ly du
an nghén ctu phat trién ARPA thudc bo qudc phong My lién két 4 dia diém dau tién
vao thang 7 nim 1969 gdm: Vién nghién ctu Stanford, Pai hoc California, Los
Angeles, Dai hoc Utah va Pai hoc California, Santa Barbara. D6 chinh 1a mang lién
khu vuc (Wide Area Network - WAN) dau tién duoc xay dung.

Thuat ngir Internet 1an dau xuat hién vao khoang nam 1974. Lac dé6 mang van
duoc goi la ARPANET. Nam 1983, giao thirc TCP/IP chinh thirc dugc coi nhu mét
chuan d6i voi nganh quan su My va tit ca cac may tinh néi véi ARPANET phai st
dung chuan méi nay. Nam 1984, ARPANET duoc chia ra thanh hai phan: phan thi
nhat van duoc goi 14 ARPANET, danh cho viéc nghién ciru va phat trién; phan thic
hai duoc goi la MILNET, l1a mang dung cho cac muc dich quéan su

Giao thuc TCP/IP ngay cang thé hién rd cac diém manh caa no, quan trong nhat
la kha nang lién két cac mang khac voi nhau mot cach dé dang. Chinh diéu nay cing
Vi céc chinh sdch mé cira da cho phép cac mang dung cho nghién ctru va thuong mai
két ndi duoc véi ARPANET, thiic day viéc tao ra mot siéu mang (Supernetwork). Nam
1980, ARPANET duoc danh gia 1a mang tru cot caa Internet. Méc lich st quan trong
cua Internet duoc Xac 1ap vao giita thap nhién 1980 khi t6 chirc khoa hoc québc gia My
NSF thanh 1ap mang lién két cac trung tam may tinh 16n véi nhau goi 1a NSFNET.
Nhiéu doanh nghiép da chuyén tir ARPANET sang NSFNET va do d6 sau gan 20 nim
hoat dong, ARPANET khéng con hiéu qua da ngung hoat dong vao khoang nam 1990.

Sy hinh thanh mang xuong séng cia NSFNET va nhiing mang ving khac da
tao ra mot moi truong thuan loi cho sy phét trién caa mang Internet. Toi ndm 1995,
NSFNET thu lai thanh mét mang nghién ciu con Internet thi van tiép tuc phat trién.

Vi kha nang két ndi mé nhu vay, Internet da trd thanh mot mang 16n nhat trén
thé gigi, mang caa cac mang, xuat hién trong moi linh virc thwong mai, chinh tri, quan
su, nghién ctu, gido duc, van hoa, xa hoi... Ciling tir d6, cac dich vu trén Internet
khdng nging phat trién tao ra cho nhan loai mot thoi ky mai: ky nguyén thuong mai
dién tu trén Internet.

DPén nam 1997 Internet chinh thtc xuat hién tai Viét Nam. [11]

1.1.2 Kién truc giao thiec mang Internet
DPau nhirmg nam 1980 mot b giao thirc méi duge dua ra 1am giao thic chuan
cho mang ARPANET va cac mang cia DoD mang tén DARPA Internet protocol suite,
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thudng duoc goi 1a b giao thirc TCP/IP hay goi tat 1a TCP/IP. Bo giao thirc nay ciing
duoc str dung cho cac hé théng sir dung Unix. Bo giao thirc cdt 18i TCP/IP va yéu td
phi tap trung cta né da mang lai su thanh cdng cho ARPANET va INTERNET ngay
nay.

So sanh md hinh OSI va TCP/IP

OSI Model TCP/IP Model
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Hinh 1 - 1 So sanh kién tric mo hinh OSI va TCP/IP

Khi trién trdc tiéu chuan OSI xuét hién thi TCP/IP di trén con dudng phat trién.
Xét mot cach chat ché, TCP/IP va OSI khéng lién quan téi nhau. Noi cach khac m6
hinh TCP/IP dugc dua ra boi cac nha san xuat thwong mai. Tuy nhién, hai mé hinh nay
¢6 nhitng muc tiéu giéng nhau va do d6 su tuong tac gitra cac nha thiét ké tiéu chuan
nén 2 md hinh xuat hién nhimg diém twong thich. Ciing chinh vi thé, cac thuat ngit cua
OSI thudng duoc ap dung cho TCP/IP. Ca OSI va TCP/IP 14 cac tiéu chuan xay dung
md hinh mang. [4]

1.2 Mang cuc b LAN
1.2.1 Mang LAN va cac dic diém chinh
1.2.1.1 Khai niem

Mang cuc bo LAN (Local Area Network) 1a hé théng truyén thdng tc do cao
duoc thiét ké dé két ndi cac may tinh va cac thiét bi xu ly dit liéu khac cing hoat dong
véi nhau trong mot khu vuc dia Iy nho nhu & mét tang cua toa nha hoiac mot toa nha. ..
Tén goi “mang cuc bd” dugc xem xét tir quy md cua mang. Tuy nhién d6 khong phai
1a ddc tinh duy nhat cua mang cuc bo nhung trén thuc té, quy mé cia mang quyét dinh
nhiéu dic tinh va céng nghé cua mang

1.2.1.2 Pdc diém cia mang cuc bé
Mang cuc b cd nhirng dic diém chinh sau: [1]

- Mang cuc bd ¢6 quy md nho, thuong 1a ban kinh dudi vai km. Pic diém nay
cho phép khong can dung cac thiét bi dan duong voi cac mdi lién hé phic
tap

- Mang cuc b thuong duoc sé hitu caa mot té chire. Diéu nay duong nhu c6
vé it quan trong nhung trén thuc té d6 1a diéu kha quan trong dé viéc quan ly
mang c6 hiéu qua
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- Mang cuc bo cd téc d6 cao va it 15i. Trén mang rong toc do néi chung chi
dat vai Kbit/s. Con téc do thong thudng trén mang cuc bo 1a 10, 100, 1000
Mb/s. Xac suat I3 rat thap

1.2.1.3 Cac dac tinh ky thudt cua LAN

- Puwodng truyén: 1a thanh phan quan trong cia mot mang may tinh, 1a phuong
tién dung dé truyén cac tin hiéu dién tu giita cac may tinh. Céc tin hiéu dién tu
d6 chinh 1a cac thong tin, dir liéu dwoc biéu thi dudi dang cac xung nhi phan
(ON_OFF), moi tin hiéu truyén giita cac may tinh voi nhau déu thudc song dién
tir, tly theo tan s ma ta c6 thé dung cac duong truyén vat ly khac nhau. Cac
may tinh dugc két ndi véi nhau boi cac loai cap truyén: cap dong truc, cap xoan
doi...

- Chuyén mach: La dic trung k¥ thuat chuyén tin hiéu giira cac nit trong mang,
cac nat mang co chirc nang hudng théng tin téi dich nao d6 trong mang. Trong
mang noi bd, phan chuyén mach dugc thuc hién théng qua cac thiét bi chuyén
mach nhu HUB, Switch..

- Kién trac mang: Kién truc mang may tinh thé hién cach ndi céc may tinh voi
nhau va tap cac quy tic, quy wdC ma tat ca cac thyc thé tham gia truyén thdng
trén mang phai tun theo dé dam bao cho mang hoat dong t6t. Nguoi ta thudng
nhic dén hai van dé trong kién tric mang la topo mang (Network topology) va
giao thirc mang (Network protocol)

= Network Topology: Cach két ndi cac may tinh véi nhau vé mat hinh hoc
ma ta goi 12 topo mang. Mot sb loai co ban 1a: hinh sao, hinh bus, hinh
vong...

= Network Protocol: Tap hop cac quy udc truyén théng giira cac thuc thé
truyén théng ma ta goi la giao thirc caa mang. Cac giao thuc thudng gap
la: TCP/IP, NETBIOS, IPX/SPX...

- Ky thuat truy cap dwong truyén (Medium Access Control - MAC): Chi ra
cach thirc ma cac host trong mang LAN st dung dé truy cap va chia sé duong
truyén mang. MAC s& quan tri viéc truy cap dén duong truyén trong LAN va
cung cap co s cho viéc dinh danh cac tinh trong mang LAN theo chuan IEEE.

[5]

1.2.1.4 Phan logi va mét sé cong nghé mang LAN phd bién

IEEE la t6 chirc di tién phong trong linh vic chuan hda mang cuc bo véi dy an
IEEE 802 noi tiéng va dugc trién khai tir nhitng nam 1980 va két qua la hang loai
chuan thudc ho 802.x ra doi, tao nén tang quan trong cho viéc thiét ké va cai dat mang
noi bo trong thoi gian qua. Cé thé ké dén mot sé chuan trong ho 802 nhu: IEEE 801.1:
High Level Interface; IEEE 802.2: Logical Link Control (LLC), IEEE 802.3:
CSMA/CD la chuan dic ta mot mang cuc bo dua trén mang Ethernet néi tiéng do
Digital, Intel va Xerox hop tac phat trién tir nim 1990; IEEE 802.11: Wireless LAN...

Mot s6 cong nghé LAN pho bién:

= Ethernet (802.3) da d& dang tré thanh cdng nghé mang LAN thanh céng nhat
trong 30 nam qua. Puoc phat trién tir giita thap ky 1970s bai cac nha nghién
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ctu tai Xerox Palo Alto Research Center (PARC), Ethernet la mét vi du thuc
tién cua loai mang cuc bo sir dung giao thac CSMA/CD. Céc cong nghé
Ethernet pho bién 12 100BASE-T, 10BASE-T...

1.2.2 Mang LAN khéng diy va cac diic diém chinh
1.2.2.1 Khai niém

WLAN (Wireless LAN) 1a mot loai mang may tinh nhung viéc két ndi giira cac
thanh phan trong mang khdng sir dung cac loai cap nhu mot mang thong thuong, moi
truong truyén thdng cua cac thanh phan trong mang la khong khi. Cac thanh phan
trong mang sir dung song dién tir dé truyén théng véi nhau.

Cong nghé WLAN lan dau xuat hién vao cudi nam 1990, khi nhitng nha san
Xuat giéi thiéu nhitng san pham hoat dong trong bang tin 900Mhz. Nhitng giai phap
nay cung cap téc do truyén dir lieu 1Mpbs, thap hon nhiéu so véi toc d6 10Mpbs cua
hau hét cac mang sir dung cap hién thoi.

Nam 1997, IEEE di phé chuan su ra doi cua chuan 802.11 va ciing duoc biét
Vi tén goi WIFI (Wireless Fidelity) cho cac mang WLAN. Chuan 802.11 hd tro ba
phuong phép truyén tin hiéu trong d6 c6 bao gébm phuong phap truyén tin hiéu vo
tuyén ¢ tan s6 2.4Ghz.

Nam 1999, IEEE lai tiép tuc théng qua hai su bd sung cho 802.11 1a cac chuan
802.11a va 802.11b. Va nhiing thiét bi WLAN dya trén chuan 802.11b da nhanh
chéng tro thanh céng nghé khong day vuot troi ¢d thé truyén dir liéu 1én tgi 11Mbps.

Nam 2003, IEEE tiép tuc cong b thém su cai tién 1a chuan 802.11g ma c6 thé
truyén nhan & ca hai bang tan 2.4Ghz va 5Ghz dong thoi nang toc do truyén 18n t6i
54Mbps

1.2.2.2 Phan logi
Mot s6 loai mang khdng day phé bién: [1]

= WLAN (Wireless Local Area Network): noi bat 1a cong nghé Wifi voi
nhiéu chuan mé rong khac nhau thudc ho gia dinh 802.11 (a, b, g, n...)
hién nay méi nhat la 802.11ac. Téc d6 dao dong tir 10 -> 300 Mpbs.
Mang WLAN duoc trién khai trong pham vi hep (<500m)

= WWAN (Wireless Wide Area Network): t&n goi khac 1a mang té bao. Sir
dung cac cong nghé nhu GSM, GPRS, CDMA, HSDPA, LTE... Tc d6
vao khoang 10 — 384 Mbps tam phu s6ng xa. Hé thong trién khai trén
pham vi rong trén toan khu virc hoic xuyén qudc gia

= WMAN (Wireless Personal Area Network): la mang duoc tao bai cac
s6ng vo tuyén ngan (vai mét) gitra cac thiét bi nhu smartphone, déng ho,
tai nghe, diéu khién tir xa... véi may tinh. Téc d6 vao khoang 1Mbps
tam phi séng ngan vi du cong nghé Bluetooth

1.2.2.3 Uu nhuoc diém
a) Uu diém
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- Syrtién lpi: Mang khong day ciing nhu hé thdng mang thong thuong. NG
cho phép nguoi ding truy xuit tai nguyén mang & bat ky noi dau trong
khu vuc duoc trién khai. Véi su gia ting cua nguoi st dung cac may tinh
xach tay d6 1a mot diéu thuan loi

- Khd ndang di déng: Vi sy phat trién cia cac mang khdng day cong cong,
nguoi ding c6 thé truy cap Internet bat ky noi dau. Chang han ¢ cac
quan Café, nguoi dung cé thé truy cap Internet mién phi khong day

- Hiéu qud: Nguoi ding c6 thé duy tri két ndi mang khi ho di tir noi nay
dén noi khac

- Trién khai: Viéc thiét 1ap hé thong mang khong day ban dau chi can it
nhat 1 Access Point. V&i mang dung day thi s& gap khé khan trong viéc
trién khai cap & nhiéu vi tri trong nha

- Khd ndng mé réng: Mang khong day c6 thé dap tng ttrc thi khi gia ting
s6 lwong ngudi dung. Véi hé thong mang ding cpas thi phai gan thém
cap

b) Nhugc diém

- Bdo mdt: Mai truong két ndi khong day 1a khdng khi nén kha ning bj tan
cdng cao

- Pham vi: Mét mang chuan 802.11g véi céc thiét bi chuan chi c6 thé hoat
dong trong pham vi khoang vai chuc mét. Bé dap tng véi khoang cach
rong hon thi can mua thém Repeater hay Access point gay tén kém

- D¢ tin cdy: Vi su dung song vo tuyén dé truyén théng nén viéc bi nhiéu,
tin hiéu bi giam do tac dong cua cac thiét bi khac (16 vi song...) 1a khong
tranh khoi. Lam giam dang ké hiéu qua hoat dong ciia mang

- Toc dg: Toe do cua mang khong day (1 — 125 Mbps) rat cham so véi
mang sir dung cap (100Mpbs dén hang Gbps)

C6 thé thay rang mang WLAN (dic biét chuan 802.11) — mét trong nhitng mang
phd bién nhat va sir dung nhiéu nhat trong ho 802.x van c6 nhiing dic diém gidng voi
mang LAN nhu ¢ quy md nhé dugc so hitu bai mot to chirc nao d6 va do dé thuong
duoc &p dung mot sé chinh sach quan tri, chia sé tai nguyén...Pay 1a mang duoc dé
cap chu yéu trong luan van.

1.3 Mang riéng a0 — VPN
1.3.1 Khai niém

Mang riéng 40 duoc dinh nghia nhu 13 mot mang két ndi cac site khach hang
dam bao an ninh trén co s& ha ting mang chung cuing voi cac chinh sach didu khién
truy nhap va bao mat nhu mot mang riéng. Tuy dugc xay dung trén co sé ha ting sin
c6 ctia mang cong cong nhung VPN lai c¢6 duoc céc tinh chat cia mot mang cuc bo
nhu khi st dung cac duong kénh thué riéng

Tinh “riéng” ctia VPN thé hién & chd dit liéu truyén ludn duoc gitr bi mat va chi
c6 thé truy nhap boi nhitng ngudi sir dung duoc trao quyén. Mang riéng ao su dung
cac phuong phap ma hoa dé bao vé dit liéu. Dir liéu & dau ra caa mot mang dugc ma
hoa roi chuyén vao mang cdng cong nhu cac dit liéu khac dé truyén téi dich va sau do
duoc giai ma tai phia thu. Dit liéu dd méat ma co6 thé coi nhu dugc truyén trong mot
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duong ham bao mat tir nguén toi dich. Cho du mot ké tin cong co thé nhin thay di
liéu d6 trén duong truyén thi ciing khong c6 kha nang doc dugc vi nd da duoc mat ma.
Hinh 1-2 minh hoa mang riéng 4o sir dung co so ha tang mé va phan tan cua Internet
cho viéc truyén dix liéu gitta cac site.

Mang riéng
(LAN)

Mang riéng
(LAN)

Buwéong hdm

Hinh 1 - 2 M6 hinh két néi VPN

Vi du vé giao thuc sir dung trong viéc méd hoa dé dam bao an toan 1a IPSec. Do
la mot tiéu chuan cho ma hoa ciing nhu xac thuc cac goi IP tai ting mang. IPSec hd tro
mot tap hop cac giao thac mat ma vai hai muc dich: an ninh mang va thay doi cac
khéa mat ma. Nhiéu hang da nhanh chong phat trién va cung cap cac dich vu IPSec
VPN Server va IPSec VPN Client. Két néi trong VPN la két ndi dong, nghia 1a khong
duoc gan cang va ton tai nhu mot két ndi thuc khi luu lwong mang chuyén qua. Két
ndi ndy cd thé thay déi va thich tng voi nhiéu méi truong khac nhau. Khi cé yéu cau
két ndi thi n6 duoc thiét 1ap va duy tri gitra nhimg diém dau cudi. [3]

1.3.2 Cé&c chite ning va dic diém caa VPN
1.3.2.1 Chic nang

VPN cung cap ba chirc nang chinh 1a tinh x&c thuc (Authentication), tinh toan
ven (Integrity) va tinh bdo mdt (Confidentiality)

Tinh xac thec: Dé thiét 1ap mot két ndi VPN thi truéc hét ca hai phia phai xac
thuc 1an nhau dé khang dinh minh dang trao doi théng tin véi ngudi minh mong
mubn cha khong phai 1a mot ngudi khac

Tinh toan ven: Pam bao dir liéu khdng bi thay ddi hay cd bat ky su x40 tron
nao trong qué trinh truyén dan

Tinh bdo mat: Nguoi gui c6 thé ma hda cac géi dit liéu trude khi truyén qua
mang c6ng cong va dit liéu s& dugc giai ma & phia thu. Bang cach lam nhu vay, khéng
mét ai cd thé truy cap thong tin ma khong duoc phép. Tham chi néu cé ldy duoc thi
cling khong doc dugc

1.3.2.2 Uu diém

Mang riéng 40 mang lai loi ich thuc su va tuc thoi cho cac cong ty. N6 khdng
chi giup don gian héa viéc trao dbi thong tin giita c4c nhan vién 1am viéc & xa, ngudi
dung luu dong, mé rong Intranet dén timg van phong, chi nhanh, tham chi trién khai
Extranet dén tan khach hang va cac di tac cha chét ma con cho phép giam chi phi rat
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nhiéu so véi viéc mua thiét bi va duong truyén cho mang WAN riéng. Nhiing loi ich
tryc tiép va gian tiép ma VPN mang lai bao gom: tiét kiém chi phi, tinh linh hoat, kha
nang mo rong...

Tiét kigm chi phi

Viéc sir dung VPN s& gilp cac cong ty giam duoc chi phi dau tu va chi phi
thudng xuyén. Tong gia thanh caa viéc so hitu mot mang VPN sé& duoc thu nho, do chi
phai tra it hon cho viéc thué bang thong duong truyén, cac thiét bi mang duong truc va
duy tri hoat dong caa hé thdng. Nhiéu sé liéu cho thay, gia thanh cho viéc két ndi
LAN-to-LAN giam tir 20 t&i 30% so véi viéc sir dung dudng thué riéng truyén thong,
con d6i véi viéc truy cap tir xa giam tir 60 t6i 80%

Tinh linh hogt

Tinh linh hoat & day khong chi thé hién trong qué trinh van hanh khai thac ma
con thuc sy mém déo ddi voi yéu cau sir dung. Khach hang cé thé sir dung nhiéu kiéu
két néi khac nhau dé két ndi cac van phong nho hay cac di twong di dong. Nha cung
cap dich vu VPN c6 thé cho phép nhiéu sy lua chon két néi cho khach hang: modem
56 kbit/s, ISDN 128 kbit/s, xDSL, E1,...

Khd ndang mo rgng

Do VPN duoc xay dung dua trén co s¢ ha ting mang cdng cong nén bat ctr &
noi ndo c6 mang céng cong (nhu Internet) déu c6 thé trién khai VPN. Ngay nay mang
Internet c6 mat ¢ khap noi nén kha niang mé rong cua VPN rat dé dang. Mot van
phong & xa c6 thé két ndi mot cach kha don gian dén mang caa cong ty bang cach st
dung duong day dién thoai hay duong thué bao sb DSL.

Kha ning mé rong con thé hién & chd, khi mot van phong hay chi nhanh yéu
cau bang théng 16N thi nd co thé dugc nang cap dé dang. Ngoai ra, ciing c6 thé dé dang
9& bo VPN khi khong c6 nhu cau.

Giam thiéu cac hé tro ky thudt

Viéc chuan hoa trén mot kiéu két ndi tir d6i twong di dong dén mot POP cua
ISP va viéc chuan hoa céc yéu cau vé bao mat da lam giam thiéu nhu cau vé ngudn hd
trg ky thuat cho mang VPN. Ngay nay, khi ma céc nha cung cap dich vu dam nhiém
viéc hd trog mang nhiéu hon thi nhitng y&u cau hd trg k§ thuat déi voi nguoi sir dung
ngay cang giam

Giam thiéu cac yéu cdu vé thiét bj

Bang viéc cung cip mot giai phap truy nhap cho céc doanh nghiép qua dudng
Internet, VPN yéu cau vé thiét bi it hon va don gian hon nhiéu so véi viéc bao tri cac
modem riéng biét, cac card twong thich cho thiét bi dau cudi va cac may cha truy nhap
tir xa. Mot doanh nghiép c6 thé thiét 1ap céc thiét bi khach hang cho mot méi truong
chang han nhu T1 hay E1, phan con lai ciia két néi duoc thuc hién boi ISP

Ddp 1ing cac nhu cdu thiwong mai
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Ddi véi cac thiét bi va cong nghé vién thdng méi thi nhitng van dé& can quan
tdm la chuan héa, cac kha nang quan tri, mo rong va tich hop mang, tinh ké thira, do
tin cay va hi¢u suat hoat dong, dac biét la kha nang thwong mai cta san pham.

Cac san pham dich vu VPN tuan theo chuan chung hién nay, mot phan 1a dé
dam bao kha nang lam viéc cua san pham nhung c6 1€ quan trong hon la dé san pham
cua nhiéu nha cung cap khac nhau c6 thé lam viéc vai nhau

1.3.2.3 Nhuoc diém
Sw rai ro an ninh

Mot mang riéng ao thuong ré va hiéu qua hon so vai giai phap su dung kénh
thué riéng. Tuy nhién, n6 ciing tiém an nhiéu rai ro an ninh khé luong trudc. Mac du
hau hét cac nha cung cap dich vu VPN quang cao rang giai phap caa ho 1a dam bao an
toan, sy an toan d6 khong bao gior 1a tuyét ddi. Ciing c6 thé 1am cho mang riéng 4o khé
pha hoai hon bang cach bao vé tham sé cia mang mét cach thich hop, song diéu nay
lai anh huong dén gia thanh caa dich vu.

D¢ tin cdy va su thuec thi

VPN sir dung phuong phap ma hoa dé bao mat dit liéu, va cac ham mat ma
phtic tap c6 thé dan dén luu lugng tai trén cdc may chu la kha ning. Nhiém vu cua
ngudi quan tri mang la quan I tai trén may cha bang cach giéi han sb két ndi déng thoi
dé biét may chu nao c6 thé diéu khién. Tuy nhién, khi sb nguoi cd gang két ndi tsi
VPN dot nhién ting vot va pha v& hét qua trinh truyén tin, thi chinh céc nhan vién
quan tri nay ciing khong thé két ndi dugc vi tat ca cac cong cia VPN déu ban. Pidu d6
chinh 1a dong co thiic day nguoi quan tri tao ra cac khod ang dung 1am viéc ma khong
doi hoi VPN. Chang han thiét 1ap dich vu proxy hoic dich vu Internet Message Access
Protocol (IMAP) dé cho phép nhan vién truy nhap e-mail tir nha hay trén duong.

Vin dé lya chen giao thirc

Viéc lua chon gitra IPSec hay SSL/TLS hozic mot vai giao thirc khac 1a mot van
dé kho quyét dinh, cling nhu vién canh sir dung ching nhu thé nao ciing kho c6 thé néi
truéc. DE thay 12 12 SSL/TLS c6 thé 1am viéc thdng qua mot tuong lta dua trén bang
bién dich dia chi NAT, con IPSec thi khong. Nhung néu ca hai giao thic 1am viéc qua
tuong lira thi sé khéng dich duoc dia chi.

IPSec ma hod tat ca cac luu luong IP truyén tai gitra hai may tinh, con SSL/TLS
thi dac ta mot ung dung. SSL/TLS ding cac ham mé hoa khong dbi xung dé thiét lap
két ndi va n6 bao vé hiéu qua hon so véi dung cac ham ma hoa d6i xing.

Trong céc wng dung trén thuc té, ngudi quan tri co thé quyét dinh két hop va
ghép céc giao thirc dé tao ra su can bang tét nhat cho su thuc thi va do an toan cua
mang. Vi dy, céac client c6 thé két ndi toi mot Web server thong qua tuong lra ding
duong dan an toan cua SSL/TLS, Web server c6 thé két ndi téi mot dich vu ang dung
dung IPSec, va dich vu tng dung c6 thé két ndi t&i mot co so dir liéu thong qua céc
tuong lra khac cling dung SSL
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1.3.3 Cac m6 hinh VPN
[3] C6 hai m6 hinh trién khai VPN la: dua trén khach hang (Customer-based) va

dua trén mang (Network-based). M6 hinh dua trén khach hang con dwoc goi la mo
hinh chang ldn (overlay), trong 6 VPN duoc ciu hinh trén cac thiét bi caa khéach hang
va st dung cac giao thire duong ham xuyén qua mang cong cong. Nha cung cap dich
vu s& ban cac mach ao giita c4c site cia khach hang nhu 1a duong két ndi thué riéng
(leased line).

M6 hinh dua trén mang con duoc goi 1a mé hinh ngang hang hay ngang cdp (peer-
to-peer), trong d6 VPN duoc ciu hinh trén cac thiét bi cia nha cung cap dich vu va
duoc quan Iy bai nha cung cap dich vy. Nha cung cap dich vu va khach hang trao doi
thong tin dinh tuyén 16p 3, sau d6 nha cung cap sé sip dat dir liéu tir cac site khach
hang vao duong di t6i wu nhat ma khong can c6 sy tham gia caia khach hang

1.3.3.1 M@ hinh chéng lan

M6 hinh VPN chéng lan ra doi tir rat som va duogc trién khai bang nhiéu cong
nghé khac nhau. Ban dau, VPN dugc xay dung bang cach st dung cac duong thué
riéng dé cung cap két néi giira khach hang ¢ nhiéu vi tri khac nhau. Khach hang mua
dich vu duong thué riéng caa nha cung cap. Cac dudng thué nay duogc thiét lap gita
c4c site cua khéach hang can két ndi va 1a duong danh riéng cho khach hang

Khi Frame Relay ra doi, n6 duoc xem nhu 13 mét cdng nghé hd tro tét cho VPN
vi dép tng duoc yéu cau két ndi cho khach hang nhu dich vu duong thué riéng. Piém
khac 1a & chd khach hang khong duoc cung cip cac dudng danh riéng, ma s& st dung
mot duong chung nhung dugc chi dinh sir dung cac mach ao. Cac mach ao nay dam
bao luu luong cho mdi khéach hang 1a riéng biét. Mach a0 c6 thé gdm mach 4o ¢ dinh
PVC va mach 4o chuyén mach SVC

Cung cap mach 4o cho khach hang nghia 1a nha cung cap dich vu di xay dung
mot duong ham riéng cho luu lugng khach hang truyén qua mang ding chung caa nha
cung cap dich vu. Khach hang thiét 1ap phién lién lac giita c4c thiét bi phia khach hang
CPE qua kénh a0. Giao thtrc dinh tuyén chay truc tiép gitra cac bo dinh tuyén khach
hang thiét 1ap mdi quan hé can ké va trao d6i thong tin dinh tuyén véi nhau. Nha cung
cap dich vu khdng hé biét dén thong tin dinh tuyén cua khach hang. Nhiém vu cua nha
cung cap dich vu trong mé hinh nay chi 1a ¢dam bao van chuyén dit liéu diém-diém
gitra cac site cua khach hang ma thoi.

VPN chong lan con duoc trién khai dudi dang duong ham. Su thanh cong cua
cdng nghé IP da thac day cac nha cung cap dich vu trién khai VPN qua IP. Néu khach
hang nao mudn xay dung mang riéng cua ho qua Internet thi cé thé dung giai phap nay
vi chi phi thap. Bén canh ly do kinh té, mé hinh dudong ham con dap ung cho khach
hang viéc bao mat dir liéu. Hai céng nghé VPN duong ham phé bién 1a IPSec (IP
Security) va GRE (Generic Routing Encapsulation).

Céc cam két vé QoS trong md hinh VPN chdng lan thuong 1a cam két vé bang
thong téi da (dinh) trén mot VC. Gia tri nay dugc goi 12 CIR (Committed Information
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Rate). Bing thong c6 thé sir dung duoc trén mot kénh ao goi 1a PIR (Peak Information
Rate). Viéc cam két bang thong duoc thyuc hién thdng qua cac théng ké caa dich vu I6p
2 nhung lai phu thudc vao chién luoc caa nha cung cap. Diéu nay cé nghia 1a toc do
cam két khong that sy duoc bao dam. Thudng thi nha cung cap cé thé dam bao toc do
nhé nhat MIR (Minimum Information Rate).

Cam két vé bing thong ciing chi 1a cam két cho hai diém trong mang khach
hang. Néu khdng c6 ma tran luu lugng day da cho tat ca céc 16p luu luong thi that kho
cd thé thuc hién cam két nay cho khach hang trong mé hinh chong lan. Va that khé dé
cung cap nhiéu 16p dich vu vi nha cung cép dich vu khong thé phan biét duoc luu
luong & gitta mang. Van dé nay c6 thé duoc khic phuc bang cach tao ra nhiéu két ndi
(full-mesh), nhu trong mang Frame Relay hay ATM c6 cac PVC gitra cac site khach
hang. Tuy nhién, két ndi day du thuong 1am ting thém chi phi cua mang.

M6 hinh VPN chdng lan c¢6 wu diém la dé thyc hién, theo quan diém cua ca
khach hang va nha cung cap dich vu. Trong mé hinh nay nha cung cap dich vu khéng
tham gia vao dinh tuyén luu lugng khach hang. Nhiém vu cua ho 1a van chuyén dit liéu
diém-diém giira cac site cua khach hang. Viéc danh dau diém tham chiéu giira nha
cung cap dich vu va khach hang s& cho phép quan ly dé dang hon.

M6 hinh chong lan thich hop cho cac mang khong can d6 du phong véi it site
trung tdm va nhiéu site & dau xa, nhung lai khd quan ly néu nhu can nhiéu két ndi kiéu
méat ludi. Viéc cung cap nhiéu VC doi hoi phai c6 su hiéu biét cian k& vé loai luu luong
gilta cac site, ma diéu nay thuong khdng that su thich hop. Ngoai ra, khi thuc hién mé
hinh nay vai cac cdng nghé 16p 2 thi s& tao ra mot 16p méi khdng can thiét di véi cac
nha cung cap hau hét chi dua trén IP, va nhu vy 1am ting thém chi phi hoat dong cua
mang.

1.3.3.2 M6 hinh ngang hang

Dé khic phuc cac han ché caa md hinh VPN chéng 14n va téi vu hoa viéc vén
chuyén dir liéu qua mang duong truc, mé hinh VPN ngang hang d3 ra doi. Vi md
hinh nay nha cung cap dich vu s& tham gia vao hoat dong dinh tuyén cua khach hang.
B6 dinh tuyén bién mang nha cung cip PE (Provider Edge) thuc hién trao ddi théng tin
dinh tuyén truc tiép véi bo dinh tuyén cua khach hang CE (Customer Edge).

Dbi vai mod hinh VPN ngang hang, viéc dinh tuyén tré nén don gian hon (nhin
tir phia khéch hang) khi bo dinh tuyén khach hang chi trao doi thong tin dinh tuyén véi
mot hoic mot vai bo dinh tuyén bién nha cung cip PE. Trong khi ¢ mé hinh VPN
chdng 1an, sé luong bo dinh tuyén 1an can cé thé gia tang véi s6 lugng lén. Ngoai ra,
do nha cung cap dich vu biét cau hinh mang caa khach hang nén c6 thé thiét lap dinh
tuyén téi wu cho luu lwgng gitta cac site khach hang.

Viéc cung cap bang thong ciing don gian hon boi vi khach hang chi phai quan
tam dén bang thong dau vao va ra & mdi site ma khong can phai quan tim dén toan bo
luu Twong tir site nay dén site kia nhu trong mé hinh VPN chdng lan. Kha ning mo
rong trong mé hinh VPN ngang hang dé dang hon vi nha cung cip dich vu chi can
thém vao mot site va thay doi cau hinh trén bo dinh tuyén PE. Trong md hinh chong
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lan, nha cung cap dich vu phai tham gia vao toan bo tap hop cac kénh ao VC tur site
nay dén site khac caa VPN khach hang.

Han ché caa md hinh VPN ngang hang 1a nha cung cap dich vu phai dap ung
duoc dinh tuyén khach hang cho dung va dam bao viéc hoi tu cia mang khach hang
khi c6 161 lién két. Ngoai ra, bo dinh tuyén P cua nha cung cip dich vu phai mang tat
ca cac tuyén caa khach hang.

1.3.4 Phan loai VPN va &ng dung

[3]Mang riéng 40 VPN cung cip nhiéu kha ning ung dung khac nhau. Yéu cau
co ban ddi véi VPN 1a phai diéu khién dugc quyén truy nhap cua khach hang, cac nha
cung cap dich vu ciing nhu cac d6i twong bén ngoai khac. Dya vao hinh thic tng dung
va nhitng kha ning ma mang riéng a0 mang lai, c6 thé phan ching thanh hai loai nhu
sau:

- VPN truy cap tir xa (Remote Access VPN)
- VPN diém t6i diém (Site-to-Site VPN)

Trong d6 VPN diém téi diém lai duoc chia thanh hai loai:

- VPN cuc b (Intranet VPN)
- VPN m¢ rong (Extranet VPN)

1.3.4.1 VPN truy cap ter xa

Cac VPN truy nhap tir xa cung cip kha nang truy nhap tir xa cho nguoi st dung
(hinh 1-3). Tai moi thoi diém, cac nhan vién hay chi nhanh van phong di dong c6 thé
sir dung cac phan mém VPN dé truy nhap vao mang caa cong ty théng qua gateway
hodc bo tap trung VPN (ban chit 1a mot server). Giai phap nay vi thé con duoc goi la
giai phép client/server. VPN truy nhap tir xa 1a kiéu VPN dién hinh nhat, béi vi chiing
c6 thé duoc thiét 1ap vao bat ké thoi diém nao va tir bat cir noi ndo c6 mang Internet.

VPN truy nhap tir xa mé rong mang cong ty ti nhirng nguoi stir dung thong qua
co so ha tang chia sé chung, trong khi nhitng chinh sach mang céng ty van duy tri.
Chuing c6 thé dung dé cung cap truy nhap an toan cho nhitng nhan vién thudng xuyén
phai di lai, nhitng chi nhanh hay nhitng ban hang cua cong ty. Nhiing kiéu VPN nay
duoc thuc hién thong qua co sé ha tang céng cong bang cach sir dung céng nghé
ISDN, quay s, IP di dong, DSL hay cong nghé cap va thudng yéu cau mot vai kiéu
phan mém client chay trén may tinh caa nguoi si dung.

Mot van dé quan trong 12 viéc thiét ké qué trinh xéac thuc ban dau dé dam bao
yéu cau duoc xuit phét tir mot ngudn tin cay. Thuong thi giai doan ban dau nay dua
trén ciing maot chinh sach vé bao mat cia cong ty. Chinh sach nay bao gém mat sb qui
trinh k¥ thuat va cac ung dung chu, vi du nhu Remote Authentication Dial-In User
Service (RADIUS), Terminal Access Controller Access Control System Plus
(TACACSH), ...
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Hinh 1 - 3 M6 hinh truy cdp VPN tur xa

Céc wu diém cua VPN truy nhap tir xa so véi cac phuong phap truy nhap tir xa
truyén thong 1a:

- VPN truy cap tir xa khdng can su hd trg caa nhan vién mang bai vi qué trinh
két ndi tir xa dugc cac ISP thuc hién

- Giam duoc cac chi phi cho két néi tir khoang cach xa boi vi cac két ndi
khoang cach xa dugc thay thé boi cac két ndi cuc bo thong qua mang
Internet

- Cung cap dich vu két ni gia ré cho nhimg nguoi sir dung ¢ xa

- Do két néi truy nhap 1a noi bd nén cac modem két ndi hoat dong ¢ toe do
cao hon so véi cach truy nhap khoang cach xa

Mic di ¢6 nhiéu wu diém nhung mang VPN truy nhap tir xa van con nhiing
nhuoc diém co hitu di cung nhu:

- VPN truy nhap tir xa khong hd trg céac dich vy dam bao QoS

- Nguy co bi mat dit liéu cao do cac goi c6 thé khong duoc phan phat dén noi
hoic bi mat

- Do thuét toan ma hoa phuc tap nén kich thudce tiéu dé goi tin giao thirc ting
mot cach dang ké

1.3.4.2 VPN diém téi diém

VPN diém t4i diém (Site-to-Site hay LAN-to-LAN) la giai phap két ndi cac hé
théng mang & nhitng noi khac nhau véi mang trung tm théng qua VPN. Trong tinh
hudng nay, qua trinh xac thuc ban dau cho ngudi st dung sé 1a quéa trinh xéc thyc gitra
céc thiét bi. Céc thiét bi nay hoat dong nhu Cong an ninh (Security Gateway), truyén
lru lwgng mot cach an toan tir Site nay dén Site kia. Cac thiét bi dinh tuyén hay tuong
ltra v&i hd trg VPN déu ¢ kha nang thuc hién két ndi nay. Su khac nhau giita VPN
truy nhap tir xa va VPN diém t6i diém chi mang tinh tuong trung. Nhiéu thiét bi VPN
méi c6 thé hoat dong theo ca hai cach nay.

VPN diém t6i diém c6 thé dugc xem nhu mot VPN cuc bo hoic mé rong xét tir
quan diém quan Iy chinh sach. Néu ha ting mang c6 chung mét ngudn quan ly, né c6
thé duoc xem nhu VPN cuc bo. Nguoc lai, né c6 thé duoc coi 1a mé rong. Véan dé truy
nhap gitta cac diém phai duoc kiém soét chit ché boi cac thiét bi twong tng.
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VPN cuc bé

VPN cuc bd 1a mét dang ciu hinh tiéu biéu caa VPN diém téi diém, duoc st
dung dé bao mat cac két ndi giita cac dia diém khac nhau cia mot ¢ong ty (hinh 1-4).
NG lién két try s chinh, cac vin phong, chi nhanh trén mot co sé ha tang chung st
dung céc két ndi ludn dugc ma hod bao mat. Piéu ndy cho phép tat ca cac dia diém co
thé truy nhap an toan cac ngudn dit liéu duoc phép trong toan bd mang caa cong ty.

Central site

PIX Firewall

( Van phong trung tam
Van phong & xa

Hinh 1 - 4 M6 hinh VPN cuc bé

VPN cuc bé cung cap nhitng dic tinh cia mang WAN nhu kha ning mé rong,
tinh tin cay va hd trg cho nhiéu kiéu giao thirc khac nhau vai chi phi thap nhung vén
dam bao tinh mém déo. Nhimng wu diém chinh caa giai phap VPN cuc b bao gom:

- Cac mang cuc bd hay dién rong co thé dugc thiét l1ap thong qua mot hay
nhiéu nha cung cap dich vu

- Giam dugc s6 nhan vién ky thuat hd trg trén mang ddi véi nhitng noi xa

- Do két nbi trung gian duoc thuc hién théng qua Internet nén né co thé dé
dang thiét 1ap thém mét lién két ngang hang mai

- Tiét kiém chi phi tir viéc st dung dudng ham VPN thdng qua Internet két
hop Vi cac cong nghé chuyén mach toc d6 cao

Tuy nhién giai phdp mang cuc bd dua trén VPN ciing ¢6 nhitng nhuoc diém di
cung nhu:

- Do dir liéu truyén “ngdm” qua mang cong cong nhu Internet nén van con
nhitng méi de doa vé murc d6 bao mat dit liéu va chat lwong dich vu (QoS)

- Kha ning céc goi dir liéu bi mat trong khi truyén dan van con khé cao

- Truong hop can truyén khéi luong 16n dit liéu nhu da phuong tién véi yéu
cau toc do cao va dam bao thoi gian thuc 14 thach thic 16n trong méi truong
Internet

VPN me régng

VPN m¢ rong duoc cau hinh nhu mot VPN diém téi diém, cung cap dudng
ham bao mat giira cac khach hang, nha cung cip va dbi tac thong qua mot co so ha
tang mang cong cong (hinh 1-5). Kiéu VPN nay st dung cac két ndi luon duoc bao
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mat va né khong bi co 1ap véi thé gidi bén ngoai nhu cac truong hop VPN cuc bo hay
truy nhap tur xa.

Remote site Central site

DSL

| é\ DSL A POP L
=2 cable 5 : %m:

PIX Firewall

Extranet
Business-to-business : Van phong

Vén phong trung tam

Intranet & xa

Hinh 1 - 5 M6 hinh VPN m¢ réng
Giai phap VPN m¢ rong cung cap kha ning diéu khién truy nhap téi nhiing

nguon tai nguyén mang can thiét dé ma rong téi nhitng ddi twong kinh doanh. Sy khéac
nhau gitra VPN cuc b va VPN mao rong la su truy nhap mang dugc cdng nhan & mot
trong hai dau cudi cua VPN.

Nhitng wu diém chinh cua mang VPN mé rong bao gom:

Chi phi cho VPN m¢ rong thap hon nhiéu so véi cac giai phap két néi khac dé
cung dat dugc mot muc dich nhu vay

D& dang thiét lap, bao tri va thay ddi ddi véi cac mang dang hoat dong

Do VPN mé rong duoc xay dyung trén mang Internet nén c6 nhiéu co hdi trong
viéc cung cap dich vu va chon lua giai phap phi hop véi cac nhu cau caa ting
cong ty

Céc két ndi Internet dwoc nha cung cap dich vu Internet bao tri nén cé thé giam
dugc sé lwong nhan vién ky thuat hd tro mang, va do vay giam dugc chi phi
van hanh cua toan mang

Bén canh nhitng uu diém trén, giai phap VPN ma rong ciing con nhimng nhuoc

diém di cung nhu:

Vén dé bao mat thong tin khé khin hon trong méi trudng mé rong nhu vay, va
diéu nay 1am ting nguy co rui ro dbi véi mang cuc bo cua cong ty

Kha nang mat mét dir liéu trong khi truyén qua mang cong cong van ton tai
Viéc truyén khéi luong 1on dix liéu véi yéu cau tde do cao va thoi gian thuc van
con 1a mét thach thic 16n can giai quyét

1.3.4.3 Ung dung VPN

Ca VPN truy nhap tir xa va VPN diém t6i diém déu cung cap giai phap dé xay

dung mang riéng ao cho doanh nghiép. Cac cong ty c6 thé mg rong mang ra nhiing noi
ma trude day khong thé mé rong. Trong nhiéu ¢ng dung, VPN cho phép tiét kiém chi
phi mot cach dang ké. Thay vi can nhiéu két nbi dén cling tru so chinh, giai phap VPN
tich hop luu lugng vao mot két ndi duy nhat, tao ra co hoi dé giam chi phi ca bén trong
va bén ngoai doanh nghiép.
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Mang Internet hién nay la mot ha tang tét, cho phép doanh nghiép thay doi
mang cua ho theo nhiéu chiéu hudéng. Boi véi cac cong ty 16n co thé dé dang nhan
thiy rang cac két néi WAN qua kénh thué riéng 1a rat ton kém va dang dan duoc thay
thé boi két néi VPN. Bdi véi dich vu truy nhap tir xa, thay vi ding cac duong két ndi
tbc d6 cham hoic cac dich vu kénh thué riéng dit tién, ngudi st dung bay gio di co
thé duoc cung cap céc dich vu truy nhap toc do cao véi gia thanh ré. Ngoai ra, nhing
nguodi diung co dong ciing c6 thé tan dung cac két ndi tbe d6 cao Ethernet trong cac
khach san, san bay hay noi céng cong dé phuc vu cho cdng viéc cia minh mot céch
hiéu qua. Chi riéng yéu tb cat giam chi phi cudc goi duong dai trong truong hop nay
cling d3 1a mot ly do rat thuyét phuc dé sir dung VPN.

Mt trong nhitng loi ich khac cua VPN 1a gilp cac cdng ty co thé trién khai
nhiéu tng dung moi trén nén thwong mai dién tir (e-Commerce) mot cach nhanh
chong. Tuy nhién, trong truong hop ndy mot vai yéu t ciing can phai dugc xem xét
mot cach can than. Céc tré ngai chinh caa Internet 12 bao mat, chat lugng dich vu, do
tin cay va kha nang quan ly.

1.4 Két luin chuong

Cac ky thuat mang duoc trinh by ¢ chuong nay 1a co sd ha ting cho viéc truyén
thong va 1a nén tang cua cac cong nghé mang dua trén IP nhu MPLS hay cac mang
riéng 4o (VPN). Chuong nay ciing trinh bay nhitng khai niém co ban vé VPN, céc
chire nang va dic diém cua VPN, tir d6 1am co sé phan loai VPN va dua ra cac thuan
loi cling nhu khé khan khi sir dung céc loai hinh VPN khac nhau.
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CHUONG 2. CAC GIAO THUC PUONG HAM
[7] C6 thé n6i dudng ham 1a mot trong nhitng khai niém nén tang cua VPN. Giao
thire duong ham thuc hién viée dong goi dir liéu vai céc phan tiéu dé twong tmg dé
truyén qua mang Internet. Trong chwong nay giéi thiéu vé cac giao thirc duong ham
phd bién dang ton tai hién nay va str dung cho VPN trén nén IP bao gém PPTP, L2TP,
IPSec.

2.1 Giéi thiéu c4c giao thirc dwong ham

Céc giao thirc dudng ham 1a nén tang cua cdng nghé VPN. C6 nhiéu giao thirc
duong ham khéc nhau va viéc sir dung giao thirc ndo lién quan dén cac phuong phap
X4c thue va ma héa di kém. Céc giao thirc duong ham phé bién gom:

= Giao thic chuyén tiép 1op 2 (L2F — Layer Two Forwarding)

» Giao thize dwong ham diém téi diém (PPTP — Point to Point Tunneling
Protocol)

= Giao thire dwrong ham lép 2 (L2TP — Layer Two Tunneling Protocol)

= Giao thuc bao mat IP (IPSec — Internet Protocol Security)

L2F va PPTP déu duoc phét trién dua trén giao thirc PPP (Point to Point
Protocol). PPP 1a mét giao thtic truyén thdng néi tiép 16p 2, c¢d thé st dung dé déng goi
dir liéu lién mang IP va hd tro da giao thuc 16p trén. Giao thac L2F do Cisco phét trién
doc lap, con PPTP 14 do nhiéu cong ty hop tac phéat trién. Trén co s& L2F va PPTP,
IETF da phat trién giao thie duong ham L2TP. Hién nay cac giao thic PPTP va L2TP
duoc sir dung con giao thirc L2F hau nhu khong con dugc ding

Trong cé4c giao thirc duong ham noi trén, IPSec 14 giai phap t6i wu vé mat an ninh
dir liéu. N6 hd tro cac phuong phap xac thyc va mat ma manh nhat. Ngoai ra, IPSec
con c6 tinh linh hoat cao, khéng bi rang budc boi bat ctr thuat toan xéac thuc hay mat
ma nao. IPSec ¢ thé sir dung ddng thoi cing véi cac giao thire duong ham khac dé
tang tinh an toan cho hé thdng. Tuy nhién dé tan dung kha ning dam bao an ninh di
liu caa IPSec thi can phai sir dung co so ha tang khéa coéng khai PKI (Pulic Key
Infrastructure) phic tap dé giai quyét cac van dé nhu ching thuc sb hay chit ky s6

Khéc véi IPSec, cac giao thuc PPTP va L2TP la cac chuan da duoc hoan thién,
nén san pham hd tro ching tuong d6i pho bién. PPTP c6 thé trién khai véi mot he
thdng mat khau don gian ma khong can sir dung PKI. Ngoai ra, PPTP va L2TP con c6
mot s6 wu diém khac so voi IPSec nhu kha ning hd trg da giao thic 16p trén

2.2 Giao thirc dwong him diém t6i diém — PPTP

Giao thic duong ham diém t6i diém duoc dua ra dau tién bai mot nhom céc
cong ty duoc goi 1a PPTP Forum. Y tudng co sd cua giao thuc nay 1 tach céc chuc
ning chung va riéng cua truy nhap tir xa, loi dung co sé ha tang Internet sén c6 dé tao
két ndi bao mat gitra nguoi dung ¢ xa (client) va mang riéng. Nguoi ding ¢ xa chi viéc
quay s t&i nha cung cip dich vu Internet dia phuong 1a c6 thé tao dudng ham bao mat
tai mang riéng cuaa ho.

Giao thizc PPTP duoc xay dung dua trén chirc ning cua PPP, cung cap kha ning
quay s6 truy nhap tao ra mot duong ham bao mat thong qua Internet dén site dich.
27



PPTP sir dung giao thirc dong goi dinh tuyén chung GRE duoc mo ta lai dé dong va
tach go6i PPP. Giao thirc ndy cho phép PPTP mém déo xtr ly cac giao thic khac khdng
phai IP nhu IPX, NETBEUL.

2.2.1 Hoat dong caa PPTP

PPP d3 tro thanh giao thirc truy nhap vao Internet va cac mang IP rat phd bién
hién nay. Lam viéc & 16p lién két dit liéu trong mé hinh OSI, PPP bao gdom céac phuong
thirc dong, tach gbi cho cac loai goi dit lieu khac nhau dé truyén ndi tiép. PPP c6 thé
dong cac goi IP, IPX, NETBEUI va truyén di trén két nbi diém-diém tir may giri dén
may nhan.

PPTP déng goi cac khung dit liéu cua giao thuc PPP vao cac IP datagram dé
truyén qua mang IP (Internet hoic Intranet). PPTP ding mot két ndi TCP (goi la két
ndi diéu khién PPTP) dé khoi tao, duy tri, két thic duong ham, va mot phién ban cua
giao thirc GRE dé dong goi cac khung PPP. Phan tai tin cia khung PPP c6 thé duoc
mat ma va/hoac nen.

PPTP sir dung PPP dé thuc hién cac chirc ning:

- Thiét lap va két thac két ndi vat ly
- Xé&c thyc nguoi dung
- Tao céc goi dir lieu PPP

PPTP gia dinh ton tai mot mang IP gitra PPTP client (VPN client sir dung
PPTP) va PPTP server (VPN server sir dung PPTP). PPTP client c6 thé duoc ndi truc
tiép qua viéc quay so téi may chu truy nhap mang NAS dé thiét 1ap két néi IP. Khi mot
két ndi PPP duoc thiét lap thi nguoi dung thuong da duoc xac thuc. Pay 1a giai doan
tuy chon trong PPP, tuy nhién no luén ludn dugc cung cap boi cac I1SP.

Viéc xac thuc trong quéa trinh thiét 1ap két ndi dua trén PPTP st dung céc co
ché xéc thuc cua két ndi PPP. Cac co ché xéac thuc d6 co thé Ia:;

- EAP (Extensible Authentication Protocol) — Giao thirc xac thuc meé rong

- CHAP (Challenge Handshake Authentication Protocol) — Giao thuc xac
thue doi hoi bt tay

- PAP (Password Authentication Protocol) — Giao thirc xac thuc mat khau

Véi PAP mat khau duoc gui qua két néi dudi dang van ban don gian va khong
c6 bao mat. CHAP 1a mét giao thirc xac thuc manh hon, sir dung phuong thuc bat tay
ba chiéu. CHAP chéng lai c4c vu tin cdng quay lai bang cach st dung cac gia tri thach
d6 (Challenge Value) duy nhét va khdng thé doan truéc dugc.

PPTP ciing thira hudng viéc mat ma va’hoac nén phan tai tin caa PPP. Bé mat
ma phan tai tin PPP c6 thé st dung phuwong thirc mi hoa diém téi diém MPPE
(Microsoft Point to Point Encryption). MPPE chi cung cidp mat ma muc truyén dan,
khong cung cap mat ma dau cudi dén dau cudi. Néu can s dung mat ma dau cudi dén
dau cudi thi cd thé sir dung IPSec dé mat ma luu luong IP gitra cac dau cudi sau khi
duong ham PPTP da duoc thiét lap.
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Sau khi PPP thiét Iap két néi, PPTP sir dung cac quy luat dong goi cuia PPP dé
dong cac goi truyén trong dudng ham. Pé tan dung wu diém cua két ndi tao ra boi PPP,
PPTP dinh nghia hai loai géi 1a diéu khién va dit liéu, sau d6 gan ching vao hai kénh
riéng 13 kénh diéu khién va kénh dit liéu. PPTP phan tach cac kénh diéu khién va kénh
va kénh dit liéu thanh ludng diéu khién vai giao thac TCP va ludng dir liéu véi giao
thac IP. Két ndi TCP tao gira may tram PPTP (client) va may cha PPTP (server) duoc
sir dung dé truyén thong bao diéu khién.

Céc goi dir lieu la dir liéu thong thuong cua ngudi dung. Cac géi diéu khién
duoc giri theo chu ky dé lay théng tin vé trang thai két ndi va quan Iy béo hiéu giira
tng dung khach PPTP va may chi PPTP. Cac goi diéu khién ciing dugc dung dé gui
c4c thong tin quan ly thiét bi, thong tin cau hinh gitta hai dau dudng ham.

Kénh diéu khién duoc yéu cau cho viéc thiét 1ap mot dudng ham gitra may tram
va may chu PPTP. May chi PPTP la mot server st dung giao thiac PPTP vaéi mot giao
dién ndi vai Internet va mot giao dién khac ndi voi Intranet, con phan mém client c6
thé nam ¢ may nguoi ding tir Xxa hoac tai may cha cua ISP.

2.2.2 Duy tri dwong ham bang két néi diéu khién PPTP

Két néi diéu khién PPTP 1a két néi gitra dia chi IP cia may tram PPTP (c6 cong
TCP duoc cip phat dong) va dia chi IP caa may chu PPTP (sir dung cong TCP danh
riéng 1723). Két ndi diéu khién PPTP mang c4c ban tin diéu khién va quan 1i duoc st
dung dé duy tri duong ham PPTP. C4c ban tin nay bao gém PPTP Echo-Request va
PPTP Echo-Reply dinh ky dé phat hién céac 16i két néi gita may tram va may cha
PPTP. Cac goi cua két ndi diéu khién PPTP bao gom tiéu dé IP, tiéu d& TCP, ban tin
diéu khién PPTP va tiéu dé, phan dudi cua 16p lién két dix liéu (hinh 2-1).

Tiéu dé A o o - Ban tin Phan dudi
lieén k&t di lieu Tiéu de 1P Tiéu dé TCP | yiay khién PPTP | lién két di liéu

Hinh 2 - 1 Goi diz lidu két néi diéu khien PPTP

2.2.3 Poéng géi dir ligu dwong ham PPTP
Dong goi khung PPTP va GRE

Dit liéu duong ham PPTP dugc dong géi thong qua nhiéu mac. Hinh 2-2 14 cdu
trac dix liéu da dugc dong goi.

. . . . Tai PPP duoc .
Tiéu de Tiéu de | Tiéu de | Tiéu de ma hoa Phan duoi
lién ket dit liéu IP GRE | PPP (IP, IPX, NETBEUI) lién ket di liéu

Hinh 2 - 2 Déng géi dix liéu dwong ham PPTP

Phan tai cua khung PPP ban dau duoc mat mi va déng goi véi tiéu dé PPP dé
tao ra khung PPP. Khung PPP sau d6 duoc dong goi voi phan tiéu dé cua phién ban
giao thirc GRE stra doi.
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GRE la giao thirc dong g6i chung, cung cip co ché dong goi dir lieu dé dinh
tuyén qua mang IP. Dbi voi PPTP, phan tiéu dé cia GRE duoc stra doi mot s6 diém
nhu sau:

- Mot trrong Xac nhan dai 32 bit dugc thém vao

- Mot bit x4c nhan duoc st dung dé chi dinh sy ¢ mat cua trudong xac nhan
32 bit

- Truong Key duoc thay thé bang truong dé dai Payload 16 bit va truong chi
6 cugc goi 16 bit. Truong chi s6 cudc goi dugc thiét 1ap boi may tram
PPTP trong qué trinh khoi tao dudng him PPTP

Dong goi IP
Phan tai PPP (dd duoc mat ma) va cac tiéu dé GRE sau d6 duoc dong goi véi

mot tiéu dé& IP chta cac thong tin dia chi nguén va dich thich hop cho may tram va
may chu PPTP.

Déng goi l6p lien két dir liéu

Dé c6 thé truyén qua mang LAN hoic WAN, goéi IP cudi cing s& dugc déng goi
vGi mot tiéu dé va phan dudi cua l6p lién két dit lieu o giao dién vat 1y dau ra. Vi du,
néu goi IP dwoc guri qua giao dién Ethernet, nd s& duoc goi véi phan tiéu dé va dudi
Ethernet. Néu goi IP duoc giri qua duong truyén WAN diém toi diém (nhu dudng dién
thoai twong tu hoac ISDN), n6 s& dugce dong goéi voi phan tiéu dé va dudi cua giao thic
PPP.

So dé dong goi

Hinh 2-3 1a vi du so d6 dong goi PPTP tir mot may tram qua két ndi truy nhap
VPN tir xa su dung modem tuong tu.

Y
TCP/IP IPX NetBEUI
v Y ---------- Bat dau goi 6 day
NDIS
NDISWAN
\J Y
L2TP PPTP ATM X.25 ISDN

Tiéu délién | Tieudé | Tiéudé | Tiéu dé | Tai PPP dudc ma héa | Phan dudi lién
két dii liéu 1P GRE PPP (IP, IPX, NetBEUI) két dii liéu

Cau truc gaéi tin cudi cung
Hinh 2 - 3 So @6 doéng géi PPTP
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Qua trinh dong goi dugc mo ta cu thé nhu sau:

Céc go6i IP, IPX hoac khung NetBEUI dugc dua tdi giao dién ao dai dién
cho két ndi VPN bang giao thtrc trong ung st dung NDIS (Network Driver
Interface Specification).

NDIS dua goi dit liéu téi NDISWAN, noi thuc hién ma hoa, nén di liéu va
cung cap tiéu d& PPP. Phén tiéu d& PPP nay chi gém trudng ma sé giao thirc
PPP (PPP Protocol ID Field), khong c6 cac truong Flags va FCS (Frame
Check Sequence). Gia dinh truong dia chi va diéu khién da dugc thoa thuan
& giao thuc diéu khién duong truyén LCP (Link Control Protocol) trong qué
trinh két ndi PPP.

NDISWAN gui dir liéu toi giao thiec PPTP, noi dong goi khung PPP vai
phan tiéu d& GRE. Trong tiéu dé GRE, truong chi s6 cudc goi duoc dit gia
trj thich hop dé xac dinh duong ham.

Giao thirc PPTP sau d6 s& guri g6i vira hinh thanh t6i TCP/IP.

TCP/IP dong goi dit liéu dudng ham PPTP véi phan tiéu dé IP, sau d6 gui
két qua toi giao dién dai dién cho két ndi quay sé toi ISP cuc bd sir dung
NDIS.

NDIS giri g6i tin t6i NDISWAN, noi cung cap c&c phan tiéu dé va dudi
PPP.

NDISWAN giri khung PPP két qua t6i cong WAN twong tmg dai dién cho
phan cang quay s6 (vi du, cong khong dong bo cho két ndi modem).

2.2.4 Xir ly dir liéu tai dau cudi dwong ham PPTP
Khi nhan duoc dit liéu duong ham PPTP, may tram va may chu PPTP s& thuc
hién cac budc sau:

Xir Iy va loai b phan tiéu dé va dudi cua I6p lién két di lieu;
Xt ly va loai bo tiéu dé IP;

Xt ly va loai bo tiéu dé GRE va PPP;

Giai ma va/hoac giai nén phan tai PPP (néu can thiét);

Xir ly phan tai tin d& nhan hoac chuyén tiép.

2.2.5 Trién khai VPN dya trén PPTP
Pé trien khai VPN dua trén giao thic PPTP yéu cau hé théng téi thiéu phai co
c4c thanh phan thiét bi nhu chi ra trén hinh 2-4, cu thé bao gom:

Mot may cha truy nhap mang dung cho phuong thirc quay sé truy nhap bao
mat vao VPN;

Mot may cha PPTP;

May tram PPTP véi phan mém client can thiét.
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Két ndi
Client -LAN

mangPPTP mang PPTP

Két nbi 'Bo tap trung
LAN-LAN Aty cap mang PPTP

uuuuuuuu
Mang riéng
duogc bao vé

Mang riéng
duoc bao vé

Client PPTP

Hinh 2 - 4 Céc thanh phan cua hé thong cung cdp VPN dwa trén PPTP

Cac may chu PPTP cd thé dat tai mang cta khach hang va do nhan vién trong
cong ty quan ly.

May chs PPTP

May cha PPTP thuc hién hai chic ning chinh: dong vai tro 1a diém két ndi cua
duong ham PPTP va chuyén cac goi dén tir dwong ham toi mang LAN riéng. May chu
PPTP chuyén cac goi dén may dich bang cach xt Iy goi PPTP dé c6 duoc dia chi mang
ciia may tinh dich. May chi PPTP ciing c6 kha nang loc goi. Bing cach sir dung co
ché loc goi PPTP may chi cd thé ngin cim, chi cho phép truy nhap vao Internet, mang
riéng hay ca hai.

Thiét 1ap may chu PPTP tai site mang ¢ mot han ché néu nhu may cha PPTP
nam sau tuong lra. PPTP dugc thiét ké sao cho chi ¢ mot cong TCP 1723 duoc st
dung dé chuyén dir liéu di. Sy khiém khuyét cua ciu hinh céng nay c6 thé lam cho
tuong Ira dé bi tn cong hon. Néu nhu tudng lira dugc cau hinh dé loc gdi thi phai
thiét Iap no cho phép GRE di qua.

Phan mém client PPTP

Néu nhu céc thiét bi cia ISP d4 hd trg PPTP thi khdng can phan cang hay phan
mém b sung nao cho cac may tram, chi can mot két ndi PPP chuan. Néu nhu cac thiét
bi caa ISP khong hd trg PPTP thi mot phan mém tng dung client van c6 thé tao két
ndi bao mat bang cach dau tién quay so két ni toi ISP bang PPP, sau d6 quay sd mot
lan nira thdng qua céng PPTP ao dugc thiét 1ap ¢ may tram.

Phan mém client PPTP d3 c6 san trong Windows 9x, NT va cac hé diéu hanh
sau nay. Khi chon client PPTP can phai so sanh cé&c chirc niang cua nd véi may cha
PPTP da c6. Khong phai tat ca cac phan mém client PPTP déu hd tro MS-CHAP, néu
thiéu céng cu nay thi khdng thé tan dung dugc wu diém ma hoé trong RRAS.

May cha truy cdp mang

May chu truy nhap mang NAS (Network Access Server) con c0 tén goi khac la
may chu truy nhap tr xa RAS (Remote Access Server) hay bo tap trung truy nhap
(Access Concentrator). NAS cung cap kha nang truy nhap duong day dua trén phan
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mém, c¢6 kha ning tinh cudc va co kha niang chiu dung I8i tai ISP POP. NAS cua ISP
duoc thiét ké cho phép mot s6 lugng 16n ngudi ding cd thé quay sé truy nhap vao
cung mét ldc.

Néu mot ISP cung cap dich vu PPTP thi can phai cai mot NAS cho phép PPTP
dé hd tro cac client chay trén cac nén khac nhau nhu Unix, Windows, Macintosh, v.v.
Trong trudng hop nay, may chu ISP déng vai tro nhu mét client PPTP két ndi véi may
cha PPTP tai mang riéng va may chi ISP tré thanh mot diém cudi cua duong ham,
diém cudi con lai 1a may chu tai dau mang riéng.

2.2.6 Uu nhuoe diém va wng dung cia PPTP

Uu diém cua PPTP 1a duoc thiét ké dé hoat dong & 16p 2 (lién két dir liéu) trong
khi IPSec chay & I6p 3 cua md hinh OSI. Bang cach hd tro viéc truyén dix liéu ¢ 16p 2,
PPTP c6 thé truyén trong dudng ham bang cac giao thuc khéc IP trong khi IPSec chi
c6 thé truyén cac goi IP trong duong ham.

Tuy nhién, PPTP 1a mot giai phap tam thoi vi hau hét cac nha cung cp déu c6
ké hoach thay thé PPTP bang L2TP khi ma giao thic nay da duoc chuan hoa. PPTP
thich hop cho quay s truy nhap véi s6 lugng nguoi ding gisi han hon 1a cho VPN két
ndi LAN-LAN. Mot van dé caa PPTP la xtr ly x4c thuc ngudi ding théng qua
Windows NT hay théng qua RADIUS. May chu PPTP ciing qua tai voi mot sé luong
ngudi dung quay sé truy nhap hay mét luu lugng 16n dit liéu truyén qua, ma diéu nay
la mot yéu cau cua két néi LAN-LAN.

Khi str dung VPN dua trén PPTP ma c6 hd tro thiét bi cua ISP thi mot s quyén
quan ly phai chia sé¢ cho ISP. Tinh bao mat caa PPTP khdng manh bang IPSec. Tuy
nhién, quan y bao mat trong PPTP lai don gian hon.

2.3 Giao thire dwong ham l6p 2 — L2TP
2.3.1 Hoatdgngcua L2TP

Dé tranh viéc hai giao thic duong ham khong twong thich cing ton tai gay kho
khan cho nguoi st dung, IETF da két hop hai giao thic L2F va PPTP va phét trién
thanh L2TP. L2TP duoc xay dung trén co sé tan dung cac uu diém cua ca PPTP va
L2F, d6ng thoi ¢ thé str dung duoc trong tat ca cac trudng hop tng dung cua hai giao
thire nay. L2TP duoc md ta trong khuyén nghi RFC 2661.

Mot duong ham L2TP c6 thé khoi tao tir mot PC ¢ xa quay vé L2TP Network
Server (LNS) hay tir L2TP Access Concentrator (LAC) vé LNS. Mic du L2TP van
dung PPP, n6 dinh nghia co ché tao duong ham cua riéng né, tly thudc vao phuong
tién truyén chir khong ding GRE

L2TP dong goi cac khung PPP dé truyén qua mang IP, X.25, Frame Relay hoac
ATM. Tuy nhién, hién nay méi chi c6 L2TP trén mang IP dugc dinh nghia. Khi truyén
qua mang IP, cac khung L2TP dugc dong goi nhu cac ban tin UDP. L2TP c6 thé duoc
s dung nhu mét giao thic dudng ham théng qua Internet hoic cac mang riéng
Intranet. L2TP dung cé4c ban tin UDP qua mang IP cho cac di liéu duong ham ciing
nhu cac dit liéu duy tri dudng ham. Phan tai caa khung PPP di dong goi c6 thé duoc
mat ma va nén. Mat ma trong cac két ndi L2TP thuong duoc thuc hién boi IPSec ESP
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(cht khéng phai MPPE nhu ddi vai PPTP). Ciing c6 thé tao két ndi L2TP khong st
dung mat ma IPSec. Tuy nhién, day khong phai 12 két ndi IP-VPN vi dir liéu riéng
duoc dong goi boi L2TP khong duoc mat ma. Cac két nbi L2TP khéng mat ma co thé
st dung tam thoi dé sira cac 161 két ndi L2TP dung 1PSec.

L2TP gia dinh ton tai mang IP gita may tram (VPN client ding giao thuc
duong ham L2TP va IPSec) va may chi L2TP. May tram L2TP c6 thé dugc ndi truc
tiép voi mang IP dé truy nhap tgi may chu L2TP hoic gian tiép thdng qua viéc quay sb
t6i may cha truy nhap mang NAS dé thiét 1ap két ndi IP. Viéc xac thuc trong qua trinh
hinh thanh duong ham L2TP phai sir dung cac co ché xac thuc trong két néi PPP nhu
EAP, MS-CHAP, CHAP, PAP. My chu L2TP Ia may chi IP-VPN sir dung giao thc
L2TP véi mét giao dién ndi véi Internet va mét giao dién khac ndi voi mang Intranet.

L2TP c6 thé dung hai kiéu ban tin 1a diéu khién va dit liéu. CAc ban tin diéu
khién chiu trach nhiém thiét 1ap, duy tri va hay cac dudng ham. Cac ban tin dit liéu
duoc sir dung dé dong goi cac khung PPP duoc chuyén trén duong ham. Cac ban tin
diéu khién dung co ché diéu khién tin cay bén trong L2TP dé dam bao viéc phan phdi,
trong khi cac ban tin dir liéu khong dwoc gui lai khi bi mat trén duong truyén.

2.3.2 Duy tri dwong ham biang ban tin diéu khién L2TP

Khoéng gidng PPTP, viéc duy tri dudng him L2TP khéng duoc thuc hién théng
qua mot két ndi TCP riéng biét. Cac luu luong diéu khién va duy tri cudc goi dugc giri
di nhu cac ban tin UDP giita may tram va may cha L2TP (déu st dung cong UDP
1701).

Cac ban tin diéu khién L2TP qua mang IP duoc gui nhu cac goi UDP. G6i UDP
lai duwgc mat ma bai IPSec ESP nhu trén hinh 2-5

Tiéu dé Phan dudi Phan dudi

Tiéu delieén | 15, ga 1P IPSec Tiéu ge Ban tin L2TP IPSec xac thuc | ;a5 vat du
k&t du liéu uUDP IPSec N
> ESP ESP b= lieu

Hinh 2 - 5 Bdn tin diéu khién L2TP

Vi khong st dung két ndi TCP, L2TP dung thir tu ban tin dé dam bao viéc
truyén cac ban tin L2TP. Trong ban tin diéu khién L2TP, truong Next-Received
(twong tu nhu TCP Acknowledgment) va Next-Sent (twong tu nhu TCP Sequence
Number) duoc str dung dé duy tri thir tu cac ban tin diéu khién. Cac géi khong dung
thr tu bi loai bo. Cac truong Next-Sent va Next-Received ciing ¢ thé duoc sir dung
dé truyén dan tuan tu va diéu khién ludng cho céc dix liéu dudng ham.

L2TP hd tro nhiéu cudc goi trén mdi duong ham. Trong ban tin diéu khién
L2TP va phén tiéu dé L2TP cua dit liéu duong ham ¢ mot ma sé duong ham (Tunnel
ID) dé xac dinh dudng ham, va mot ma nhan dang cudc goi (Call ID) dé xac dinh cudc
goi trong duong ham do.

2.3.3 Poéng géi dir liéu dwdng ham L2TP
Dit liéu duong ham L2TP dugc thyc hién théng qua nhiéu mirc dong gbi nhu
sau:
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Péng géi L2TP. Phan tai PPP ban dau duoc dong gbi voi mot tiéu dé PPP
va mot tiéu dé L2TP

Péng g6i UDP. GOi L2TP sau d6 dugce dong goi véi mot tiéu dé UDP, cac
dia chi cong ngudn va dich duge dat bang 1701.

Dong goi IPSec. Tuy thudc vao chinh sach IPSec, goéi UDP dugc mat mé va
dong goi véi tiéu dé IPSec ESP, dudi IPSec ESP, dudi IPSec Authentication.
Péng goi IP. Goi IPSec duoc dong goi véi tiéu dé IP chira dia chi IP ngudn
va dich ctia may tram va may chu.

Péng goéi 16p lién két di lidu. Dé truyén di duoc trén duong truyén LAN
hoac WAN, gdi IP cudi cing s& dugc dong gbi voi phan tiéu dé va dudi
tuong ung vai ky thuat 16p lién két di liéu caa giao dién vat Iy dau ra. Vi
du, khi géi IP duoc guri vao giao dién Ethernet, n6 sé€ duoc dong goi vai tiéu
dé va dudi Ethernet. Khi cac géi IP dugc giri trén dudng truyén WAN diém
ti diém (chang han duong day dién thoai ISDN), chiing dugc déng goi véi
tiéu dé va dudi PPP.

Hinh 2-6 chi ra cdu tric cudi cing cua goi di liéu duong ham L2TP trén nén

IPSec.
Titude | i g | T80 481 o g8 | Tiou dd| Tieu dé| T8 PPP | ppan qusi| Fhandudi | Phan duodi
lién keét P IPSec UDP | L2TP PPP (1P, IPX, IPSec ESP nhéan thuc lién két
dir liéu ESP NetBEUI) IPSec ESP dir liéu
4 Pugc ma hoa :
i: Puoc xac thuc >

Hinh 2 - 6 Déng géi dir liéu dwong ham L2TP

Hinh 2-7 1a so d6 dong goi L2TP tir mot may tram VPN thdng qua két ndi truy
nhap tr xa sir dung modem tuong tu.

;

I I
IPSec [ TCP/IP ‘ ‘ 1PX ‘ ‘ NetBEUI
!
A 4 A ZBEESm— Bat dau goi 8 day
NDIS
v v NDISWAN
L2TP ‘ ‘ PPTP ‘ ‘ ATM ‘ ‘ X.25 ‘ ‘ ISDN
Tiéu Tieu Tiéu dé Tiéu Tiéu Tiéu Tai PPP Phan dudéi| Phan dudbi Phan
dée ge 1P IPSec dée dée dée (1P, IPX, IPSec nhan thuc dudi
PPP ESP UDP L2TP PPP NetBEUI) ESP IPSec ESP PPP

Cau trac goi tin cudi cung

Hinh 2 - 7 So d@6 déng g6i L2TP

Qua trinh dong goi duoc thuc hién thdong qua cac bude nhu sau:
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- GOi tin IP, IPX hodc NetBEUI duoc dua téi giao dién ao dai dién cho két ndi
VPN sir dung NDIS bing giao thire thich hop.

- NDIS dua cac géi toi NDISWAN, tai day c6 thé nén va cung cip tiéu dé PPP
chi bao gom truong chi sé giao thirc PPP. Cac truong Flag hay FCS khang
duogc thém vao.

-  NDISWAN gui khung PPP té6i giao thuc L2TP, noi dong goi khung PPP voi
mot tiéu dé L2TP. Trong tiéu dé L2TP, chi s6 dudng ham va chi sé cudc goi
duoc thiét 1ap véi cac gia tri thich hop dé xac dinh duong ham.

- Giao thirc L2TP guri gbi thu duoc t6i TCP/IP véi thong tin dé giri g6i L2TP nhu
mot ban tin UDP tir cong UDP 1701 t6i cong UDP 1701 theo cac dia chi IP cua
may tram va may chu.

- TCP/IP xay dung goi IP voi cac tiéu dé IP va UDP thich hop. IPSec sau do s&
phan tich géi IP va so sanh né vai chinh sach IPSec hién thoi. Dya trén nhitng
thiét 1ap trong chinh sach, IPSec dong goi va mat ma phan ban tin UDP cua goi
IP st dung cac tiéu dé va dudi ESP phu hop. Tiéu dé IP ban dau véi trudng
Protocol dugc dat 1a 50 va thém vao phia trudc cta géi ESP. TCP/IP sau do6 guri
6i thu duoc téi giao dién dai dién cho két ndi quay sb téi ISP cuc bo st dung
NDIS.

- NDIS giri s6 téi NDISWAN.

- NDISWAN cung cép tiéu dé va dudi PPP, sau d6 giri khung PPP thu duoc téi
cong thich hop dai dién cho phan cang dial-up

2.3.4 Xir ly dir liéu tai diu cudi dwong ham L2TP trén nén IPSec
Khi nhan duoc dir liéu duong ham L2TP trén nén IPSec, may tram va may chu
L2TP sé thuc hién cac budc sau:
- Xt ly va loai bo tiéu dé va duéi cua 16p lién két dit lidu.
- Xir ly va loai bo tiéu dé IP.
- Dung phan dudi IPSec ESP Auth dé xé4c thyc tai IP va tiéu dé IPSec ESP.
- Dung tiéu dé IPSec ESP d¢ giai ma phan goi di mat ma.
- Xt Iy tiéu dé UDP va giri goi ti L2TP.
- L2TP dung chi s6 dudng ham va chi sb cudc goi trong tiéu dé L2TP dé xac dinh
duong ham L2TP cu thé.
- Dung tiéu dé PPP dé xac dinh tai PPP va chuyén tiép nd toi dung giao thuc dé
xu ly.
2.3.5 Trién khai VPN dwa trén L2TP
Hé théng cung cap VPN dua trén L2TP bao gém céc thanh phan co ban sau: bo
tap trung truy nhap mang, may cha L2TP va cadc may tram L2TP (hinh 2-8).
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Client | 2TP

Két ndi
Client -LAN

-
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iter Computer —
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mang L2TP
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-

Computer

mang L2TR
Két ndi 0 tap trung :
LAN-LAN Aty cap mang L2TP

Computer
Mang riéng
duogc bao vé

Mang riéng
duoc bao vé

Hinh 2 - 8 Cac thanh phan hé théng cung cap VPN dia trén L2TP
May cha L2TP

May chi L2TP ¢6 hai chitc ning chinh: dong vai tro 1a diém két thic cua duong
ham L2TP va chuyén cac goi dén tir duong ham dén mang LAN riéng hay nguoc lai.
May chu chuyén cac goi dén may tinh dich bang cach xir Iy goi L2TP dé c¢6 duoc dia
chi mang cua may tinh dich.

Khong giéng nhu may cha PPTP, may cha L2TP khong c6 kha ning loc cac
goi. Chirc nang loc goéi trong L2TP duoc thuc hién baoi twong lra. Tuy nhién trong thuc
té, nguoi ta thuong tich hop méay cha mang va tudng lra. Viéc tich hop nay mang lai
maot s6 vu diém hon so véi PPTP, d6 1a:

- L2TP khong doi hoi chi c6 mot cong duy nhit gan cho tudng lira nhu trong
PPTP. Chuong trinh quan ly c6 thé tuy chon cong dé gan cho tuong lia,
diéu nay gay kho khin cho ké tan céng khi ¢ ging tan cong vao mot cong
trong khi cong d6 co thé da thay doi.

- Ludng dix lidu va thong tin diéu khién duoc truyén trén ciing mot UDP nén
viéc thiét lap twong lua s& don gian hon. Do mot sé tudng lira khong hd tro
GRE nén ching tuong thich v&i L2TP hon 1a voi PPTP.

Phan mém Client L2TP

Néu nhur céc thiét bi cia ISP di hd trg L2TP thi khéng can phan cing hay phan
mém bd sung nao cho cac may tram, chi can két ndi chuan PPP 1a du. Tuy nhién, véi
c4c thiét lap nhu vay thi khong sir dung duoc ma hod cua IPSec. Do vay ta nén sir
dung cac phan mém client twong thich L2TP cho két ndi L2TP VPN.

Mot sb ddc diém cua phan mém client L2TP la:

- Tuong thich v&i cac thanh phan khac cua IPSec nhu may chu ma hod, giao
thire chuyén khod, giai thuat ma hoa, ...

- Pua ra mét chi bao 16 rang khi IPSec dang hoat dong;

- Ham bam (hashing) xtr ly dugc cac dia chi IP dong;
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- C6 co ché bao mat khoa (ma hoé khod véi mat khau);
- C6 co ché chuyén d6i ma hoa mot cach ty dong va dinh ky;
- Chan hoan toan cac luu lugng khéng IPSec.

Bé tdp trung truy cdp mang

ISP cung cap dich vu L2TP can phai cai mot NAS cho phép L2TP dé hd trg cac
may tram L2TP chay trén nén cac hé diéu hanh khac nhau nhu Unix, Windows,
Macintosh,...

Céc ISP ciing ¢ thé cung cip cac dich vu L2TP ma khong can phai thém cac
thiét bi hd trg L2TP vao may cha truy nhap caa ho, diéu nay doi hoi tat ca ngudi ding
phai ¢6 phan mém client L2TP tai may cta ho. Khi d6 nguoi ding cé thé sir dung dich
vu cta nhiéu ISP trong truong hop mé hinh mang cua ho rong 16n vé mat dia ly.

2.3.6 Uu nhwoe diém va &ng dung cia L2TP

L2TP 12 mot thé hé giao thic quay s truy nhap VPN phat trién sau. N6 phoi
hop nhimg dic tinh t6t nhat cia PPTP va L2F. Hau hét cac nha cung cap san pham
PPTP déu dua ra cac san pham tuong thich voi L2TP.

Mic du L2TP chi yéu chay trén mang IP, nhung kha ning chay trén cac mang
céng nghé khac nhu Frame Relay hay ATM di l1am cho n6 thém pho bién. L2TP cho
phép mot lugng 16n khach hang tir xa duoc két ndi vao VPN ciing nhu 13 cac két ndi
LAN-LAN c¢6 dung luong 16n. L2TP c6 co ché diéu khién ludng dé lam giam tic
nghén trén dudng ham L2TP.

Viéc lva chon mot nha cung cip dich vu L2TP ¢6 thé thay doi tuy theo yéu cau
thiét ké mang. Néu thiét ké mot VPN doi hoi ma hoa dau cudi téi dau cudi thi can cai
cac client trong thich L2TP tai cac tram tur xa va thoa thuan véi ISP la sé xi ly ma hoa
tr may dau xa dén tan may cha cua VPN. Néu xay dyng mot mang véi muac do bao
mat thap hon, kha ning chiu dung 15i cao hon va chi muén bao mat dir liéu khi n6 di
trong duong ham trén Inernet thi thoa thuan véi ISP dé ho hd trg LAC va ma hoa di
liéu chi tir doan LAC dén LNS cua mang riéng.

L2TP cho phép thiét 1ap nhiéu duong ham véi cing LAC va LNS. Mdi duong
ham c6 thé gan cho mot nguoi dung xac dinh hoic mot nhém nguoi ding va gan cho
cac moi truong khac nhau tuy theo thudc tinh chat lwong dich vu QoS ciia ngudi sir
dung.

2.4 Giao thac IPSec

2.4.1 Hoat dong caa IPSec

[5] IPSec dam bao tinh tin cdy, tinh toan ven va tinh xac thuc truyén dit liéu qua
mang cdng cong. IPSec dinh nghia hai loai tiéu dé cho géi IP diéu khién qua trinh xéac
thuc va ma hoa: mot 1a xéc thue tiéu dé Authentication Header (AH), hai 1a déng géi
bao mat tai Encapsulating Security Payload (ESP). Xac thyc tiéu d& AH dam bao tinh
toan ven cho nhitng tiéu dé goi va dit liéu. Trong khi d6 dong goi bao mat tai ESP thyc
hién ma hoa va dam bao tinh toan ven cho goi dit liéu nhung khong bao vé tiéu dé cho
g6i IP nhu AH. IPSec sir dung giao thic IKE (Internet Key Exchange) dé thoa thuan
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lien két bao mat SA gitra hai thuc thé va trao ddi cac thdng tin khoa. IKE can duogc su
dung phan 16n cac tng dung thuc té dé dem lai thdng tin lién lac an toan trén dién rong

= Xé&c thue tiéu dé AH: AH 1a mot trong nhitng giao thirc bao mat IPSec dam
bao tinh toan ven cho tiéu dé géi va dit lidu ciing nhu viéc chiing thuc nguoi
sir dung. N6 dam bao chng phat lai va chong xam nhap trai phép nhu mot
ty chon. Trong nhitng phién ban dau cua IPSec déng goi bao mat tai ESP
chi thuc hién mé hoa ma khdng c6 chung thuc nén AH va ESP dugc dung
két hop con & nhitng phién ban sau ESP di c6 thém kha ning ching thuec.
Tuy nhién AH van dugc dung do dam bao viéc chirng thyuc cho toan b tiéu
dé va dit liéu cling nhu viéc don gian hon dbi véi truyén tai di liéu trén
mang IP chi yéu cau chang thuc
AH c6 hai ché do: Transport va Tunnel (xem hinh 2-9). Ché d6 AH
Tunnel tao ra tiéu dé& IP cho mdi g6i con ché do Transport AH khéng tao ra
tiéu dé IP méi. Hai ché do6 AH ludn dam bao tinh toan ven (Integrity), chiing
thuc (Authentication) cho toan bo goi.

AH - ché d6 duéng ham Tidudé | Tiuds | Tidu J8 Tai tin
mai AH gdc

Buwoc xac thuc -

AH - ché a5 truyén tai Tigu de Tieu de Tai tin
goc A

Bwgc xac thuc

Hinh 2 - 9 Xu# ly g6i tin AH ¢ hai ché do: truyeén tdi va dwong ham

= Xir ly dam bao tinh toan ven: IPSec dung thuat toan mé ching thuc thong
bao bam HMAC (Hash Message Authentication Code) thuong la HMAC-
MD5 hay HMAC-SHA-1. Noi phat gia tri bam duoc dua vao goi va giri cho
noi nhan. Noi nhan s& tai tao gia tri bam bang khoa chia sé va kiém tra su
trung khop gia tri bam qua d6 dam bao tinh toan ven cua goéi dir liéu. Tuy
nhién 1PSec khong bao vé tinh toan ven cho tat ca cac truong trong tiéu dé
IP. Mot s6 truong trong tiéu dé IP nhu TTL (Time to Live) va truong kiém
tra tiéu dé IP c6 thé thay ddi trong qua trinh truyén. Néu thuc hién tinh gia
tri bam cho tit ca cac trudng cua tiéu dé IP thi nhitng trudng di néu & trén
s& bi thay doi khi chuyén tiép va tai noi nhan gia tri bam s& khac. Dé giai
quyét van dé nay gié tri bam s& khong tinh dén nhimng truong cua tiéu dé IP
c6 thé thay ddi hop phap trong qué trinh truyén.

= ESP ciing c¢6 hai ché d9: Transport va Tunnel (xem hinh 2-10). Ché do
Tunnel ESP tao tiéu dé& IP mé&i cho mdi goi. Ché do nay c6 thé ma hoa va
dam bao tinh toan ven cua dir liéu hay chi thuc hién méa héa toan bo goéi IP
g6c. Viéc ma hoa toan bo goi IP (gom ca tiéu dé IP va tai IP) gitip che duoc
dia chi IP gdc. Ché do Transport ESP dung lai tiéu dé cua goi IP goc chi ma
hoa va dam bao tinh toan ven cho tai cua goi IP gbc. Ca hai ché d6 ching
thue dé dam bao tinh toan ven nhung dugc luu & truong ESP Auth
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fane . | Tieudé | Tiéudgé
ESP - che dé truyen tai géc ESP Tai tin

-—— BPugec matma —

'«———— Puoc xac thwe ——p»

ESP - ché d6 duong ham | |'cude | Tiéude | Tieude Tai tin
mai ESP gée

-« Pugcmitmid —

l¢—— Puogcxacthue ——»
Hinh 2 - 10 Xz ly g6i tin ESP ¢ hai ché dg: truyén tdi va dwong ham

= Xir ly m& hda: ESP dung hé mat ma ddi xing dé ma hoa goi dir liéu, nghia
1a thu va phat déu ding mot loai khoa dé ma hoa va giai ma dir liéu. ESP
thuong dung loai ma khdi AES-CBC (AES-Cipher Block Chaining), AES-
CTR (AES Counter Mode) va 3DES
= Lién két an ninh: IPSec cung cip nhiéu lua chon dé thuc hién céc giai phéap
mat ma va xéc thuc ¢ 16p mang. Phan nay s& dinh nghia cac thi tuc quan Iy
an ninh cho ca IPv4 va IPv6 dé thuc thi AH, ESP hoic ca hai, phu thudc vao
lya chon cua nguoi st dung. Khi thiét 1ap két ndi IPSec, hai bén phai xéac
dinh chinh xéc céc thuat toan nao s& dugc sir dung, loai dich vu ndo can dam
bao an ninh. Sau d6 bat dau xu 1y thuong luong dé chon mot tap cac tham sé
va Ccac giai thuat ap dung cho ma héa bao mat hay xac thuc. Nhu trén da gidi
thiéu, dich vu bao mat quan hé gitta hai hay nhiéu thuc thé dé thoa thuan
truyén thong an toan dugc goi 12 lién két an ninh SA.
= Trao d6i khéa mi IKE (Internet Key Exchange): Trong truyén thong st
dung giao thirc IPSec phai co sy trao ddi khoa gitra hai diém két ndi, do do
doi hoi phai c6 co ché quan 1y khoa. Co hai phuong phap chuyén giao khoa
d6 1a chuyén khoa bang tay va chuyén khoa bang giao thirc IKE. Mot hé
théng IPSec phu thudc phai hd trg phuwong thirc chuyén khda bing tay.
Phuong thtic chia khoa trao tay chiang ha khoa thuong mai ghi trén gidy.
Phuong thirc nay chi phu hop vai s lwong nho céac Site, d6i véi cac mang
I6n phai thyc hién phuong phap quan ly khoa tu dong. Trong IPSec nguoi ta
ding giao thirc quan Iy chuyén khéa IKE (Internet Key Exchange) IKE ¢
cac kha nang sau:
- Cung cap cac phuong tién cho hai bén sir dung cac giao thic, giai
thuat va khoa
- Pam bao ngay tir lGc bat dau chuyén khoa
- Quan ly cac khoa sau khi chiung duoc chap nhan trong tién trinh thoa
thuan
- Pam bao cac khoa duoc chuyén mot cach bi mat

2.4.2 Thuc hién VPN trén nén IPSec
Dé minh hoa toan bo qué trinh thuc hién két ndi VPN trén nén IPSec, ta xem
xét mot vi du nhu trén hinh 2-11.
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Truéc khi thiét 1ap két néi IPSec, can phai chic chan rang céc thiét bi dang st
dung doc theo dudng dan cia VPN dam bao c6 hd tro IPSec (bao gdom cac giao thuec,
thuat toan), va khong co két ndi IPSec nao trude d6 hoic néu co thi cac tham sb trong
SA dang ton tai phai khong xung dot véi céc tham sb chuan bj thiét 1ap. C6 thé thuc
hién lénh “ping” dé chac chan rang két nbi di san sang.

Trong vi du ndy, ngudi st dung mudn truyén théng an toan voi mang & tru s
chinh. Khi goi dit liéu t6i bo dinh tuyén nguoi dung (dong vai tro 1a mot cong an
ninh), b dinh tuyén nay s& kiém tra chinh séch an ninh va nhan ra g6i di liéu can
truyén 1a mot ¢ng dung cua VPN va can duoc bao vé. Chinh sach an ninh cau hinh
trude cling cho biét bo dinh tuyén tai mang tru so chinh s& 1a dau phia bén kia cua
duong ham IPSec-VPN.

Tru s& chinh

m Van ban duoc mat ma o
o
: Van ban ro o e
o o e |
Certificate
Chor ky I B

Negudi diung

Hinh 2 - 11 Vi du thuec hién két nai VPN trén nen IPSec

B6 dinh tuyén nguoi dung kiém tra xem di c6 lién két an ninh nao dugc thiét
lap cho phién truyén thong nay hay chua. Néu chua c6 thi bat dau qua trinh thuong
luong IKE. Certificate Authority cd chirc nang gitp tru s& chinh xac thuc nguoi st
dung xem c6 dugc phép thuc hién phién truyén thong nay hay khdng. Bién phap xéc
thuc ¢ day 1a sir dung chit ky sé duoc cung cap boi mot ddi tac co quyén ching thuc
ma hai bén déu tin cay. Ngay sau khi hai b dinh tuyén da thoa thuan dugc mot IKE
SA thi IPSec SA tiac thoi duoc tao ra. Trong truong hop thoa thuan IKE SA khong dat
duoc thi hai bén ¢ thé tién hanh thuong luong lai hoic nging phién két néi thng tin.

Viéc tao ra IPSec SA chinh 1a két qua cua qua trinh thoa thuan gitra cac bén vé
cac chinh sach an ninh, thuat to4an mat ma (chang han 1a DES), thuat toan xac thuc
(chang han MD5), va mét khoa chia sé duoc sir dung. Dir liéu vé SA duoc luu trong
co s& dit liéu caa moi bén.

T6i day, bo dinh tuyén nguoi sir dung s& dong géi dit liéu theo cc yéu cau da
thoa thuan trong IPSec SA (thuat todn mat ma, xac thuc, giao thurc dong gbi la AH hay
ESP, ...), sau d6 thém céc thong tin thich hop dé dwa géi tin dwoc ma hda nay vé dang
goi IP va chuyén tsi bo dinh tuyén néi vi mang trung tdm. Khi nhan duoc goi tin tir
bo dinh tuyén nguoi ding giri dén, bo dinh tuyén mang trung tam tim kiém IPSec SA,
xtr Iy géi theo y8u cau, dua vé dang goi tin ban dau va chuyén téi mang trung tam.
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2.4.3 M@t s6 van dé con ton tai trong IPSec

Mic du IPSec da sin sang dua ra cac dic tinh can thiét dé dam bao thiét 1ap két ndi
VPN an toan théng qua mang Internet, tuy nhién van con ton tai mot s nhuoc diém
nhu sau:

- Tat ca cac goi dugc xir ly theo IPSec sé& bi tang kich thudc do phai thém vao cac
tiéu dé khac nhau, va diéu nay 1am cho thong lwong hiéu dung cua mang giam
xuéng. Van dé nay cd thé duoc khic phuc bang cach nén di liéu truéc khi ma
hoa, song cac ki thuat nhu vay vin con dang nghién ciru va chua dugc chuan
hoa.

- IPSec duoc thiét ké chi dé hd tro bao mat cho luu luong IP, khdng hd tro cac
dang luu Iugng khéc.

- Viéc tinh toan nhiéu giai thuat phuc tap trong IPSec van con 1a mot van dé kho
d6i voi cac tram 1am viéc va may PC ning luc yéu.

- Viéc phan phdi cac phan ciing va phan mém mat ma van con bi han ché ddi véi
chinh phu caa mét sb quéc gia vi du Nga

2.5 Kétluan chuong

Chuong nay trinh bay ba cong nghé VPN ¢6 thé n6i pho bién nhat dén thoi diém
hién tai. Mdi giao thirc déu c6 nhimg vu va nhuoc diém riéng, do vay diéu quan trong
la phai 1am quen véi cac dic diém cua ting loai roi két hop véi nhu cau thyc té caa
nguoi dung dé ra quyét dinh lya chon

Bao mat ludén duoc coi 1a mét trong nhitng khia canh quan trong nhat trong cac
cdng nghé trén nén IP dic biét 1a dbi véi cong nghé VPN. Trong sb nhitng giao thuc
trinh bay thi IPSec dwoc phat trién dé giai quyét van d& dam bao an ninh cho thong tin
truyén trén mang Internet va duoc coi 1a giao thirc toi wu nhat cho thuc hién IP-VPN.
NG 1a mot tap hop cac tiéu chuan maé, cung cap cac dich vu bao mat dit lidu va diéu
khién truy nhap. Tuy nhién IPSec ciing con nhiéu diém han ché khong tranh khoi do
vay hién nay nguoi ta dang phat trién thém maot vai loai hinh VPN tét hon IPSec & mot
khia canh nao d6 nhuw SSL VPN, MPLS VPN... ma chung ta s& tim hiéu ¢ cac chuong
tiép theo.
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CHUONG 3. MANG RIENG AO TREN NEN MPLS
MPLS-VPN duoc coi la su két hop wu diém cua ca hai md hinh mang riéng ao
chong ldn va ngang hang. Viéc thiét 1ap mang riéng 4o trén nén MPLS cho phép dam
bao dinh tuyén t6i wu gitra c4c site khach hang, phan biét dia chi khach hang théng qua
nhan dang tuyén va hd tro xay dung cac mé hinh VPN phic tap trén co so dich dinh
tuyen.

Chuong nay trinh bay nhiing van dé co ban nhat vé cong nghé MPLS, tiép d6 s&
di sau tim hiéu ng dung mang riéng 4o trén nén MPLS, nguyén ly hoat dong ciing
nhu kha ning ma MPLS-VPN mang lai so vi mot loai hinh mang riéng o ciing rat
phd bién hién nay 1a IPSec qua d6 lam ndi bat nhitng vu diém cua giai phap MPLS-
VPN

3.1 Co6ng nghé MPLS
3.1.1 Giéi thigu

Multi protocol label switching (MPLS) 1a mot cong nghé duoc phat trién boi
IETF (Internet Engineering Task Force) dé giai quyét cac van dé caa mang IP truyén
théng. Tén goi cua nd bat ngudn tir viéc nd sir dung ky thuat hoan dbi nhan dé chuyén
tiép goi tin. “Pa giao thirc” & diy c6 nghia 1a né c6 thé hd tro nhiéu giao thic 16p
mang khéng chi riéng IP. Ngoai IP, cac nha cung cap dich vu con c6 thé cau hinh va
chay MPLS trén cac cong nghé 16p 2 khac nhu ATM, Frame Relay...

3.1.2 Cac lgi ich cia MPLS
[12]

3.1.2.1 Loi ich khdng co that ‘ 7 ‘

Mot trong nhitng 1y do dau tién dua ra cua giao thac trao doi nhan la su can
thiét cai thién toc d6. Chuyén mach géi IP trén CPU dugc xem nhu cham hon so véi
chuyén mach géi gan nhan do chuyén mach goi gan nhan chi tim kiém nhan trén cing
cua goi. Mot bo dinh tuyén chuyén tiép goi IP bang viéc tim kiém dia chi IP dich trong
phan header IP va tim kiém két néi tét nhat trong bang dinh tuyén. Viéc tim kiém nay
phu thudc vao sy thyc hién cua tirng nha cung cap caa bo dinh tuyén d6. Tuy nhién,
boi vi dia chi IP ¢6 thé 1a don huéng hodc da hudng (unicast hodc multicast) va co
kich thuéc 4 byte nén viéc tim kiém c6 thé rat phuc tap. Viéc tim kiém phic tap ciling
c6 nghia 13 quyét dinh chuyén tiép g6i IP mat mot thoi gian.

M6t s6 ngudi nghi rang viéc tra ciru gia tri nhin don gian trong mot bang nhanh
hon viéc tra ctru dia chi IP truyén thong, tuy nhién qua trinh chuyén mach IP bang
phan cang 1am cho luan diém nay khéng con ding nira. Gan day, cac duong két ndi
trén nhitng b dinh tuyén co thé co bang thong 1én tai 100Gbps. Mot bo dinh tuyén co
mét vai duong lién két tbc do cao khong cd kha nang chuyén mach tat ca nhiing géi IP
ma chi st dung CPU dé dua ra quyét dinh chuyén tiép. CPU ton tai chu yéu dé dinh
tuyén.
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Mit phang diéu khién 1a mot tap céc giao thirc dé thiét 1ap mot mat phang di
liu hay con goi la mat phang chuyén tiép. Céc thanh phan chinh cia mat phang diéu
khién 1a céc giao thtrc dinh tuyén, bang dinh tuyén va mot s chirc ning diéu khién
khac hoac giao thuc bao hiéu dugc sir dung dé cung cdp cho miat phing di liéu. Mat
phang dit liéu 1a mot dudng chuyén tiép goi qua bo dinh tuyén hoic bo chuyén mach.
Sy chuyén mach cuaa cac g6i — hay mat phang chuyén tiép — hién nay duoc thyc hién
trén phan ctmg duoc xay dung riéng hodc thuc hién trén mach tich hop chuyén dung
(ASIC — Application specific intergrated circuits). Viéc dung ASIC trong mat phang
chuyén tiép cua bo dinh tuyén dan dén nhiing géi tin IP dugc chuyén mach nhanh nhu
cac goi duoc gan nhin. Do d6, néu ly do duy nhat dé dua MPLS vao mang 13 dé tiép
tuc thuc hién viéc chuyén mach cac goéi nhanh hon qua mang, d6 1a diéu khdng con
ding nira
3.1.2.2 Sir dung mét ha tang mang hep nhat

V61 MPLS, vy tuong 1a gan nhan cho goéi di vao mang dua trén dia chi dich cta
n6 hodac mot sb tiéu chuan trudc cau hinh khac va chuyén mach tat ca luu lugng qua ha
tang chung. Pay 1a mot wu diém vuot troi cua MPLS. Mot trong nhitng Iy do ma IP tro
thanh giao thirc duy nhat anh hudng t6i mang trén toan thé gioi 1a boi vi rat nhiéu ky
thuat c6 thé duoc chuyén qua nd. Khong chi 1a dix lidu (sé liéu) théng thuong duoc
chuyén qua IP ma con ca cac loai dir liéu da phuong tién nhu thoai/hinh.

Bang viéc str dung MPLS vai IP, ta c6 thé mé rong kha nang truyén nhiéu loai
dix liéu. Viéc gan nhan vao gdi cho phép ta mang nhiéu giao thtrc khac hon 1a chi c6 IP
qua mang truc IP c6 tinh nang MPLS, tuong tu vai nhitng kha nang thyc hién duoc vai
mang Frame Relay hoic ATM I16p 2. MPLS c6 thé truyén IPv4, IPV6, Ethernet,
HDLC, PPP va nhirng ky thuat 16p 2 khéc.

Chtic nang ma bat ky khung 16p 2 nao duoc mang qua mang duong truc MPLS
duoc goi 1a Any Transport over MPLS (AToM). Nhiing bo dinh tuyén dang chuyén
Iru lwong AToM khdng can thiét phai biét tai MPLS, n6 chi can c6 kha ning chuyén
mach luu lwgng dugc gan nhan bang viéc tim kiém nhian trén dau cua géi. V& ban chit,
chuyén mach nhan MPLS 14 mét cong thire don gian cia chuyén mach da giao thuc
trong mot mang. Ta can phai c6 bang chuyén tiép bao gém cac nhin dén dé trao doi
v6i nhén ra va budc tiép theo.

Tom lai AToM cho phép nha cung chap dich vy cung cap dich vu 16p 2 cho
khach hang nhu bat ky mot nha mang khéng chay MPLS khac. Tai cing mot thoi
diém, nha cung cip dich vu chi cin mét ha ting mang don dé c6 thé mang tat ca cac
loai Iuu Iwgng cua khach hang.

3.1.2.3 Sy tich hop tér hon giia IP va ATM
Trong thap ky trude, IP da chién thing trong cudc chién canh tranh véi céc giao
thuc 16p 3 khac nhu AppleTalk, Internetwork Packet Exchange (IPX) va DECnet. IP
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kha don gian va c6 mat khap noi. Mot giao thirc 16p 3 phd bién lic d6 1a ATM. ATM
c6 rat nhiéu thanh cong nhung thanh cong chi gigi han trong viéc sir dung nd nhu mot
giao thirc WAN trong mang 18i cua nha cung cip dich vu. C6 rat nhiéu nha cung cip
dich vu ciing trién khai thém mang truc IP. Su két hop giiraa IP va ATM khong phai it
quan trong. Dé két hop tét hon IP va ATM cong ddng mang co rat it giai phap.

Mot phuong phap dé két hop IP va ATM duoc dic ta trong RFC 1483, n6 chi ra
cach dong goi nhiéu giao thirc dinh tuyén va bac cau qua Iép thich nghi ATM 5 (ATM
adaptation Layer AAL 5). Trong phuong phap nay, tit ca cac mach ATM phai thiét 1ap
bang tay, tat ca cac anh xa giira dia chi IP tram ké tiép theo va diém cubi ATM ciing
phai thiét 1ap bang tay trén tat ca cac router c6 gan ATM.

Mot phuong phéap khac 1a trién khai LAN Emulation (LANE). Ethernet tro
thanh mot cong nghé 16p 2 phd bién & bién caa mang nhung nd khéng thé dap tng
duoc su tin cay va kha ning mé rong trong mang cua nhitng nha cung cap dich vu 16n.
LANE Vé co ban 1am cho mang cua ta trong gidng nhu mot mang mé phong Ethernet.
Diéu d6 c6 nghia 1a rat nhiéu doan mang Ethernet dugc bac cau théng véi nhau nhu
kiéu mang ATM WAN ¢ gitra gidng nhu mot Ethernet switch.

Tat ca nhitng phuwong phap d6 déu rat cong kénh dé trién khai va sta 15i. Mot
phuong phap két hop tét hon giita IP va ATM chinh 1a mét trong nhitng Iy do chinh
din dén su ra doi cua MPLS. Diéu kién tién quyét cho MPLS trén ATM switch Ia
ATM switch phai tré 1én théng minh hon. ATM switch phai chay giao thac dinh tuyén
IP va trién khai giao thirc phan phdi nhan.

3.1.2.4 BGP - Free Core

Khi mang IP caa nha cung cap dich vu phai chuyén tiép luu luong, mdi bo dinh
tuyén phai tim kiém dia chi dich ctia g6i. Néu nhimng géi duoc gui toi dich nam ngoai
mang cia nha cung cap nay, nhing tién t& IP ngoai phai duoc xuat hién trong bang
dinh tuyén cua mdi bo dinh tuyén. BGP mang nhiéu tién t6 ngoai nhu tién té cua cac
khach hang hay tién t5 ngoai Internet. Piéu dé c6 nghia 1a tit ca cac bo dinh tuyén
trong mang nha cung cp dich vu phai chay BGP.

Tuy nhién, MPLS cho phép chuyén tiép nhitng géi dua trén tim kiém nhan chi
khong phai la tim kiém dia chi IP. Nhén nay 14 thong tin dwoc gan vao mdi goi dé chi
cho cac bo dinh tuyén trung gian biét bo dinh tuyén bién 15i ra nao ma né phai chuyén
tiép t6i. Bo dinh tuyén 16i khong can thiét phai c6 thong tin dé chuyeén tiép nhitng goi
dwa trén dia chi dich nita. Do d6 nhitng bd dinh tuyén I8i trong nha cung cap dich vu
khong can thiét chay BGP.

B dinh tuyén tai bién cia mang MPLS van can xem xét dia chi IP dich cua goi
va do d6 van can phai chay BGP. Mdi tién té BGP trén nhiing bo dinh tuyén MPLS 16i
vao c6 mot dia chi IP budc nhay tiép theo (next-hop) két hop véi né. Dia chi IP budc

45



nhay tiép theo BGP nay chinh 1a mot dia chi IP cua bd dinh tuyén MPLS 14i ra. Nhan
két hop véi goi IP 1a nhan ma két hop véi dia chi IP budc nhay tiép theo nay. Do tat ca
cac bo dinh tuyén 16i chuyén tiép goi dia trén nhan MPLS duoc gan ma ¢ lién quan
t6i dia chi IP budc nhay tiép theo BGP nén mdi dia chi IP budc nhay cua b dinh
tuyén MPLS 16i ra nay phai duoc biét bai tat ca cac router 16i. Nhirng giao thtc dinh
tuyén noi mang nhu OSPF, RIP c6 thé thyc hién nhiém vu nay (xem hinh 3-1)
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Hinh 3 - 1 Mang 18i BGP Free Core

Mot nha cung cap dich vu Internet c¢6 khoang hon 200 bd dinh tuyén trong
mang I8i cua n6 can phai chay BGP trén tat ca hon 200 bo dinh tuyén nay. Néu MPLS
duoc bo sung vao mang thi chi nhitng b dinh tuyén bién (khoang 50) can thiét chay
BGP.

Hién nay tat ca cac bo dinh tuyén trong mang 16i dang thuc hién chuyén tiép
nhitng géi tin duoc gan nhan, khéng phai tim kiém dia chi IP, do d6 chiing phan nao
bo bét duge cac ganh ning chay BGP. Bai vi bang dinh tuyén Internet day du c6 thé
c6 hon 600.000 mang, viéc chay BGP trén tit ca cac bo dinh tuyén la mot diéu rat
dang quan tam. B¢ dinh tuyén ma khong chira bang dinh tuyén trén toan Internet s&
can rat it bo nho. Do vy, ta ¢ thé chay céc router 16i ma khdng gap phai su phic tap
cua viéc chay BGP trén chang.

3.1.3 M@t s6 @ing dung ciia MPLS
3.1.3.1 Piéu khién luu hrong (TE — Traffic Engineering)

Ung dung diéu khién Iuu lwong, trong mot sé trudng hop con goi 1a dinh tuyén
Vi viée danh trudc tai nguyén. Viéc diéu khién luu lugng ban dau duoc thuc hién theo
c4u hinh tinh. Piéu ndy c6 nghia 12 nguoi quan tri phai cau hinh tat ca cac budc dé mot
ludng luu lwong ndao dé c6 thé truyén qua mang. Bo sung sau d6 cho viéc diéu khién
lru lwong 12 cau hinh dong khi str dung giao thtre dinh tuyén trang thai lién két. Nguoi
quan tri khdng phai cu hinh dé diéu khién luu luong theo timg budc. Giao thirc dinh
tuyén theo trang thai lién két truyén nhiéu thong tin hon, dé duong ham tao ra theo
nhiéu céch thirc khac nhau. Do d6 giam duoc s6 lugng cong Vviéc cho ngudi van hanh,
va diéu nay di 1am cho diéu khién luu luong trong MPLS tré nén phé bién hon
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3.1.3.2 Mang riéng do

Truéc khi xuat hién MPLS-VPN, chuyén mach nhan van chua duoc pho bién
rong rédi. Khi phién ban phan mém diéu khién bo dinh tuyén hd trg cho MPLS-VPN
dau tién dugc phat hanh, né thanh céng ngay 1ap tic boi vi nhidu nha khai thac dang
muén nhanh chéng cung cap dich vu mang riéng 4o trén nén MPLS cho khéch hang
cua ho. Ngay nay, MPLS-VPN la &ng dung pho bién nhat trong tat ca cac tng dung
cua MPLS

3.1.3.3 Ung dung AToM (Any Transport over MPLS)

Giai phap AToM dau tién dugc dua ra trong phién ban Cisco 12.0(10)ST vao
nam 2000, hd trg truyén ATM AAI-5 qua mang duong truc MPLS. Sau d6 nhiéu thanh
phan khac di duoc thém vao AToM. Vi dy, tai 16p 2 cac thanh phan c6 thé truyén qua
mang AToM la Frame Relay, ATM, PPP, HDLC, Ethernet va 802.1Q. Dac biét, viéc
truyén Ethernet qua mang MPLS dudng truc ngdy nay da thu duoc nhiéu thanh céng.
Tuy nhién AToM bi han ché khi n6 truyén khung Ethernet qua mang dudng truc
MPLS trong kiéu truyén diém-diém

3.1.3.4 Dich vu LAN riéng ao VPLS (Virtual Private LAN Service)

Dich vu LAN riéng a0 VPLS cho phép truyén céc khung Ethernet theo kiéu
diém-da diém. Thuc chat, VPLS la mét dich vu I6p 2 md phong LAN qua mang
MPLS. Phién ban Cisco IOS dau tién bd sung duoc dua ra vao dau nim 2004 trén nén
bo dinh tuyén 7600 1a 12.2(17d)SXB

Nhu vay c6 thé thiy MPLS da két hop duoc nhitng wu diém cua ca Frame
Relay, ATM va cong nghé trén nén IP. Giai phap truyén goi méi nay di mé ra nhiing
linh vuc wng dung mang lai nhiéu thanh céng Ién nhu 1a MPLS-VPN, MPLS-TE,
AToM va VPLS

3.1.4 Kién tric cia MPLS
MPLS gém hai thanh phan chinh: Mit phang diéu khién (Control plane) va mat
phang chuyén tiép (Data plane). [10]

3.1.4.1 Mgt phang chuyén tiép (Data plane)

Mit phang dit liéu 1a thanh phan chuyén tiép gai tin qua thiét bi dinh tuyén hay
chuyén mach. Viéc chuyén mach hay chuyén tiép goi tin dugc thyuc hién bai cac mach
tich hop chuyén dung. St dung cac mach tich hop nay trong mat phang chuyén tiép
cua bo dinh tuyén cho phép cac goi IP dan nhin dugc chuyén mach qua véi toe do rat
cao. Co thé coi mat phang dit liéu 1a noi ma hoat dong chuyén tiép goi tin thuc su xay
ra. Hoat dong chuyén tiép nay chi c6 thé thyc hién sau khi mat phang diéu khién da
thiét lap cac thdng tin can thiét (xem hinh 3-2)
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Hinh 3 - 2 Mdt phang chuyén tiép

M3t phang chuyén tiép c6 trach co trach nhiém chuyén tiép goi dua trén gié tri
chtra trong nhan. Bé 1am viéc nay, mat phang chuyén tiép s dung mét co sé thdng tin
chuyén tiép nhan LFIB dé chuyén tiép cac goi. M&i nat MPLS c6 hai bang lién quan
dén viéc chuyén tiép 1a: co s thdng tin nhan (LIB — Label Information Base) va co s&
thdng tin chuyén tiép nhan LFIB (Label Forwarding Information Base). LIB chira tat
ca cac nhan duoc nit MPLS cuc bo danh dau va anh xa ciia cac nhan nay dén céc nhan
dugc nhan tir ndt lang giéng cua nd. LFIB sir dung mot tap con cac nhan chia trong
LIB dé thyc hién chuyén tiép goi.

= Nhan MPLS

0 1 2 3
012345678901 23456789012345678901

Label EXP |BoS TTL

Hinh 3 - 3 C4u trdc nhan MPLS

20 bit dau tién 1 gia tri nhan. Gia tri nay niam trong dai tir 0 dén 2/20-1
hoic 1048575. Tuy nhién 16 gia tri dau tién khong duoc sir dung nhu binh
thuong do ching c6 mot ¥ nghia dic biét khac. Céc bit tir 20 dén 22 1a 3 bit
thuc nghiém (EXP —experimental bit). Nhirng bit nay chi duoc sir dung cho
chat luong dich vu (QOS).

Bit 23 Ia bit cudi ciia ngan xép (Bottom of Stack - BOS). N6 mang gi4 tri
0 trir khi n6 1a nhan cudi trong ngin xép, trong truong hop d6 né mang gia tri 1.
Ngin xép nhan 14 tap hop cua nhitng nhan duoc dit phia trén cua goi. Ngin xép
nhan c6 thé chi gdm maot nhan hoic nhiéu nhan. Sé luong cac nhan (¢ day 1a
truong 32 bit) ma ta c¢d thé tim thay trong ngan xép 1a v han, mac du ta it khi
nhin thiy mot ngan xép c6 bdn nhan hosc hon.

Truong TTL tir bit thir 24 dén 31 1 8 bit sir dung lam bit thoi gian song

(TTL — Time to Live). TTL nay c6 chic ning gidng TTL trong IP header. N6

duoc giam di 1 sau moi budc nhay va chic niang cia né I1a tranh cho mat goi bi
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mac ket trong vong lap. Néu vong lap xay ra va khdng c¢6 TTL thi vong lap d6
s& xay ra mai méi, néu TTL caa mot nhan vé 0 thi goi sé bi loai bo (hinh 3-3).

Cac logi nhan dac biét:

o Nhén Implicit-null hay POP: Nhan nay duoc gan khi nhén trén (top label)
ctia géi MPLS dén bi boc ra va gbi MPLS hay IP dugc chuyén tiép tgi tram
ké xudi dong. Gia tri ciia nhin nay 1a 3 (truong nhan 20 bit). Nhin nay duoc
ding trong mang MPLS cho nhiing tram ké cudi. Viéc sir dung nhan
implicit-null & cudi cua LSP goi 1 penultimate hop poping (PHP) diéu nay
lam cho router gan router 16i ra chi giri mot nhan téi router 16i ra sau khi nd
g5 bo nhan trén cing. Piéu nay gilp cho router 15i ra khdng phai thuc hién
viéc truy van hai lan, mot lan 1a LFIB dé g& bo nhan va lan thir hai 1a FIB dé
chuyén tiép goi tin.

o Nhan Explicit-null: Pugc gan dé giir gia tri EXP cho nhan trén (top label)
cua goi dén. Nhan trén duoc hoan dbi véi gia tri 0 va chuyén tiép nhu mot
g6i MPLS t&i tram ké xudi dong. Nhan nay str dung khi thuc hién QoS Vi
MPLS.

o Nhan Router Alert: Nhan nay c6 gia tri 1. Nhdn nay c6 thé xuat hién bat ki
dau trong ngdn xép trir & day. Khi nhan nay 1a nhan dinh, n6 thdng bao cho
LSR can phai truy van sau hon. Do d6, géi tin khong dugc chuyén bang
phan cing ma né duoc xem xét boi phan mém. Khi géi tin duoc chuyén,
nhan 1 dugc g5 bo. Sau d6, mot truy van dén nhén tiép theo trong ngan xép
dugc thyuc hién trong LFIB dé quyét dinh xem packet can dugc chuyén di
dau. Tiép d6, mot hanh dong trén nhan (g bo, hoan ddi, thém vao) duoc
thuc hién, nhan 1 lai duoc thém vao dau cua ngin xép va goi tin dugc
chuyén.

o Nhdn OAM Alert: Nhdn nay cé gia tri 14 la nhdn Hoat dong va Bao tri
(Operation and Maintenance). OAM co ban dugc str dung dé phat hién 13i
va danh gia hiéu nang. Nhan nay phan biét goi tin OAM véi cac goi dir liéu
khac.

= Ngin xép nhan
Router ¢6 kha ning MPLS can nhiéu hon 1 nhan & trén mdi géi dé dinh tuyén
goi nay trong mang MPLS. Viéc nay dugc thuc hién bai viéc dat cac nhan trong mét
ngin xép. Nhin dau tién trong ngin xép duoc goi 1a nhan dinh va nhan cudi cing goi
1a nhan day. O giira ta ¢d thé c6 nhiéu nhan (xem hinh 3-4)

49



Label EXP o] TTL
Label EXP 0 TTL
Label | EXP | 1 ‘ TTL

Hinh 3 - 4 Ngan xép nhan MPLS

Trong ngin xép & hinh trén ta c6 thé thay tat ca bit BoS bing 0 di véi tit ca
cac nhan trir vai nhan day no c6 gia tri 1.

M6t vai (ng dung thuc té cia MPLS can nhiéu hon 1 nhin trong ngan xép dé
chuyén tiép nhiing goi duoc gan nhan. Hai vi dy ung dung cia MPLS la MPLS VPN
va AToM. Ca hai ¢ng dung trén cia MPLS déu dit hai nhén trong ngin xép.

= Khong gian nhan

Nhan ding trong mot LSR dé anh xa FEC - Nhan duoc phan loai nhu sau:

v Per platform: Gi4 tri nhan 1a duy nhit trong toan LSR. Nhan dugc
cap phét tr mot dai chung. Khong thé c6 hai nhan trén nhiing
interface khac nhau cé chung mét gié tri.

v Per interface: Pham vi nhan dugc két hop véi interface. C rat nhiéu
dai nhan duoc dinh nghia cho interface va nhin dwoc cung cip trén
nhitng interface d6 duoc cip phat tir nhitng dai riéng biét. Gia tri
nhan trén nhitng interface khéac nhau cé thé giéng nhau.

= Mahbéa MPLS

Ngin xép dat truéc goi 1op 3 — tie 1a trudc header cua giao thirc dwoc vén
chuyén nhung sau header cua giao thuc 16p 2. Ngin xép MPLS thuong dugc goi la
tiéu dé chén (shim header) bai vi tri cua né (xem hinh 3-5)

Layer 2 Header | MPLS Label Stack Transported Protocol

Layer 2 Frame

Hinh 3 - 5 Cach dong goi cua goi tin gan nhén

Sy déng goi 16p 2 cb thé 1a hau hét cach dong goéi dugc hd trg nhu: PPP,
HDLC, Ethernet... Gia thiét rang giao thic truyén tai 1a IPv4 va phuong thirc dong goi
I6p 2 la PPP, vi tri nhan hién tai 1a sau header PPP nhung truéc header IPv4. Boi vi
ngin xép nhan trong khung 16p 2 duoc dit trude header cua I6p 3 hoac nhiing giao
thire truyén tai khac, ta phai c6 nhitng gia tri méi trong truong giao thic cua I6p lién
két dix liéu (data link layer), nhitng gia tri nay chi ra dugc phan tiép theo cua header
I6p 2 sé 1a goi duge gan nhan MPLS. Truong giao thac (protocol) la mot gié tri chi ra
loai tai ma khung 16p 2 truyén di. Bang 3-1 chi ra tén va gié tri ddi véi truong nhan
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dang giao thirc (Protocol Identifier - PI) nay trong header 16p 2 ddi vai cac loai dong
goi 16p 2 khac nhau:

Layer 2 Protocol ldentifier
Layer 2 Encapsulation Type | Name Value (hex)
PPP PPP Protocol field 0281
Ethernet/802.3 LLC/SNAP Ethertype value 8847
encapsulation
HDLC Protocol 8847
Frame Relay NLPID (Network Level 80

Protocol D)

Bang 3 - 1 Mgt s6 gié tri Pl

Giao thtrc dugc van chuyén vé ly thuyét cé thé 1a bat ki: 1Pv4 hozc IPv6. Trong
truong hop AToM, ta sé thay giao thuc duoc van chuyén co thé 1a bat ki giao thic phd
bién 16p 2 nao nhu Frame Relay, PPP, HDLC, ATM va Ethernet.

» LFIB (Label Forwarding Information Base)

LFIB 1a mot bang dung dé chuyén tiép goi tin da dugce gan nhan. N6 dugc tao
thanh bai cac nhan dén va di cho cac LSP. Nhan dén 1a nhan duoc gan ndi bo trén mot
LSR cu thé. Nhin ra 1a nhin dugc gan tir xa duoc bai mot LSR tir tit ca cac nhan tir xa
c6 thé. T4t ca cac nhan tir xa d6 duoc tim thay ¢ LIB. LFIB chon mot trong s tat ca
cac nhan ra co thé tir tat ca cac nhin dugc gan tir xa trong LIB va thém vao trong
LFIB. Nhin duoc gan tir xa dugc chon phu thuc vao tuyén duong tét nhat tim thiy
trong bang dinh tuyén.

Trong vi du IPv4 qua MPLS, nhin duoc gan cho mét tién td IPv4. Tuy nhién,
LFIB c6 thé duoc thu thap voi nhan ma LDP khong gan. Trong truong hop Ky thuat
lwu lwong (MPLS traffic engineering), cac nhan cd thé duoc phan phéi bai RSVP.
Trong truong hop MPLS VPN, nhian VPN dugc phan phdi boi BGP. Trong bat ki
truong hop nao, LFIB luén dugc dung dé chuyén tiép géi tin dén.

3.1.4.2 Mat phcfng ci“ié‘U khjén (Control plane) q

Mat phang dicu khién la tap hgp cac giao thuc, chiu trach nhiém trao doi thdng
tin dinh tuyén va thong tin nhan gitta cac thiét bi lang giéng véi nhau. Mit phang diéu
khién hd trg cho viéc thiét 1ap mat phang dix liéu hay chuyén tiép. Hinh 3-6 m6 ta cau
trdc mat phang diéu khién.
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Control Plane
Exchange of
Routing Information

Exchange of
Labels

Label Forwarding Table (LFIB)

Hinh 3 - 6 Mgt phang diéu khién

Mit phang diéu khién xay dung Ién mot bang dinh tuyén (Routing Information
Base — RIB) dya trén céc giao thirc dinh tuyén. C6 rat nhiéu giao thirc dinh tuyén nhu
Open Shortest Path First (OSPF), Interior Gateway Routing Protocol (IGRP),
Enhanced Interior Gateway Routing Protocol (EIGRP), Intermediate System - to -
Intermediate System (IS-1S), Routing Information Protocol (RIP) va Border Gateway
Protocol (BGP) c6 thé duoc sir dung trong mit phang diéu khién cho viéc quan Iy dinh
tuyén 16p 3.

M3t phang diéu khién sir dung giao thirc trao d6i nhan dé tao va duy tri nhan
bén trong, va trao ddi nhitng nhan nay véi nhitng thiét bi 1ang riéng khac. Giao thirc
trao d6i nhan gan nhan cho nhitng mang hoc qua giao thirc dinh tuyén. Giao thirc trao
ddi nhan bao gém MPLS Label Distribution Protocol (LDP), cii hon 13 Cisco Tag
Distribution Protocol (TDP), va BGP (st dung bdéi MPLS VPN), Resource
Reservation Protocol (RSVP) duoc dung béi MPLS Traffic Engineering (TE) dé thuc
hién viéc trao doi.

M3t phing diéu khién ciing x4y dung 1én hai bang, FIB tir thdng tin cia RIB va
LFIB dua trén giao thtrc trao d6i nhan va RIB. Bang LFIB chtra gia tri nhdn va cong ra
tuong tng cho mai tién t& mang.

3.1.5 Cac phan tir chinh ciia MPLS

3.15.1 LSR (Lapel Switch Router) 7 ,
Thanh phan co ban caa mang MPLS la router chuyén mach nhan LSR. Thiét bi

nay thuc hién chic nang chuyén tiép goi tin trong pham vi mang MPLS dya trén céc

tuyén da thiét 1ap bang tha tuc phan phdi nhdn. Cé ba loai LSR ton tai trong mang

MPLS:

= Ingress LSR - LSR 16i vao nhan goi chua c6 nhan, chén nhin vao trudc goi
va truyén di trén duong lién két dir liéu.

= Egress LSR — LSR 14i ra nhan cac goi dugc gan nhan, tach nhan va truyén
chung trén duong két ndi dit liéu. LSR 16i ra va LSR 16i vao dong thai 1a cac
LSR bién.

52



= Intermediate LSR — LSR trung gian nhan cac go6i c6 nhan téi, thuc hién cac
thao tac trén n6, chuyén mach goi va truyén goi dén duong két ndi dit lidu
dang.
Bang 3-2 md ta cac hoat dong ddi véi nhan:

Hoat dong M0 ta
Aggregate G& bo nhan trén ciing trong ngin xép va thyc hién tra ciru & 16p 3
Pop G& bo nhén trén cuing va truyén tai nhu 1a mot gbi IP duoc gan nhan
hoac khong dugc gan nhén.
Push Thay nhan trén cung trong ngan xép véi mot tap nhén khéc.
Swap Thay nhén trén cung trong ngan xep véi gid tri khac
Untag G& bo nhén trén cung va chuyen tiép goi IP téi tram IP ké tiép

Bang 3 - 2 Mgt s6 hoat dong voi nhén

LSR phai c6 kha ning 1ay ra mot hoac nhiéu nhan (tach mot hozc nhiéu nhan tur
phia trén ciia ngan xép nhan) truéc khi chuyén mach goi ra ngoai. Mot LSR ciing phai
c6 kha ning gan mot hoic nhiéu nhdn vao go6i nhan duoc. Néu gdi nhan duogc da co
sin nhan, LSR day mot hoac mot vai nhin 1én trén ngin xép nhan va chuyén mach goi
ra ngoai. Mot LSR phai ¢6 kha ning trao ddi nhan. N6 c¢6 y nghia rat don gian 1a khi
n6 nhan duoc goéi da gan nhan, nhin trén cung cua ngin xép duogc trao doi VSi nhan
méi va goi tin dugc chuyén mach trén duong két ndi dix liéu.

LSR gén nhan 1én trén gbi dau tién duoc goi 1a LSR imposing (gan) bai vi no 1a
LSR dau tién dat nhan 1én trén goi. Pay 1a mot viéc bat budce ddi vai mot LSR 16i vao.
Mot LSR tach tat ca cac nhan tir goi co6 gan nhan trude khi chuyén mach géi 1a mot
LSR disposing (tach) hay mot LSR 14i ra.

Trong MPLS VPN, cé4c LSR 16i vao va 16i ra duoc biét dén nhu mot router bién
(PE). LSR trung gian dugc biét dén nhu mét router 18i (P). Router PE va P tro 1én phé
bién dén ndi né thuong xuyén sir dung khi mang MPLS khéng chay MPLS VPN.

Céc LSR hoat dong & ranh gidgi gitra mang MPLS va mang truy cap goi la cac
LER (Label edge router).

3.1.5.2 LSP (Label §witched Path) 7

buong chuyén mach nhan la mot tap hop cac LSR chuyén mach mét goi cé
nhan qua mang MPLS hoac mot phan cia mang MPLS. Vé co ban, LSP 1a mét dudng
dan qua mang MPLS hoic mot phan mang ma géi di qua. LSR dau tién caa LSP va la
mét LSR 16i vao, nguoc lai LSR cudi cing cua LSP 1a mot LSR 16i ra. Tét ca cac LSR
& giira LSR 15i vao va 16i ra chinh 1a cac LSR trung gian (xem hinh 3-7). Trong hinh
3-7 dudi day mii tén & trén cing chi huéng LSP béi vi dudng chuyén mach nhan la
duong chi theo mét chiéu. Ludng cac géi c6 nhan theo mot hudng khac — vi du tir phai
sang trai — gitra cac LSR bién s& la mot LSP khac.
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Hinh 3 - 7 Mgt LSP qua mgng MPLS

3.1.5.3 FEC (Forwarding Equivalence Class)

Lép chuyén tiép twong dwong (FEC) 1a mot nhém hoic ludng cac goi dugc
chuyén tiép doc theo ciing mot tuyén dudng va dugc xir Iy theo cling mot cach chuyén
tiép. T4t ca cac goi thuoc mot FEC s& ¢ nhan gidng nhau. Tuy nhién khong phai tat ca
cac goi c6 nhan gidng nhau déu thudc cing mot FEC bai vi gia tri EXP cta ching c6
thé khac nhau, phuong thirc chuyén tiép khac nhau va né cé thé thuoc vao mot FEC
khac. Bo dinh tuyén quyét dinh g6i ndo thuoc mot FEC nao chinh 1a LSR bién vao.
Sau ddy 1a mot vai vi dy vé FEC:

Nhiing goi véi dia chi IP dich 16p 3 khép véi mot tién tb nao do.
= Cac goi tin c6 cung mot dia chi dich
= GOi multicast thuéc mot nhoém nao do.

=  GO6i v6i cung phuong thuc chuyén tiép, dua trén thir ty vu tién hoidc trudng IP
DiffServ Code Point (DSCP).

= Khung 16p 2 chuyén qua MPLS nhéan dugc trén mot VC hoic mot giao dién
LSR bién vao va truyén trén mot VC hoic giao dién trén LSR bién ra.
= Nhitng goi véi dia chi dich IP 16p 3 thuoc mat tap tién t6 BGP, tat ca véi clng
BGP budc tiép theo.
3.1.6 M@t so giao thic sir dung trong MPLS
3.1.6.1 Giao thirc phan phai nhan ,
bé dua goi tin qua mot LSP trong mot mang MPLS, tat ca cdc LSR phai chay giao
thirc phan phdi nhan va trao d6i théng tin nhan véi nhau. Khi tat ca cac LSR déu c6
nhitng nhan cho mot FEC nao d6, goi tin ¢6 thé dugc chuyén trén mot LSP bang céch
chuyén mach nhan trén mdi LSR. C4c hoat dong trén nhin (trao ddi, chén, g& bo) déu
duoc LSR hiéu dugc khi nhin vao LFIB. LIB duoc thu thap bang nhitng su rang budc
nhan nhan bai LDP, RSVP, MP-BGP hoic rang bugc tinh. RSVP phan phdi nhan cho
MPLS Traffic Engineering va MP-BGP phan phdi nhan cho tuyén BGP, ching ta chi
con lai LDP dé phan phéi nhan cho céc tuyén duong néi. Do do, tat ca cac LSR két ndi
truc tiép vai nhau phai thiét 1ap méi quan hé ngang hang hay phién LDP véi nhau. Cac
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LDP ngang hang trao d6i goi tin anh xa nhan qua phién LDP nay. Sy anh xa nhén Ia
viéc mot nhin dugc gan cho mot FEC. LDP ¢6 bdn chiic nang chinh la:

Sw phat hi¢n cac LSR I1an cgn

Sue thiét 1gp va bdo tri phién lam viéc
Sw quang ba anh xg nhan

Duy tri nhan bang thong béo

Trude khi di siu vao cac chirc ning chinh cua LDP, chiing ta hdy tim hiéu dinh
dang co ban cua goi tin LDP. M&i goi tin LDP duoc goi 1a don vi dit liéu giao thuc
(PDU), bt dau bang tiéu dé goi tin (header) nhu hinh 3-8 duéi day tiép sau d6 1a cac
ban tin LDP cu thé nao do:

o 1 2 3
01234567 8901234567 890123456789 O01

Version PDU length

LDP identifier

Hinh 3 - 8 Dinh dang co ban cua header LDP PDU
Phién ban: Sé phién ban cua giao thirc, hién tai 1 phién ban 1.
D¢ dai PDU: Tong do dai PDU tinh theo octet, khong tinh truedng phién ban va
truong do dai.
Nhdn dang LDP: Nhan dang khong gian nhan cua LSR gui ban tin nay. Bén
byte dau chta dia chi IP gan cho LSR: nhan dang router. Hai octet sau nhan
dang khong gian nhan bén trong LSR. Néu khdng gian nhan la per platform thi
trrong nay nhan gié tri 0 nguoc lai per interface thi truong nay nhan gia tri
khac 0.

binh dang cac ban tin LDP theo sau header cua goi tin LDP dugc dong goi

dudi dang T-L-V nhu hinh 3-9 sau:

o] 1 2 3
0123456878501 234567889012345687839%01
ulF Type Length

Value

Hinh 3 - 9 Binh dang co ban cua cac ban tin LDP

U bit: Néu c6 gia tri 1 c6 nghia 1a cac router nhan duoc s& bo qua nd néu router
d6 hiéu duogc ban tin nay.

55



- Forward (F) bit: Chi dugc st dung khi bit U c6 gia tri 1. Do nhitng bit nay luén
1a 0 trong ban tin dinh nghia boi RFC 3036 nén chung ta khong di siu vao phan
nay.

- Truong Type: Chi ra loai dit liéu dugc mang trong vi tri Value caa TLV.

- Truong Length: Chi ra d6 dai dir liéu mang trong vi tri Value cua TLV.

- Truong Value: Phu thudc vao loai ban tin ma c6 cac gié tri khac nhau. Mot sé
loai ban tin c6 thé ké ra nhu: Notification, Hello, Initialization, KeepAlive,
Address, Address Withdraw, Label Mapping, Label Request, Lable Abort
Request, Withdraw, Lable Release. Chi tiét ting loai ban tin & khudn kho d6 &n
khdng nhic téi.

Sau ddy chung ta di tim hiéu sdu hon vé cac chirc ning ctia LDP:

» Sy phat hi¢gn cac LSR 1an cgn: LSR chay LDP gui ban tin LDP Hello trén
tat ca cac interface ma LDP dugc kich hoat. Ban tin LDP Hello 1a mét ban
tin UDP duoc giri cho tat ca c4c router trén ciing mang con nay hay ndi mot
cach khéc toi dia chi multicast 224.0.0.2. Céng UDP duoc sir dung cho LDP
la 646. LSR nhéan duoc ban tin LDP Hello trén cong nao s& nhan ra su co
mit cua router LDP nay trén cong do.

= Sy thiét Igp va bdo tri phién lam viéc: Néu hai LSR phat hién thiy nhau
bang LDP Hello, chiing s& ¢ gang dé thiét lap phién LDP gitra chiing. Mot
LSR cb gang ma mot két ndi TCP port 646 t6i LSR kia. Néu két ndi TCP
duogc thiét 1ap, ca hai LSR s& trao doi ban tin LDP Initialization dé théng
nhat vé cac thdng sb cuaa phién 1am viéc. Nhitng théng sé nay nhu sau:

- Giatri thoi gian

- Céch thuc phan phéi nhan

- Pham vi VPI/VVCI cho Label Controlled ATM (LC-ATM)

- Pham vi Data-link connection identifier (DLCI) cho LC-Frame Relay

Néu ca hai router thong nhat xong cac tham sb phién, ching sé& giir
két ndi TCP voi nhau. Va sau khi phién LDP duoc thiét 1ap, ching s& duoc
duy tri bang cac goi tin keepalive dinh ki. Mdi LDP ngang hang nhan duoc
goi tin keepalive, thoi gian dé cho trude khi g& bo LSR d6 ra cac danh sach
d3 phat hién ¢ budce trudce (hold time) duoc thiét 1ap lai.

»  Sw qudng ba anh xg nhan: Sy quang ba anh xa nhén la muc dich chinh cua
LDP. Chlng ta c6 rat nhiéu ché d6 1am viéc khac nhau cua LSR khi phan
phdi nhan:

o Ché @ phan phoi theo yéu cau (Downstream on Demand- DoD): &
ché d6 nay, mdi LSR yéu cau LSR phia sau caa n6 théng béo vé sy
anh xa cho FEC nao d6. Mdi LSR chi nhan mét sy 4nh xa cho mot
FEC tir LSR phia sau.
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o Ché d¢ phan phoi nhadn khéng yéu cau truwéc (Unsolicited
Downstream-UD): Trong ché d6 nay, mdi LSR phan phdi 4nh xa
nhan cho nhitng LSR lang giéng caa nd ma khong can nhitng LSR d6
y&u cau.

o Ché do duy tri nhan t do (Liberal Label Retention - LLR): LSR giit
tat ca nhitng 4nh xa nhan duogc tir cdc LSR khac trong LIB. Chi c6
anh xa cua LSR xubi dong duoc ding trong LFIB tit ca c4c anh xa tir
cac router khac déu khong duoc dat trong LFIB do d6, khong phai tat
ca déu dugc dung dé chuyén goi tin. Mot loi thé cua phuong phap
nay 1a dinh tuyén ludn dong, ¢ bat ki thoi diém nao nd ciing co thé
thay doi vi du nhu méot duong lién két bi hong hoic router bi g& bo,
do d6 router ké tiép cho mot FEC c6 thé thay d6i. O thoi diém do,
nhan cho router ké tiép méi di c6 trong LIB va LFIB c6 thé cap nhat
nhanh chong véi nhan ra mai.

o Ché dé duy tri nhan bdo thi (Conservative Label Retention - CLR):
LSR khong luu trit tit ca cac anh xa tir xa trong LIB ma chi luu trit
nhitng anh xa tir xa nao c6 lién két véi mot LSR ké tiép cho mot FEC
nao d6. Piéu nay 1am giam b nhé can thiét dé luu trix LIB.

o Ché dé diéu khién déc Idp (Independent LSP Control mode): LSR c6
thé tao c4c anh xa cuc b cho mot FEC doc lap véi cac LSR khac. O
ché d6 nay mdi LSR tao anh xa cuc b cho mét FEC nao dé ngay sau
khi né nhan ra FEC do.

o Ché dg diéu khién theo thir tir (Ordered LSP Control mode): O ché
d6 nay LSR chi tao anh xa cuc bé cho FEC ma n6 nhan ra n6 la LSR
16i ra cho FEC hoic néu LSR di nhan anh xa nhan tir LSR ké tiép
cho FEC doé.

Du 14 ché d6 nao cua LDP LSR dang hoat dong thi muc dich déu la
anh xa nhan. Mdi LSR gan maot nhan cuc b cho mdi tién t6 IGP trong
bang dinh tuyén. Pay 1a sy &nh xa nhan cuc bd. Nhitng anh xa cuc bo
nay duogc luu trong LIB cua router, sau do6 lai duoc quang ba cho tat ca
cac LDP ngang hang théng qua phién LDP va chung sé tro thanh anh xa
tir xa trén nhitng LDP ngang hang do.

= Sy thu héi nhan: Khi mot LDP ngang hang quang ba anh xa nhan, cac LDP
ngang hang khac giit né cho dén khi phién LDP déng lai hodc dén khi nhan
dugc thu hdi. Nhan c6 thé duoc thu hdi néu nhan cuc bo thay d6i. Nhan cuc
bo ¢6 thé thay ddi, vi du interface véi tién to cu thé trén do6 bi dut két ndi
nhung LSR khac van quang ba tién t6. Do d6, nhan ndi bo cho tién to do
thay doi tir implicit NULL t&i mot nhdn khéc. Néu diéu d6 xay ra, nhén
implicit NULL s& ngay lap tiac duoc thu hdi bang cach giri thong diép Label
Withdraw tai cac LDP ngang hang véi nd. Nhdn méi dugc quang béa trong
mot thong diép Label Mapping.

= Duy tri nhan bing théng b&o: Thong diép Notification can cho viéc duy tri
phién LDP. Thong diép nay bdo hiéu nhitng su kién quan trong téi LDP
ngang hang. Nhimg thong diép nay c6 thé 1a 15i khong tranh dugc (Error
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Notifications) hodc thong tin tu van don gian (Advisory Notification).
Advisory Notification duoc dung dé gui théng tin vé phién LDP hozc thong
diép nhan tir LDP ngang hang. Nhitng su kién c6 thé bao hiéu bang gui
thong diép notification cd thé ké dén nhu:

- Protocol data unit (PDU) hoac thong diép khdng hop 1€

- Type — Length — Value (TLV) khéng hop 1€

- Hét thoi gian keepalive cua phién

- Mot bén dong phién

- Su kién thong diép Initialization

- Sy kién 1a két qua tir thong diép khac

- L&i bén trong

- Phét hién thay lap

- Céc su kién phuc tap khac

3.1.6.2 MP-BGP

BGP la mot giao thue dinh tuyén phl hop cho viéc mang hang trim ngan tuyén
duong. Pong thoi BGP ciing 1a mét giao thirc cho phép thiét lap nhitng chinh sach ma
rong va mém déo. Do 1a 1y do vi sao nd 1a mot &ng ctr vién tét dé mang tuyén duong
MPLS VPN (vpnv4 route). BGP can phai chuyén cac tuyén duong vpnv4 (sé dugce dé
cap phia sau) gitra cac PE router véi nhau.

» BGP mo¢ rgng (MP-BGP)

BGP dugc mo ta trong RFC 1771 chi ¢6 kha nang mang theo IPv4 tuy nhién
Vi viéc RFC 2858 ra doi, BGP da c6 kha ning mang theo nhiéu thong tin dinh
tuyén khéac ngoai 1Pv4 vi du BGP c6 thé mang theo IPV6.

Su m¢ rong cua BGP-4 dinh nghia hai thudc tinh BGP méi: Multiprotocol
Reachable NLRI (Network Layer Reachability Information) va Multiprotocol
Unreachable NLRI. Nhitng thudc tinh nay quang bé va thu héi tuyén duong. Tat ca
chung déu giir hai truong: Address Family Identifier (AF1) va Subsequent Address
Family Identifier (SAFI). Khi két hop hai trudng d6 véi nhau sé dién ta chinh xac
tuyén duong nao ma BGP dang mang theo. Hinh 3 — 10 md ta bo dit liéu nay.

Address Family |dentifier (2 Octets)

Subsequent Address Family Identifier (1 Octet)

Hinh 3 - 10 Sur két hop giiza AFI va SAFI

Bang 3- 3 Mot vai s6 AFI va mo ta tuong ung
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Number Description

0 Reserved

I IP (IP version 4)
2 IP6 (IP version 6)
I IPX

12 AppleTalk

Bang 3 - 3 Mgt vai so Address Family

Bang 3- 4 liét ké mot s6 cac SAFI va mé ta twong tng cho IP AFI

Number Description

l NLRI' for unicast forwarding

2 NLRI for multicast forwarding

3 NLRI for both unicast and multicast forwarding
4 NLRI for IPv4 and label forwarding
128 NLRI for labeled VPN forwarding

Bang 3 - 4 C4c so SAFI

= BGP mang theo nhén

BGP quang ba tién t6 vpnv4 trong mang MPLS VPN. Diéu nay khong du dé
chuyén luu luong VPN mét cach chinh xac. Pé router PE dau ra c6 thé chuyén luu
luong VPN chinh xac téi cac router CE, nd phai chuyén goi tin dua trén mot nhan.
Router PE dau ra c6 thé anh xa mot nhan téi mét tién té vpnv4, nd goi 1a nhan
VPN. Router PE dau ra phai quang ba nhan cing véi tién to vpnv4 téi tat ca céc
router PE dau vao c6 thé. Nhin don gian duoc gin vao tién té vpnv4 va duoc
quang ba bang BGP sir dung thudc tinh mo rong da giao thirc. Nhin duoc chua
trong truong NLRI. Vi du AFI bang 1 va SAFI bang 128 trong trudng hop MPLS
VPN cho IPv4. Hinh 3-11 cho thiy su déng goi cua truong NLRI cho MPLS VPN.

Length {1 Octet)

Label (3 Octets)

Prefix (Mariable)

Hinh 3 - 11 Sir dong goi nhan

3.1.7 Hoat dong cia MPLS
Hinh 3-12 sau minh hoa su hoat dong cua mang MPLS:
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Hinh 3 - 12 Hoat dong cua MPLS

Dé goi tin truyén qua mang MPLS, mang s& thuc hién cac budc sau:

Tao va phan phdi nhan

Tao bang ¢ mdi router

Tao dwong chuyén mach nhan
Chén nhan / tra cuu bang
Truyén goi tin

Ngudn gui cac dit liéu cua né toi dich. Trong mién MPLS, khong phai tat ca cac
lru lwong tir mot ngudn can thiét truyén qua cing mot tuyén duong. Dua trén cac dic
tinh luu luong, cac LSP khéac nhau cé thé duoc tao ra cho cac goi tin vai cac yéu cau
khé&c nhau tir phia nguon.

Tao va phan phéi nhan: Trudc khi dit liéu truyén, router quyét dinh tao ra lién
két nhan t6i cac FEC cuy thé va tao bang. Trong LDP cac router phia dudi bét
dau gan nhan vao FEC va phan phdi nhin. Cac dic tinh lién quan dén luu luong
va dung luong MPLS dugc diéu chinh théng qua giao thic LDP. Giao thirc bdo
hiéu nén dung giao thic van chuyén c6 th ty va dam bao tin cay. LDP st dung
TCP.

Tao bang ¢ méi router: Khi chap nhan cac lién két nhan, mdi LSR tao ra bang
co s dit liéu nhan (LIB). Noi dung bang nay xac dinh méi lién hé gitra nhan va
FEC, cac thdng tin nhdn no tu sinh ra va nhan duoc tir cac router khac cho mot
FEC. Céac LIB dugc cap nhat khi c6 su thay doi va diéu chinh nhan. Sau khi tao
LIB, router tiép tuc két hop véi thdng tin RIB hinh thanh bang co so chuyén
tiép thong tin nhan (LFIB). Bang nay thé hién rd mdi quan hé gira nhan vao va
nhan ra cong véi dia chi router tiép theo can chuyén tiép téi tuong Gng.

Tao dwong chuyén mgach nhdn: Céac LSP dugc tao ra theo chiéu nguoc Voi
chiéu tao cac muc trong cac LIB nhu chi ra bang nét dirt mau xanh dam.

Chén nhan / tra cizu bang: Router dau tién LER1 trong hinh trén sir dung bang
LIB dé tim duodng tiép theo va yéu cau nhan cho FEC cu thé. Céac bd dinh tuyén
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tiép theo chi sir dung nhan dé tim duong tiép theo. Khi géi tin dén LSR 16i ra
LER4 nhu hinh trén nhin duoc loai bo va géi tin dugc truyén toi dich.

Chuyén tiép g6i tin: Hinh 3-13 trén ciing md ta duong di cua goi tin khi n6
dugc truyén tir ngudn téi dich. Cac goi tin ¢ thé khdng ¢b nhan tai LER1 khi
no | router yéu cau dau tién vé nhan nay. Trong mang IP, nd s& tim dia chi
tring hop dai nhat dé tim budc tiép theo. LSR1 1a budc tiép theo cua LERL.
LER1 s& khoi tao yéu cau nhan t6i LSR1. Yéu cau nay duoc phat trén toan
mang nhu chi ra boi dudng nét dat xanh la cay. Mdi router trung gian LSR2 va
LSR3 s& nhan gai tin gan nhan tir cac router ludong xudng cua nd bat dau tur
router LER2 nguoc try 1én LER1. LDP sé& xac dinh duong dan ao dam bao QoS
nhu chi ra bi dudng nét dut xanh dam trén hinh. LER1 s& tao nhan va truyén
goi tin toi LSR1. Cac LSR tiép theo vi du LSR2 va LSR3 s& kiém tra nhan
trong gdi tin nhan duogc, sira N6 Voi nhan ra twong Gng va truyén goi tin. Khi
g6i tin dén LER4, nd s& g& hét nhan vi goi tin di ra khoi mién MPLS va chuyén
t6i dich. Pudng di thuc su cua gbi tin duoc thé hién bai dudng nét dut mau do.

3.2 Cong nghé VPN dua trén MPLS
3.2.1 Cé&c thanh phan co ban cia MPLS-VPN

Mot cach khai quéat, mé hinh hé théng cung cip dich vu MPLS-VPN duoc thé

hién nhu trén hinh 3-13 dudi day: [8]

Customer A Customer A
Site 1 Site 2

ey CE1-A CE2.A "
' ’ CE Router CE Router \ ’
.

.
v

.

'
“CE1-B MPLS VPN Service CE2-8
CE Router Provider Network CE Router

Hinh 3 - 13 Cac thanh phdn co ban ciia MPLS VPN
Nhu trén hinh 3-13 cd thé thiy cac thanh phan co ban cua MPLS VPN bao

- Mang 15i IP/MPLS duoc quan tri bang nha cung cap dich vy

- Bo dinh tuyén 18i (P) ciia nha cung cip dich vu

- Bo dinh tuyén bién cia nha mang (PE) cung cap thong tin dinh tuyén cua
khach hang va thuc hién dap trng dich vu cho khach hang tir phia nha cung
cap

- Mang khach hang duoc coi la mang truy cap téi vung mang 16i
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- Bo dinh tuyén khach hang (CE) dong vai trd cau ni giira mang khach hang
va mang nha cung cap. N6 cd thé duoc quan tri boi khach hang hoic nha
cung cap dich vu

3.2.2 Cé&c mo hinh MPLS - VPN

Hién nay c6 hai md hinh trién khai mang riéng 4o trén nén MPLS pho bién la
mang riéng ao 16p 3 (Layer 3 VPN) va mang riéng ao I6p 2 (Layer 2 VPN). Sau day s¢&
gidi thiéu nhitng dic diém chinh caa hai mé hinh nay.[7]

3.2.2.1 M0 hinh mang riéng do lép 3

Kién tric mang riéng ao L3VPN dugc chia thanh hai [6p, trong ang véi cac 16p
3 va 2 cua md hinh OSI. L3VPN duya trén RFC 2547, mé rong mot s6 dic tinh co ban
cua giao thic cong bién BGP (Border Gateway Protocol) va tip trung vao hudng da
giao thirc cia BGP nham phan bé cac thong tin dinh tuyén qua mang I8i ciia nha cung
cap dich vu ciing nhu 1a chuyén tiép cac luu lwong VPN qua mang I8i.

Trong kién tric L3VPN, cac bo dinh tuyén khach hang va cua nha cung cap
duoc coi 1a cac phan tir ngang hang. Bo dinh tuyén bién khach hang CE cung cap
thong tin dinh tuyén toi bo dinh tuyén bién nha cung cip PE. PE luu céac thong tin dinh
tuyén trong bang dinh tuyén va chuyén tiép a0 VRF. M&i khoan muc cua VRF tuong
ung vai mot mang khach hang va hoan toan biét lap vai cac mang khach hang khac.
Nguoi sir dung VPN chi dugc phép truy nhap tdi cac site hoac may cha trong cung
mot mang riéng nay. Bo dinh tuyén PE con hd trg céc bang dinh tuyén thong thuong
nham chuyén tiép Iuu luong cua khach hang qua mang cong cong. Mot cau hinh mang
L3VPN dua trén MPLS duoc chi ra trén hinh 3-14

[csiP] Nhan LSP |Nhan VRF[Gai IP Goi IP Bang VRF VPN B
Bang dinh tuyén

Bang VRF VPN A
Bang dinh tuyén

Hinh 3 - 14 M6 hinh MPLS L3 VPN

Bang dinh tuyé&n

Cac goi tin IP qua mién MPLS duoc gan hai loai nhan, bao gém nhan MPLS
chi thi duong dan chuyén mach nhdn LSP va nhan chi thi dinh tuyén/chuyén tiép ao
VRF. Ngin xép nhan duogc thiét 1ap dé chaa cac nhén trén. Céc bo dinh tuyén P cua
nha cung cap xt 1y nhan LSP dé chuyén tiép cac goi tin qua mién MPLS. Nhan VRF
chi duoc xt Iy tai thiét bi dinh tuyén bién PE ndi véi bo dinh tuyén khach hang.

Mo hinh L3VPN c¢6 wu diém 1a khong gian dia chi khach hang duoc quan ly bai
nha khai thac, va do vy né cho phép don gian héa viéc trién khai két ndi véi nha cung
cap. Ngoai ra, L3VPN con cung cap kha nang dinh tuyén dong dé phan phdi cac thdng
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tin dinh tuyén tgi cac bo dinh tuyén VPN. Tuy nhién, L3VPN chi hd tro cac luu lugng
IP hoic luu lwong dong gbi vao goi tin IP. Pong thai, viéc ton tai hai bang dinh tuyén
tai c4c thiét bi bién mang ciing 1a mét van dé phuc tap trong diéu hanh va anh huéng
tgi kha nang mo rong cac hé théng thiét b.

3.2.2.2 M0 hinh mang riéng ao lop 2

M6 hinh mang riéng 40 16p 2 duogc phét trién sau va cac tiéu chuan van dang
trong giai doan hoan thién. Cach tiép can L2VPN huéng téi viéc thiét lap cac duong
ham qua mang MPLS dé xir ly céc kiéu luu lwong khac nhau nhu Ethernet, FR, ATM
va PPP/HDLC.

C6 hai dang L2VPN co ban la:

- Piém téi diém: tuong tu nhu trong céng nghé ATM va FR, nham thiét 1ap cac
duong dan chuyén mach 4o qua mang;
- Diém téi da diém: hd tro cac cau hinh mit ludi va phan cap.

Trong nhiing nam gan day, dich vu LAN &o dua trén mé hinh Layer 2 VPN da
diém sir dung cdng nghé truy nhap Ethernet da duoc trién khai rong réi. Giai phap nay
cho phép lién két cac mang Ethernet qua ha taing MPLS trén co s¢ nhan dang 16p 2, vi
vay ma giam duoc do phic tap cua cac bang dinh tuyén I6p 3. Trong mé hinh Layer 2
VPN cac bo dinh tuyén CE va PE khdng nhat thiét phai duoc coi 1a ngang hang (hinh
3-15). Thay vao d6, chi can ton tai két ndi 16p 2 giira cac bo dinh tuyén nay. Bo dinh
tuyén PE chuyén mach cac ludng luu luong vao trong cac dudng ham da duogc cu
hinh truéc t6i cac bo dinh tuyén PE khac.

| Géi L2 N Nhéan LSP | Nhan VC |Ttr diéu khién |G6i L2 /‘/| Géi L2 |

. VPNB
CE

WPN A

Hinh 3 - 15 M6 hinh MPLS L2 VPN

Layer 2 VPN xac dinh kha niang tim kiém qua mit phang dit liéu bang dia chi hoc
duoc tir céc bo dinh tuyén 1an can. Layer 2 VPN sir dung ngin xép nhin tuong ty nhu
trong Layer 3 VPN. Nhian MPLS bén ngoai duoc st dung dé xac dinh duong dan cho
luu lwong qua mién MPLS, con nhan kénh 40 VC nhan dang cac mang LAN 4o, VPN
hoac két ndi tai cac diém cudi. Mot trudng nhan tuy chon sir dung dé didu khién dong
cac két ndi 1op 2 duge dit trong ciing ngan xép st véi truong dit liéu.

Later 2 VPN c¢6 uu diém quan trong nhat 1a cho phép cac giao thuc l6p cao duoc
truyén trong sudt ddi vai MPLS. N6 c6 thé hoat dong trén hau hét cac cong nghé 16p 2
gom ATM, FR, Ethernet va mé ra kha nang tich hop cac mang phi két ndi IP voi cac
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mang huéng két ndi. Ngoai ra, trong giai phap nay ngudi sir dung dau cudi khong can
phai cau hinh dinh tuyén cho céc bo dinh tuyén khach hang CE.

Tuy nhién, L2VPN khong dé& dang mo rong nhu L3VPN. Mot cau hinh day da cho
cac LSP phai dugc sir dung dé két ndi cac VPN trong mang. Hon nita, L2VPN khong
thé tu dong dinh tuyén gita céc site. Vi vay, tuy thuoc vao cau hinh mang MPLS va
nhu cau cu thé ma c6 thé s dung mét trong hai md hinh noi trén.

323 Kiﬁ’:n tric téng quan caa MPLS-VPN o

bé thuc hién dugc MPLS VPN, ta can xay dung mot so khoi co ban trén PE.
Nhitng khéi nay 1a: VRF, RD-Route Distinguisher (B phan biét tuyén), RT — Route
Target (dich cua tuyén), sy anh xa tuyén qua MP-BGP va chuyén tiép goi tin duoc gan
nhan.

3.2.3.1 VREF- Virtual Routing and Forwarding Tab[e , q

Khach hang dugc phan biét trén router PE bang cic bang dinh tuyén va chuyén
tiép 40 (Virtual forwarding and routing table) hoic cac instance, con duoc goi 1a VRF.
Thuc chéat nd gidng nhu duy tri nhiéu router riéng biét cho cac khach hang két ndi vao
mang nha cung cip. Chirc niang cia VRF giéng nhu mot bang dinh tuyén toan cuc,
ngoai trir viéc nd chira moi tuyén lién quan dén mot VPN cu thé. VRF ciing chira mot
bang chuyén tiép CEF cho VRF riéng biét (VRF-specific CEF forwarding table) twong
rng voi bang CEF toan cuc xac dinh cac yéu cau két ndi va céc giao thizc cho mdi site
khach hang két ndi trén mot router PE. VRF xac dinh bdi canh (context) giao thirc
dinh tuyén tham gia vao mot VPN cu thé ciing nhu giao tiép trén router PE cuc b
tham gia vao VPN n6i mot cach khéc 1a st dung VRF. Giao tiép (interface) tham gia
vao VRF phai hd trg chuyén mach CEF. Mot VRF c6 thé gom mét giao tiép (logical
hay physical) hodc nhiéu giao tiép trén mot router.

VRF khéng nhitng chita mot bang dinh tuyén IP tuong Gng véi bang dinh tuyén
IP toan cuc, mot bang CEF liét ké céc giao tiép tham gia vao VRF, va mot tap hop cac
nguyén tic xac dinh giao thirc dinh tuyén trao ddi véi céc router CE (routing protocol
context), VRF con chura cac dinh danh VPN (VPN identifier) nhu thong tin thanh vién
VPN (RD va RT). Hinh 3-16 cho thdy chtc ning cua VRF trén mot router PE thyc
hién tach tuyén khach hang.
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Hinh 3 - 16 Chic nang cua VRF

Céc giao thirc dinh tuyén khac nhau chay nhu nhiing tién trinh dinh tuyén riéng
biét (OSPF, EIGRP...) trén router. Tuy nhién mét sé giao thic nhu RIP va BGP,
router chi hd tro mot instance cua giao thic dinh tuyén. Do do, thuc thi dinh tuyén
VRF bing giao thirc nay phai tach riéng hoan toan cac VRF véi nhau. Béi canh dinh
tuyén (routing context) duogc thiét ké dé hd tro céc ban sao cua cing giao thic dinh
tuyén VPN PE-CE. Cac bdi canh dinh tuyén nay cd thé duoc thuc thi nhu céc tién
trinh riéng biét (OSPF) hay nhu nhiéu instance cia cing mot giao thirc dinh tuyén
(BGP, RIP...). Néu nhiéu instance cua clng mét giao thirc dinh tuyén dugc su dung
thi mdi instance c6 mot tap cac tham sé cua riéng no.

3.2.3.2 Routg Digtinguisher -GRD ‘

Céc tien to VPN chuyéen qua mang MPLS VPN bang MP-BGP. Tuy nhién khi
BGP mang nhitng tién t& IPv4 qua mang nha cung cap, ching phai la duy nhat. Néu
cac khach hang str dung dia chi chong lan nhau, qua trinh dinh tuyén s& sai léch. Dé
giai quyét van dé nay, khai niém RD duogc tao ra dé 1am cho cac tién t6 IPv4 try nén
duy nhat. Y tudng co ban 1a mdi tién té tir khach hang nhan dugc mot dinh danh duy
nhat (RD) dé phan biét céc tién t6 giéng nhau tir cac khach hang. Mot tién t6 dugc tao
thanh tir su két hop cua tién t IPv4 va RD goi la tién té vpnv4. MP-BGP can phai
chuyén nhitng tién té nay giita cac router PE. Mot RD 1a mot truong 64-bit dugc st
dung dé 1am cho céc tién t6 VRF 1a duy nhat khi MP-BGP van chuyén nd. RD khong
thé chi ra tién td d6 thuéc VRF nao. Chirc nang ctia RD khong phai 1a dinh danh mot
VPN bai vi ¢6 mot sb truong hop VPN phire tap can nhiéu hon mot RD. Mai tién trinh
VRF trén PE router can mot RD géan cho n6. Gia tri 64 bit nay cd thé viét ¢ 2 dang:
ASN:nn hoic IP-address:nn véi nn biéu dién 1a mot sé. Binh dang dung phd bién 1a
ASN:nn vai ASN 13 sé ma IANA céap cho nha cung cip dich vu va nn 1a s6 ma nha
cung cap dich vu gan duy nhat cho VRF. RD chi dung dé 1am cho tuyén duong VPN
tré nén duy nhat. Sy két hop giita RD va tién t6 IPv4 tao thanh tién t& vpnv4 c6 chiéu
dai 96 bit. Mat na vin c6 do dai 32 bit nhu ddi vai dia chi IPv4. Néu ta nhan mét tién
t6 IPv4 10.1.1.0/24 va mot RD 1:1, tién t vpnv4 s& 14 1:1:10.1.1.0/24.
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Mot khach hang c6 thé sir dung cac RD khac nhau cho cing mot tuyén duong
IPv4. Khi mot site VPN két ndi véi hai PE router, tuyén dudng tir VPN site d6 c6 thé
nhan hai gia tri RD khac nhau, ty thuoc vao router PE nhan tuyén duong. Mdi tuyén
duong IPv4 c6 thé nhan hai gi4 tri RD khac nhau, do d6 c6 thé c6 hai vpnv4 khac
nhau. Diéu nay cho phép BGP xem xét chiing nhu 1a nhirng tuyén duong khac nhau va
ap dung céac chinh sach khac nhau.

3.23.3 Route Target - RT ’

Neéu chi ¢c6 RD duogc s dung cho mot VPN, viéc giao tiép gitta cac site cua cac
VPN khéc nhau tré nén kho giai quyét. Mot site cua cong ty A khdng cé kha ning trao
ddi két ndi vai mot site caa cong ty B vi RD khdng gidng nhau. Khai niém nhiéu site
cua cong ty A c6 kha ning két néi vai nhiéu site cia cong ty B goi 1a Extranet VPN.
Va viéc két ndi trao ddi gitra cac site trong cung cong ty A duogc goi I Intranet VPN.
Viéc giao tiép giira cac site dugc diéu khién bai mot chirc nang khac cua MPLS goi 1a
RT — route target. RT 1a mét thuc tinh mé rong cua BGP chi ra tuyén nao cé thé
import tr MP BGP vao VRF. Export RT c6 nghia 1a mot tuyén vpnv4 quang ba ra
nhan mot thudc tinh mé rong — dé chinh 1a RT — khi tuyén duoc phan phéi lai tir bang
dinh tuyén VRF vao trong MP-BGP. Import RT c6 nghia 1a tuyén vpnv4 nhan duoc tir
MP-BGP duoc kiém tra khép thudc tinh mé rong — dé 1a RT — véi mot cai dang ton tai
trong cau hinh thiét bi. Néu két qua Ia triing nhau, tién t nay duoc dit trong bang dinh
tuyén VRF nhu mot tuyén IPv4. Néu két qua khong khép tién té nay sé duoc day ra.

Hinh 3-17 chi ra RT diéu khién nhitng tuyén duong nao sé duoc nhap vao VRF
nao tir cac router PE dang xa va cac tuyén duong vpnv4 s& dugc xuat ra véi cac RT
ndo téi cac router PE ding xa. C6 thé c6 nhidu hon mot RT gan véi tuyén duodng
vpnv4. Bé ¢ thé nhap dugc vao VRF chi can mot RT tir tuyén dudng vpnv4 can phai
tring khop trong cau hinh RT nhap bang Iénh ip vrf trudc d6 trén router PE.

Import 1:1 WPMWA Routes |

Export 1:1 AT 101
7777777777777 Export 1:200 =---~"""""7"7"=- Ny
VPN A : —
Site 1 w o
: VRF Routing [ venva moutes |
: Table for VPN A BT - 41 1:200
Customer | 4 B
Equipment .
— : -
- : ==y
| — B - :
[ (_' —
PE | “_:-:.':l
PE =3
e | ,.{‘I
e T - -
3 Service Provider BE
______________ - Running MPLS VPN ==
| Customer s PE | -<-~'
E Equipment . — N PE
. i == == e
= L i3 o3 -3
] : b PE .-~"PE «PE
; T— WPMwd Aoutes | WPMw4 Routes ~
| o
- ' .
| AT - 1:2 .« AT - 1-100 . e .
VPN B H VRF Routing i =i WPNvd Routes
L Site1 Table for VPN B I, _ Ar=e2
Import 1:2 ST
Export 1:2

Import 1:100

Hinh 3 - 17 Route Target
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3.2.4 Pinh tuyén VPNv4 trong mang MPLS-VPN

VRF phan biét c4c tuyén dudng cua khach hang trén cac router PE nhung lam
thé nao dé tién td van chuyén qua mang ctia nha cung cap dich vu. Béi vi nhiéu kha
nang c6 mot sb luong 16n cac tuyén — cd thé hang tram nghin - dugc van chuyén qua,
BGP 1a mét ¢ng ctr vién tot boi vi n6 1a giao thuce dinh tuyén da dwoc ching minh va
dam bao c6 thé mang rat nhiéu tuyén. Thuc té BGP 1a giao thtc dinh tuyén co ban dé
mang bang dinh tuyén Internet hoan chinh. Do tuyén VPN cua khach hang dugc thuc
hién duy nhét bang céch thém RD vao mdi tuyén IPv4 — chuyén né thanh tuyén
VPNV4 — tit ca cac tuyén khach hang ciing c6 thé dugc van chuyén mot cach an toan
qua mang MPLS VPN.

Hinh 3-18 mé ta cai nhin tong quan vé sy van chuyén tuyén dudng trong mot mang
MPLS VPN.

VPN 1 e N VPN 1
IGP o eBGP | 1 IBGP Exchanging VPNvA | i IGP or eBGP }
1 Exchanging ! H Routes and Labels . 1 Exchanging !

i eyl T g, v Toune =
vy o ‘'
C e g p—— T~ c

S VRF =5y “a VRF s
o e | L O
CE PE PE CE
T \
C C
L Site A ) MPLS VPN Network L Site B

Hinh 3 - 18 Sir qudang bé tuyén dwong trong mang MPLS VPN

PE router nhan tuyén duong IPv4 tir cac router CE théng qua giao thirc dinh
tuyén noi (IGP) hoic ngoai BGP. Nhiing tuyén IPv4 tir site VPN duogc dit vao bang
dinh tuyén VRF. VRF nao dugc st dung phu thudc vao VRF nao duoc cau hinh trén
interface cua router PE néi véi CE router. Nhitng tuyén duong nay duoc gan véi RD
ma dugc chi dinh cho VRF d6. Vi vay ching tré thanh tuyén duong vpnv4 va sau d6
duoc dua vao MP-BGP. BGP c6 trach nhiém phan phdi nhitng tuyén duong vpnv4 téi
tat ca cac router PE trong mang MPLS. Trén router PE, cac tuyén duong vpnv4 duoc
gd bo RD ra va dit vao trong cac bang dinh tuyén VRF nhu tuyén duong IPv4. Liéu
tuyén duong vpnv4 sau khi g& bo RD c6 duoc dua vao VRF hay khong lai tdy thudc
vao RT c6 cho phép nhap vao VRF d6 hay khong. Nhiing tuyén IPv4 d6 cudi cing
duoc quang ba cho router CE thdng qua mot IGP hoiac eBGP chay gitta PE va CE
router. Hinh 3-19 mé ta lan lugt cac budc trong viéc truyén tuyén duong tir CE ti CE
qua mang MPLS VPN.
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Hinh 3 - 19 Sir quang bé tuyén dwong trong mang MPLS VPN theo ting burdc

Do nha cung cép dich vu ¢ mang MPLS VPN chay BGP trong mét vung tu tri
nén iBGP dang dugc chay gitra cac router PE.

Sy lan truyén tir eBGP - chay gitta PE va CE router - t6i MP-iBGP trong mang
MPLS VPN va nguoc lai la ty dong va khdng phai cau hinh gi thém. Tuy nhién viéc
phan phéi lai (redistribute) tir MP-iBGP vao IGP dang chay gitra PE va CE router 12
khong tu dong. Ta phai cau hinh phan phdi lai 1an nhau gitta MP — iBGP va IGP.

3.25 Chuyén‘tiép g6i tin trong mang MPLS-VPN

Nhu d3 dé cap, nhitng goi tin khdng thé dugc chuyén tiép nhu nhitng goi IP don
thuan giira cac site. Router P khong thé chuyén tiép chdng bai vi né khong co thong
tin VRF tir mdi site. MPLS c6 thé giai quyét van dé nay bang viéc gan nhan vao goi.
Router P sau d6 phai c6 thdng tin chuyén tiép dang cho nhin dé chuyén tiép goi. Cach
chung nhat 1a cu hinh giao thirc phan phdi nhan (LDP) giita cac bo dinh tuyén P va
PE dé tat ca cac luu luong IP cd thé chuyén mach nhén gitra chiing. Ta c6 thé st dung
giao thuc RSVP mé rong cho diéu khién luu lwong (TE) khi thuc thi MPLS TE nhung
LDP la phuong thac chung nhat cho MPLS VPN. Goéi IP sau d6 dugc chuyén tiép
nhan véi mot nhan tir router PE dau vao t6i router PE dau ra. Bo dinh tuyén P khong
bao gio phai thuc hién viéc tim kiém dia chi IP dich. Pay 1a cach dé cac goi tin dugc
chuyén mach giita cac bo dinh tuyén PE 16i vao va ra. Nhirng nhan nay goi la nhan
IGP bai vi n6 1a nhin dugc gén cho cac tién té IPv4 trong bang dinh tuyén toan cuc
cua router P, PE va IGP cuia nha cung cap dich vu quang bé no.

Lam thé nao dé router PE 14i ra biét duoc gdi ndo thudc VRF ndo. Thong tin nay
khong c6 trong header cua IP va nd khong thé duoc suy ra tir nhan IGP bai vi n6 chi
duoc st dung dé chuyén tiép nhdn qua mang nha cung cap dich vu. Giai phap 1a thém
mot nhéin khéc trong ngan xép nhan. Nhan nay chi ra VRF ma géi tin thugc vé. Do do,
tat ca cac goi tin cua khach hang duoc truyén di véi hai nhan: Nhan IGP 1a nhén trén
cung va nhan VPN 1a nhan dudi cung. Nhan VPN phai dugc dat 1én boi router PE dau
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vao dé chi ra cho router PE dau ra biét dugc goi tin thuoc VRF nao. Bang cach ndo ma
router PE dau ra b4o hiéu cho router PE dau vao nhin nao dwgc dung cho tién té VRF?
Bai vi MP-BGP d3 duoc st dung dé quang ba tién té vpnv4, né ciing dung dé bao hiéu
nhian VPN dugc gin vai tién té vpnv4.

NOi tdm lai, luu lugng VRF-t6i-VRF cé hai nh@n trong mang MPLS VPN. Nhén
trén cung l1a nhan IGP va dugc quang ba boi LDP hoac RSVP cho TE giwra cac router
P va PE tung chang mot. Nhan dudi cung la nhan VPN duoc quang ba boi MP-iBGP
tir PE t6i PE. Router P st dung nhan IGP dé chuyén tiép goi tin toi ding router PE dau
ra. Router PE bién ra stir dung nhian VPN dé chuyén tiép goi tin ti dang router CE.

Hinh 3-20 mé ta mot goi tin dugc chuyén tiép trong mot mang MPLS VPN. Goi
tin di vao router PE trén mot interface VRF nhu mot goi tin IPv4. N6 duogc chuyén tiép
qua mang MPLS VPN vai hai nhan. Nhitng router P chuyén goi tin bang cach xem xét
nhan trén cung. Nhin trén cung dugc hoan d6i & mdi router P. Nhin duoc g bo &
router PE bién ra va géi tin dugc chuyén tiép nhu mét goi tin IPv4 trén interface VRF
huéng téi router CE. Router CE chinh xic duoc tim thdy bang cach nhin vao nhan
VPN.

i [ 1Pva Packst | P4 Packst IPvd Packst | e,
L P L
- . C
— VRAF = r{_—: VRF o
C— 4 b
CE PE PE CE
T T
L L
C C
Site A J MPLS VPN Network L Site B )

Hinh 3 - 20 Chuyén tiép g6i tin trong mang MPLS VPN

3.2.6 Bao mat trong MPLS-VPN

[7] Bao mat 1a mot trong nhitng yéu té rat quan trong dbi véi tat ca cac giai
phap mang VPN. V¢ khia canh bao mat thi giai phap VPN duya trén BGP/MPLS c6 thé
dat duoc mirc d6 twong duong vai cac giai phdp VPN xay dung trén cong nghé ATM
hoac Frame Relay.

Bao mat cho VPN phai dam bao duoc sy cach ly vé thong tin dinh tuyén ciing
nhu vé khong gian dia chi caa mdi VPN. Nghia 1a viéc cp dia chi cia mdi VPN Ia
hoan toan doc lap nhau. Thong tin dinh tuyén tir VPN nay khong dugc phép sang VPN
khac va nguoc lai. Yéu cau the hai 12 bao mat phai dam bao duoc ciu trdc mang 16i
hoan toan trong sudt voi khach hang st dung dich vu. Thir ba, bao mat phai dam bao
duoc viéc tranh 1am gia nhin nhu viéc 1am gia dia chi IP va chéng lai cac cudc tan
cong tir chdi dich vy (Denial of Service) ciing nhu tin céng truy nhap dich vu
(Instrusion).
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Dé thay rd viéc bao mat trong MPLS-VPN duoc thuc hién nhu thé nao, trudc
hét can hiéu rang MPLS-VPN cho phép sir dung cung khong gian dia chi giita cac
VPN nhung vin dam bao dugc tinh duy nhit cua dia chi céc site khach hang nho vao
gia tri 64 bit cua trueong phan biét tuyén. Do d6, khach hang sir dung dich vu MPLS-
VPN khéng can phai thay doi dia chi hién tai cia minh.

Viéc dinh tuyén trong mang caa nha cung cap dich vu VPN duoc thuc hién trén
chuyén mach nhén chir khdng phai duwa trén dia chi IP truyén théng. Hon nira, mi
LSP twong tng véi mot tuyén VPN-IP duoc bat dau va két thic tai cac bo dinh tuyén
PE cha khong bt dau va két thic & mot diém trung gian nao trong mang cua nha cung
cap. Do d6 mang I8i bén trong hoan toan trong suét dbi véi khach hang. Mbi bo dinh
tuyén PE duy tri mot bang VRF riéng cho ting VPN, va VRF nay chi phd bién cac
tuyén thuoc vé VPN d6. Nho vdy dam bao duoc sy cach ly thong tin dinh tuyén giira
cac VPN véi nhau.

Déi vé6i giai phap MPLS-VPN, that kho c6 thé tan cong truc tiép vao VPN. Chi
cd thé tin céng vao mang I18i MPLS, ri tir d6 tin cong vao VPN. Mang I8i c6 thé tin
cong theo hai cach 1 truc tiép vao bo dinh tuyén PE hoidc vao cac co ché bao hiéu
MPLS. Tuy nhién, dé tin cdng vao mang, truéc hét can phai biét dia chi IP cta no.
Nhung mang 18i MPLS lai hoan toan trong sudt véi bén ngoai, do d6 ké tan cong
khong thé biét duoc dia chi IP cua bat ki bo dinh tuyén nao trong mang 18i. Ching c6
thé doan dia chi va gui goi tin dén nhimg dia chi ndy. Song trong mang MPLS mdi g6i
tin di vao déu duoc xem nhu 13 thudc vé khong gian dia chi nao d6 cua khéach hang, do
d6 kho c6 thé tim duoc cac bo dinh tuyén bén trong ngay ca khi doan duoc dia chi.

C6 thé viéc trao d6i thong tin dinh tuyén gitta cac bo dinh tuyén PE va CE sé la
diém yéu trong mang MPLS-VPN, nhung trén b dinh tuyén PE c6 thé ding ACL va
cac phuong phap xac thuc cua giao thic dinh tuyén dung trén két ndi dé s& dam bao
duoc van dé bao mat. Viéc 1am gia nhin ciing kho c6 thé xay ra vi bo dinh tuyén PE
chi chap nhan nhitng goi tin tir bo dinh tuyén CE giri dén khong ¢ nhan. Néu goi tin
13 c6 nhén thi nhan d6 phai do PE kiém soat va quan ly.

Tir nhitng van dé néu trén, cd thé thiy viéc bao mat trong MPLS-VPN dugc bao
dam & mic d6 rat cao va hoan toan c6 thé so sanh ngang bang véi viéc bao mat trong
cac giai phap dua trén ATM hay Frame Relay.

3.3 So sanh cac diic diém caa VPN trén nén IPSec va MPLS
[3]

3.3.1 VPN trén nén IPSec
Dé bao vé dit liéu qua mang cdng cong, giao thic IPSec hd tro té hop cac chic
nang bao mat mang sau:

- Nhan dang va ma ho4 céac goi tin trudc khi truyén dan;

- Xéc thuc cac g6i nham dam bao tinh toan ven cua dir liéu;

- Xéc thyc dit liéu nguyén thuy caa cac ngudn gui tin;

- XA&c nhan va loai bo c&c go6i qua han, gui lap va tir chéi céc goi lap.
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Giao thirc IPSec cung cap kha nang bao vé céac goi tin IP theo thiét ké mang dé chi
ra cac luu luong dac biét can bao vé. IPSec dinh nghia cach thirc bao vé luu luong va
diéu khién thiét bi nhan luu lwong. VPN trén nén IPSec thay thé hoic bd sung cac
mang riéng dua trén ha tang WAN truyén thong nhu duong day thué riéng, Frame
Relay hoac ATM. Uu diém ndi troi cua IPSec 1a no dap ting duoc CAC Yéu cau cua
mang vé mat gia thanh.

Khi mét doanh nghiép str dung IPSec-VPN, nha cung cap dich vu thudng cau hinh
IPSec trong ciu hinh Hub-and-Spoke, noi tat ca cac nhanh Spoke duy tri két ndi diém-
diém véi dau cudi. IPSec rat phi hop véi cdu hinh VPN diém t6i diém va truy nhap ti
Xa.

Mot sb ddc diém khién cho cac doanh nghiép lua chon giai phap 1PSec-VPN la:

- IPSec cung cp hé théng bao mat rat tét, hd tro cho cac doanh nghiép can
bao mat bang ma hod dir liéu va nhan dang thiét bi;

- Gia thanh trién khai mang thap do IPSec-VPN c6 thé thuc hién trén bat ky
mang IP nao da ton tai;

- Kha ning trién khai cac dich vu nhanh, ké ca viéc bo sung hoac loai bo cac
site;

- Ludng luu lwong ré nhanh theo Hub-and-Spoke.

Thong thuong, ngudi s dung VPN ding phan mém VPN lua chon dich thich
hop cho cac théng tin can giri qua mang. Mot khi nhan dang thanh cong va dudng ham
IPSec duoc thiét 1ap, ngudi st dung c6 thé truy nhap tir xa téi cac (ng dung maot cach
don gian ma khong can phai sira doi hang loat cac tham sé tai céc site.

Véi cac két ndi diém-diém qua IPSec-VPN, nguoi sir dung khéng can phai co
phan mém client trén may tinh cua ho. Nguoi st dung tai cac nhanh khai tao wng dung
néu nd ton tai & trong site, hoic trong mot phién voi trung tdm. Sau khi phién thoa
thuan va nhan dang thanh cong, mot duong ham dam bao giira cc nhanh va trung tam
duoc thiét 1ap khéng phu thudc vao hoat dong caa ngudi ding.

3.3.2 VPN trén nén MPLS
MPLS cung cap méi truong dinh tuyén théng minh va hiéu ning chuyén mach cao
nhu di trinh bay ¢ trén. Uu diém noi troi nhat caa MPLS-VPN 1a kha nang mo rong
nhiéu VPN trén cling mot mang 15i. Thém vao dé 1a cac dic tinh dam bao QoS, st 15i
nhanh, bao vé dudng dan va cung cap nén tang dé phat trién cac dich vu gia tri gia
tang. Mot s 1i do dé cac doanh nghiép lra chon MPLS-VPN Ia:
- Céc cong ty can thoa thuan mac do chit luong dich vu SLA;
- Bao mat dugc hd trg boi viéc tach céc ludng luu lwong twong tu nhu Frame
Relay va ATM;
- Cac mau luu luong phi hop véi ca cau hinh tiing phan va day du;
- Céac doanh nghiép mudn hdi tu nhiéu dich vu da phuong tién trén cung mét
mang;
- Céc doanh nghiép mudn phat trién nhitng két ndi Multicast.
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Khia canh an toan mang cia MPLS duya trén viéc phan tach ludng luu luong giira
cac VPN trén cing mang 15i théng qua truong phan biét tuyén. Céc tuyén dugc phan
biét dam bao tinh riéng tu cia MPLS-VPN tuong tu nhu trong mang dién rong Frame
Relay hay ATM. Cac nha cung cap c6 thé dé& dang thiét ké va t6i wu héa mang do
khach hang khong can biét kién tric mang 16i, con cac bo dinh tuyén 16i thi khong can
biét théng tin vé mang bién cua khach hang.

MPLS-VPN c6 do mém déo va linh hoat cao, né khdng yéu cau cau hinh két
ndi day du hodc ngang hang d6i véi cac két cudi nhu cac mo hinh khac doi hoi. Mat
khac, MPLS-VPN ciing hd tro tot cac thoa thuan muic dich vu SLA. Pay 1a diéu ma
khach hang VPN quan tam nhiéu nhét, no cho phép dap tng cac yéu cau vé hiéu ning
va tinh dan hdi cia mang. Ngoai ra, MPLS-VPN con hd trg cac ki thuat luu luong
nhiam dap tng yéu cau QoS, hd trg chinh sach quan 1y va phan b luu lwong tbi wu cho
mang.

3.4 Kétluan chuong

Trong nhimg nim gan day, cong nghé chuyén mach nhén da giao thic MPLS da
duoc trién khai trén rat nhiéu qudc gia. Mot trong nhitng Gng dung dién hinh cua
MPLS la dich vu mang riéng a0 MPLS-VPN. Dich vu nay di gop phan rat 16n vao sy
phat trién nhanh chong cia MPLS va mé ra nhiéu kha ning tng dung méi

Trong chuong nay da trinh bay cac khai niém co ban cia MPLS-VPN, cac mo
hinh ciing nhu nhitng Ky thuat then chot cia MPLS-VPN. Ngoai ra ciing di dua ra mot
s6 phan tich va so sanh cac dic diém noi bat cua hai giai phap VPN phd bién nhat hién
nay la VPN dua trén IPSec va VPN dua trén MPLS.

Co6 thé thay rd rang vé mit bao mat, MPLS VPN di thuc hién rat tét cong viéc
cua minh bang viéc phan biét cac tuyén giita cac khach hang, dam bao tinh riéng tu
gitta cac khach hang, cic khach hang ciing khong biét vé mang cua nha cung
cap...Ngoai ra chit lugng dich vu ciing 14 mot vin dé quan tdm hang dau cua ca nha
cung cap va khach hang. MPLS-VPN c6 du cac co ché QoS mém déo dé dap tng céc
nhu cau cua cac khach hang khac nhau dong thoi ciing ¢6 kha nang md rong dé dam
bao hd trg dugc mot sé luong 16n khach hang VPN. Van d¢& MPLS QoS s& dugc
nghién ctru & cac chuong tiép theo.
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CHUONG 4. CAC MO HINH PAM BAO CHAT LUQNG DICH VU VA AP
DUNG CHO MANG RIENG AO TREN NEN MPLS

4.1 Chat lweng dich vu - QoS va cac d6 do
411 Giéi thigu chat lweng dich vu - QoS o ‘

Chat luong dich vu (QoS) da tré nén pho bién trong nhirng nam gan day. Mot vai
mang c6 bang thong han ché, vi vay nghén mang thuong xuyén cé thé xay ra. QoS la
mot cach dé wu tién nhing luu lugng (traffic) quan trong so véi nhitng luu lugng it
quan trong hon va dam bao n6 duogc truyén di.

Vi sao chdng tao can QoS?

Nhu truée day, khi ma nhu cau st dung mang cia con ngudi chua cao boi Vi su
ma&i mé, chua phd bién va cac tng dung chua nhiéu thi luu lwong trén mang c6 thé dap
ting cho hau hét cac ung dung ldc bay gio, nhung khi nd trd nén phd bién sé nguoi
ding nhiéu va cac ung dung ciing tiang 1én thi tai nguyén bang thong mang tré nén
thiéu hut, diéu nay s& dan tgi viéc mat goi dang ké khi truyén qua mang. Pé khic phuc
diéu nay thi QoS ra doi véi nhiém vu wu tién cho cac (ng dung thoi gian thyc bang
cach cip phat thém bang thong va dit ching & muc wu tién cao hon cac tng dung
khéc. Néu mot mang khong ap dung QoS thi sé xay ra cac truong hop nhu sau:

» Thoai (Voice):
- Tin hiéu thoai khéng rd rang
- V& vavong tin hiéu trong dam thoai
- Do tré tang lam cho ngudi nghe bén kia khdng biét khi ndo cudc goi két
thuc.
- Cudc goi bi ngit gitra chung.
* Hinh (Video):
- Hinh anh bi nhoe, giat khdng 6n dinh
- Tiéng khong khop voi video
- Tdc @6 video phat cham hon binh thuong
» Dirligu (Data):
- Dit liéu dén nhung khong dung dugc
- Dit liéu @én cham do do tré I6n
-S4 1an tin hiéu tra 1o lai cho bén giri khdng 6n dinh hoic thét bai

4.1.2 Céc tham sé chat lwong dich vu
[2]

» Bang thong (Bandwidth)
M6 ta téc do truyén qua mang cia mot phuong tién, giao thic hay két néi, la
thude do danh gia kha niang truyén tai luu luong dit liéu qua mang
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= D¢ tré (Delay)
Tré la thoi gian truyén trung binh cua dich vy tir diém vao dén diém ra khoi
mang. CO thé ké dén cac loai tré nhu: tré noi tiép, tré truyen lan, tré chuyén mach. ..

= Bién dong tré (Jitter)
Jitter 1 sy khac nhau vé thoi gian dén cia cac goi tin thuoc cling mot ludng luu
lugng

= Tén that gdi (Packet Loss)
Hién twong ton that goi thuong xay ra khi cé tic nghé trén mang. Goi tin bj loai
b khoi diém tic nghén
4.2 Cac moé hinh dam bao QoS
Hién nay trén thé gidi ghi nhan 3 md hinh thuc thi QoS trong mang IP d6 1a: dich
vu nd luc ti da (Best-Effort), Dich vu tich hop (Integrated Service - IntServ), dich vu
phan biét (Differentiated Service - DiffServ)

M6t md hinh dich vu duoc goi 1a mot mac dich vu md ta kha ning thiét 1ap tir
dau cudi dén dau cudi cua QoS. Hinh 4-1 md ta cc ki thuat QoS trén mang IP

-—— Traffic Tvpe ——

Best Effort

<« Kj thuit QoS —»

IntSerwv

Controlled Load
Service

Guaranteed Service

DiffSerwv

Expedited Forwarding
Per Hop Behavior
Assured Forwarding
Per Hop Behavior

Voice

Data

X

Visual

&
)

e

S

Hinh 4 - 1 Cac ky thugt QoS trén mang IP

4.2.1 M0 hinh Best-Effort

Best-effort 1a mot mé hinh dich vu don va pho bién trén mang internet hay mang
IP néi chung, cho phép tng dung g dit liéu bat ca khi ndo véi bat cir khdi lugng nao
no c6 thé thuc hién va khong doi hoi su cho phép hoic thong tin co sé mang, nghia 1a
mang phan phéi dit liéu néu c6 thé ma khong can sy dam bao vé do tin cay, do tré hoic
kha ning théng mang. QoS dic ta dich vu Best-effort 12 xép hang doi : first-in, first-
out ( FIFO).

Dich vu Best- effort rit phi hop cho nhiing tng dung cia mang dai rong nhu
truyén file hoic email. Cho dén thoi diém nay da phan céc dich vu dugc cung cap boi
mang Internet van st dung mé hinh dich vu nay.

4.2.2 M0 hinh IntServ

DPung trudc nhu cau ngay cang ting trong viéc cung cp dich vu thoi gian thuc
(thoai, video) va bang thong cao (da phuong tién), dich vu tich hop IntServ da ra doi.
Pay 1a sy phét trién cia mang IP nham dong thoi cung cip dich vu truyén thdng Best

74



Effort va céac dich vu thoi gian thyc. Sau day 1a nhitng dong luc thic day sy ra doi cua
mo hinh nay:

Dich vu ¢é gang toi da khéng con dii ddp img niza : Ngay cang c6 nhiéu ung
dung khac nhau, cac yéu cau khac nhau vé dic tinh luu lugng duoc trién khai,
d6ng thoi nguoi sir dung ciling yéu cau chat luong dich vy ngay cang cao hon.
Céc ung dung da phuong tién ngay cang xuét hién nhiéu.

Céc ing dung da phwong tién ngdy cang xuat hién nhiéu : Mang IP phai c6 kha
nang hd trg khong chi don dich vu ma con hd tro da dich vu caa nhiéu loai luu
lwong khac nhau tir thoai, s6 liéu dén video. Téi uu héa hiéu suét sir dung mang
va tai nguyén mang.

Toi weu héa hiéu sudt sir dung mang va tai nguyén mang: Dam bao hiéu qua st
dung va dau tu. Tai nguyén mang s€ duoc du trir cho luu lugng c6 d6 uu tién
cao hon, phan con lai sé danh cho so liéu best effort.

Cung cdp dich vu tot nhat: Mé hinh IntServ cho phép nha cung cip mang dua
ra nhitng dich vu tét nhat, khac biét véi cac di tha canh tranh khéc.

Traffic of voice Traffic of data ‘
/ i
/" /
4

Hinh 4 - 2 M6 hinh mang IntServ

Mb hinh IntServ dugc IETF gigi thiéu vao gitra thap nién 90 véi muc dich ho

trg chat luong dich vy tir dau cudi t6i dau cudi. Cac ung dung nhan dugc bang thong
dung yéu cau va truyén di trong mang véi do tré cho phép.

Ciic ban tin setup d4t

e B

b= ain & %
| Appl I___.._‘ Setup | [ Setup o Cie giao thik: dinh l

'—l wyén/ Dutabase

Bidu khifn chip
Drata |1h;'||1-'.;|,!|!'.g hatg
1P Dana

Classifier # Sheduler # Classifier Sheduler

Hinh 4 - 3 Thanh phan dich vy IntServ

M6t s6 thanh phan trong md hinh dich vu 4-3 nhu sau :
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Giao thec thiét lap Setup : Cho phép cac may chii va céac router dy trir dong tai
nguyén mang dé xu ly cac yéu cau cua céc ludng luu luong riéng. RSVP (Resource
Reservation Protocol) 1a mét trong nhitng giao thic do.

Dic tinh luéng: Xac dinh chat luong dich vu QoS sé& cung cap cho céc ludng xac dinh,
ludng & day duoc dinh nghia nhu mét ludng goi tir ngudn dén dich co clng yéu cau vé
QoS nhu bing thong tdi thiéu ma mang bat budc phai cung cip dé dam bao QoS cho
cac ludng yéu cau.

Diéu khién Iwu lwong: Trong céc thiét bi mang ( may cha, router, chuyén mach ) c6
thanh phan diéu khién va quan Iy tai nguyén mang can thiét dé ho trg QoS theo yéu
cau. C4c thanh phan diéu khién luu luong nay c6 thé dugc khai bao boi giao thirc bao
hiéu RSVP hay thii cdng. Thanh phan diéu khién luu luong bao gom:

- Dieu khién chap nhdn : Xac dinh cac thiét bi mang c6 kha nang hd trg QoS theo
yéu cau hay khong.

- Thiétbi phan lép (Classifier) : Nhan dang va lya chon 16p dich vu trén noi dung
ctia mot sd trudng nhét dinh trong mao dau goi.

- Thiét bj Idp lich va phan phai (Scheduler): Cung cip cac mic chat luong dich
vu QoS & kénh dau ra cua thiét bi.

Cac muc QoS cung cap boi IntServ gom :
- Dich vy dam bdo GS ( Guaranteed Service )

GS cung cap cac dich vu chat lugng cao nhu : Danh riéng bang thong, giGi han do tré
t6i da va khdng bi mat goi tin trong hang doi. Cac ung dung cd thé dén: Hoi nghi
truyén hinh chit lwong cao, thanh toan tai chinh thoi gian thue, ...

- Dich vu kiém soét tai CL ( Controlled Load )

CL khong dam bao vé bang thong hay tré, nhung voi cac nd luc t6i da khong giam
chat luong mot cach dang ké khi tai mang ting 1én. Dich vu ndy pht hop cho cac ung
dung khong nhay cam lam voi do tré hay mat goéi nhu truyén hinh multicast
audio/video chat luong trung binh.

4.2.3 MO0 hinh DiffServ

Viéc dua ra mé hinh IntServ c6 vé nhu giai quyét duoc nhiéu van dé lién quan
dén QoS trong mang IP. Tuy nhién trong thuc té mo hinh nay da khong dam bao duoc
QoS xuyén suét (end-to-end). Pa c6 nhiéu c¢b gang nhiam thay d6i diéu ndy nham dat
mot mic QoS cao hon cho mang IP, va mét trong nhitng ¢ gang do 1a su ra doi cua
DiffServ (xem hinh 4-4). DiffServ str dung viéc danh dau g6i va xép hang theo loai dé
hd tro dich vy wu tién qua mang IP.
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- Nhin vio truéng DSCP
C ap cac doi xur dya

- Cung cap c
én gl

trén gia trj cia DSCP

Hinh 4 - 4 M6 hinh dich vu phan biét DiffServ

Nguyén tic co ban cua DiffServ nhu sau:

Phan loai va danh dau céac goi riéng biét tai bién cia mang vao cac 16p
dich vu. Viéc phan loai c6 thé dya trén nhiéu cach thirc nhu sira dang luu
lwong, loai bo goi tin, va cudi cung 1a danh dau truong DS (DiffServ)
trong mao dau goi tin dé chi thi 16p dich vu cho goi tin.

Diéu chinh luu luong nay tai bién mang. DS 1a md hinh ¢6 su phan biét
dich vu trong mang c6 nhiéu tng dung khac nhau, bao gom ca luu luong
thoi gian thyuc c6 thé duoc dap ung mic dich vu cua ching trong khi van
c6 kha nang mé rong cac hoat dong trong mang IP 16n. Kha nang ma rong
c6 thé dat duoc bang:

o Chianho luu lugng ra thanh nhiéu 16p khac nhau.

o Anh xa nhiéu @ng dung vao trong cac I6p dich vu nay trén bién
mang. Chirc nang anh xa nay dwoc goi la phan loai (classification)
luu luong.

Cung cap céc xu ly cd dinh cho mdi 16p dich vu tai mdi hop (dwoc goi la
Per-hop behavior-PHB) tuwong (ng vai cac yéu cau QoS cua nd). PHB bao
gom hang doi, 14p lich, va cac co ché loai bo gai tin.

4.2.4 So sanh m6 hinh IntServ va DiffServ

Trong mot mang sir dung QoS, chiing ta cé thé khdng can dung dén IntServ hay
DiffServ ma mang van chay binh thuong, tuy nhién néu c6 ung dung DiffServ hay
IntServ vao thi s& cho két qua tét hon nhiéu, va cd thé dam bao chat luong dich vu cao
hon. DiffServ ra doi dé khic phuc cac khuyét diém cua IntServ, giita ching cé nhiing
su khac nhau:

DiffServ

IntServ

Khoéng dung bat ki giao thirc béo hiéu nao dé | Dung giao thac bao hiéu RSVP dé
danh trudc bing thong mang, do vay tiét | danh trudc bing thong mang, do do s&
kiém dugc bang thong mang. t6n tai nguyén mang vo ich.
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C6 thé st dung cho mang 1én va ca mang | Chi cd thé sir dung cho mang ¢& nho

nho véi so luu luong rat 1on Vi SO luong luu lwgng nho

it ton tai nguyén mang Tén nhiéu tai nguyén mang

Xét wu tién goi trén ting chan Khoi tao mot kénh truyén truéc khi
truyén

4.3 Ap dung mé hinh DiffServ véi goi tin IP
4.3.1 Co ché QoS ap dung trén goi tin

[9] Co ché QoS dugc sir dung dé trién khai cac chinh sach QoS. Tai thoi diém
g6i tin IP di vao mang, n6 dwoc phan loai va thudng duoc danh dau vai cac nhan dang
cho 16p. Tir day géi tin dugc xa ly bang rat nhiéu co ché QoS tly thudc vao su phan
loai. Phy thudc vao co ché xir ly, goi tin ¢ thé dugc chuyén tiép nhanh, bi tré, nén,
phan manh hozc tham chi hity bo. Chlng ta s& di sau vao timg co ché nhu sau:

4.3.1.1 Phan loqi (Classifcation)

Input
Interface Interface

Hinh 4 - 5 Classification

Phan loai la nhan dang va tach Iuu lugng (traffic) thanh nhiing lop khac nhau.

Trong mang c6 kha ning QoS, tt ca cac luu lugng duoc phan loai ¢ nhitng giao tiép
16i vao cua tat ca cac thiét bj co tinh nang QoS. Phan loai goi tin ¢ thé dya vao nhiéu
yéu té nhu:

- Piém ma dich vu phan biét (DSCP)

- IP precedence

- Dia chi dau

- biachi dich
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4.3.1.2 Pdnh ddu (Marking)
[ Voice H—#l
Mission-Critical j—»{Mission Criticall
|_Transactional H—#{ Transactional |

Hinh 4 - 6 Marking

Panh diu (Marking) tac 13 danh dau céac goi tin khi nd thuoc mot 16p phan loai
dé cac thiét bi khac con lai trong mang c6 thé nhanh chdng nhan ra I6p phan loai.
Marking duoc thuc hién cang gan bién mang cang tét va thuong dugc thuc hién bang
cach sir dung MQC (Modular QoS CLI). MQC I1a mét phuong phap thuc hién cau hinh
trén cac router.

Pénh diu thuong thiét dat nhitng bit trong truong DSCP hoac IP Precedence (s&
duoc dé cap sau) trong mdi goi tin IP theo 16p ma gai tin thudc vé. Ngoai ra con c6 cac
truong khac ciing co thé duoc thiét dat nhu: QoS group, MPLS experimental bit,
802.1Q priority bit, Frame Relay DE bit, ATM CLP bit...

4.3.1.3 Quan ly nghén (Congestion Management)

Legend

Mission-Critical

= .1 1 L) £ Voice Queue (First Out)
o

d /
=

Marked
Paekets{ O e m Mission-Critical Queue (40% bandwidth)
O m

|1
e m Transactional Queue (20% bandwidth)

Input
Interface Interface a

Hinh 4 - 7 Congestion Management

Co ché quan Iy nghén (co ché hang doi) sir dung danh dau trén mdi goi tin dé quyét
dinh hang dogi nao sé chira goi tin. Nhitng hang dgi khac nhau dugc xt ly theo nhirng
cach khac nhau bang thuat todn quan 1y hang doi dya trén 16p géi tin trong hang doi.
V& co ban, hang doi véi nhitng géi tin c6 d6 wu tién cao nhin dugc cach xur 1y wu tién
hon.

Quan 1y hang doi duoc trién khai trén tat ca cac interface 16i ra trong mang c6 tinh
nang QoS bang cach sir dung co ché hang doi dé quan ly luong dit liéu ra. Mdi thuat
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toan hang doi duoc thiét ké dé giai quyét van dé vé mot Iuu lugng mang cu thé va cé
nhitng tac dong déng ké dén hiéu ning mang.

Trong Cisco 10S c6 mét s6 cach quan 1y hang doi quan trong nhu sau:

= FIFO (First In — Firtst Out): Khong can su phan loai vi tat ca cac géi tin déu
thuoc mot 16p giéng nhau. Cac gai tin bi hay bo néu hang doi ra bi day (con goi
1a tail drop). Hang doi phuc vu nhitng goéi tin theo tht ty chung dén. Pay 1a
hang doi don gian va phd bién nhat.

== Jra

Queue

1 &

Direction of Data Flow

Hinh 4 - 8 FIFO

= Priority Queuing (PQ): Co ché ciing kha don gian. Mdi géi dugc gan mot do
vu tién va duogc dit trong nhitng hang doi c6 sy phan cip dua vao d6 wu tién.
Pén khi nao hang doi cao nhat khéng con goi tin nao thi nhiing hang doi phia
dudi méi dugc phuc vu. Géi tin sau d6 duoc gui di tir hang doi cao nhat ké tiép
cho dén khi hang doi d6 hét hoic goi tin khac dén hang doi cao hon nd. Goi tin
s& duoc guri di tir hang doi thip hon chi khi ndo tit ca cac hang doi c6 d6 uu
tién cao hon déu tréng. Néu c6 mot goi tin dén hang doi cao hon thi goi tin tir
hang doi cao hon s& gui di trudc bat ki goi tin ndo trong hang doi thap hon.

Until
Quecuecs 2 empty

Direction of Data Flow

Hinh 4 - 9 Priority Queue

= Weighted Fair Queuing (WFQ): Tu dong phan loai dwa vao luong dir liéu
(flow). Mdi luong dir liéu sir dung mot hang doi khac. Hang doi vai it luu luong
va IP precedence cao hon dugc phuc vu nhiéu hon. Bing thong duoc phan chia
mét cach kha cdng bang cho tat ca cac ludng dit liéu dang hoat dong.
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Forwarded Packels

- Weighted Fair Queuing System

Flow 1?2

Hardware
Flow 27 Queuing System

oo B hcicn S

Hinh 4 - 10 WFQ

Class-Based Weighted Fair Queuing (CBWFQ): Mo rong chirc nang caa WFQ
dé hd tro cho nhitng 16p luu lwong ngudi ding ty dinh nghia. V&i CBWFQ, ta
dinh nghia nhiing 16p luu lugng dya vao nhing tiéu chuan so khop bao gém
giao thirc, ACL, va nhiing interface chiéu vao. Goi tin thoa man nhiing tiéu
chuan so khép cho mot 16p s& thudc 16p d6. Mot hang doi dugc danh sin cho
mdi 16p va luu luong thudc vé mot Iép dugc chuyén téi hang doi 16p d6. Sau
khi mot 16p dd duoc dinh nghia theo céc tiéu chuan so khap, ta c6 thé 4n dinh
cac dic diém cho no. Pé dic ta mot 1op, ta co thé gan bang thong, trong sb,
hoac sé luogng goi toi da. Bang thong duoc gan cho 16p 1a bang thong tdi thiéu
khi xay ra ngh&n. CBWFQ hd trg nhiéu 16p dé phan loai dit liéu thanh cac hang
doi FIFO. Tail drop 13 hanh vi loai bo mic dinh cia CBWFQ. Ta ciing c6 thé sir
dung WRED d¢é tranh nghén cho tung 16p.

LLQ = CBWFQ + PQ Interface
FIFO
PQ i | B
FIFO
Mission-
Criticat (=1(=]

FIFO

Transactional

FIFO or WFQ
peraurt | | EAEIEIEN

CBWFQ

Hinh 4 - 11 CBWFQ

Low-Latency Queuing (LLQ): La mot tinh nang mang priority queuing (PQ)
vao CBWFQ. Priority Queuing cho phép cac dir liéu dé bi anh huong boi tré
nhu voice ¢6 thé duoc gui di trude (trude khi goi tin trong nhitng hang doi khac
duogc gui), gilp cho nhitng dit liéu d& bi anh huong bai tré dugc su uu tién doi
Xir S0 V&i cac luu luong khéc. Bang viéc sir dung mot 16p trong CBWFQ dé
trién khai LLQ, n6 cho phép chuyén huéng luu luong thudc vé 16p d6 téi hang
doi uu tién.
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Fonvard Packets Legend——

Class Default

Hardware
Queuing System)

|- 2D

CBWFQ
Scheduler

Hinh 4 - 12 LLQ

4.3.1.4 Tranh nghén (Congestion Avoidance)
Tranh nghén 1a giam sat lwong tai cuia mang dé du béo va tranh nghén & nhiing
diém hay bi ngh&n. Tranh nghén dugc trién khai bang cach hay bo gai tin.

Tranh nghén thuong duoc trién khai & nhitng giao dién (interface) 16i ra noi ma
nhitng lién két toc do cao hoac mot tap hop céc lién két day vao mot lién két toec do
thap (vi du mot mang LAN day vao mot lién két WAN).

Weighted random early detection (WRED) la mot k¥ thuat tranh nghén chinh.

WRED lam giam kha ning ngh&n xay ra bang cach huy bo nhitng goéi tin c6 d wu tién
thap hon 13 huy bo nhimg goi tin ¢6 d6 vu tién cao.

4.3.1.5 Chinh sach (Policing)

p ¥ M @
z,g, A/'D}’\immm_m‘m] p[Zo0] LIMIT 200 REACHED!

Drop Packets
l l I ! Transac§onal I I 156 I

Input
Interface Interface

Hinh 4 - 13 Policing

Chinh sach (Policy) 14 kha nang kiém soat nhitng Iuu luong vuot quéa hoac tuan
theo dé dam bao nhiing loai luu luong nhat dinh nhan duoc nhitng loai bang thong
nhat dinh.

Policing huy bo hodc danh ddu nhirng gdi tin khi cham t6i nhitng gigi han dinh
truéc. Policing c6 thé thiét dat dé huy bo nhitng 16p luu luong c6 d6 wu tién thap
trude. Ngoai ra nd cling thuong sir dung dé diéu khién nhiing ludng luu luong di vao
thiét bi mang tir nhitng duong toc do cao bang cach hiy bo nhiing goi tin c6 d6 uu tién
thip nhung chiém nhiéu bang thong. Mot vi du dién hinh 1a viéc sir dung policing caa
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nha cung cap dich vu dé ngan chan nhitng ludng dit lidu co téc do cao tir phia khéch
hang vao mang caa nha cung cap dich vu sao cho né nam trong thoa thuan dich vu.

4.3.1.6 Piéu hoa (Shaping)

)| NN = vacss= Il e
s B = UNDER LIMIT AGAIN
Mission-Critical L1so] (use buffered packets)
Buffer | Transactional | [156]

Service
Provider

QOutput
Interface Interface

Hinh 4 - 14 Shaping

Diéu hoa (shaping) gitp l1am min toc d6 khdng phd hop trong mang va giéi han
téc do truyén. Shaping dugc sir dung trén cac interface dau ra va gigi han cac ludng dix
lieu tir cac duong lién két toe do cao dén cac duong lién két téc do thap hon dé dam
bao duong lién két toc do thap hon khong bi vuot qua luu luong. Shaping ciing c6 thé
st dung dé quan Iy ludng luu lwong & mot diém trén mang ma rat nhiéu ludng luu
luong duoc tap trung tai d6. Nha cung cip dich vu str dung shaping dé quan 1y ludng
lru lwong vao va ra cia khach hang dé dam bao nhitng ludng luu luong d6 tuan theo
cam két gitra hai bén.

4.3.2 Ap dung QoS véi goi tin IP
[12] Hinh 4-15 du6i day mo6 ta cac treong cua header mét goi tin IP:

i Type of Service
Version IHL | (TOS) Total Length
Identification Flags Fragment Offset
Time To Live | Protocol Header Checksum

Source Address

Destination Address

Options ‘ Padding

Hinh 4 - 15 Cdc truong cua header IP

Hinh 4-16 chi ra cach phan chia truong ToS (Type of Service):

Bits Lo 1 =2 3 < £ = i
v s "
3 Precedence a4 TOoS Bits 1 MBZ Bit
Bits ™, (Must B=
s
J_, . Faro)
4 ™,
RFC ?i‘// N, RFC 1349
- ™
S,
» -
111 - Metwork Conerol 1000 - - Minimizoe Dwelay
110 - Imbermetwork Control 0100 - - Maximize Throughput
101 - CRITIGECR 0010 - - Maimize Reliability
1100 - Flash Crearride o001 - - Minimize Momstary Cost
011 - Flash DO - - Mormal Service

010 - Enmediate
001 - Pricrity
000 - Routins
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Hinh 4 - 16 Byte ToS dinh nghia cdc bit Precedence

Viéc str dung nhiing bit precedence cho QoS ngay nay dugc st dung rong réi.
Nhuoc diém caa nd 1a chi ¢d 8 cip dich vu.Vi vay IETF quyét dinh st dung nhiéu bit
hon cho QoS va 3 bit trong ToS dugc gan cho DiffServ ngoai 3 bit precedence phia
truéc. DiffServ sir dung 6 bit, cung cip mét sé lugng du 1on cac cap dich vu. Hinh 4-
17 chi ra nhirng bit dung cho DiffServ hay DSCP (Differentiated Services Codepoint).

RFC 2474 | | ‘ |

“

hd
& DSCP Bits (Differentiated 2 cuU
Services Codepoint) (Currently

Unused) Bits

Hinh 4 - 17 Byte ToS dinh nghia cac bit DSCP

C6 hai loai 16p chuyén tiép trong mé hinh DiffServ duoc dinh nghia: Chuyén
tiép nhanh (expedited forwarding - EF) va chuyén tiép d¢am bao (assured forwarding-
AF). EF la dich vy ti Ié mat, do tré thap, dam bao bang thong, va két ndi diém-diém.
AF dinh nghia rat nhiéu dich vu dam bao chuyén tiép. C6 4 16p AF duogc dinh nghia,
mdi 16p lai ¢6 3 muc uu tién huy bo. Cac 16p AF duoc ki hiéu AFij véi i tir 1 dén 3 dé
chi l6p, j tir 1 dén 3 dé chi 6 wu tién hiy bo va bit cudi duoc du trit. PO wu tién huy
bo cang cao thi gdi tin cang dé bi hiy bo khi c6 nghén xay ra. Bang 4-1 1 cac gia tri
khuyén céo cho 4 16p AF:

MName DSCP (binary) DSCP (decimal)
AF11 001010 10
AF12 001 100 12
AF13 GO1110 14
AF21 010010 18
AF22 010100 20
AF23 010110 22
AF31 011010 26
AF32 011100 28
AF33 011110 30
AF41 100010 34
AF42 100100 36
AF43 100110 38

Bdng 4 - 1 CAc gid tri d@é nghi cho ban 16p AF

Bang 4-2 chi ra 4 16p AF, mdi 16p lai ¢6 3 muc wu tién hiy bo:

Drop Precedence Class 1 Class 2 Class 3 Class 4
Low 001010 010010 011010 100010
Medium 001100 010100 011100 100100
High 001110 010110 011110 100110

Bang 4 - 2 Bon lép AF va ba mie wu tién hiy bo
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Néu ta sir dung EF, trudng DiffServ khuyén céo 1a 101100 (thap phan 46).

Ta ciing ¢ thé sir dung 16p Class Selector (CS) - néu ta chi mudn dung 3 bit dau cua
truong DSCP cho QoS (cai nay dé twong thich nguoc Véi truong precedence).

4.4  Ap dung mé hinh DiffServ cho MPLS-VPN

4.4.1 Tong quan vé QoS cho MPLS-VPN

Chat lugng dich vu 1a mot thanh phan quan trong cua cac mang géi da dich vu.
M6 hinh Diffserv hién nay 1a md hinh kién triic QoS phé bién nhat trong chuyén mach
g6i IP véi wu diém noi bat 1a linh hoat va kha nang mé rong cao.

Trén co s mdi VPN phai ¢ rat nhiéu muc dich vu (Class of Service - CoS).
Céc tng dung thoi gian thuc vi du VoIP phai c6 mic dich vu riéng vu tién hon so voi
muc dich vu danh cho truyén tai file hoic email. Hai mé hinh chat lugng dich vu ding
cho mang riéng 4o trén nén MPLS Ia : Pipe model (m6 hinh éng) va Hose model (m6
hinh voi) [6]

4.4.1.1 Pipe model

Trong md hinh éng, nha cung cap dich vu cung cip cho khach hang VPN mirc
chat luong dich vu QoS nhét dinh gitra cac CE trong cuing mot VPN. Vé hinh thuc, ¢6
thé hinh dung mé hinh nay nu mét duong éng két ndi hai bo dinh tuyén véi nhau va
lru lugng giira hai bo dinh tuyén trong 6ng nay dugc dam bao mot mic QoS xac dinh.
Vi du vé mét hinh thirc dam bao QoS c6 thé cung cap trong mé hinh éng 1a dam bao
gia tri bang thong nho nhat gitra hai Site.

Cac bo dinh tuyén bién phia nha cung cap PE tai hai dau caa ong s& thuc hién
qua trinh loc va loai bo cac luu luong du nham dam bao bing thong cho ludng luu
luong trong dng. C6 thé cai tién mo hinh dng bang viéc chi cho phép mét sé loai luu
lwong (ing voi mot s6 tng dung) tir mot CE t&i cac CE khac sir dung dudng 6ng. Quy
dinh luu lugng ndo cé thé sir dung duong éng duoc xac dinh tai bo dinh tuyén PE phia
dau ong.

Chu y 12 md hinh éng kha gidng voi mé hinh QoS ma céc khéach hang VPN c6
duoc véi cac giai phap dya trén Frame Relay/ATM. Piém khac nhau co ban la véi
ATM/Frame Relay thi c4c két ndi 12 song cong, trong khi mé hinh ng cung cap cac
két nbi dam bao theo mot hudng. Dac diém mot hudng ndy caa md hinh dng cho phép
thiét 1ap cac két ndi cho nhiing tng dung st dung ludng luu luong khong ddi xang,
trong d6 luu luong tr mot Site téi Site khac c6 thé khéac véi luu lugng theo huéng
nguoc lai.

Hinh 4-18 minh hoat mét vi du vé md hinh éng chat lwong dich vu. Nhu chi ra
trén hinh v&, cac nha cung cap dich vu cung cip cho VPN A mét duong éng dam bao
bang thong 7Mbps cho luu lugng tir Site 3 dén Site 1 (cu thé hon 14 tir CE A3 dén CE
Al) va mot duong dng khac dam bao bang thong 10Mbps cho luu luong tir Site 3 dén
Site 2 (tr CE A3 dén CE A2). Nhu vay, mot b dinh tuyén CE c6 thé ¢ nhiéu hon
mot dng xuat phét tir n6 (vi du hai éng xuat phat tir Site 3). Tuong ty, c6 thé c6 hon
mot dng két thac tai mot Site.
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VPN B/Site 2

R e
: RS
VPN A/Site 1 VPN B/Sitte 3

Hinh 4 - 18 M6 hinh éng chdt lirong dich v trong MPLS-VPN

M6t wu diém cua md hinh ng 1a n6 gidng véi mé hinh QoS dang duoc khach
hang st dung voi FR hay ATM, do d6 khach hang c6 thé d& dang ¢ng dung. Tuy nhién
mod hinh éng cling c6 mot sé nhuoc diém. Vi dy, noé doi hoi khach hang VPN phai
kiém soat toan bo ma tran luu lugng giita cac Site. Piéu d6 c6 nghia 13, khach hang
phai biét tong luong luong di tir mot Site téi tat ca cac Site khac. Thong thuong thi
thdng tin na khéng co sin, tham chi 1a néu c6 thi ciing bi 16i thoi.

M6 hinh ng gan gidng véi mé hinh tich hogp dich vu dé cung cp chét luong
dich vu ¢am bao. MPLS-VPN cung cap kha nang ¢am bao bang thong cho cac LSP va
cho phép sir dung md hinh dng ndy mot cach don gian. Cac LSP khai tao va két thic
tai cac PE s€ dam bao bang thong qua mang 16i, con thoa thuan dich vu gitra PE va CE
s& dam bao QoS tir dau cudi toi dau cudi. Bé dat duoc hiéu qua tét nhat déi véi mo
hinh éng, khach hang VPN can biét rd yéu cau sir dung luu lugng trong ké hoach
mang.

4.4.1.2 Hose Model

Trong md hinh voi, nha cung cap dich vu VPN cung cap cho khach hang maot su
dam bao QoS cho luu lurgng va mot bo dinh tuyén CE cua khach hang giri di va nhan
vé tir cac bo dinh tuyén CE khéc trong cling mot VPN. Trong cac truong hop khac,
khach hang phai chi dinh cach phan phdi luu lugng téi cac bo dinh tuyén CE trong
mang. Nhu vay, d6i véi khach hang, md hinh voi cung cap chat luong dich vu trong
tirng VPN va khong yéu cau phai phén tich luu luong hoic 1ap ké hoach luu lwgng cho
toi tung CE, nho d6 ma giam bdt dugc ganh nang cho khach hang st dung dich vu
VPN

M6 hinh voi str dung hai tham sé téc do 1a téc do cam két dau vao ICR (Ingress
Commited Rate) va toc do cam két dau ra ECR (Egress Commited Rate). Trong d6
ICR la téc d lién quan t&i luu lugng ma CE dau vao cd thé giri t6i nhitng CE khéc,
con ECR la toc do lién quan dén luu lugng ma mot CE cé thé nhan tir cac CE khac.
Néi cach khac, ICR dai dién cho tong luu lugng tir mot CE cu thé, trong d6 ECR dai
dién cho tong luu luong téi mot CE cu thé. Luu y d6i véi mot CE khong nhat thiét
ICR phai bang ECR.

Hinh 4-19 minh hoa vi du vé md hinh voi chat lugng dich vu. O day nha cung
cap dich vu cung cap cho VPN B sy dam bao bing thong 15Mpbs cho luu lwong tir
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Site 2 téi cac Site khac (ICR = 15Mpbs) ma khong quan tim dén luu lugng nay di téi
Site 1 hay Site 3. Tuong ty, nha cung cap dich vu cung cip cho VPN A su dam bao
bang théng 7Mpbs cho lIuu lugng tir Site 3 gui t6i cac Site khac trong cung VPN (ICR
= 7Mbps) ma khong quan tam téi viéc luu luong téi Site 1 hay Site 2. Cung nhu thé,
nha cung cép dich vu cung cip cho VPN B sy dam bao bang théng 15Mpbs cho luu
lwong gui t6i Site 2 (ECR = 15Mbps) ma khdng quan tam téi viéc luu lugng xuat phat
tu Site 1 hay Site 3

M6 hinh voi hd trg nhiéu mac CoS tng véi cac dich vu c6 nhiéu tham sb khéc
nhau. Vi dy, mét dich vu cé thé yéu cau tham sé vé mat géi tin it hon so véi dich vu
khac. Dé hd tro 16p dich vu ta phai dua vao mé hinh voi, cho phép nha cung cap dich
vu sir dung co ché phan biét dich vu cung véi MPLS. Vi vy, mé hinh voi 13 huéng
tiép can tir md hinh phan biét dich vu Diffserv. Vi cac dich vu doi hoi phai ¢6 sy dam
bao chic chan (nhu vé bing thong) thi mé hinh 6ng pht hop hon.

Nha cung cap dich vu c6 thé cung cap cho khach hang VPN mé hinh 6ng, mé
hinh voi hoic to hop ca hai md hinh trén nham dap ung cac yéu cau cu thé vé QoS.
Cac bo dinh tuyén PE cua nha cung cap dich vu xac dinh luu luong duoc nhan trong
cac l6p dich vu. TUy thudc vao giao dién dau vao, dia chi ngudn, dia chi dich, chi s6
cong va cac cam két chat luong dich vu ma cac gdi sé dugc danh dau cho phu hop Voi
y&u cau vé chit luong dich vu.

ICR 7Mbil'e
ECR 7Mbit/s.

Hinh 4 - 19 M6 hinh voi chdt lweng dich vu trong MPLS-VPN

4.4.2 Ap dung QoS véi goi tin MPLS

Dé dat duoc chit lugng dich vu trong méi truong MPLS VPN ta chon mé hinh
voi hay mo hinh DiffServ QoS bai vi ndé dugce dang duoc st dung rong réi trong cong
nghiép do tinh mém déo nhu da noi & trén. Thuc hién DiffServ voi goi tin MPLS ciing
gan gidng nhu véi goi tin IP trong chuong 3 tat nhién c6 mot vai diéu khac biét.

Nh& lai cau tric caa nhdn MPLS nhu sau:

0 1 2 3
0123456789012345678901234567890°1

Label EXP |BoS TTL

Hinh 4 - 20 Cdu tric nhan MPLS
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Chung ta c6 thé thay 3 bit thir nghiém EXP duoc dung trong QoS tuwong ty nhur
3 bit precedence trong gai tin IP. Va néu ta st dung 3 bit d6, ta c6 thé goi LSP Ia E-
LSP &m chi riang LSR st dung bit EXP dé phan loai goi tin va quyét dinh sy wu tién
hity bo. Tuy nhién khi st dung MPLS, ta c6 mot tiy chon khac dé trién khai QoS cho
cac goi tin dan nhan. Mot LSP Ia mot duong dugc bao hiéu qua mang gitra hai router.
Ta c6 thé sir dung nhan trén cling cia goi tin d&é mang QoS cho goi tin d6. Tuy nhién
sau d6, ta cAn mot nhan trén mot 16p cho mdi dong luu lwong giita hai dau cua LSP.
Loai LSP d6 duoc goi 1a L-LSP, ngu y rang nhan mang mot phan théng tin QoS.

Khi LSR chuyén tiép goi tin gan nhan, nd chi can nhin vao nhan trén clng va
quyét dinh noi s& chuyén géi tin. Piéu ndy ciing ding v6i hanh vi caa QoS. LSR ciing
chi can nhin vao nhiing bit EXP cua nhin trén cung dé quyét dinh cach ddi xt véi goi
tin nay. Nho lai rang QoS bao gdm danh dau luu lugng, quan ly nghén, tranh nghén va
diéu hoa luu lugng, ta st dung low-latency queuing (LLQ), class-based weighted fair
queuing (CBWEQ), weighted random early detection (WRED), policing va shaping dé
trién khai né cho goi tin IP. Ta hoan toan ciing c6 thé sir dung céc tinh nang dé dé trién
khai QoS dua trén bit EXP cho gdi tin dan nhan.

Céc hanh vi QoS mac dinh trong MPLS:

1. Mdc dinh trong Cisco 10S, cac bit precedence hodc ba bit dau tién cia truong
DSCP trong header IP diroc sao chép téi cac bit EXP cua tdt cd cdc nhan dwoc
chén vao ¢ LSR 14i vao.

2. Mdc dinh trong Cisco 10S, cac bit EXP cia nhdn dau sao chép téi nhan duoc
hodn déi va tat ca cac nhan dwoc chén lén né.

3. Mdc dinh trong Cisco 10S, cac bit EXP cia nhin dau khéng diroc sao chép toi
nhan 16 ra sau khi g& bé nhan dau.

4. Mdc dinh trong Cisco 10S, c4c bit EXP cia nhin dau khong dwoc sao chép toi
cac bit precedence hodc cdc bit DSCP khi ngan xép nhan dwot gé bo.

5. Khi ta thay déi gia tri cac bit EXP thdng qua cau hinh, gid tri cia cac bit EXP
trong cac nhan ngogi trir nhéan dau thi cdac nhan dwoc hodn déi, cac nhan dwoc
chén thém vao va cac bit precedence hogc cac bit DSCP trong header IP giir
nguyén khong doi.

Vi du nhu hinh 4-21 chi ra cac hanh vi chuyén tiép mic dinh nhu thém, hoan doi,
go bo nhén:

Label 1 EXP =3 EXP =3
Label 2 EXP =41 EXP =4
IP Packet |DSCP =5 DSECP =5

—
T

—
Ingress Intarface = Egress Intaerface
b I
- _n'{\——\\.
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® EXP=5 ® @ [ |
|DSCP=5| |DSCP=5| |DSCP=5| |DSCP=5| |DSCP=5| |DSCP=5|
— == T ==
| i = 19 e
_.-"L-.' | __.'l:u,l | :I
Imposition Imposition Swap and Impaosition
.
@ = = &
[Exp=3 ] [Exp=3] > [(Exp=3 | [Exp=3]
[Exp-4] [Exe-a] [Exp=4 ] [Exp=2a |
‘DﬁCP=5| |D5CF‘=5| |DECF|=5| |DSCF|=5|
i J—
~— e ~ el
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Swap and Imposition Swap
E) )
®ew=s] [ep=3] =y
|DECP=5| |DECP=5| |D5I:P=5| |DECP=5|
i —_—
== -
— =% =
Disposition Disposition

Hinh 4 - 21 Cac hanh vi mdc dinh cia Cisco 10S dsi véi cac bit EXP

Hai btrc tranh ddu mé ta cho ta vé sy phan anh ToS. Mic dinh, IP precedence
duoc sao chép tdi nhan dugce chén vao. Pay chinh 1a luat 1. Bac tranh thir ba chi cho ta
rang bit EXP cua nhan trén clng caa géi tin dén duoc sao chép téi nhan duoc hoan doi
va nhan duoc ddy thém. D6 chinh 1a luat 2. Hinh 4, 5 1a mét vi du cua luat 2 nhung
hién tai n6 chi ra ca cac bit EXP cua cic nhin phia dudi nhin dau khong thay doi
(Luat 5). Hinh s6 6 chi ra mot vi du vé luat 3 va hinh s6 7 1a mot vi du vé luat s6 4.

4.4.3 Céc md hinh dwong ham DiffServ trong MPLS

[14] MPLS QoS luat 4 nay sinh mot van dé tha vi: bat ké gia tri EXP duoc thay
ddi bai LSR 16i vao hoic bét ki LSR khéc, gia tri khong dugc sao chép téi géi tin IP 16
ra & LSR 16i ra cia mang MPLS. Do d6, diéu nay gilp nha mang c6 thé chuyén gia tri
QoS cua goi tin IP mot cach trong sudt. IP precedence hoic DSCP caa géi tin IP duoc
bao toan, gia tri & LSR 16i vao va 16i ra bang nhau. Llc nay ta cé thé tao duong ham
gia tri DiffServ cua goi tin IP. Mot wu diém rd rang 1a mang MPLS c6 thé c6 cac chinh
sach QoS khéc nhau véi cac khach hang két néi téi. IETF da dinh nghia ba mé hinh dé
tao duong ham thong tin DiffServ. Tat ca ba mé hinh déu c6 sy khac biét va déu cé
nhitng wu diém riéng. Sy khéc biét gitra ching chi & vi tri nhitng LSR bién.

Thong tin Tunneled DiffServ la théng tin QoS cua goi tin dugc gan nhan hoac
precedence/DSCP cua géi tin IP dén LSR 16i vao. Thong tin LSP DiffServ 1a thdng tin
QoS cua goi tin MPLS chuyén qua LSP tir LSR 16i vao tgi LSR 16i ra. Thong tin
Tunneled DiffServ 1a thong tin QoS can chuyén qua mang MPLS mét céch trong sudt
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trong khi thdng tin LSP DiffServ la théng tin QoS tat ca cac LSR trong mang MPLS
sir dung dé chuyén gdi tin duoc dan nhan

“LSF DiffServ Information™

______________________________________________________________________________

— — —r —_—
IFT}L 4| F | A | = | i |F_"f":‘?
’ _(. _.-’<_ —.-'{:- —.-’{:-
Ingress P P Egress
LSRH LSRR

Hinh 4 - 22 Hoat déng chung cia cac mé hinh dwong ham DiffServ

4.4.3.1 M@ hinh ¢ng (Pipe Model)
Trong mé hinh nay nhirng luat sau dugc ap dung:

= Thong tin LSP DiffServ 1a khdng can thiét (nhung c6 thé) dugc ké thira tir
thong tin Tunneled DiffServ trén LSR 15i vao.

= Trén cc LSR trung gian (P router), thdng tin LSP DiffServ cta nhan ra duoc ké
thura tir thong tin LSP DiffServ cta nhéan vao.

= Trén cac LSR 16i ra, cach xu ly chuyén tiép gdi tin dya vao thong tin LSP
DiffServ va thong tin LSP DiffServ khong dugc sao chép téi théng tin
Tunneled DiffServ.

Xt ly chuyén tiép (hanh vi phan loai va huy bo) caa goi tin IP dua trén nhitng bit
precedence hoic DSCP cua goi tin IP. Vi vay nd c6 thé goi la IP PHB (per-hop
behavior). Tuong tu xir Iy chuyén tiép cua gdi tin MPLS dua trén nhiing bit EXP. Céi
nay goi la MPLS PHP (per-hop behavior).

Pipe Model
EXP Bits Set According t Schedul d Discard
Service Provider's Poliey |LEe=2 |  [[BXP=3'] Behavior Based on EXP
| exP=3 | [ exp=3 | [ exp=3 |
[oscp=s5| | [oscp=5| [opscp=s| [oscp=s| | [osce=s |

LsP ] s

] B

Ingress PE P Egress PE

Hinh 4 - 23 M6 hinh ¢ng

Uu diém cta mé hinh nay 1a thong tin Tunneled DiffServ ban dau duoc bao
toan khi goi tin ra khoi mang MPLS. Piéu d6 nghia 14 thong tin IP DiffServ hoic
thong tin Tunneled MPLS DiffServ giit nguyén khong d6i. Khi khach hang két néi t6i
mang MPLS, thong tin QoS cua ho dwoc chuyén bang duong ham mot cach trong subt
qua mang MPLS. Hon nita néu khach hang c6 riéng luat QoS cua ho, nha cung cap
dich vu MPLS ciing dua ra luat riéng caa ho trén nhiing goi tin & LSR 16i vao ma
khong thay d6i thong tin QoS ban dau cua géi tin, va do d6 c6 thé bo qua luat cua
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khach hang. Piéu nay c6 kha ning mé rong hon viéc phuc vu QoS cua ting khach
hang. Bai vi mot nhan chi cé thé c6 3 bit EXP, nha cung cap dich vu MPLS phai khop
moi mic QoS cua moi khach hang vao mot trong 8 mirc QoS trong mang MPLS.

4.4.3.2 M6 hinh ¢ng ngan (Short Pipe Model)

M6 hinh éng ngén twong tu md hinh 6ng véi mot diém khac & viéc xir ly chuyén
tiép goi tin trén LSR 16i ra. G md hinh nay né dya vao thdng tin cia Tunneled
DiffServ thay vi LSP DiffServ nhu & md hinh ng, diéu nay cho phép goi tin duoc
chuyén tiép tly theo thdng tin QoS khac nhau cta khach hang. Do d6 diém thi ba cua
md hinh dng ngan s& duoc stra thanh:

= Trén LSR I4i ra, xir ly chuyén tiép goi tin dya trén thong tin Tunneled DiffServ
va thong tin LSP DiffServ khong duoc sao chép téi thong tin Tunneled
Diffserv.

Short Pipe Model

EXP Bits Set According to = = Scheduling and Discard
Service Provider’s Policy I Epss I | 2 I Behavior Based on DSCP

[ Exp=3 | [ eExp=3 | | exp=3 |
| osce =5 | [ pscp=s | | oscp=s | | oscp=5 | | [ pscp=s |
- o > o — D= -
o > T T RN | - ==
5 13 & Hd L d— ¢
Ingress PE P P Egress PE

Hinh 4 - 24 M6 hinh ¢ng ngdn
Mo hinh nay ciing ¢6 wu diém twong ty nhu mé hinh 6ng trén.

4.4.3.3 M0 hinh thang nhat (Uniform Model)
M6 hinh théng nhat hoi khac so véi md hinh dng ngan va mé hinh éng. Trong
md hinh thdng nhat céc luat sau duoc ap dung:

= Thdng tin LSP DiffServ phai dugc ké thira tir thdng tin Tunneled DiffServ
trén LSR 16i vao.

= Trén LSR trung gian (P router), thdng tin LSP DiffServ cua nhan ra dugc ké
thura tir thong tin LSP DiffServ cua nhan toi.

= Trén LSR 16i ra, thong tin LSP DiffServ phai duoc sao chép téi théng tin
Tunneled DiffServ.

ChU ¥ sy thay d6i & diém dau tién: thdng tin LSP DiffServ phai duoc ké thira tir
thong tin Tunneled DiffServ trén LSR 15i vao. Trén LSR 16i ra, thdng tin Tunneled
DiffServ phai ké thira tir thong tin LSP DiffServ. Piéu nay c6 nghia 1a mot goi tin
thudc cuing mot 16p QoS tai bét ki thoi diém nao. Thong tin QoS ludn ludn ¢ nhén trén
cuing hoic trong header cua goi tin chua dugc gan nhin. Mang MPLS khdng gay ra tac
dong nao trén thong tin QoS ma nd chi chuyén goéi tin qua mang. Ching ta co thé thay
ddi nhiing bit EXP trén nhitng nhin dau tién théng qua cau hinh tai mot vi tri ndo do
trén mang. Thay doi nay 1a thay d6i trén thdng tin LSP DiffServ, n6 s& khong duoc sao
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chép toi théng tin Tunneled DiffServ trong md hinh éng va mé hinh 6ng ngan tuy
nhién nd s& duogc sao chép trong mé hinh théng nhat & LSR 16i ra.

Uniform Model

[ exp=5 ] [ exp=5 |
[ exp=5 | [ exp=5 | [ exp=5 |
| oscp:sl IDSCP:SI Ioscp=5] |oscp=5| | DSCP=5|

—~ — —_—~

s -Ff3=-F - —=s
P =

Egress PE

Ingress PE
Hinh 4 - 25 Mb hinh thong nhdt

Uu diém ctia md hinh nay la chi c6 mét théng tin DiffServ cho mot géi tin. Pay
la thong tin DiffServ dong goéi trén nhan dinh. Viéc nd khac vaéi thong tin DiffServ
phia duéi 1a khong quan trong vi théng tin DiffServ trén cling s& dugc sao chép xudng
& LSR 16i ra cua LSP.

45 Thiét ké QoS cho MPLS-VPN
[13]

4.5.1.1 Mgt sé nguyén tdc thiét ké
Bén canh vai tro co ban cia QoS trong cdc mang doanh nghiép, vai tro caa QoS
trong mang MPLS-VPN c6 thé dugc mé rong bao gdm nhitng khia canh sau:

- Dinh hinh lvu lwong véi toe d6 hop dong

- Anh xa céc 16p dich vy trong doanh nghiép téi cac 16p dich vu cua ISP
- Loai bo goi tin trong céc 16p dich vu cho phi hop véi toe do hop dong
- Phuc hdi cac danh dau trén goi tin

Do vay, c6 kha nhiéu nguyén tic chién lugc trong viéc thiét ké QoS ap dung cho
MPLS VPN bao gom:

= Phan logi va dénh ddu #ng dung cang gan nguén cang tét vé hai khia
canh kj thudt va qudn tri: Mot s6 chinh sach phan loai c6 thé yéu cau su
hiéu biét ¢ 16p 7 va c6 thé s& khong thé thuc hién duoc trén cac switch. Vi
vay Router CE c6 thé 1a diém kha thi vé mat ky thuat nhat dé thuc hién viéc
phan loai chi tiét nay.

= Logi bé céc luong di ligu khébng mong muén cang gan nguén cang tét:
Cac nha cung cap dich vu sé loai bo Iuu luong & PE router dau vao theo hop
d6ng dich vu. Nhitng ludng luu luong vuot qué toe do co thé bi danh dau
lai, huy bo hoac tinh chi phi thém cho khach hang

= Theec thi chinh sach hang dei é tdt ca cac nat cd khd ning xdy ra tic
nghén: Thuc thi chinh sach hang doi trén tit ca cac Router CE va PE dong
thoi trén ca céc thiét bi I18i P router cua nha cung cép dich vu (néu can thiét)

= (TUy chgn) Bdo vé mat phang diéu khién va mat phang chuyén tiép bang
cach &p dung chinh sach bdo vé véi mat phdng dieu khién: Bé gia cb
(harden) ha ting mang dé ngan chan va kiém ché céc tan cong mang
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Tuy nhién truéc khi nhitng nguyén tac chién luoc ké trén c6 thé dugc chuyén
thanh cac cau hinh khuyén nghi cu thé trén mot nén tang nhat dinh ching ta sé di qua
mot vai khia canh lién quan s& duoc tinh bay lan luot & cac phan tiép theo

DAu tién chling ta xem xét lai cac thanh phan chua yéu caa MPLS-VPN duoc thé
hién trong hinh 4-26. M hinh nay s& duoc sir dung trong thiét ké QoS & muc nay.

Campus WANNPN Services Block Branch Networks

MPLS VPN

B2
| X
X

Hinh 4 - 26 Kién tric ciza MPLS va vai tro cua cac router

Hinh trén giGp chdng ta nhé lai cac thanh phan cha yéu caa mang MPLS-VPN
ddng thoi vai tro cia cac router trong md hinh bao gém:

-  CE Router
- PE Router
- Provider Router

Mot diéu can ghi nhé nira 1a MPLS VPN cung cap dich vu VPN Layer 3 ¢ dang
lu6i day du va diéu nay 1am ting tinh phic tap cia mé hinh QoS ap dung cho no.

4.5.1.2 Mgi quan hé chdt ché véi cong nghé truyén dan Ethernet
Khuyén nghi: Hiéu dwgc médi quan hé chat ché cua cong nghé truyén dan
Ethernet véi QoS

Su phd bién va tinh mém déo cua cong nghé Ethernet 1am cho né trg thanh lya
chon hap dan phuc vu cho I6p truyén dan VPN & ca hai phia doanh nghiép va khach
hang. Khach hang s& khéng con phai mua nhitng mé dun mé rong riéng dé phuc vu két
ndi WAN nhu ATM hay POS. Tuong tu nha cung cap dich vu ciing don gian hon
trong yéu cau thiét bi phan cing. Thém nira, nha cung cap dich vu cé thé cung cap
dich vu mot cach mém déo va c6 kha ning mé rong bang viéc cung cap cho khach
hang dich vu truy cap Ethernet vai tdc do thap hon mic dinh (sub-line-rate Ethernet)

Sub-line-rate Ethernet, nhu cai tén cua né dién ta hop dong dich vu cung cap
lru lwong thap hon kha ning cua dudng truyén Gigabit Ethernet (GE). N6 ¢6 thé tir 1
— 999 Mbps. Thém nira, hop dong s& rat mém déo, cd thé duoc diéu chinh dé& dang
theo yéu cau khach hang ma khéng can phai nang cip phan cing trai nguoc véi cong
nghé chuyén mach WAN truyén théng mang tinh c¢é dinh cao. Vi du muén nang
duong truyén WAN truyén thong tir T3/DS3 (45 Mbps) 1én OC3 (155 Mbps) thi phai
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mua mo dun két ndi khac nhung véi cdng nghé Ethernet sub-line-rate thi khong can
thiét.

Tuy nhién tir g6¢c nhin QoS, cong nghé sub-line-rate can phai ¢ sy chu ¥ hon.
Chdng ta biét rang, chinh sach hang doi chi dugc str dung khi dudng truyén vat ly bi
tac nghén. Picu d6 co nghia 1 chinh sach hang doi s& khong bao gio duoc sir dung
trong dudng truyén vai cong nghé truy cap sub-line-rate. Trong nhiing trudng hop nay,
chinh sach hang doi chi c6 thé dat duoc ¢ toc do thap hon mic dinh bang viéc sir dung
chinh sach gom hai phan hay con goi 1a chinh sach chit luong dich vu phan cép hay
chinh sach QoS 16ng nhau. N6 gdm hai phan sau:

= Thyc hién dinh hinh (shape) luu luong phi hop véi toe d6 thoa thuan
» Luu lugng dugc dat trong hang dgi theo chinh sach hang doi LLQ/CBWFQ
mdi khi dudng truyén vuot qua dung luong dugc thoa thuan trén

Dé hiéu 16 hon, ta c6 thé xem thém mé ta bang hinh 4-27 bén duéi:

Class-Based Shaping
LLQ/CBWFQ Mechanisms Mechanism

LLQ
- LLQ i

Packets In

Class-Based :> Packets Out
Call-Signaling CBWFQ Shaper

Transactional CBWFQ || cBWFQ

Bulk Data CBWFQ || Scheduler
Default Queue

>
>

v

Hinh 4 - 27 Chinh sach QoS lang nhau

4.5.1.3 Chuyén d@si md hinh QoS
Khuyén nghj: Thira nhan rang doanh nghiép va nha cung cap dich vu phai phéi
hop dé cung nhau thuc hién QoS qua MPLS VPN

Nhu da dé cap, MPLS VPN cung cap céu hinh luéi giira tru sé chinh va cac chi
nhénh. Chinh sy két ndi dang luéi day da nay kéo theo nhimg thay déi quan trong
trong thiét ké QoS so vai md hinh WAN truyén théng thuong trién khai theo mé hinh
point-to-point (diém-diém) hozc hub-and-spoke.

Do su rang budc vé chi phi, kha nang mé rong va kha nang quan ly nén cac mo
hinh WAN truyén thong hiém khi sir dung mé hinh luéi. Thay vao do, hau hét su thiét
ké WAN thuong xoay quanh mé hinh hub-and-spoke. Trong mé hinh hub-and-spoke,
QoS thuong dugc quan ly & hub router (vi du thiét bi tap trung WAN...) bai doanh
nghiép. Thiét bi tap trung WAN diéu khién khong chi dit liéu tir try s dén chi nhanh
ma con giita cac chi nhanh véi nhau. Hinh 4-28 dudi diy mo ta QoS chu yéu dugc
quan tri boi khach hang doanh nghiép:

94



Enterprise WAN Aggregators (Hubs)
Principally Control all QoS

Branch-to-Branch Traffic
Campus-to-Branch Traffic
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Switch Switch Switch Router

Branch Access
Router  Switch

Hinh 4 - 28 Quan tri QoS trong thiét ké WAN truyén thong dang Hub-and-Spoke

Tuy nhién, véi MPLS-VPN vén di cung cap két ndi dang lu6i day du, mo hinh
quan tri QoS can phai ¢ sy thay doi. Dudi thiét ké dang ludi, Router & try s& chinh
(hub router) van diéu khién QoS cho tat ca dit liéu tir try s& dén cac chi nhanh nhung
s& khong con diéu khién duoc luu lugng gitra cac chi nhanh véi nhau. Mic du cé thé
nhan ra phuong an cho kich ban méi nay 1a dam bao QoS dugc cung cap trén tat ca
cac router cua chi nhanh nhung diéu nay 1a chwa dy du vi n chi giai quyét mot phan
cua van de.

Lay mot vi du, gia sir trudng hop cung cap hdi nghi truyén hinh cho tat ca cac
chi nhanh. Nhu trong truong hop WAN truyén théng, thuc hién chinh sach hang doi
dé wu tién cac goi tin hoi nghi truyén hinh trén bo tap trung WAN 1a yéu cau bat budc.
Sau d6 doanh nghiép phai cung cip chinh sach twong tu trén cac router chi nhanh.
Theo cach nay bat ky cudc goi ndo tir bat ky vi tri ndo toi bat ky vi tri nao trong doanh
nghiép duoc bao vé chdng lai cac luu luong it wu tién hon. VAn dé phic tap trong md
hinh luéi d6 1a cac luu luong canh tranh khong phai ludn ludn dén tir cing mot site ma
né c6 thé dén tir bat ky mot site nao. Hon nita doanh nghiép ciing khong thé diéu khién
hoan toan QoS giita c4c chi nhanh véi nhau vi luu lugng gitra cac chi nhanh cé thé
khéng di qua router trung tdm. Tiép tuc véi vi du, néu mot cudc goi hoi nghi truyén
hinh duoc thiét 1ap gitta hai chi nhanh va mét nguoi ding tir mét trong cac chi nhanh
trén ciing khoi tao mot phién tai FTP dén chi nhanh chinh, kha nang qua tai cia dudng
lien két gitra PE-to-CE khé Ion tham chi s& gay gian doan cudc goi hoi nghi truyén
hinh.

Cach duy nhat d&é dam bao chat luong dich vu trong truong hop nay la nha cung
cap dich vu thyc hién chinh sach hang doi phu hop vai chinh sach caa doanh nghiép
trén tat ca cac duong lién két trén PE téi cac chi nhanh (PE-to-CE). Diéu nay tao nén
su chuyén d6i md hinh quan tri QoS cho mé hinh luéi diy dit ma ta goi 13 “Doanh
nghiép va nha cung cap dich vu phai két hop véi nhau mot céch chit ché dé thuc hién
QoS qua mang MPLS”, nhu chi ra trén hinh 4-29
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Service providers (PE) principally
Enterprise (CE) Edges principally control Branch-to-Branch QoS.

control Campus-to-Branch QoS.
Branch-to-Branch Traffic

Campus-to-Branch Traffic

Access  Distribution Core CE
Switch Switch Switch Router

PE
Routers

Routers

Hinh 4 - 29 Thuc hién QoS trong thiét ké dang leéi day du ciia MPLS-VPN

T6m lai, chinh sach hang doi phai 1a diéu bat budc trén router PE va CE dau ra
vi tinh chét ludi day di cia MPLS VPN. Ngoai ra, router PE ciing s& phai c6 chinh
sach chan luu lwong dé dam bao thoa thuan chat lwong dich vu

4.5.1.4 Céc mé hinh I6p dich vu ciia nha cung cap dich vu
Khuyén nghi:

- Hiéu mot cach day du vé cac md hinh 16p dich vu caa nha cung cap
- Neéu ¢ nhiéu lua chon, lva chon mé hinh phu hop nhat véi chién lugc QoS
cua doanh nghiép

Ty thudc vao nha cung cap dich vu dinh nghia cac mé hinh 16p dich vu, cac
khach hang s€ nhan dugc cac muc dich vu tuong trng. Khong ¢é mé hinh nao phu hop
Véi tat ca cac khach hang, né tly thugc vao chién luoc canh tranh cua tirng nha cung
cap dich vu. Tuy nhién, hau hét cac nha cung cip dich vy thuong cung cdp md hinh 4
hoac 6 16p dich vu (hinh 4-30)

Service Provider Service Provider
Classes-of-Service Classes-of-Service

EF SP-REALTIME-CLASS

(RTP)
css LLO 10%
SP-REALTIME-CLASS
EF LLQ 30% SP-AF4-CLASS

AFa1 (RTP)
cs4a CBWFQ 20% BW +
DSCP-WRED

SP-AF3-CLASS
sp-AFa-cLass | AF31 (UDP)

Ccs3 CBWFQ 10% BW +
CBWFQ 10% BW DSCP-WRED
AF21

SP-AF2-CLASS

AF21 CBWFQ 35% BW +
DSCP-WRED . AF11 SP- ARG Rtroh
cs2 csi CBWFQ 10% BW +
DSCP-WRED
SP-Default-Class SP-DEFAULT-CLASS
CBWFQ 25% BW + || pp CBWFQ 25% BW +
DF WRED WRED

Hinh 4 - 30 M6 hinh 4 1gp va 6 lép ISP

Viéc cung cap mot 1op dich vu (CoS) cu thé phu thudc vao sy danh dau dir liu
(thuong 14 truong DSCP). Tuy nhién cach danh dau trong mdi 16p thuong khac nhau,
tuong tur cho cac chinh sach danh dau lai/loai bo caa céc nha cung cip cu thé va bang
thong phan bd cho mdi lép

Khi ¢6 nhiéu md hinh chét luong dich vu dugc tiy chon, khach hang nén lva
chon md hinh gan khép véi chién lwgc QoS cua doanh nghiép nhat.
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45.15 Cé&c ché do dwong ham DiffServ trong MPLS
Khuyén nghj:

- Hiéu rd cac ché @6 duong ham trong MPLS va cach no tac dong dén danh
dau DSCP cua khach hang

- M6 hinh éng ngan (Short Pipe Mode) cung ciap cho khach hang doanh
nghiép

Bai vi nhan MPLS chta 3 bit EXP thuong sir dung cho danh diu QoS nén c6
thé giir nguyén dugc cach danh dau (marking) cta géi tin IP khi di qua mang MPLS
VPN cua nha cung cap dich vy

Ba m6 hinh duong ham khac nhau duoc dinh nghia. Ca ba mé hinh nay da dugc
trinh bay phia trén. Sau day 1a cac khuyén co cho tirng mé hinh:

= Mb hinh théng nhdt (Uniform Model)

Mo hinh nay thudng dugc sir dung khi khach hang va nha cung cap dich vu
chia sé chung mot mién DiffServ, nhu trong trudng hop doanh nghiép tu trién khai
mang 16i MPLS VPN

Can luu y rang céc goi tin cua ban cd thé bi thay ddi trudng DSCP khi nha cung
cap dich vu hoat dong trong mé hinh nay

= M6 hinh éng ngén (Short Pipe Model)

Mo hinh nay thuong dugc sir dung khi khach hang va nha cung cép dich vu
khac mién DiffServ.

M6 hinh nay hitu ich khi nha cung cip dich vu muén thiét 1ap mét chinh sach
DiffServ riéng va khach hang yéu cau cac théng tin DiffServ cua khach hang phai
duoc giit nguyén khi di qua mang MPLS VPN caa nha cung cap dich vu.

= Mb hinh éng (Pipe Model)
Mo hinh nay tuwong tu nhu mé hinh éng ngan

Tuy nhién diém khéc gitta md hinh ndy va mé hinh éng ngan phia trén 1a cac
router PE dau ra xir 1y goi tin dén router khach hang (CE Router) tly thudc vao su
danh dau cua nha cung cap dich vu chtr khdng phu thudc vao truong DSCP cua goi tin
khach hang nhu & mé hinh 6ng ngan

45.1.6 Anh xa luu lwong gizza khach hang va nha cung cap dich vu

Nhiéu khi sé lugng cac 16p dich vu cia nha cung cap dich vu bang hoic 16n
hon sb lugng 16p dich vu ma doanh nghiép dinh nghia trong chién lugc caa ho, tuy
nhién diéu d6 khong phai luon ludn ding

Néu sé lugng I6p trong khach hang 16n hon sé lugng céc I16p dich vu cua nha
cung cap dich vu thi khach hang phai anh xa cho phi hop véi mé hinh nha cung cip
dich vu mét cach khon khéo va hiéu qua bang cach gop hoic loai bo mot sé 16p dong
thoi thuc hién danh dau lai néu can thiét.
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Hinh 4-31 va hinh 4-32 minh hoa cach anh xa cac I6p luu luong khach hang va
nha cung cip dich vu

Service Provider
Classes-of-Service

SP-REALTIME-CLASS
LL

Enterprise
Application Classes DsScP

m
m

0
3 O

Realtime Q 30%

SP-AF2-CLASS
AF21 CBWFQ 35% BW +
DSCP-WRED
cs2
SP-Default-Class
Best Effort DF . CBWFQ 25% BW +
»| DF WRED

Hinh 4 - 31 M6 hinh 4 - 16p dich vu cua khéch hang &nh Xa vgi mé hinh 4-16p cua nha
cung cap dich vu

Enterprise DSCP Service Provider
Application Classes Classes-of-Service

Voice E SP-REALTIME-CLASS
(RTI

F EF
Ccss P)
Multimedia AFa LLQ 10%
Conferencin »
9 AFA1 SP. AFA-C:_RATSPS)
Ccs4 CBWFQ 20% BW +
Multimedia AF3 DSCP-WRED

Streaming SP-AF3-CLASS
(UDP)

CEBWFQ 10% BW +
DSCP-WRED

Network Control SP-AF1-CLASS

AF11 (Contral)
cs1 CBWFQ 10% BW +
DSCP-WRED

Scavenger
SP-DEFAULT-CLASS

CBWFQ 25% BW +
DF WRED

=]

n

Best Effort

Ll

Hinh 4 - 32 M6 hinh 8 — Iép dich vu cua khéch hang &nh xa vai mé hinh 6-l6p cua
nha cung cap dich vu

= Anh xa luu Iwong Voice va Video

Nha cung cap dich vu thuong cung cap mét I6p dich vu thoi gian thuc vi du 16p
“Real-Time Interactive”, ban s€ phai chon liéu c6 anh xa ca video vao lop thoi gian
thyc nay hay khong.

Lua chon anh xa ca luu lugng voice va video vao l6p thoi gian thuc nay s€ dat
hiéu qua chat lwong dich vu cao nhat cho nhiing @ng dung nay. Tuy nhién gia thanh
cua lép nay thuong kha cao. Néu lya chon cach nay thi nén trién khai hai I6p LLQ
(Low Latency Queuing) dé bao vé luu luong voice khoi luu lugng video.

Mot cach tét hon 1a chuyén 16p video sang I6p khdng phai thoi gian thuc (non-
real-time class). Vi cach nay chat lugng video ¢6 giam d6i chuat tuy nhién sé dat hiéu
qua vé mit gia thanh tét hon.

= Anh Xg luwu lwong diéu khién va béo hiéu

Dau tién chd y nén tranh két hop cac luu luong diéu khién voi luu luong di lidu
thong thuong trong cung maét 16p dich vu
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Bat ct khi nao c6 thé, cac luu lugng diéu khién va béo hiéu nén dugc gan cho
mét 16p dich vu riéng caa nha cung cap dich vu dé tranh cac luu luong diéu khién va
bao hiéu bi loai bo. Khi cac luu lwong diéu khién bi loai bo thi rat c6 thé 1am cho hozc
mang hoac cac luu luong voice/video hoac ca hai bi anh huong.

Néu khong c6 mét 16p dich vu danh riéng cho céac luu luong loai nay thi c6 thé
xem xét anh xa no vao 16p luu lugng thoi gian thuc (real-time) vi nhirng Iuu lugng loai
nay thuong nho va cuc Ky quan trong

» Ta&ch biét lwu lwong TCP va UDP

Mot diéu dac biét luu v 1a khong nén két hop hai luu lugng TCP va UDP trong
mét 16p dich vu. Luu luong UDP cd thé ké dén nhu cac (ng dung streaming video
(broacast video hoac multimedia streaming). S¢ di phai lam viéc nay béi vi cac hanh
vi trai nguoc nhau cua céc loai luu lwong nay trong khoang thoi gian tic nghén. Cu thé
hon, cac ngudn phat TCP s& chu dong giam cac ludng khi nhan ra cé sy hay bo goi tin.
Mic dd mét s6 tng dung UDP c6 kha ning diéu khién Iuu lwong va kha ning gui lai
goi tin bi mat, hau hét cac ngudn phat UDP hoan toan khéng quan tam toi mat géi va
do d6 khong bao gior giam tdc do truyén vi c6 su hay bo goi tin

Khi cac ludng TCP két hop véi cac ludng UDP trong mot 16p luu lugng va l6p
nay xuat hién tic nghén, luong TCP s& giam lién tuc téc do truyén, kha ning tir bo
bang thong cao dé nhudng cho cac luu lwong UDP khéng quan tam t6i viéc mét goi.
Hiéu ung nay goi la TCP starvation/UDP dominance

Tat nhién khong phai lic nao ciing cé thé tach biét hai loai luu lugng nay nhung
n6 ciing ¢6 nhiéu loi ich khi nhan thirc dugc cac hanh vi khi két hop hai loai luu luong
trén

= Ddnh diu lgi va khdi phuc dinh diu

M6t sé nha cung cip dich vu str dung danh dau trong truong DSCP cua khach
hang dé quyét dinh Iop dich vu nao goi tin d6 s& thudc vé. Do vay, khach hang phai
danh dau luu lugng mot cach nhat quan voi cac diéu kién danh dau caa nha cung cap
dich vu

Nguyén tic chung 1a danh dau cang gan ngudn cang tot nhu da trinh bay phia
trén. Tuy nhién mot s loai luu lwong phai cin danh dau lai truéc khi giri ¢én nha cung
cap dich vu dé nha cung cap dich vu cd thé gan n6 vao ding 16p dich vu khach hang
mong mudn. Néu truong hop d6 xay ra, khuyén céo s& thuc hién ¢ CE router dau ra
bai vi cac dich vu cua nha cung cip thuong s& phét trién hoic mé rong theo thoi gian
va sy diéu chinh cho nhitng thay d6i d6 sé dé dang quan ly néu né thuc hién trén router
CE dau ra

Trong mét vai truong hop, nhiéu loai dit liéu cé thé yéu cau phai danh dau lai
cho cling mét gia tri DSCP dé dugc gan chinh xéac bai nha cung cap dich vu. Ngoai ra,
nha cung cap dich vu hoat dong trong md hinh théng nhét cé thé phai danh dau lai cac
Iuu lwong vi pham chinh sach diéu ndy lam anh huong dén chinh séch nhat quan QoS
cua khéach hang
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Trong bat ky truong hop nao trén, khi ra khoi MPLS VPN, nhitng 16p luu luong
nay déu s& khdng thé phan biét dugc véi nhau chi bang gia tri DSCP. Tuy nhién nhiing
gia tri danh ddu DSCP nay c6 thé d& dang duoc khdi phuc bang viéc st dung k¥ thuat
deep packet inspection (tam dich phan tich su trong goi) &p dung ¢ CE Router theo
chiéu vao
4.6 Kétluan chuwong

Chuong nay di trinh bay mot s6 khéai niém lién quan toi QoS, co ché va céch
thirc &p dung véi céc gai tin IP truyén théng. Tir d6 tim cach ap dung cac khéi niém,
co ché d6 cho mang MPLS va dic biét 1a mang MPLS VPN. Chuong nay cling da tim
hiéu va dua ra cac khai niém, cach thirc hoat dong cia cac mé hinh duwong ham pho
bién trong MPLS VPN. Tiép theo chuong ciing dwa ra mot s6 van dé can luu ¥ va céch
thiét ké tot nhat dé cé chat luong dich vu QoS téi uu cho mang MPLS VPN nhu cac
truong hop st dung cac mé hinh dudng ham thé nao, md hinh nao 1a téi wu, céc cach
anh xa tr md hinh chat lwong dich vu sin c¢d caa khach hang ti nha cung cap dich vu
va nhitng diéu can luu y. Chic chan véi nhitng van dé da trinh bay s& dem dén cho mdi
ngudi nhitng chi dan thiét ké QoS cho mang MPLS VPN mét cach kha rd rang, dé
hiéu dé c6 thé dé& dang ap dung cho mang caa minh.
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CHUONG 5. MO PHONG QOS TRONG MPLS - VPN
5.1 Gii thigu GNS3
GNS3 la mot phan mém giai 1ap mang, cho phép md phong lai cac hé théng
mang may tinh mot cach rat gan voi thuc té. Bé cung cap kha niang mé phong chinh
xéac, GNS3 lién két véi Dynamips (gia lap 10S that cua Cisco), Qemu (md phong va ao
héa ngudn ma), Virtualbox (phan mém 4o héa may tram manh mg). ..

GNS3 hd tro dic lyc thuc hanh cac md hinh thuc té cho céc k§ su mang, cac
quan tri vién hoic nhitng ngudi mudn theo hoc cac chuang chi Cisco nhu: CCNA,
CCNP, CCIE...

GNS3 1a mot phan mém ma ngudén mé va ¢ san trén nhiéu nén tang khac nhau
nhu: Windows, Linux, MacOS...

5.2 Pitvan dé

Dé hiéu rd hon co ché hoat dong, hiéu qua cua viéc trién khai QoS trén MPLS-
VPN, dau tién luan vin da tién hanh xay dung mot mang mé phong MPLS quy mé
nho, két hop str dung mot sé phan mém sinh luu luong dé tao ra nhirng tinh hudng can
sir dung QoS tuwong tu trong thuc té. Sau d6 s& &p dung QoS dé giai quyét cac tinh
hudng nay mét cach phi hop, dé thay duogc hiéu qua caa no.

5.3 M0 hinh va kich ban md phéng

M® hinh dé xut:

- =, =,
é é
—-— —

R1A \ / R2A

= o S =
T

UEEE Ug

R1B R2B

Hinh 5 - 1 M6 hinh dé xudat

QoS cho mang MPLS VPN c6 thé dugc chia thanh hai trudng hop nho tiy thudce
vao Vviéc thuc hién QoS trong mang khach hang hay thuc hién QoS trong mang nha
cung cap dich vu
5.3.1 Trwong hop 1: Thuc hién QoS trong mang khach hang

Trong mé hinh 5-1 thi R1A, R2A, R1B, R2B la bo dinh tuyén cua cac khach
hang A va B. Gia st rang khach hang A dang ky toc do truyén 18 Mbps véi cac yéu
cau bang thong nhu sau:
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Loai luu luwgng

Toc do cam két

Video 12 Mbps
FTP 2 Mbps
HTTP 2 Mbps
PC Anywhere 1 Mbps
Con lai 1 Mbps

May tinh ¢ dai dia chi 172.17.1.0/24 nam & site 1 khach hang A (R1A) s& déng
vai tro Server con may tinh & dai 172.17.2.0/24 nam ¢ site 2 khach hang A (R2A) s&
dong vai tro Client. Tai phia Server ta s& ding phan mém VLC thyc hién stream video
ddng thoi tai day tao ra mot ludng FTP luu lwong I6n gay nghén duong truyén. Tiép
do ta s€ thuc hién QoS trén mang MPLS-VPN, phén I6p Iuu lugng sao cho cac goi tin
Video duogc uu tién, cac géi tin con lai s& nhan duoc du bang thong cho mdi loai theo
y&u cau dong thoi kiém tra chét luong céc ludng luu luong vé truc quan va sé liu lién
quan.

5.3.1.1 Cdu hinh md phdng

Sau khi thiét 1ap md hinh MPLS-VPN, ta tiép tuc st dung phan mém Iperf v3 dé
tao 4 ludng luu luong: HTTP, PC Anywhere, Video, custom, két hop phan mém
FileZilla dé tao ludng FTP. Ching ta st dung méd hinh Uniform cho mang MPLS-
VPN, thyc hién phan 16p luu lugng nhu sau:

Lép luu luwgng cong DSCP Biang théng
video 8080 EF 12 Mbps
http 80 AF41 2 Mbps
pcanywhere 5631 CS3 1 Mbps
ftp 21 CS2 2 Mbps
custom 9090 CS1 1 Mbps

5.3.1.2 Két qua md phong
Dé kiém tra tinh hiéu qua cua QoS, luan vin s& dua ra két qua trudc va sau khi
thuc hién ap dung chinh sach QoS.

a) Trudc khi thuc hién QoS

Khi chua thyc hién cau hinh QoS, hinh anh thu duoc ¢ phia client khi phat Video
s& co hién tuong bi nhiéu, giat nhu hinh 5-2 dudi:
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00:15
[ IRCICNC - TR RNCE | el

Hinh 5 - 2 Tin hiéu video phia client khi chua c6 QoS

Kiém tra bang théng tirng loai luu lwong véi phan mém giai 1ap Iperf v3 ching
ta thay nhu sau:

L WL T

C:\Users\W7\D... <<-— [SmartConsole.zip 256,40... Nor... |Transferring
00:02:22 elapsed  00:08:07 left  [J22.5% 57,762,013 byfes (399.8 KiB/s) o

Hinh 5 - 3 Man hinh bén méay Client
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1 1 1 ) ) 1 e et )

00-178.
.00-180.
.00-182.
.00-184
.00-18,
.00-18
.00-190%
.00-192.
.00-194.
.00-196.
.00-198.

00-200.

00 "SEE
00 sec
80 sec
00 sec
90 sec

KBytes
KBytes
KBytes
KBytes
Bytes

Bytes
MBytes

726 MBytes
1.17 MBytes
1.06 MBytes
767 KBytes
1.13 MBytes

PW A PUUVUOWWWRE W

Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

KBytes
KBytes
KBytes
KBytes
KBytes

Bytes
Bytes
KBytes
KBytes
KBytes
MBytes
KBytes

Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

P ARWNEFNWWENWW

.00 sec
.00 sec
.00 sec
.00_4

y

.00™%

.00 sec
.00 sec
.00 sec

MBytes
KBytes
KBytes
KBytes
ktes

s
ytes
KBytes

615 KBytes
1.93 MBytes
991 KBytes

Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Kbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

00-176.
.00-177.
.00-178.
.00-179.
.00-180
.00-14
.00-1
.00-15%
.00-184.
.00-185.

00-186.

KBytes
KBytes
KBytes
KBytes
KBytes
Bytes
ytes
Bytes
KBytes
KBytes
KBytes

Mbits/sec
Mbits/sec
Kbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec
Mbits/sec

PhwhbhrPrErbh

Hinh 5 - 4 Man hinh phia server

C6 thé nhan thiy ¢ ca hai phia Client va Server bang thong s& b chia sé bai cac luong
gan nhu cong bang xap xi 4 Mbps.

Str dung chuong trinh Netflow Analyzer dé thu thap bing thong cac ludng trén router
R2A chung ta ciing thay r6 ti I& bang thong can bang trong hinh dudi day:

Application
p C-’- N "":'n' H E

WebSM 9

1T A

HTTP Altern

_. 14 \Wid
wWoraoc wia

> TP

—_—
TCP
=—

:.fo..”

49189

© 451008.6 K 38426
" 445364.0K 37940
444768.7 K 37505
436925.0 K 37175
432122.8K 36808

Protoco! Total Traffic Total Packets Traffic Percentage

20%
20%

Hinh 5 - 5 Netflow khi chuwa QoS

b) Sau khi thuc hién QoS

Sau khi thuc hién QoS, duong truyén s& duoc vu tién cho nhirng loai luu luong
ching ta thiét 1ap, vi vay tai Client chling ta s& thay chat luong Video sic nét gan nhu
khong con hién tugng giat hinh nita nhu hinh 5-6:
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Hinh 5 - 6 Tin hiéu thu dwoc phia Client sau khi ap dung QoS

Tiép tuc kiém tra bang thong ting loai dit liéu phat tir Server thu dugc bén phia
Client (Hinh 5-7 va 5-8) chling ta thiy nhu sau: Bang thong cua tirng loai goi tin FTP,
HTTP, PCAnywhere, Video va Ung dung port 9090 ma thiét bi cip phat cho né phu
hop véi cac gia tri QoS ching ta thiét lap:

VY Oy U U U v
“ [T

P e i e e
0

™ ® ® ® ® ®® ® ® D ® O

n n
oo
[yl v

7

[ T T T IV I T IV I IV
[V T VT |

GG NT

[~
v

AR | 3
TW@L/ZI7T L.
C\Users\WT\D... <<-- /SmartConsolezip 256,40... Nor... |Transferring
00:01:05 elapsed ~ 00:15:47 left 6.4% 16,480,748 pytes (247.8 KiB/s)

oy

Hinh 5 - 7 Man hinh bén phia Client
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- C:\Windows\system32\cmd.exe - iperf3.exe
.01-32.01 sec KBytes Mbits/sec
.01-33.01 sec KBytes Kbits/sec
.01-34.91 _sec KBytes Mbits/sec
.01 4 KBytes Mbits/sec
.0} HTTP KBytes Mbits/sec
.ot KBytes Mbits/sec
.00 KBytes Mbits/sec
.00-39.00  sec KBytes Mbits/sec
.00-40.01 sec KBytes Mbits/sec
.01-41.01 sec KBytes Mbits/sec
.01-42.01 sec KBytes Kbits/sec
.01-43.01 sec KBytes Mbits/sec

MBytes Mbits/sec
MBytes Mbits/sec
MBytes Mbits/sec
MBytes Mbits/sec
MBytes 9.58 Mbits/sec
MBytes Mbits/sec

KBytes Mbits/sec
KBytes . Mbits/sec
KBytes |6.45 Mbits/sec
KBytes Mbits/sec
MBytes Mbits/sec
MBytes .6 Mbits/sec

W WA NWNW

-
-
N

.01-31.01 sec 127 KBytes |1.84 Mbits/sec
.01-32.01 sec 34.2 KBytes | 280 Kbits/sec
.01-33.@1 soc 171 KBytes |1.4@ Mbits/sec
.01 107 KBytes | 881 Kbits/sec
-0 6 KBytes 1.44 Mbits/sec
.01 ¥51 KBytes '1.24 Mbits/sec
.00-379% 298 KBytes |2.44 Mbits/sec
.00-38.00 239 KBytes |1.96 Mbits/sec
.00-39.00 239 KBytes |1.96 Mbits/sec
.00-40.01 186 KBytes |1.5@ Mbits/sec
.01-41.01 sec 58.6 KBytes | 481 Kbits/sec

KBytes
KBytes
KBytes
KBytes
KBytes
A GG

64 Mbits/sec
16 Mbits/sec
28 Mbits/sec
12 Mbits/sec
36 Mbits/sec
84 Mbits/sec
56 Mbits/sec

Mbits/sec
60 Mbits/sec

[GIa=H
KBytes
KBytes |1.
KBytes | 552 Kbits/sec
KBytes | 601 Kbits/sec

e T
PRONRRNDRE PR

Hinh 5 - 8 Man hinh bén phia Server

Str dung thém chuong trinh Netflow Analyzer dé xem biéu do bang thong chung
ta ciing thay két qua voi ti 1¢ biang théng phi hop nhu hinh 5-9 dudi day:

Application’ Protocol Total Traffic Total Packets Traffic Percentage

World Wide Web HTTP (80) TCP 6671228 K 56795 20%
pcANYWHEREdata (5631) TCP 312208.4K 26469 9%
HTTP Alternate (see port 80) (8 TCP 1480354.6 125477 4494%
WebSM (9090) TCP 3144983 K 26661 9%

49187 TCP 606597.5K 51102 18%

Hinh 5 - 9 Netflow sau QoS

Tiép tuc ding phan mém Wireshark bt cac goi tin giira client va server tién hanh
phan tich:

V6i goi tin HTTP nhu hinh 5-10 phia dudéi:

Ching ta thiy géi tin HTTP c6 hai nhin do ddy 1a MPLS-VPN. Nhin duéi 1a
nhan VPN va nhan trén la nhan LDP. Géi tin HTTP dugc gan truong DSCP AF41 va
EXP tuong ¢ng 1 4 phi hop thiét ké.
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v MultiProtocol Label Switching Header, Label: 20, Exp: 4 S: @, TTL: 126
0000 0000 00O 0001 0100 .... .... .... = MPLS Label: 20
.................... 100. .... .... = MPLS Experimental Bits: 4
....................... © .... .... = MPLS Bottom Of Label Stack: ©
........................ 0111 1110 = MPLS TTL: 126

v MultiProtocol Label Switching Header, Label: 23, S: 1, TTL: 126
0000 0000 PO 0Pl 0111 .... .... .... = MPLS Label: 23
.................... 100. .... .... = MPLS Experimental Bits: 4
....................... 1 .... .... = MPLS Bottom Of Label Stack: 1
........................ 0111 1110 = MPLS TTL: 126

v Internet Protocol Version 4, Src: 172.17.1.2, Dst: 172.17.2.2
0100 .... = Version: 4

0101 = Header Length: 20 bytes

Differentiated Services Field: ox88((DSCP: AF41,) ECN: Not-ECT)

Hinh 5 - 10 Phan tich goi tin HTTP

Tiep tuc phén tich goi tin caa tng dung noi bd cong 9090 chung ta dwgc nhu
hinh 5-11

v MultiProtocol Label Switching Header, Label: 20, S: @, TTL: 126
0000 0000 00O 0Pl 0100 .... .... .... = MPLS Label: 20
.................... ©01. .... .... = MPLS Experimental Bits: 1
....................... © .... .... = MPLS Bottom Of Label Stack: ©
........................ 0111 1110 = MPLS TTL: 126

|v MultiProtocol Label Switching Header, Label: 23, S= 1, TlE: 126
0000 0000 0000 000l 0111 .... .... .... = MPLS Label: 23
.................... ©01. .... .... = MPLS Experimental Bits: 1
....................... 1.... .... = MPLS Bottom Of Label Stack: 1
........................ 0111 1110 = MPLS TTL: 126

v Internet Protocol Version 4, Src: 172.17.1.2, Dst: 172.17.2.2
0100 .... = Version: 4

0101 = Header Length: 20 bytes

Differentiated Services Field: exze ECN: Not-ECT)

Hinh 5 - 11 Phan tich géi tin cong 9090

M6t 1an nita ching ta thiy goi tin cong 9090 duoc gan DSCP CS1 va truong
EXP duogc gan 1a 1 dung thiét ké dong thoi goi tin nay ciing c6 hai nhdn VPN va LDP
nhu vai goi tin HTTP phia trén.

Tiép tuc phan tich cac goi tin khac ching ta thay két qua hoan toan phud hop voi
ly thuyét.

Luu ¥ véi trudng hop nay ching ta khong tac dong cau hinh vao céc thiét bi
mang 16i MPLS/VPN nén truong EXP cua nhan dugc gan theo gia tri DSCP cua goi
tin. Pay la hanh vi mac dinh.

5.3.2 Trwong hop 2: Thuc hién QoS trong mang 16i MPLS VPN

O trudng hop ndy co thé coi khach hang va nha cung cap dich vu thoa thuan thué
mot kénh truyén véi bang thong gidi han nhung khach hang mudn dit liéu di qua mang
16i phai c6 sy wu tién véi cac goi tin co yéu cau chat lugng dich vu cao nhu voice,
video...Luc nay nha cung cap dich vu phai chay QoS trong mang cua ho. Ty thudc
vao y&u cau cu thé, khach hang c6 thé tu thuc hién danh dau va nha cung cap dich vu
s& tin tuong dua vao d6 hoic khong tin tudong danh dau lai dé thuc hién QoS trong
mang cta nha cung cip. Thudng nha cung cap sé& tao ra cAc mau cau hinh va khéch
hang sé& phai danh dau theo yéu cau cua nha cung cap dich vu.
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5.3.2.1 Cdu hinh md phdng

Thuc hién cau hinh md phoéng tuong ty nhu truong hop 1 tuy nhién dé phuc vu
muc dich mé phong, chinh sach trong mang nha cung cap dich vu s& nhu sau: dam bao
lwu luong ftp co bing thong tdi da 1Mbps tuy nhién khi luu luong vuot quéa ciing s&
khong hity bo ngay ma s& bi danh dau lai vai EXP 13 6 va luu luong vuot qua nay sé bi
hity bo néu tde do vuot 1 Mbps. Chinh séch nay thé hién & bang sau:

Lép lwu lwgng cong DSCP Biing thong
video 8080 EF (EXP 5) 12 Mbps
http 80 AFA1 (EXP 4) 2 Mbps
pcanywhere 5631 CS3 (EXP 3) 1 Mbps
ftp 21 CS2 (EXP 2) 1 Mbps
ftp-exceed 21 EXP 6 (EXP 2 ->6) | <= 1Mbps
custom 9090 CS1 (EXP 1) 1 Mbps

5.3.2.2 Két qua md phong

Thuc hién truyén twong ty nhu truong hop 1 va xem bang thong ftp dwoc gén lai
bai nha cung cap dich vu thé ndo. Kiém tra chinh sach ap dung trén router 16i ra PE-2

ta duoc két qua nhu sau:

show policy-map interface e0/1
Ethernet0/1

Service-policy output: CustA-out

queue stats for all priority classes:
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops)
(pkts output/bytes output) 94793/141486531

Class-map: video-out (match-all)
94793 packets, 141486531 bytes

0/0/0

30 second offered rate 10878000 bps, drop rate 0000 bps

Match: gos-group 5

Priority: 12000 kbps, burst bytes 300000, b/w exceed drops: 0

Class—-map: http-out (match-all)
28908 packets, 42900793 bytes

30 second offered rate 2937000 bps, drop rate 0000 bps

Match: gos—-group 4

Queueing

queue limit 64 packets

(queue depth/total drops/no-buffer drops)
(pkts output/bytes output) 28908/42900793
bandwidth 2000 kbps

Class-map: pcanywhere-out (match-all)
15597 packets, 23164738 bytes

0/0/0

30 second offered rate 1401000 bps, drop rate 0000 bps

Match: gos-group 3
Queueing
queue limit 64 packets
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(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 15597/23164738
bandwidth 1000 kbps

Class—-map: ftp-out (match-all)
7788 packets, 11630133 bytes
30 second offered rate 955000 bps, drop rate 0000 bps
Match: gos-group 2
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 7788/11630133
bandwidth 1000 kbps
police:
cir 1000000 bps, bc 125000 bytes, be 125000 bytes
conformed 7788 packets, 11630133 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
violated 0 packets, 0 bytes; actions:
drop
conformed 955000 bps, exceeded 0000 bps, violated 0000 bps

Class—-map: custom-out (match-all)
14842 packets, 22103170 bytes
30 second offered rate 1547000 bps, drop rate 0000 bps
Match: gos—-group 1
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 14842/22103170
bandwidth 1000 kbps

Class-map: ftp-exceed-out (match-all)
6398 packets, 9617214 bytes
30 second offered rate 779000 bps, drop rate 0000 bps
Match: gos-group 6
police:
cir 1000000 bps, bc 125000 bytes, be 125000 bytes
conformed 6398 packets, 9617214 bytes; actions:

transmit

exceeded 0 packets, 0 bytes; actions:
drop

violated 0 packets, 0 bytes; actions:
drop

conformed 779000 bps, exceeded 0000 bps, violated 0000 bps

Dic biét lwu ¥ hai 16p luu lwong: ftp-out va ftp-exceed-out, ching ta thay néu
truyén tuong tu nhu truong hop 1 thi luu lugng FTP sé& bi chia sé thanh hai lusng khac
nhau voi bang thong mdi loai gan 1Mbps phu hop véi mong muén.

5.4 Két luan chwong

Két qua thu dugc cho chiing ta mot cai nhin vé khai niém chat luong dich vu trong
thuc té, ciing nhu anh hudéng va tac dung cia nd. Néu céac ludng duoc truyén dong thoi
thi s& bj anh huong 1an nhau va 1am giam hiéu niang cta tat ca cac tng dung sir dung
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cac ludng d6. Chi sau khi &p dung QoS cho mang va cu thé 1a véi mang MPLS thi céc
ludng khac nhau tiiy d6 wu tién s& nhan dugc c4c mic d6 wu tién ciing nhu bang thong
khac nhau. Nhu vay chi cin mot luong bing théng cb dinh thi khi 4p dung QoS s& 1am
cho hiéu ning cia mang ting 1én rat nhiéu vai gia thanh khong doi.
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KET LUAN VA HUONG PHAT TRIEN
Ngay nay cac ung dung Internet dugc sir dung rong rdi & moi linh vuc va & khap
noi trén thé gii. Piéu d6 kéo theo nhu cau truyén thdng tin mot cach an toan, hiéu
qua. Mot trong nhirng irng dung quan trong d6 la mang riéng ao.

Luan vin ngoai viéc gigi thiéu cac khai niém chung vé mang riéng 4o, luan van
con di sdu phan tich cac loai mang riéng ao hién nay, nhitng han ché ciing nhu thé
manh cua tirmg md hinh d&é mdi ngudi doc rut ra duoc mé hinh thich hop nhat

Hién nay c6 khéa nhiéu cong nghé mang méi ra doi nham muc dich truyén théng
tin mot cach an toan trén Internet va noi bat nhat chinh 1a MPLS VPN. Lu4n vin ngoai
viéc phan tich, nghién ciu céu tric, cach thic hoat dong cua mang MPLS néi chung,
con di sdu vao nghién ciru cach thae truyén goi tin trong mang MPLS VPN tir dia chi
ngudn dén dija chi dich ¢ cac khu vuc khac nhau mét cach an toan.

Sau khi truyén dugc théng tin qua mang VPN trén nén tang MPLS mot van dé dat
ra |2 phai dam bao chat lwong dich vu cho céc dit liéu truyén qua né. Luan vin ciing da
trinh bay mot cach rd rang vé cac co ché QoS cho mang IP va cach thic thyc thi n6
trén mang MPLS VPN nhu thé nao. Pong thoi luan vin ciing da phan tich, thir nghiém
tinh nang QoS trén mang MPLS VPN trong mét md hinh mé phong vai céc thiét bi va
dir liéu rat gan voi thuc té dé nguoi doc c6 duoc céi nhin truc quan ciing nhu kiém
nghiém dugc tinh dang din cua ly thuyét.

Huéng nghién ciu tiép theo cua luan van 1a s& ap dung cach thuc thi QoS trong
mdi truong thuc té nhu cac doanh nghiép 16n ciing nhur cac nha cung cap dich vu Véi
c4c thiét bi phic tap, thuoc nhiéu hang cung cap va c6 hiéu ning cao. Tién téi s& tim
cach ap dung QoS va&i mé hinh ¢6 nhiéu nha cung cap dich vu MPLS VPN khac nhau
tao diéu kién cho cac khach hang/doanh nghiép c6 duogc chat lugng dich vu cao nhat
va gié thanh ré nhat.

Mic du d3 ¢6 gang hét stc nhung do thoi gian ¢6 han nén luan vin chac chin sé
khong tranh khoi nhitng han ché va thiéu s6t nhat dinh. Ngir canh mé phong trong luan
van van con han ché, chwa danh gia duoc rd hon cac tng dung nghiép vu, da phuong
tién trong thyuc té. Em mong s& nhan dugc céc y kién cua cac thay co trong hoi dong dé
luan van c6 thé hoan thién hon.
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