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MO PAU

MPLS VPN la mot lea chon mai cho cho mang dién réng
WAN. N6 dang ngay cang dugc tré nén pho bién trong nén
cdng nghiép vién théng. Céac khach hang doanh nghiép dang
dan dan huéng téi nhitng nha cung cip dich vu c6 trién khai
tng dung MPLS VPN. Ly do chinh cho sy thay d6i nay nam &
viéc MPLS c6 kha ning cung cap sin céc tinh ning bao mat va
céc két ndi da diém t6i da diém. QoS Ia mot thanh phan rat
guan trong trong cac mang khach hang. Mang doanh nghiép
thuong c6 nhiéu loai Iuu lwong nhu thoai, hinh va dir liéu di
qua mot ha ting mang duy nhat.

Trong luan van nay t6i s€ trinh bay nghién cuau cua
minh v& céc vain dé cia QoS (tré, bién thién tr&, mat goi...)
trong moi trudng MPLS VPN. N6 s& 1a co s¢ dé nha cung cap
dich vu va khach hang duy tri mot chat lwong dich vu 6n dinh
cho cac Iuu lugng hinh, tiéng, dit lidu... chay qua méi truong
nay.

Dé dat dugc chat lwong dich vy tir diém dau ti diém
cubi mot cach 6n dinh, nha cung cap dich vu va khéach hang
doanh nghiép phai lam viéc voi nhau mot cach chat ché dong
thoi chia sé cac chinh sach gidng nhau bai vi nha cung cép
dich vu tham gia vao dinh tuyén caa khach hang trong moi
truong MPLS VPN. Chiing ta s& sir dung md hinh chét luong
dich vu DiffServ cho mdi truong MPLS VPN. Déng thoi
ching ta cling s€ lya chon mot mé hinh 4,5 hoac 6 16p dich vu
cho nha cung cip dich vy va khach hang dé trién khai thir
nghiém.

Trong phan cudi tdi s& tién hanh thir nghiém chat
luong dich vu (46 mat goi, tré, bién thién tré...) tir diém dau
t6i diém cudi. Sau d6 chung ta s& so sanh két qua cua cac tham
s trén khi &p dung va khi khong 4p dung mé hinh chat lwong
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dich vu DiffServ trong mang MPLS VPN. Ching ta sé& thay rd
rang trong phan két qua khi st dung md hinh chat luong dich
vu DiffServ cac tham sb tré, mat goi, bién thién tré s& tang khi
dir liu trong mang tang 1én. Tuy nhién sau khi ap dung mé
hinh chat luong dich vu DiffServ cac tham s6 trén s& khong bi
anh hudng khi tang luu luong dit liéu trong mang va cung cap
mét muc chét lugng dich vu 6n dinh.



CHUONG 1. TONG QUAN VE MANG RIENG AO -
VPN

1.1  Mang Internet va kién truc giao thirc mang Internet

1.1.1 Swradoi mang Internet

1.1.2  Kién trac giao thiec mang Internet

1.2 Mang cuc by LAN

1.2.1  Mang LAN va cac dic diém chinh

1.2.1.1 Khéi niém

1.2.1.2  Ddc diém cuia mang cuc bg

1.2.1.3 Cdc dac tinh ky thugt cua LAN

1.2.1.4  Phan logi va mét sé cong nghé mang LAN phd bién

1.2.2  Mang LAN khéng day va cac dic diém chinh

1.2.2.1 Khéi niém

1.2.2.2 Phan logi

1.22.3  Uu nhuoc diém

1.3 Mang riéng a0 - VPN

1.3.1 Khai niém ’
) Mang riéng ao duogc dinh nghia nhu 1a mot mang ‘két

noi cac site khach hang dam bao an ninh trén co s¢ ha tang

mang chung cung vai cac chinh sach diéu khién truy nhap va

bao ‘mét rlhu mot mang riéng. Tuy dugc Xy dung trén co sé

ha tang séq cd cua mang cbng cong nhung VPN lai c6 duoc

céc tinh chat cuia mot mang cuc bo nhu khi stir dung cac duong

kénh thué riéng



1.3.2  Céc chite niing va dic diém cia VPN
1.3.2.1 Chic nang

1.3.2.2  Uu diém

1.3.2.3  Nhuoc diém

1.3.3 Céac md hinh VPN

1.3.3.1 M6 hinh ngang hang

1.3.4 Phan loai VPN va &ng dung
1.3.4.1 VPN truy cdp tur xa

1.3.4.2 VPN diém téi diém

1.3.4.3 Ung dung VPN

1.4  Két luan chwong



CHUONG 2. CAC GIAO THUC PUONG HAM
2.1  Giéi thiéu cac giao thirc dwong ham
Céc giao thirc duong ham la nén tang cua céng nghé
VPN. C6 nhiéu giao thirc duong ham khac nhau va viéc sir
dung giao thic nao lién quan dén cac phuong phap xac thuc
va ma héa di kém. Cac giao thire duong ham phoé bién gom:

»  Giao thirc chuyén tiép 16p 2 (L2F — Layer Two
Forwarding)

*  Giao thire dwong ham diém téi diem (PPTP —
Point to Point Tunneling Protocol)

= Giao thitc dwong ham lép 2 (L2TP — Layer Two
Tunneling Protocol)

= Giao thic bdo mdt IP (IPSec — Internet Protocol
Security)



2.2

2.2.1
2.2.2
2.2.3
2.2.4
2.2.5
2.3

2.3.1
2.3.2
2.3.3
2.3.4

2.3.5
2.3.6
2.4

24.1
2.4.2
2.4.3
2.5

Giao thire dwong ham diém téi diém — PPTP
Hoat dong cia PPTP
Duy tri dwong ham bang két néi diéu khién PPTP
Pong géi dir ligu dwong ham PPTP
Xir ly dit liéu tai dau cudi dwong hAm PPTP
Trién khai VPN dya trén PPTP
Giao thirc dwong ham I6p 2 — L2TP
Hoat dong caa L2TP
Duy tri dwong ham bing ban tin diéu khién L2TP
Pong géi dir liéu dwdong hAm L2TP
Xir ly dir ligu tai diu cudi dwong hdm L2TP trén
nen IPSec
Trién khai VPN dwa trén L2TP
Uu nhwoc diém va &ng dung cia L2TP
Giao thirc IPSec
Hoat d¢ng cua IPSec
Thuc hig¢n VPN trén nén IPSec
M@t s6 van dé con ton tai trong IPSec
Két luan chwong



CHUONG 3. MANG RIENG AO TREN NEN MPLS
3.1 Cong ngh¢ MPLS
3.1.1 Gidithigu
3.1.2 CAéc lgiich caia MPLS
3.1.3 M@t sé wng dung ciaa MPLS
3.1.3.1 Piéu khién heu leong (TE — Traffic Engineering)
3.1.3.2 Mang riéng do
3.1.3.3  Ung dung AToM (Any Transport over MPLS)

3.1.3.4 Dich vu LAN riéng 4o VPLS (Virtual Private LAN
Service)
3.1.4 Kién tric cia MPLS 7 ‘ 7
MPLS gom hai thanh phan chinh: Mat phang diéu khién
(Control plane) va mat phang chuyén tiép (Data plane). [10]

3.1.4.1 Mqdt phang chuyén tiép (Data plane)
3.1.4.2 Mgt phang diéu khién (Control plane)
3.1.5 Céc phan tir chinh cia MPLS

3.1.5.1 LSR (Label Switch Router)

3.1.5.2 FEC (Forwarding Equivalence Class)
3.1.6 Mt sb giao thic sir dung trong MPLS
3.1.6.1 Giao thic phan phsi nhan

3.1.6.2 MP-BGP

3.1.7 Hoat dong cia MPLS
Hinh 3-12 sau minh hoa su hoat dong cia mang MPLS:



Labeldisodh uton

Hinh 3 - 1 Hoat dong cua MPLS

Dé goi tin truyén qua mang MPLS, mang s& thuc hién céac
budc sau:

*  Tgo va phan phdi nhan

= Tqo bdng ¢ méi router

= Tao dwong chuyén mach nhan
= Chén nhéan/ tra cuizu bang

= Truyén goi tin

3.2 Cong nghé VPN dwa trén MPLS
3.2.1 Cac thanh phan co ban cia MPLS-VPN
Mot cach khai quat, mé hinh hé thong cung cap dich
vu MPLS-VPN dugc thé hién nhu trén hinh 3-13 duéi
day: [8]

Customer A Customer A
Site 1 Site 2
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—"ce1-8 MPLS VPN Service CE2.B
CE Router Provider Network CE Router

Hinh 3 - 2 Cac thanh phdn co bdn cia MPLS VPN
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3.2.2 Céac m6 hinh MPLS - VPN

3.2.2.1 M6 hinh mang riéng do lép 3

3.2.2.2 M6 hinh mang riéng do lép 2

3.2.3  Kién tric tong quan cia MPLS-VPN
3.2.3.1 VRF- Virtual Routing and Forwarding Table
3.2.3.2 Route Distinguisher - RD

3.2.3.3 Route Target - RT

3.24 Pinh tuyén VPNv4 trong mang MPLS-VPN
3.25 Chuyén tiép g6i tin trong mang MPLS-VPN
3.2.6 Bao mat trong MPLS-VPN

3.3  So sanh cac dic diém caa VPN trén nén IPSec va
MPLS

3.3.1 VPN trén nén IPSec
3.3.2 VPN trén nén MPLS
3.4  Kétluan chwong



CHUONG 4. CAC MO HINH PAM BAO CHAT LUQNG
DICH VU VA AP DUNG CHO MANG RIENG AO TREN
NEN MPLS

4.1  Chét lwgng dich vu - QoS va cac dd do
411 Giéithigu chat lweng dich vu - QoS o

Chat lugng dich vu (QoS) da tré¢ nén pho bién trong
nhitng nim gan day. Mot vai mang c6 bang thong han ché, vi
vay nghén mang thuong xuyén co thé xay ra. QoS la mot cach
dé wu tién nhitng lwu lwong (traffic) quan trong so véi nhiing
lwu lwong it quan trong hon va dam bao no duoc truyén di.

4.1.2 Céc tham sb chat lwgng dich vu

(2]
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»  Bang thong (Bandwidth)

= Pg tré (Delay)

= Bién dgng tré (Jitter)

= Ton thdt goi (Packet Loss)

4.2 Cac mo hinh dam bao QoS

4.2.1 M®b hinh Best-Effort

4.2.2 M@ hinh IntServ

4.2.3 M0 hinh DiffServ

4.2.4  Sosadnh mo hinh IntServ va DiffServ

4.3  Ap dung mo hinh DiffServ véi goi tin IP
43.1 Co ché QoS 4p dung trén goi tin

4.3.1.1 Phén logi (Classifcation)

4.3.1.2 Quan ly nghén (Congestion Management)
4.3.1.3 Tranh nghén (Congestion Avoidance)
4.3.1.4 Diéuhoa (Shaping)

4.3.2  Ap dung QoS véi goi tin IP

4.4  Ap dung md hinh DiffServ cho MPLS-VPN
441 Téng quan vé QoS cho MPLS-VPN
4.4.1.1 Pipe model

4.41.2 Hose Model

4.4.2  Ap dung QoS véi goi tin MPLS

443 Cac mé hinh dwong hAm DiffServ trong MPLS
4.43.1 Mb hinh éng (Pipe Model)

4.4.3.2 M6 hinh éng ngdn (Short Pipe Model)
4.4.3.3 M0 hinh thong nhdt (Uniform Model)

45 Thiét ké QoS cho MPLS-VPN
[13]
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45.1.1 Mgt sé nguyén tdc thiét ké
45.1.2 Mgoi quan hé chat ché véi cong nghé truyén dan
Ethernet
Khuyén nghj: Hiéu duoc mdi quan hé chit ché cua
cdng nghé truyén dan Ethernet véi QoS

45.1.3 Chuyén doi md hinh QoS

Khuyén nghi: Thira nhan rang doanh nghiép va nha
cung cap dich vu phai phéi hop dé ciing nhau thuc hién QoS
qua MPLS VPN

45.1.4 Cacmd hinh I6p dich vu ciia nha cung cap dich vy
Khuyén nghi:

- Hiéu mot cach day da vé cac md hinh Iép dich vu
ctia nha cung cap

- Néu c6 nhiéu lra chon, lra chon md hinh pht hop
nhat vai chién lugc QoS cua doanh nghiép

45.15 Cacché d dirong ham DiffServ trong MPLS
Khuyén nghi:

- Hiéu rd cac ché do dwong ham trong MPLS va
cach n6 tac dong dén danh diu DSCP cua khach
hang

- M0 hinh éng ngan (Short Pipe Mode) cung cap
cho khach hang doanh nghiép

45.1.6 Anh xa luu lrong giira khach hang va nha cung cap
dich vu
46 Kétluan chwong
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CHUONG 5. MO PHONG QOS TRONG MPLS - VPN
5.1 Giéi thiéu GNS3
5.2 Pt van dé
5.3 M@ hinh va kich ban mé phéng

M6 hinh dé xuat:
= =
I
— -
R1A R2A
S == S
-— -—

Hinh 5 - 1 M6 hinh dé xuat

QoS cho mang MPLS VPN c6 thé duoc chia thanh hai
trwong hop nho thy thudc vao viéc thuc hién QoS trong mang
khéch hang hay thuc hién QoS trong mang nha cung cip dich
vu

53.1 Trwong hop 1: Thuc hién QoS trong mang khach
hang
Trong md hinh 5-1 thi R1A, R2A, R1B, R2B la bé dinh
tuyén cua céc khach hang A va B. Gia st rang khéach hang A
dang ky téc d6 truyén 18 Mbps vai cac yéu cau bang thong
nhu sau:

Loai lru lwong Toc dd cam két
Video 12 Mbps
FTP 2 Mbps
HTTP 2 Mbps
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PC Anywhere

1 Mbps

Con lai

1 Mbps

5.3.1.1 Cau hinh mé phong

Sau khi thiét lap md hinh MPLS-VPN, ta tiép tuc sir
dung phan mém Iperf v3 dé tao 4 ludng luu luong: HTTP, PC
Anywhere, Video, custom, két hop phan mém FileZilla dé tao
lubng FTP. Ching ta sir dung mé hinh Uniform cho mang
MPLS-VPN, thyuc hién phan 16p luu lugng nhur sau:

Lép luu lwgng Cong DSCP Biing thong
video 8080 EF 12 Mbps
http 80 AF41 2 Mbps
pcanywhere 5631 CS3 1 Mbps

ftp 21 CS2 2 Mbps
custom 9090 Cs1 1 Mbps

5.3.1.2  Két qua mo phong
Dé kiém tra tinh hiéu qua cia QoS, luan van s& dua ra
két qua trudc va sau khi thuc hién &p dung chinh sach QoS.

a) Trudc khi thuc hién QoS

Khi chua thyuc hién cdu hinh QoS, hinh anh thu dwoc &
phia client khi phét Video s& c6 hién twong bi nhiéu, giat nhu

hinh 5-2 duéi:

00:15
L] [l m]low] (] (s8] 02c]
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Hinh 5 - 2 Tin hiéu video phia client khi chwa c6 QoS

Kiém tra bang thong tung loai Iuu lwong voi phan

mém giai lap Iperf v3 chlng ta thiy nhu sau:

IRTETES |~ i Windowes)

Fra i g S A T I >
Hinh 5 - 3 Man hinh bén may Client

Hinh 5 - 4 Man hinh phia server

b) Sau khi thyc hién QoS
15



Sau khi thyc hién QoS, duong truyén s& duoc wu tién cho
nhitng loai luu lwong ching ta thiét 1ap, vi vay tai Client chiing
ta s& thdy chat lwong Video sic nét gan nhu khong con hién
tugng giat hinh nita nhu hinh 5-6:

Hinh 5 - 5 Tin hiéu thu duwoc phia Client sau khi ap dung QoS

Tiép tuc kiém tra bang thong tung loai dir lidu phat tur
Server thu dugc bén phia Client (Hinh 5-7 va 5-8) ching ta
thiy nhu sau: Bang thong cua ting loai g6i tin FTP, HTTP,
PCAnywhere, Video va Ung dung port 9090 ma thiét bi cip
phét cho n6 pht hop véi cac gi tri QoS ching ta thiét lap:
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Hinh 5 - 7 Man hinh bén phia Server

Tiép tuc dung phan mém Wireshark bét cac gai tin gitra
client va server tién hanh phan tich:

Véi goi tin HTTP nhu hinh 5-10 phia dudi:

Ching ta thay goi tin HTTP c6 hai nhin do day la
MPLS-VPN. Nhian duéi la nhan VPN va nhén trén la nhan
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LDP. G6i tin HTTP dugc gan truong DSCP AF41 va EXP
tuong tng 1a 4 phi hop thiét ké.

v MultiProtocol Label Switching Header, Label: 29, S: @, TTL: 126
0000 0000 0000 0001 0100 .... .... .... = MPLS Label: 20
.................... 100. .... .... = MPLS Experimental Bits: 4
cide sens @iwn weed wees wee® suos seww = MPLS Bottom Of Label Stack: ©
........................ 0111 1110 = MPLS TTL: 126

v MultiProtocol Label Switching Header, Label: 23,(Exp: 4) S: 1, TTL: 126
0000 0000 0000 0001 0111 .... .... .... = MPLS Label: 23
.................... 1€@. .... .... = MPLS Experimental Bits: 4
e esereiss eree e e ey wepess e i MPES BOttom OF Label STaeK: 1
........................ 0111 111@ = MPLS TTL: 126

v Internet Protocol Version 4, Src: 172.17.1.2, Dst: 172.17.2.2
0100 .... = Version: 4

0101 = Header Length: 20 bytes

éi%i"?r.enti‘a.tedé?r:vices Field: exB ECN: Not-ECT)
Hinh 5 - 8 Phan tich géi tin HTTP

Tiép tuc phan tich cac gai tin khac ching ta thay két qua
hoan toan phu hop vai ly thuyét.

Luu y v6i truong hop nay chung ta khong tac dong cau
hinh vao cac thiét bi mang 16i MPLS/VPN nén trudng EXP
cua nhan dugc gan theo gia tri DSCP cua goi tin. Pay la hanh
vi mic dinh.

5.3.2 Trwong hegp 2: Thwc hién QoS trong mang 15i
MPLS VPN

5.3.2.1 Cdu hinh mé phéng

Thuc hién cdu hinh md phong twong ty nhu truong hop
1 tuy nhién dé phuc vu muc dich mé phong, chinh sach trong
mang nha cung cap dich vu s& nhu sau: dam bao luu luong ftp
c¢6 bang thong tdi da 1Mbps tuy nhién khi luu lvgng vuot qua
ciing s& khong hiy bo ngay ma s& bi danh dau lai vi EXP 1a 6
va luu luong vuot qua nay s& bi huy bo néu toc do vuot 1
Mbps. Chinh sach nay thé hién & bang sau:

Lép luu lwong cong DSCP Bing thong
video 8080 EF (EXP5) | 12 Mbps
http 80 AF41 (EXP | 2 Mbps

4)
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pcanywhere 5631 CS3 (EXP | 1 Mbps
3)

ftp 21 CS2 (EXP | 1 Mbps
2)

ftp-exceed 21 EXP 6 (EXP | <= 1Mbps
2 ->6)

custom 9090 CS1 (EXP | 1 Mbps
1)

5.3.2.2 Két qua mé phong

Thyc hién truyén twong ty nhu truong hop 1 va xem
bang thong ftp dwoc gan lai boi nha cung cap dich vu thé nao.
Kiém tra chinh sach &p dung trén router 15i ra PE-2 ta duogc két
qua nhu sau:

Class-map: ftp-out (match-all)
7788 packets, 11630133 bytes
30 second offered rate 955000 bps, drop rate 0000 bps
Match: qos-group 2
Queueing
gueue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 7788/11630133
bandwidth 1000 kbps
police:
cir 1000000 bps, bc 125000 bytes, be 125000 bytes
conformed 7788 packets, 11630133 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
violated 0 packets, 0 bytes; actions:
drop
conformed 955000 bps, exceeded 0000 bps, violated
0000 bps

Class-map: ftp-exceed-out (match-all)
6398 packets, 9617214 bytes
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30 second offered rate 779000 bps, drop rate 0000 bps
Match: qos-group 6
police:
cir 1000000 bps, bc 125000 bytes, be 125000 bytes
conformed 6398 packets, 9617214 bytes; actions:

transmit

exceeded 0 packets, 0 bytes; actions:
drop

violated 0 packets, 0 bytes; actions:
drop

conformed 779000 bps, exceeded 0000 bps, violated
0000 bps

bac biét lvu ¥ hai 16p luu lugng: ftp-out va ftp-exceed-
out, chlng ta thdy néu truyén tuong ty nhu truong hop 1 thi
lwu lwong FTP s& bi chia sé thanh hai ludng khac nhau véi
bang théng mdi loai gan 1Mbps phil hop véi mong muédn.

5.4  Kétluan chwong

KET LUAN VA HUONG PHAT TRIEN
Ngay nay cac tng dung Internet dugc st dung rong réi ¢
moi linh vuc va & khip noi trén thé giéi. Piéu d6 kéo theo nhu
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cau truyén thong tin mot cach an toan, hiéu qua. Mot trong
nhirng ung dung quan trong do 1a mang riéng ao.

Luan van ngoai viéc gidi thiéu cac khai niém chung vé
mang riéng ao, luan van con di sdu phan tich cac loai mang
riéng 40 hién nay, nhitng han ché ciing nhu thé manh cua tirng
mo hinh dé mdi ngudi doc rit ra dwoc mé hinh thich hop nhat

Hién nay cd kha nhiéu cong nghé mang méi ra doi nham
muc dich truyén théng tin mot cach an toan trén Internet va
ndi bat nhéat chinh 1a MPLS VPN. Luan vin ngoai viéc phan
tich, nghién cu cau tric, cach thic hoat dong cua mang
MPLS noéi chung, con di sau vao nghién ctu céch thic truyén
goi tin trong mang MPLS VPN tir dia chi ngudn dén dia chi
dich & cac khu vuc khac nhau mot cach an toan.

Sau khi truyén duoc thdng tin qua mang VPN trén nén
tang MPLS mét van dé dit ra la phai dam bao chat luong dich
vu cho céc dit liéu truyén qua nd. Ludn vin ciing da trinh bay
mét céch rd rang vé cac co ché QoS cho mang IP va cach thic
thuc thi nd trén mang MPLS VPN nhu thé nao. Bong thoi luan
van cling da phan tich, thir nghiém tinh nang QoS trén mang
MPLS VPN trong mot md hinh md phong véi cac thiét bi va
dix lidu rat gan véi thuc té dé nguoi doc c6 dugc cai nhin truc
quan ciing nhu kiém nghiém dugc tinh ding dan caa ly thuyét.

Huéng nghién cau tiép theo cua luan van 1a sé& ap dung
cach thuc thi QoS trong moéi truong thyc té nhu cac doanh
nghiép 16n ciing nhu cac nha cung cap dich vu véi cac thiét bi
phtic tap, thudc nhiéu hang cung cip va c6 hiéu ning cao. Tién
ti s& tim cach ap dung QoS véi md hinh ¢ nhidu nha cung
cap dich vu MPLS VPN khéc nhau tao diéu kién cho cac
khéch hang/doanh nghiép c6 duoc chit lwong dich vu cao nhat
va gié thanh ré nhat.
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Mic du da cd gang hét sic nhung do thoi gian ¢ han nén
ludn van chic chan s& khdng tranh khoi nhitng han ché va
thiéu s6t nhat dinh. Ngit canh mé phong trong luan van van
con han ché, chua dénh gia duoc rd hon cac tng dung nghiép
vy, da phuong tién trong thyuc té&. Em mong s& nhan dugc cac y
kién cua céc thay co trong hoi dong dé luan vian co thé hoan
thién hon.
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